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Preface	

Computers play a large part in our everyday lives and will continue to do so in the future. 
Computer science is a young discipline that is evolving and progressing. Computer net-
works have connected people from far-flung points of the globe. Virtual reality is creating 
three-dimensional images that amaze the eyes. Space exploration owes part of its success 
to computers. Computer-generated special effects have changed the movie industry. 
Computers have played important roles in genetics. 

Audience
This book is written for both academic and professional audience. The book can be used 
as a self-study guide for interested professionals. As a textbook, it can be used for a one-
semester or one-quarter course. It is designed as the first course in computer science. This 
book is designed for a CS0 course based on the recommendations of the Association of 
Computing Machinery (ACM). It covers all areas of computer science in breadth. The 
book, totally or partially, can also be used in other disciplines where the students need to 
have a bird’s-eye view approach to the computer science. 

Changes in the fourth edition
I have made several categories of changes in this edition.

Revised chapters and appendices
Minor changes have been made to almost all the chapters. Two new chapters have been 
added (Chapters 19 and 20). Some materials have been removed from Chapter 4, 
expanded  and inserted as two new appendices (Appendices I and J).

Organization
The book is made of 20 chapters and 10 appendices. 
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Chapters
Chapters are intended to provide the basic materials. However, not all chapters are needed 
for every audience. The professor who teaches the course can decide which chapters to 
use. We give guidance below.

Appendices
The appendices are intended to provide a quick reference or review of materials needed to 
understand the concepts discussed in the book. There are ten appendices that can be used 
by the students for reference and study. 

Acronyms
The book contains a list of acronyms for finding the corresponding terms quickly. 

Glossary
The book contains an extensive glossary giving full explanations of the terms used in the 
book. 

Pedagogy 
Several pedagogical features of this text are designed to make it particularly easy for 
students to understand the materials.

Visual approach
The book presents highly technical subject matter without complex formulas by using a 
balance of text and figures. More than 400 figures accompanying the text provide a visual 
and intuitive opportunity for understanding the material. Figures are particularly 
important in explaining the relationship between components of a whole. For many 
students, these concepts are more easily grasped visually than verbally. 

Highlighted points
I have repeated important concepts in boxes for quick reference and immediate attention.

Examples and applications
Whenever appropriate, I have included examples that illustrate the concepts introduced 
in the text. 

Algorithms
The inclusion of algorithms in the text helps students with problem solving and 
programming.
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Unified Modeling Language (UML)
Throughout the book I have used UML diagrams to make students familiar with this tool, 
which is becoming the de facto standard in the industry.

End-of-chapter materials
Each chapter ends with a set of materials that includes the following:

Recommended reading

This section gives a brief list of references relative to the chapter. The references can be 
used to quickly find the corresponding literature. 

Key terms

The new terms used in each chapter are listed at the end of the chapter and their definitions 
are included in the glossary. 

Summary

Each chapter ends with a summary of the material covered by that chapter. The summary 
consolidates the important learning points in one place for ease of access by students. 

Practice set
Each chapter includes a practice set designed to reinforce salient concepts and encourage 
students to apply them. It consists of three parts: quizzes, questions, and problems.

Quizzes

Quizzes, which are posted on the book website, provide quick concept checking. Students 
can take these quizzes to check their understanding of the materials. The feedback to the 
students’ responses is given immediately. 

Questions

This section contains simple questions about the concepts discussed in the book. Answers 
to the odd-numbered questions are posted on the book website to be checked by the 
student.  

Problems

This section contains more difficult problems that need a deeper understanding of the 
materials discussed in the chapter. I strongly recommend that the student trys to solve all 
of these problems. Answers to the odd-numbered problems are also posted on the book 
website to be checked by the student. 

Professor resources
The book contains complete resources for professors who teach the course. They can be 
downloaded from the book site. They include:
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Presentations

The site includes a set of colorful and animated PowerPoint presentations for teaching the 
course.

Solutions to practice set

Solutions to all questions and problems are provided on the book website for the use of 
professors who teach the course.

Student resources
The book contains complete student resources on the book website. They include:

Quizzes

There are quizzes at the end of chapters that can be taken by the students. Students are 
encouraged to take these quizzes to test their general understanding of the materials 
presented in the corresponding chapter. 

Solutions to odd-numbered practice sets

Solutions to all odd-number questions and problems are provided on the book website for 
the use of students.

How to use the book
The chapters in the book are organized to provide a great deal of flexibility. I suggest the 
following:

❑❑ Materials provided in Chapters 1 to 8 are essential to understand the rest of the book.

❑❑ Materials provided in Chapters 9 to 14 can be taught if the time allows. They can be 
skipped in a quarter system.

❑❑ Chapters 15 to 20 can be taught at the discretion of the professor and the majors of 
students.  

Acknowledgments
It is obvious that the development of a book of this scope needs the support of many 
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Throughout the text we have used several trademarks. Rather than insert a trademark 
symbol with each mention of the trademark name, we acknowledge the trademarks here 
and state that they are used with no intention of infringing upon them. Other product 
names, trademarks, and registered trademarks are the property of their respective 
owners. 

Trademarks	





The phrase computer science has a very broad meaning today. However, in this book, we 
define the phrase as ‘issues related to the computer’. This introductory chapter first tries 
to find out what a computer is, then investigates other issues directly related to comput-
ers. We look first at the Turing model as a mathematical and philosophical definition of 
computation. We then show how today’s computers are based on the von Neumann 
model. The chapter ends with a brief history of this culture-changing device . . . the 
computer.

Objectives
After studying this chapter, the student should be able to:

❑❑ Define the Turing model of a computer.

❑❑ Define the von Neumann model of a computer.

❑❑ Describe the three components of a computer: hardware, data, and software.

❑❑ List topics related to computer hardware.

❑❑ List topics related to data.

❑❑ List topics related to software.

❑❑ Give a short history of computers.

CHAPTER	 1
Introduction



2 ﻿Introduction

1.1  TURING MODEL
The idea of a universal computational device was first described by Alan Turing in 1936. 
He proposed that all computation could be performed by a special kind of a machine, now 
called a Turing machine. Although Turing presented a mathematical description of such a 
machine, he was more interested in the philosophical definition of computation than in 
building the actual machine. He based the model on the actions that people perform 
when involved in computation. He abstracted these actions into a model for a computa-
tional machine that has really changed the world.

1.1.1  Data processors
Before discussing the Turing model, let us define a computer as a data processor. Using 
this definition, a computer acts as a black box that accepts input data, processes the data, 
and creates output data (Figure 1.1). Although this model can define the functionality of 
a computer today, it is too general. In this model, a pocket calculator is also a computer 
(which it is, in a literal sense).

Figure 1.1  A single-purpose computing machine

Input data Output dataComputer

Another problem with this model is that it does not specify the type of processing, or 
whether more than one type of processing is possible. In other words, it is not clear how 
many types or sets of operations a machine based on this model can perform. Is it a 
specific-purpose machine or a general-purpose machine?

This model could represent a specific-purpose computer (or processor) that is de-
signed to do a single job, such as controlling the temperature of a building or controlling 
the fuel usage in a car. However, computers, as the term is used today, are general-purpose 
machines. They can do many different types of tasks. This implies that we need to change 
this model into the Turing model to be able to reflect the actual computers of today.

1.1.2  Programmable data processors
The Turing model is a better model for a general-purpose computer. This model adds an 
extra element to the specific computing machine: the program. A program is a set of 
instructions that tells the computer what to do with data. Figure 1.2 shows the Turing 
model.

In the Turing model, the output data depends on the combination of two factors: the 
input data and the program. With the same input data, we can generate different output 
if we change the program. Similarly, with the same program, we can generate different 
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outputs if we change the input data. Finally, if the input data and the program remain the 
same, the output should be the same. Let us look at three cases.

Same program, different input data 
Figure 1.3 shows the same sorting program with different input data. Although the 
program is the same, the outputs are different, because different input data is processed. 

Figure 1.3  The same program, different data

14, 6, 8, 12
Input data

6, 8, 12, 14
Output data

Computer

3, 12, 8, 22
Input data

3, 8, 12, 22
Output data

Computer

SortProgram

SortProgram

Same input data, different programs
Figure 1.4 shows the same input data with different programs. Each program makes the 
computer perform different operations on the input data. The first program sorts the data, 
the second adds the data, and the third finds the smallest number.

Figure 1.2  A computer based on the Turing model: programmable data processor

Input data Output dataComputer

Program
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Figure 1.4  The same data, different programs

3, 8, 12, 223, 12, 8, 22
Input data Output data

Computer

SortProgram

453, 12, 8, 22
Input data Output data

Computer

AddProgram

33, 12, 8, 22
Input data Output data

Computer

Find
smallestProgram

Same input data, same program 
We expect the same result each time if both input data and the program are the same, of 
course. In other words, when the same program is run with the same input data, we 
expect the same output. 

1.1.3  The universal Turing machine
A universal Turing machine, a machine that can do any computation if the appropriate 
program is provided, was the first description of a modern computer. It can be proved that 
a very powerful computer and a universal Turing machine can compute the same thing. 
We need only provide the data and the program—the description of how to do the com-
putation—to either machine. In fact, a universal Turing machine is capable of computing 
anything that is computable. 

1.2  VON NEUMANN MODEL
Computers built on the Turing universal machine store data in their memory. Around 
1944–1945, John von Neumann proposed that, since program and data are logically the 
same, programs should also be stored in the memory of a computer.

1.2.1  Four subsystems
Computers built on the von Neumann model divide the computer hardware into four 
subsystems: memory, arithmetic logic unit, control unit, and input/output (Figure 1.5).

﻿Introduction
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Figure 1.5  The Von Neumann model

Input / output

Input
data

Output
data

Computer

Control unit

Arithmetic logic
unit (ALU)

Memory

Memory
Memory is the storage area. This is where programs and data are stored during processing. 
We discuss the reasons for storing programs and data later in the chapter. 

Arithmetic logic unit
The arithmetic logic unit (ALU)  is where calculation and logical operations take place. 
For a computer to act as a data processor, it must be able to do arithmetic operations on 
data (such as adding a list of numbers). It should also be able to do logical operations on 
data, as we will see in Chapter 4. 

Control unit
The control unit controls the operations of the memory, ALU, and the input/output 
subsystem. 

Input / output 
The input subsystem accepts input data and the program from outside the computer, 
while the output subsystem sends the result of processing to the outside world. The defi-
nition of the input/output subsystem is very broad: it also includes secondary storage 
devices such as disk or tape that stores data and programs for processing. When a disk 
stores data that results from processing, it is considered an output device: when it reads 
data from the disk, it is considered an input device. 

1.2.2  The stored program concept
The von Neumann model states that the program must be stored in memory. This is 
totally different from the architecture of early computers in which only the data was 
stored in memory: the programs for their task were implemented by manipulating a set of 
switches or by changing the wiring system. 

The memory of modern computers hosts both a program and its corresponding data. 
This implies that both the data and programs should have the same format, because they 
are stored in memory. In fact, they are stored as binary patterns in memory—a sequence 
of 0s and 1s. 

1.2  Von Neumann Model
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1.2.3  Sequential execution of instructions
A program in the von Neumann model is made of a finite number of instructions. In this 
model, the control unit fetches one instruction from memory, decodes it, then executes 
it. In other words, the instructions are executed one after another. Of course, one 
instruction may request the control unit to jump to some previous or following 
instruction, but this does not mean that the instructions are not executed sequentially. 
Sequential execution of a program was the initial requirement of a computer based on 
the von Neumann model. Today’s computers execute programs in the order that is the 
most efficient. 

1.3  COMPUTER COMPONENTS
We can think of a computer as being made up of three components: computer hardware, 
data, and computer software. 

1.3.1  Computer hardware
Computer hardware today has four components under the von Neumann model, although 
we can have different types of memory, different types of input/output subsystems, and 
so on. We discuss computer hardware in more detail in Chapter 5. 

1.3.2  Data
The von Neumann model clearly defines a computer as a data processing machine that 
accepts the input data, processes it, and outputs the result. 

Storing data
The von Neumann model does not define how data must be stored in a computer. If a 
computer is an electronic device, the best way to store data is in the form of an electrical 
signal, specifically its presence or absence. This implies that a computer can store data in 
one of two states.

Obviously, the data we use in daily life is not just in one of two states. For example, 
our numbering system uses digits that can take one of ten states (0 to 9). We cannot (as 
yet) store this type of information in a computer: it needs to be changed to another system 
that uses only two states (0 and 1). We also need to be able to process other types of data 
(text, image, audio, video). These also cannot be stored in a computer directly, but need to 
be changed to the appropriate form (0s and 1s).

In Chapter 3, we will learn how to store different types of data as a binary pattern, a 
sequence of 0s and 1s. In Chapter 4, we show how data is manipulated, as a binary pat-
tern, inside a computer. 

﻿Introduction
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Organizing data
Although data should be stored only in one form inside a computer, a binary pattern, data 
outside a computer can take many forms. In addition, computers (and the notion of data 
processing) have created a new field of study known as data organization, which asks the 
question: can we organize our data into different entities and formats before storing them 
inside a computer? Today, data is not treated as a flat sequence of information. Instead, 
data is organized into small units, small units are organized into larger units, and so on. We 
will look at data from this point of view in Chapters 11–14. 

1.3.3  Computer software
The main feature of the Turing or von Neumann models is the concept of the program. 
Although early computers did not store the program in the computer’s memory, they did 
use the concept of programs. Programming those early computers meant changing the 
wiring systems or turning a set of switches on or off. Programming was therefore a task 
done by an operator or engineer before the actual data processing began.

Programs must be stored 
In the von Neumann model programs are stored in the computer’s memory. Not only do 
we need memory to hold data, but we also need memory to hold the program 
(Figure 1.6).

Figure 1.6  Program and data in memory

Memory

Program

Data

A sequence of instructions
Another requirement of the model is that the program must consist of a sequence of 
instructions. Each instruction operates on one or more data items. Thus, an instruction can 
change the effect of a previous instruction. For example, Figure 1.7 shows a program that 
inputs two numbers, adds them, and prints the result. This program consists of four 
individual instructions.
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Figure 1.7  A program made of instructions

1. Input the first number into memory.

2. Input the second number into memory.

3. Add the two together and store the result in memory.

4. Output the result.

Program

We might ask why a program must be composed of instructions. The answer is reusability. 
Today, computers do millions of tasks. If the program for each task was an independent 
entity without anything in common with other programs, programming would be diffi-
cult. The Turing and von Neumann models make programming easier by defining the 
different instructions that can be used by computers. A programmer can then combine 
these instructions to make any number of programs. Each program can be a different 
combination of different instructions. 

Algorithms
The requirement for a program to consist of a sequence of instructions made programming 
possible, but it brought another dimension to using a computer. A programmer must not 
only learn the task performed by each instruction, but also learn how to combine these 
instructions to do a particular task. Looking at this issue differently, a programmer must 
first solve the problem in a step-by-step manner, then try to find the appropriate instruction 
(or series of instructions) to implement those steps. This step-by-step solution is called an 
algorithm. Algorithms play a very important role in computer science and are discussed in 
Chapter 8.

Languages
At the beginning of the computer age there was only one computer language, machine 
language. Programmers wrote instructions (using binary patterns) to solve a problem. 
However, as programs became larger, writing long programs using these patterns became 
tedious. Computer scientists came up with the idea of using symbols to represent binary 
patterns, just as people use symbols (words) for commands in daily life. Of course, the 
symbols used in daily life are different from those used in computers. So the concept of 
computer languages was born. A natural language such as English is rich and has many 
rules to combine words correctly: a computer language, on the other hand, has a more 
limited number of symbols and also a limited number of words. We will study computer 
languages in Chapter 9. 

﻿Introduction
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Software engineering
Something that was not defined in the von Neumann model is software engineering, 
which is the design and writing of structured programs. Today it is not acceptable just to 
write a program that does a task: the program must follow strict rules and principles. We 
discuss these principles, collectively known as software engineering, in Chapter 10. 

Operating systems
During the evolution of computers, scientists became aware that there was a series of 
instructions common to all programs. For example, instructions to tell a computer where 
to receive data and where to send data are needed by almost all programs. It is more 
efficient to write these instructions only once for the use of all programs. Thus the concept 
of the operating system emerged. An operating system originally worked as a manager to 
facilitate access to the computer’s components by a program, although today operating 
systems do much more. We will learn about them in Chapter 7. 

1.4  HISTORY
In this section we briefly review the history of computing and computers. We divide this 
history into three periods.

1.4.1  Mechanical machines (before 1930)
During this period, several computing machines were invented that bear little resemblance 
to the modern concept of a computer.

❑❑ In the seventeenth century, Blaise Pascal, a French mathematician and philosopher, 
invented Pascaline, a mechanical calculator for addition and subtraction operations. 
In the twentieth century, when Niklaus Wirth invented a structured programming 
language, he called it Pascal to honor the inventor of the first mechanical calculator.

❑❑ In the late seventeenth century, German mathematician Gottfried Leibniz invented a 
more sophisticated mechanical calculator that could do multiplication and division as 
well as addition and subtraction. It was called the Leibniz Wheel.

❑❑ The first machine that used the idea of storage and programming was the Jacquard 
loom, invented by Joseph-Marie Jacquard at the beginning of the nineteenth century. 
The loom used punched cards (like a stored program) to control the raising of the 
warp threads in the manufacture of textiles. 

❑❑ In 1823, Charles Babbage invented the Difference Engine, which could do more than 
simple arithmetic operations—it could solve polynomial equations, too. Later, he in-
vented a machine called the Analytical Engine that, to some extent, parallels the idea 
of modern computers. It had four components: a mill (corresponding to a modern 
ALU), a store (memory), an operator (control unit), and output (input/output). 

❑❑ In 1890, Herman Hollerith, working at the US Census Bureau, designed and built 
a programmer machine that could automatically read, tally, and sort data stored on 
punched cards.
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1.4.2  The birth of electronic computers (1930–1950)
Between 1930 and 1950, several computers were invented by scientists who could be 
considered the pioneers of the electronic computer industry. 

Early electronic computers
The early computers of this period did not store the program in memory—all were 
programmed externally. Five computers were prominent during these years:

❑❑ The first special-purpose computer that encoded information electrically was invented by 
John V. Atanasoff and his assistant Clifford Berry in 1939. It was called the ABC (Atana-
soff Berry Computer) and was specifically designed to solve a system of linear equations.

❑❑ At the same time, a German mathematician called Konrad Zuse designed a general- 
purpose machine called Z1.

❑❑ In the 1930s, the US Navy and IBM sponsored a project at Harvard University under 
the direction of Howard Aiken to build a huge computer called Mark I. This comput-
er used both electrical and mechanical components.

❑❑ In England, Alan Turing invented a computer called Colossus that was designed to 
break the German Enigma code.

❑❑ The first general-purpose, totally electronic computer was made by John Mauchly and 
J. Presper Eckert and was called ENIAC (Electronic Numerical Integrator and Calcu-
lator). It was completed in 1946. It used 18 000 vacuum tubes, was 100 feet long by 
10 feet high, and weighed 30 tons.

Computers based on the von Neumann model
The preceding five computers used memory only for storing data, and were programmed 
externally using wires or switches. John von Neumann proposed that the program and the 
data should be stored in memory. That way, every time we use a computer to do a new 
task, we need only change the program instead of rewiring the machine or turning 
hundreds of switches on and off.

The first computer based on von Neumann’s ideas was made in 1950 at the Universi-
ty of Pennsylvania and was called EDVAC. At the same time, a similar computer called 
EDSAC was built by Maurice Wilkes at Cambridge University in England.

1.4.3 Computer generations (1950–present)
Computers built after 1950 more or less follow the von Neumann model. They have 
become faster, smaller, and cheaper, but the principle is almost the same. Historians divide 
this period into generations, with each generation witnessing some major change in 
hardware or software (but not in the model).

First generation
The first generation (roughly 1950–1959) is characterized by the emergence of commercial 
computers. During this time, computers were used only by professionals. They were 
locked in rooms with access limited only to the operator or computer specialist. Computers 

﻿Introduction
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were bulky and used vacuum tubes as electronic switches. At this time, computers were 
affordable only by big organizations. 

Second generation
Second-generation computers (roughly 1959–1965) used transistors instead of vacuum 
tubes. This reduced the size of computers, as well as their cost, and made them affordable 
to small and medium-size corporations. Two high-level programming languages, 
FORTRAN and COBOL (see Chapter 9), were invented and made programming easier. 
These two languages separated the programming task from the computer operation task. 
A civil engineer, for example could write a FORTRAN program to solve a problem 
without being involved in the electronic details of computer architecture. 

Third generation
The invention of the integrated circuit (transistors, wiring, and other components on a 
single chip) reduced the cost and size of computers even further. Minicomputers appeared 
on the market. Canned programs, popularly known as software packages, became available. 
A small corporation could buy a package, for example for accounting, instead of writing 
its own program. A new industry, the software industry, was born. This generation lasted 
roughly from 1965 to 1975.

Fourth generation
The fourth generation (approximately 1975–1985) saw the appearance of microcomputers. 
The first desktop calculator, the Altair 8800, became available in 1975. Advances in the 
electronics industry allowed whole computer subsystems to fit on a single circuit board. 
This generation also saw the emergence of computer networks (see Chapter 6). 

Fifth generation
This open-ended generation started in 1985. It has witnessed the appearance of laptop 
and palmtop computers, improvements in secondary storage media (CD-ROM, DVD, and 
so on), the use of multimedia, and the phenomenon of virtual reality.

1.5  COMPUTER SCIENCE AS A DISCIPLINE 
With the invention of computers, a new discipline has evolved: computer science. Like any 
other discipline, computer science has now divided into several areas. We can divide these 
areas into two broad categories: systems areas and applications areas. Systems areas cover 
those areas that directly related to the creation of hardware and software, such as computer 
architecture, computer networking, security issues, operating systems, algorithms, programming 
languages, and software engineering. Applications areas cover those that are related to the 
use of computers, such as databases and artificial intelligence. This book is a breadth-first 
approach to all of these areas. After reading the book, the reader should have enough 
information to select the desired area of specialty. 
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1.6  OUTLINE OF THE COURSE
After this introductory chapter, the book is divided into five parts.

1.6.1  Part I: Data representation and operation
This part includes Chapters 2, 3, and 4. Chapter 2 discusses number systems, how a 
quantity can be represented using symbols. Chapter 3 discusses how different data is 
stored inside the computer. Chapter 4 discusses some primitive operations on bits. 

1.6.2  Part II: Computer hardware
This part includes Chapters 5 and 6. Chapter 5 gives a general idea of computer hardware, 
discussing different computer organizations. Chapter 6 shows how individual computers 
are connected to make computer networks, and internetworks (internets). In particular, 
this chapter explores some subjects related to the Internet and its applications.

1.6.3  Part III: Computer software
This part includes Chapters 7, 8, 9, and 10. Chapter 7 discusses operating systems, the 
system software that controls access to the hardware by users—either human or application 
programs. Chapter 8 shows how problem solving is reduced to writing an algorithm for 
the problem. Chapter 9 takes a journey through the list of contemporary programming 
languages. Finally, Chapter 10 is a review of software engineering, the engineering approach 
to the development of software.

1.6.4  Part IV: Data organization and abstraction
This part complements Part I. In computer science, atomic data is collected into records, 
files, and databases. Data abstraction allows the programmer to create abstract notions 
about data. Part IV includes Chapters 11, 12, 13, and 14. Chapter 11 discusses data 
structure, collecting data of the same or different type under one category. Chapter 12 
discusses abstract data types. Chapter 13 shows how different file structures can be used 
for different purposes. Finally, Chapter 14 discusses databases.

1.6.5  Part V: Advanced topics
Part V gives an overview of advanced topics, topics that students of computer science will 
encounter later in their education. This part covers Chapters 15, 16, 17, and 18. Chapter 15 
discusses data compression, which is prevalent in today’s data communications. Chapter 16 
explores some issues to do with security, which is becoming more and more important 
when we communicate over insecure channels. Chapter 17 discusses the theory of compu-
tation: what can and cannot be computed. Finally Chapter 18 gives some idea of artificial 
intelligence, a topic wih day-to-day challenges in computer science.

1.6.6  Part VI: Social media and social Issues
Part VI briefly discusses social media and social issues, two topics that students of com-
puter science may be interested to explore.

﻿Introduction
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1.7  END-CHAPTER MATERIALS
1.7.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
recommended:

❑❑ Schneider, G. M. and Gersting, J. L. Invitation to Computer Science, Boston, MA: Course 
Technology, 2004

❑❑ Dale, N. and Lewis, J. Computer Science Illuminated, Sudbury, MA: Jones and Bartlett, 2004

❑❑ Patt, Y. and Patel, S. Introduction to Computing Systems, New York: McGraw-Hill, 2004

1.7.2  Key terms

algorithm 8 memory 5

arithmetic logic unit (ALU) 5 microcomputer 11

computer languages 8 operating system 9

control unit 5 output data 2

data processor 2 program 2

input data 2 structured programs 9

input/output subsystem 5 software engineering 9

instruction 6 Turing machine 2

integrated circuit 11 Turing model 1

logical operation 5 von Neumann model 1

1.7.3  Summary

❑❑ The idea of a universal computational device was first put forward by Alan Turing 
in 1936. He proposed that all computations can be performed by a special kind of a 
machine, now called a Turing machine. 

❑❑ The von Neumann model defines a computer as four subsystems: memory, arithmetic 
logic unit, control unit, and input/output. The von Neumann model states that the 
program must be stored in memory. 

❑❑ We can think of a computer as made up of three components: computer hardware, 
data, and computer software.

❑❑ The history of computing and computers can be divided into three periods: the 
period of mechanical machines (before 1930), the period of electronic computers 
(1930–1950), and the period that includes the five modern computer generations. 

❑❑ With the invention of computers a new discipline has evolved, computer science, which 
is now divided into several areas.
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1.8  PRACTICE SET
1.8.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

1.8.2  Review questions
Q1-1.	 Define a computer based on the Turing model.
Q1-2.	 Define a computer based on the von Neumann model. 
Q1-3.	 What is the role of a program in a computer that is based on the Turing model?
Q1-4.	 What is the role of a program in a computer based on the von Neumann model?
Q1-5.	 What are the various subsystems of a computer?
Q1-6.	 What is the function of the memory subsystem in a computer?
Q1-7.	 What is the function of the ALU subsystem in a computer?
Q1-8.	 What is the function of the control unit subsystem in a computer?
Q1-9.	 What is the function of the input/output subsystem in a computer?
Q1-10.	 Briefly describe the five generations of computers.

1.8.3  Problems
P1-1.	 Explain why a computer cannot solve a problem for which there is no solution 

outside the computer.
P1-2.	 If a small cheap computer can do the same thing as a large expensive computer, 

why do people need to have a large one?
P1-3.	 Do some research and find out whether the Pascaline calculator is a computer 

according to the Turing model.
P1-4.	 Do some research and find out whether Leibnitz’ Wheel is a computer according 

to the Turing model.
P1-5.	 Do some research and find out whether the Jacquard Loom is a computer accord-

ing to the Turing model.
P1-6.	 Do some research and find out whether Babbage’s Analytical Engine is a com-

puter according to the von Neumann model. 
P1-7.	 Do some research about the ABC computer and find out whether this computer 

followed the von Neumann model. 
P1-8.	 Do some research and find out in which computer generation keyboards 

originated.

﻿Introduction



This chapter is a prelude to Chapters 3 and 4. In Chapter 3 we will show how data is 
stored inside the computer. In Chapter 4 we will show how logic and arithmetic opera-
tions are performed on data. This chapter is a preparation for understanding the contents 
of Chapters 3 and 4. Readers who know about number systems can skip this chapter and 
move on to Chapter 3 without loss of continuity. Note that the number systems discussed 
in this chapter are ‘paper and pencil representations’: we show how these numbers are 
stored in a computer in Chapter 3. 

Objectives
After studying this chapter, the student should be able to:

❑❑ Understand the concept of number systems.

❑❑ Distinguish between nonpositional and positional number systems.

❑❑ Describe the decimal system (base 10).

❑❑ Describe the binary system (base 2).

❑❑ Describe the hexadecimal system (base 16).

❑❑ Describe the octal system (base 8).

❑❑ Convert a number in binary, octal, or hexadecimal to a number in the decimal system.

❑❑ Convert a number in the decimal system to a number in binary, octal, or hexadecimal.

❑❑ Convert a number in binary to octal and vice versa.

❑❑ Convert a number in binary to hexadecimal and vice versa.

❑❑ Find the number of digits needed in each system to represent a particular value. 

CHAPTER	 2
Number Systems
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2.1  INTRODUCTION
A number system (or numeral system) defines how a number can be represented using 
distinct symbols. A number can be represented differently in different systems. For exam-
ple, the two numbers (2A)16 and (52)8 both refer to the same quantity, (42)10, but their 
representations are different. This is the same as using the words cheval (French) and 
equus (Latin) to refer to the same entity, a horse. 

As we use symbols (characters) to create words in a language, we use symbols (digits) 
to represent numbers. However, we know that the number of symbols (characters) in any 
language is limited. We need to repeat characters and combine them to create words. It is 
the same for numbers: we have a limited number of symbols (digits) to represent num-
bers, which means that the digits need to be repeated. 

Several number systems have been used in the past and can be categorized into two 
groups: positional and nonpositional systems. Our main goal is to discuss the positional 
number systems, but we also give examples of nonpositional systems. 

2.2  POSITIONAL NUMBER SYSTEMS
In a positional number system, the position a symbol occupies in the number determines 
the value it represents. In this system, a number represented as: 

6 (SK21 … S2 S1 S0. S21 S22 … S
2L )b

has the value of: 

n 5 6 SK21 3 bK21 1… 1 S1 3 b1 1 S0 3 b0

1  S
21 3 b21 1 S

22 3 b22 1 … 1 S
2L 3 b2L

in which S is the set of symbols, b is the base (or radix), which is equal to the total num-
ber of the symbols in the set S, and SK and SL are symbols in the whole and fraction parts 
of the number. Note that we have used an expression that can be extended from the right 
or from the left. In other words, the power of b can be 0 to K 2 1 in one direction and 
21 to 2L in the other direction. The terms with non negative powers of b are related to 
the integral part of the number, while the terms with negative power of b are related to 
the fractional part of the number. The 6 sign shows that the number can be either posi-
tive or negative. We will study several positional number systems in this chapter.

2.2.1  The decimal system (base 10) 
The first positional number system we discuss in this chapter is the decimal system. The 
word decimal is derived from the Latin root decem (ten). In this system the base b 5 10 
and we use ten symbols to represent a number. The set of symbols is S 5 {0, 1, 2, 3, 4, 5, 
6, 7, 8, 9}. As we know, the symbols in this system are often referred to as decimal digits 
or just digits. In this chapter, we use 6 to show that a number can be positive or negative, 
but remember that these signs are not stored in computers—computers handle the sign 
differently, as we discuss in Chapter 3. 
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Computers store positive and negative numbers differently. 

In the decimal system, a number is written as:

6 (SK21 … S2 S1 S0. S21 S22 … S
2L )10

but for simplicity, we often drop the parentheses, the base, and the plus sign (if the num-
ber is positive). For example, we write the number 1(552.23)10 as 552.23—the base and 
plus signs are implicit. 

Integers
An integer (an integral number with no fractional part) in the decimal system is familiar 
to all of us—we use integers in our daily life. In fact, we have used them so much that they 
are intuitive. We represent an integer as 6 SK–1 … S1 S0. The value is calculated as:

N 5 ± SK21 3 10K21 1 SK22 3 10K22 1 … 1 S2 3 102 1 S1 3 101 1 S0 3 100

in which Si is a digit, b 5 10 is the base, and K is the number of digits. 
Another way to show an integer in a number system is to use place values, which are 

powers of 10 (100, 101, …, 10K21) for decimal numbers. Figure 2.1 shows an integer in the 
decimal system using place values.

Figure 2.1  Place value for an integer in decimal system

Place values

Number

ValuesN =   + + + + +

S2 

S2 + 102 

102

SK−2 

SK−2 + 10K−2 

10K−2

SK−1

SK−1 + 10K−1 

10K−1

S1 

S1 + 101 

101

S0 

100 

S0 + 100 

+–

+–

Example 2.1

The following shows the place values for the integer 1224 in the decimal system: 

102 101 100 Place values

2 2 4 Number

N 5 1 2 3 102 1 2 3 101 1 4 3 100 Values

Note that the digit in position 1 has the value 20, but the same digit in position 2 has the 
value 200. Also note that we normally drop the plus sign, but it is implicit. 
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Example 2.2

The following shows the place values for the decimal number –7508. We have used 1, 10, 
100, and 1000 instead of powers of 10: 

1000 100 10 1 Place values

7 5 0 8 Number

N 5 2 (7 3 1000 1 5 3 100 1 0 3 10 1 8 3 1) Values

Maximum value

Sometimes we need to know the maximum value of a decimal integer that can be repre-
sented by K digits. The answer is Nmax 5 10K 2 1. For example, if K 5 5, then the maxi-
mum value is Nmax 5 105 2 1 5 99 999. 

Reals
A real (a number with a fractional part) in the decimal system is also familiar. For example, 
we use this system to show dollars and cents ($23.40). We can represent a real as 6 SK–1 … 
S1 S0 ·

 S–1 … S–L. The value is calculated as:

                                                                                  Integral part Fractional part

R 5 6 SK21 3 10K21 1 … 1 S1 3 101 1 S0  3 100 1 S
21 3 1021 1 … 1 S

2L 3 102L

in which S1 is a digit, b 5 10 is the base, K is the number of digits in the integral part, and 
L is the number of digits in the fractional part. The decimal point we use in our 
representation separates the fractional part from the integral part. 

Example 2.3

The following shows the place values for the real number 124.13:

101 100 1021 1022 Place values

2 4 · 1 3 Number

R 5 1 2 3 10 1 4 3 1 1 1 3 0.1 1 3 3 0.01 Values

2.2.2  The binary system (base 2)
The second positional number system we discuss in this chapter is the binary sys-
tem. The word binary is derived from the Latin root bini (or two by two). In this 
system the base b 5 2 and we use only two symbols, S 5 {0, 1}. The symbols in this 
system are often referred to as binary digits or bits (binary digit). As we will see in 
Chapter 3, data and programs are stored in the computer using binary patterns, a 
string of bits. This is because the computer is made of electronic switches that can 
have only two states, on and off. The bit 1 represents one of these two states and the 
bit 0 the other.

﻿Number Systems
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Integers
We can represent an integer as 6  (SK–1 … S1 S0)2. The value is calculated as:

N 5 6 SK21 3 2K21 1 SK22 3 2K22 1 … 1 S2 3 22 1 S1 3 21 1 S0 3 20

in which Si is a digit, b 5 2 is the base, and K is the number of bits. Another way to show 
a binary number is to use place values (20, 21, … 2K21). Figure 2.2 shows a number in the 
binary number system using place values:

Figure 2.2  Place values in an integer in the binary system

Place values

Number

ValuesN =   + + + + +

S2 

S2 + 22 

22

SK−2 

SK−2 + 2K−2 

2K−2

SK−1

SK−1 + 2K−1 

2K−1

S1 

S1 + 21 

21

S0 

20 

S0 + 20 

+–

+–

Example 2.4

The following shows that the number (11001)2 in binary is the same as 25 in decimal. The 
subscript 2 shows that the base is 2: 

24 23 22 21 20 Place values

1 1 0 0 1 Number

N 5 1 3 24 1 1 3 23 1 0 3 22 1 0 3 21 1 1 3 20 Decimal

Note that the equivalent decimal number is N 5 16 1 8 1 0 1 0 1 1 5 25.

Maximum value

The maximum value of a binary integer with K digits is Nmax 5 2K – 1. For example, if  
K 5 5, then the maximum value is Nmax 5 25 – 1 5 31. 

Reals
A real—a number with an optional fractional part—in the binary system can be made of 
K bits on the left and L bits on the right, 6 (SK–1 … S1 S0 ·

 S–1 … S–L)2. The value can be 
calculated as:

                                                                                  Integral part · Fractional part

R 5 6 SK21 3 2K21 3 … 3 S1 3 21 3 S0 3 20 1  S
21 3 221 1 … 1  S

2L 3 22L

in which Si is a bit, b 5 2 is the base, K is the number of bits to the left, and L is the num-
ber of bits to the right of the decimal point. Note that K starts from 0, but L starts from 
21. The highest power is K 2 1 and the lowest power is 2L. 
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Example 2.5

The following shows that the number (101.11)2 in binary is equal to the number 5.75 in 
decimal:

22 21 20 221 222 Place values

1 0 1 · 1 1 Number

R 5 1 3 22 1 0 3 21 1 1 3 20 1 1 3 221 1 1 3 222 Values

Note that the value in the decimal system is R 5 4 1 0 1 1 1 0.5 1 0.25 5 5.75.

2.2.3  The hexadecimal system (base 16)
Although the binary system is used to store data in computers, it is not convenient for 
representation of numbers outside the computer, as a number in binary notation is much 
longer than the corresponding number in decimal notation. However, the decimal system 
does not show what is stored in the computer as binary directly—there is no obvious 
relationship between the number of bits in binary and the number of decimal digits. 
Conversion from one to the other is not fast, as we will see shortly.

To overcome this problem, two positional systems were devised: hexadecimal and 
octal. We first discuss the hexadecimal system, which is more common. The word hexadec-
imal is derived from the Greek root hex (six) and the Latin root decem (ten). To be consis-
tent with decimal and binary, it should really have been called sexadecimal, from the Latin 
roots sex and decem. In this system the base b 5 16 and we use 16 symbols to represent a 
number. The set of symbols is S 5 {0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C, D, E, F}. Note that the 
symbols A, B, C, D, E, F (uppercase or lowercase) are equivalent to 10, 11, 12, 13, 14, and 
15 respectively. The symbols in this system are often referred to as hexadecimal digits. 

Integers
We can represent an integer as 6 SK–1 … S1 S0. The value is calculated as:

N 5 6 SK21 3 16K21 1 SK22 3 16K22 1 … 1 S2  3 162 1 S1  3 161 1 S0  3 160

in which Si is a digit, b 5 16 is the base, and K is the number of digits. 
Another way to show a hexadecimal number is to use place values (160, 161, …, 16K 21). 

Figure 2.3 shows a number in the hexadecimal number system using place values. 

Figure 2.3  Place values in an integer in the hexadecimal system

Place values

Number

Values+ + + + +

S2 

S2 + 162 

162

SK−2 

SK−2 + 16K−2 

16K−2

SK−1

SK−1 + 16K−1 

16K−1

S1 

S1 + 161 

161

S0 

160 

S0 + 160 N =   

+–

+–

﻿Number Systems
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Example 2.6

The following shows that the number (2AE)16 in hexadecimal is equivalent to 686 in 
decimal: 

162 161 160 Place values

2 A E Number

N 5 2 3 162 1 10 3 161 1 14 3 160 Values

Note that the value in the decimal system is N 5 512 1 160 1 14 5 686.

Maximum value

The maximum value of a hexadecimal integer with K digits is Nmax 5 16K – 1. For example, 
if K 5 5, then the maximum value is Nmax 5 165 – 1 5 1 048 575.

Reals
Although a real number can be also represented in the hexadecimal system, it is not very 
common. 

2.2.4  The octal system (base 8)
The second system that was devised to show the equivalent of the binary system outside 
the computer is the octal system. The word octal is derived from the Latin root octo 
(eight). In this system the base b 5 8 and we use eight symbols to represent a number. The 
set of symbols is S 5 {0, 1, 2, 3, 4, 5, 6, 7}. The symbols in this system are often referred 
to as octal digits. 

Integers
We can represent an integer as 6  SK–1 … S1 S0. The value is calculated as:

N 5 6 SK21 3 8K21 1 SK22 3 8K22 1 … 1 S2 3 82 1 S1 3 81 1 S0 3 80

in which Si is a digit, b 5 8 is the base, and K is the number of digits. 
Another way to show an octal number is to use place values (80, 81, …, 8K21).  

Figure 2.4 shows a number in the octal number system using place values. 

Figure 2.4  Place values in an integer in the octal system

Place values

Number

Values+ + + + +

S2 

S2 + 82 

82

SK−2 

SK−2 + 8K−2 

8K−2

SK−1

SK−1 + 8K−1 

8K−1

S1 

S1 + 81 

81

S0 

80 

S0 + 80 N =   

+–

+–
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Example 2.7

The following shows that the number (1256)8 in octal is the same as 686 in decimal: 

83 82 81 80 Place values

1 2 5 6 Number

N 5 1 3 83 1 2 3 82 1 5 3 81 1 6 3 80 Values

Note that the decimal number is N 5 512 1 128 1 40 1 6 5 686.

Maximum Value

The maximum value of an octal integer with K digits is Nmax 5 8K − 1. For example, if 
K 5 5, then the maximum value is Nmax 5 85 − 1 5 32767. 

Reals
Although a real number can be also represented in the octal system, it is not very common.  

2.2.5  Summary of the four positional systems
Table 2.1 shows a summary of the four positional number systems discussed in this 
chapter.

Table 2.1  Summary of the four positional number systems

System Base Symbols Examples

Decimal 10 0, 1, 2, 3, 4, 5, 6, 7, 8, 9 2345.56

Binary 2 0, 1 (1001.11)2

Octal 8 0, 1, 2, 3, 4, 5, 6, 7 (156.23)8

Hexadecimal 16 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C, D, E, F (A2C.A1)16

Table 2.2 shows how the number 15 is represented with two digits in decimal, four digits 
in binary, two digits in octal, and only one digit in hexadecimal. The hexadecimal repre-
sentation is definitely the shortest. 

Table 2.2  Comparison of numbers in the four systems

Decimal Binary Octal Hexadecimal

0 0 0 0

1 1 1 1

2 10 2 2

3 11 3 3

4 100 4 4

﻿Number Systems
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Table 2.2  (Continued)

Decimal Binary Octal Hexadecimal

5 101 5 5

6 110 6 6

7 111 7 7

8 1000 10 8

9 1001 11 9

10 1010 12 A

11 1011 13 B

12 1100 14 C

13 1101 15 D

14 1110 16 E

15 1111 17 F

2.2.6  Conversion
We need to know how to convert a number in one system to the equivalent number in another 
system. Since the decimal system is more familiar than the other systems, we first show how 
to covert from any base to decimal. Then we show how to convert from decimal to any base. 
Finally, we show how we can easily convert from binary to hexadecimal or octal and vice versa. 

Any base to decimal conversion
This type of conversion is easy and fast. We multiply each digit with its place value in the 
source system and add the results to get the number in the decimal system. Figure 2.5 
shows the idea.

Figure 2.5  Converting other bases to decimal

Decimal

Decimal point

Multiplication 

Place values

Binary

b0 b−Lb−1 b−2b1bK−1

+ S0 × b0 + S0 × b0 S−1× b−1 +  S−2× b−2 + + S−L × b−L

S0S1SK−1 S−LS−1 S−2

SK−1 × bK−1 +

Integral Fraction

+
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Example 2.8

The following shows how to convert the binary number (110.11)2 to decimal: (110.11)2 
5 6.75: 

Binary 1 1 0 · 1 1

Place values 22 21 20 221 222

Partial results 4 1 2 1 0 1 0.5 1 0.25

Decimal: 6.75

Example 2.9

The following shows how to convert the hexadecimal number (1A.23)16 to decimal:

Hexadecimal 1 A · 2 3

Place values 161 160 1621 1622

Partial result 16 1 10 1 0.125 1 0.012

Decimal: 26.137

Note that the result in the decimal notation is not exact, because 3 3 1622 5 0.01171875. 
We have rounded this value to three digits (0.012). In other words, (1A.23)16 ≈ 26.137. 
When we convert a number in decimal to hexadecimal, we need to specify how many 
digits we allow to the right of the decimal point.

Example 2.10

The following shows how to convert (23.17)8 to decimal:

Octal 2 3 · 1 7

Place values 81 80 821 822

Partial result 16 1 3 1 0.125 1 0.109

Decimal: 19.234

This means that (23.17)8 ≈ 19.234 in decimal. Again, we have rounded up 7 3 
822 5 0.109375. 

Decimal to any base
We can convert a decimal number to its equivalent in any base. We need two procedures, 
one for the integral part and one for the fractional part. 

Converting the integral part

The integral part can be converted using repetitive division.  Figure 2.6 shows the UML 
diagram for the process. We use UML diagrams through the book. For those readers not 
familiar with UML diagrams, please see Appendix B. 
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Figure 2.6  Algorithm to convert the integral part

[Condition is true]

Start

Stop

Given: 
source and base 

Source: integral part of decimal number
Destination: integral part of converted number

Condition: quotient is zero
Base: destination base

Divide source
by base 

Create an
empty destination 

Insert remainder
at the left of 
destination 

Quotient becomes
new source

Return:
destination

We call the integral part of the decimal number the source and the integral part of the 
converted number the destination. We first create an empty destination. We then repeti-
tively divide the source to get the quotient and the remainder. The remainder is inserted 
to the left of the destination. The quotient becomes a new source. Figure 2.7 shows how 
the destination is made with each repetition.

Figure 2.7  Converting the integral part

0 Q

Divide by b

RRRR
R: Remainders
S: Source

Di: Destination digit
D: Destination

D

Q: Quotients

D0D1D2DK−1 

S Q Q

We use Figure 2.6 to illustrate the process manually with some examples. 

Example 2.11

The following shows how to convert 35 in decimal to binary. We start with the number in 
decimal, we move to the left while continuously finding the quotients and the remainder 
of division by 2. The result is 35 5 (100011)2:

0 ← 1 ← 2 ← 4 ← 8 ← 17 ← 35 Decimal

↓ ↓ ↓ ↓ ↓ ↓

1 0 0 0 1 1 Binary
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Example 2.12

The following shows how to convert 126 in decimal to its equivalent in the octal system. 
We move to the right while continuously finding the quotients and the remainder of 
division by 8. The result is 126 5 (176)8:

0 ← 1 ← 15 ← 126 Decimal

↓ ↓ ↓

1 7 6 Octal

Example 2.13

The following shows how we convert 126 in decimal to its equivalent in the hexadecimal 
system. We move to the right while continuously finding the quotients and the remainder 
of division by 16. The result is 126 5 (7E)16:

0 ← 7 ← 126 Decimal

↓ ↓

7 E Hexadecimal

Converting the fractional part

The fractional part can be converted using repetitive multiplication. We call the fractional 
part of the decimal number the source and the fractional part of the converted number the 
destination. We first create an empty destination. We then repetitively multiply the source 
to get the result. The integral part of the result is inserted to the right of the destination, 
while the fractional part becomes the new source. Figure 2.8 shows the UML diagram for 
the process. Figure 2.9 shows how the destination is made in each repetition. We use the 
figure to illustrate the process manually with some examples. 

Figure 2.8  Algorithm to convert the fractional part

[Condition is true]

Start

Stop

Given: 
source and base 

Source: fraction part of decimal number
Destination: fraction part of converted number
Condition: Fraction part is zero or destination
                  digits are enough

Multiply source by 
base to get a result

Create an
empty destination 

Insert integral
part of result at 

right of destination 

Fraction part of
result becomes

new source

Return:
destination
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Figure 2.9  Converting the fractional part

F: Fractional part
S: Source

Di: Destination digit

Note: 
The fraction may never become zero. 
Stop when enough digits have been created. 

D: Destination

I: Integral part

Multiply by b

I I I I

D D−1 D−2 D−3
D−l 

S F F F 0

Example 2.14

Convert the decimal number 0.625 to binary. 

Solution
Since the number 0.625 has no integral part, the example shows how the fractional part 
is calculated. The base here is 2. Write the decimal number at the left corner. Multiply the 
number continuously by 2 and record the integral and fractional part of the result. The 
fractional part moves to the right, and the integral part is recorded under each operation. 
Stop when the fractional part is 0 or there are enough bits. The result is (0.101)2:

Decimal 0.625 → 0.25 → 0.50 → 0.00

↓ ↓ ↓

Binary · 1 0 1

Example 2.15

The following shows how to convert 0.634 to octal using a maximum of four digits. The 
result is 0.634 5 (0.5044)8. Note that we multiply by 8 (base octal):

Decimal 0.634 → 0.072 → 0.576 → 0.608 → 0.864

↓ ↓ ↓ ↓

Octal · 5 0 4 4

Example 2.16

The following shows how to convert 178.6 in decimal to hexadecimal using only one digit 
to the right of the decimal point. The result is 178.6 5 (B2.9)16 Note that we divide or 
multiply by 16 (base hexadecimal):

Decimal 0 ← 11 ← 178 · 0.6 → 0.6

↓ ↓ ↓

Hexadecimal B 2 · 9
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Example 2.17

An alternative method for converting a small decimal integer (usually less than 256) to 
binary is to break the number as the sum of numbers that are equivalent to the binary 
place values: 

Place values 27 26 25 24 23 22 21 20

Decimal equivalent 128 64 32 16 8 4 2 1

Using this table, we can convert 165 to binary (10100101)2 as shown below: 

Decimal 165 5 128 1 0 1 32 1 0 1 0 1 4 1 0 1 1

Binary 1 0 1 0 0 1 0 1

Example 2.18

A similar method can be used to convert a decimal fraction to binary when the denominator 
is a power of two: 

Place values 221 222 223 224 225 226 227

Decimal equivalent 1⁄2 1⁄4 1⁄8 1⁄16 1⁄32 1⁄64 1⁄128

Using this table, we convert 27⁄64 to binary (0.011011)2 as shown below: 

Decimal 5 27⁄64 16⁄64 1 8⁄64 1 2⁄64 1 1⁄64

 1⁄4 1 1⁄8 1 1⁄32 1 1⁄64

Align these fractions according to decimal equivalent values. Note that since 1⁄2 and 1⁄16 are 
missing, we replace them with 0s: 

Decimal 27⁄64 5 0 1 1⁄4 1 1⁄8 1 0 1 1⁄32 1 1⁄64

Binary 0 1 1 0 1 1

Number of digits

We often need to know the number of digits before converting a number from decimal to 
other bases. In a positional number system with base b, we can always find the number of 
digits of an integer using the relation K 5 ⎡logb N⎤, in which ⎡x⎤ means the smallest integer 
greater than or equal to x (it is also called the ceiling of x), and N is the decimal value of 
the integer. For example, we can find the required number of bits in the decimal number 
234 in all four systems as follows:

a.	 In decimal: Kd 5 ⎡log10 234⎤ 5 ⎡2.37⎤ 5 3, which is obvious.

b.	 In binary: Kb 5 ⎡log2 234⎤ 5 ⎡7.8⎤ 5 8. This is true because 234 5 (11101010)2  
c.	 In octal: Ko5 ⎡log8 234⎤ 5 ⎡2.62⎤ 5 3. This is true because 234 5 (352)8

d.	In hexadecimal Kh 5 ⎡log16 234⎤ 5 ⎡1.96⎤ 5 2. This is true because 234 5 (EA)16

See Appendix G for information on how to calculate logbN if your calculator does not 
include logs to any base. 
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Binary–hexadecimal conversion 
We can easily change a number from binary to hexadecimal and vice versa. The reason is that 
there is a relationship between the two bases: four bits in binary is one digit in hexadecimal. 
Figure 2.10 shows how this conversion can be done.

Figure 2.10  Binary to hexadecimal and hexadecimal to binary

Hexadecimal

Bi: Binary digit (bit) Hi: Hexadecimal digit

BinaryBm−2 Bm−3Bm−1Bm

H0
H1Hn

B0B1B2B3B4B5B6B7

Example 2.19

Show the hexadecimal equivalent of the binary number (10011100010)2.

Solution
We first arrange the binary number in 4-bit patterns: 100 1110 0010. Note that the 
leftmost pattern can have one to four bits. We then use the equivalent of each pattern 
shown in Table 2.2 in section 2.2.5 to change the number to hexadecimal: (4E2)16. 

Example 2.20

What is the binary equivalent of (24C)16?

Solution
Each hexadecimal digit is converted to 4-bit patterns: 2 → 0010, 4 → 0100, and C → 
1100. The result is (001001001100)2. 

Binary–octal conversion
We can easily convert a number from binary to octal and vice versa. The reason is that there is 
an interesting relationship between the two bases: three bits is one octal digit. Figure 2.11 
shows how this conversion can be done. 

Figure 2.11  Binary to octal conversion

Octal

BinaryB0B1B2B3B4B5
Bm−2Bm−1Bm

O0O1On

Bi: Binary digit (bit) Oi: Octal digit
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Example 2.21

Show the octal equivalent of the binary number (101110010)2.

Solution
Each group of three bits is translated into one octal digit. The equivalent of each 3‑bit 
group is shown in Table 2.2 in section 2.2.5. The result is (562)8.

Example 2.22

What is the binary equivalent of for (24)8?

Solution
Write each octal digit as its equivalent bit pattern to get (010100)2. 

Octal–hexadecimal conversion
It is not difficult to convert a number in octal to hexadecimal or vice versa. We can use the 
binary system as the intermediate system. Figure 2.12 shows an example. 

Figure 2.12  Octal to hexadecimal and hexadecimal to octal conversion

HexadecimalE48

114

Binary

Octal

00000001 1111

6

The following illustrates the process:

❑❑ To convert from octal to hexadecimal, we first convert the number in the octal system 
to binary. We then rearrange the bits in groups of four bits to find the hexadecimal 
equivalent.

❑❑ To convert from hexadecimal to octal, we first convert the number in the hexadeci-
mal system to binary. We then rearrange the bits in groups of three to find the octal 
equivalent.

Number of digits

In conversion from one base to another, we often need to know the minimum number of 
digits we need in the destination system if we know the maximum number of digits in the 
source system. For example, if we know that we use at most six decimal digits in the source 
system, we want to know the minimum number of binary digits we need in the destination 
system. In general, assume that we are using K digits in base b1 system. The maximum 
number we can represent in the source system is b1

K – 1. The maximum number we can 
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have in the destination system is b2
x – 1. Therefore, b2

x – 1 > b1
K – 1. This means b2

x > b1
K, 

which means:

x > K 3 (log b1 / log b2)  or x 5 ⎡K 3 (log b1 / log b2)⎤

Example 2.23

Find the minimum number of binary digits required to store decimal integers with a 
maximum of six digits. 

Solution
K 5 6, b1 5 10, and b2 5 2. Then x 5 ⎡K 3 (log b1 / log b2)⎤ 5 ⎡6 3 (1 / 0.30103)⎤ 5 
20. The largest six-digit decimal number is 999 999 and the largest 20-bit binary number 
is 1 048 575. Note that the largest number that can be represented by a 19-bit number is 
524287, which is smaller than 999 999. We definitely need 20 bits. 

2.3  NONPOSITIONAL NUMBER SYSTEMS
Although nonpositional number systems are not used in computers, we give a short review 
here for comparison with positional number systems. A nonpositional number system still 
uses a limited number of symbols in which each symbol has a value. However, the position 
a symbol occupies in the number normally bears no relation to its value—the value of 
each symbol is fixed. To find the value of a number, we add the value of all symbols 
present in the representation. In this system, a number is represented as: 

SK21 … S2 S1 S0 · S
21 S22 … S

2L 

and has the value of: 

Integral part Fractional part

n 5 ± SK21 1 … 1 S1 1 S0
1   S

21
 1 S

22 1 … 1 S
2L

There are some exceptions to the addition rule we just mentioned, as shown in Example 2.24. 

Example 2.24

The Roman number system is a good example of a nonpositional number system. This 
system was invented by the Romans and was used until the sixteenth century in Europe. 
Roman numerals are still used in sports events, clock dials, and other applications. This 
number system has a set of symbols S 5 {I, V, X, L, C, D, M}. The values of each symbol 
are shown in Table 2.3. 

Table 2.3  Values of symbols in the Roman number system

Symbol I V X L C D M 

Value 1 5 10 50 100 500 1000
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To find the value of a number, we need to add the value of symbols subject to specific 
rules: 

1.	 When a symbol with a smaller value is placed after a symbol having an equal or larger 
value, the values are added.

2.	 When a symbol with a smaller value is placed before a symbol having a larger value, 
the smaller value is subtracted from the larger one. 

3.	 A symbol S1 cannot come before another symbol S2 if S1 # 10 3 S2. For example, I or 
V cannot come before C. 

4.	 For large numbers a bar is placed above any of the six symbols (all symbols except I) 
to express multiplication by 1000. For example, V 5 5 000 and M 5 1 000 000.

5.	 Although Romans used the word nulla (nothing) to convey the concept of zero, the 
Roman numerals lack a zero digit in their system. 

The following shows some Roman numbers and their values:

III → 1 1 1 1 1 5 3

IV → 5 2 1 5 4

VIII → 5 1 1 1 1 1 1 5 8

XVIII → 10 1 5 1 1 1 1 1 1 5 18

XIX → 10 1 (10 21) 5 19

LXXII → 50 1 10 1 10 1 1 1 1 5 72

CI → 100 1 1 5 101

MMVII → 1000 1 1000 1 5 1 1 1 1 5 2007

MDC → 1000 1 500 1 100 5 1600

2.4  END-CHAPTER MATERIALS
2.4.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Stalling, W. Computer Organization and Architecture, Upper Saddle River, NJ: 
Prentice-Hall, 2000

❑❑ Mano, M. Computer System Architecture, Upper Saddle River, NJ: Prentice-Hall, 1993

❑❑ Null, L. and Lobur, J. Computer Organization and Architecture, Sudbury, MA: Jones 
and Bartlett, 2003

❑❑ Brown, S. and Vranesic, Z. Fundamentals of Digital Logic with Verilog Design, New York: 
McGraw-Hill, 2003
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2.4.2  Key terms

base 16 nonpositional number system 31

binary digit 18 number system 16

binary system 18 octal digit 21

bit 18 octal system 21

decimal digit 16 place value 17

decimal system 16 positional number system 16

hexadecimal digit 20 radix 16

hexadecimal system 20 real 18

integer 17 Roman number system 31

2.4.3  Summary

❑❑ A number system (or numeral system) is a system that uses distinct symbols to repre-
sent a number. In a positional number system, the position a symbol occupies in the 
number determines the value it represents. Each position has a place value associated 
with it. A nonpositional number system uses a limited number of symbols in which 
each symbol has a value. However, the position a symbol occupies in the number 
normally bears no relation to its value: the value of each symbol is normally fixed. 

❑❑ In the decimal system, the base b 5 10 and we use ten symbols to represent numbers. 
The symbols in this system are often referred to as decimal digits or just digits.  In the 
binary system, the base b 5 2 and we use only two symbols to represent numbers. The 
symbols in this system are often referred to as binary digits or bits. In a hexadecimal 
system, the base 5 16 and we use 16 symbols to represent numbers. The symbols in 
this system are often referred to as hexadecimal digits. In an octal system, the base 
b 5 8 and we use eight symbols to represent numbers. The symbols in this system 
are often referred to as octal digits.

❑❑ We can convert a number in any system to decimal. We multiply each digit with its 
place value in the source system and add the result to get the number in the decimal 
system. We can convert a decimal number to its equivalent in any base using two 
different procedures, one for the integral part and one for the fractional part. The inte-
gral part needs repeated division and the fraction part needs repeated multiplication. 

❑❑ Conversion from the binary system to the hexadecimal system and from the hexadec-
imal system to the binary system is very easy, because four bits in the binary system 
are represented as one digit in the hexadecimal system.

❑❑ Conversion from the binary system to the octal system and from the octal system to 
the binary system is very easy, because three bits in the binary system are represented 
as one digit in the octal system.
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2.5  PRACTICE SET
2.5.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

2.5.2  Review questions
Q2-1.	 Define a number system.
Q2-2.	 Distinguish between positional and nonpositional number systems.
Q2-3.	 Define the base or radix in a positional number system. What is the relationship 

between a base and the number of symbols in a positional number system?
Q2-4.	 Explain the decimal system. Why is it called decimal? What is the base in this 

system?
Q2-5.	 Explain the binary system. Why is it called binary? What is the base in this system?
Q2-6.	 Explain the octal system. Why is it called octal? What is the base in this system?
Q2-7.	 Explain the hexadecimal system. Why is it called hexadecimal? What is the base 

in this system?
Q2-8.	 Why is it easy to convert from binary to hexadecimal and vice versa?
Q2-9.	 How many bits in the binary system are represented by one digit in the hexadec-

imal system?
Q2-10.	 How many bits in the binary system are represented by one digit in the octal 

system?

2.5.3  Problems
P2-1.	 �Convert the following binary numbers to decimal without using a calculator, 

showing your work:
a.	 (01101)2

b.	 (1011000)2

c.	 (011110.01)2

d.	(111111.111)2

P2-2.	 Convert the following hexadecimal numbers to decimal without using a calcula-
tor, showing your work:
a.	 (AB2)16

b.	 (123)16

c.	 (ABB)16

d.	(35E.E1)16

P2-3.	 Convert the following octal numbers to decimal without using a calculator, show-
ing your work:
a.	 (237)8

b.	 (2731)8

c.	 (617.7)8

d.	(21.11)8

P2-4.	 Convert the following decimal numbers to binary without using a calculator, 
showing your work:
a.	 1234
b.	 88

c.	 124.02
d.	14.56
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P2-5.	 Convert the following decimal numbers to octal without using a calculator, show-
ing your work:
a.	 1156
b.	 99

c.	 11.4
d.	72.8

P2-6.	  Convert the following decimal numbers to hexadecimal without using a calcu-
lator, showing your work:
a.	 567
b.	 1411

c.	 12.13
d.	16

P2-7.	 Convert the following octal numbers to hexadecimal without using a calculator, 
showing your work:
a.	 (514)8

b.	 (411)8

c.	 (13.7)8

d.	(1256)8

P2-8.	 Convert the following hexadecimal numbers to octal without using a calculator, 
showing your work:
a.	 (51A)16

b.	 (4E1)16

c.	 (BB.C)16

d.	(ABC.D)16

P2-9.	 Convert the following binary numbers to octal without using a calculator, show-
ing your work:
a.	 (01101)2

b.	 (1011000)2

c.	 (011110.01)2

d.	(111111.111)2

P2-10.	 Convert the following binary numbers to hexadecimal without using a calculator, 
showing your work:
a.	 (01101)2

b.	 (1011000)2

c.	 (011110.01)2

d.	(111111.111)2

P2-11.	 Convert the following decimal numbers to binary using the alternative method 
discussed in Example 2.17, showing your work:
a.	 121
b.	 78

c.	 255
d.	214

P2-12.	 Change the following decimal numbers into binary using the alternative method 
discussed in Example 2.18, showing your work:
a.	 3 5⁄8 
b.	 12 3⁄32

c.	 4 13⁄64 
d.	12 5⁄128

P2-13.	 In a positional number system with base b, the largest integer number that can 
be represented using K digits is bK − 1. Find the largest number in each of the 
following systems with six digits: 
a.	 Binary
b.	 Decimal

c.	 Hexadecimal
d.	Octal 

P2-14.	 Without converting, find the minimum number of digits needed in the destina-
tion system for each of the following cases: 
a.	 Five-digit decimal number converted to binary.
b.	 Four-digit decimal converted to octal.
c.	 Seven-digit decimal converted to hexadecimal.
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P2-15.	 Without converting, find the minimum number of digits needed in the destina-
tion system for each of the following cases: 
a.	 5-bit binary number converted to decimal.
b.	 Three-digit octal number converted to decimal.
c.	 Three-digit hexadecimal converted to decimal. 

P2-16.	 The following table shows how to rewrite a fraction so the denominator is a 
power of two (1, 4, 8, 16, and so on). 

Original New Original New

0.5 1⁄2 0.25 1⁄4

0.125 1⁄8 0.0625 1⁄16

0.03125 1⁄32 0.015625 1⁄64

However, sometimes we need a combination of entries to find the appropriate 
fraction. For example, 0.625 is not in the table, but we know that 0.625 is 0.5 1 
0.125. This means that 0.625 can be written as 1⁄2 1 1⁄8, or 5⁄8. 
Change the following decimal fractions to a fraction with a power of 2.
a.	 0.1875 
b.	 0.640625

c.	 0.40625 
d.	0.375

P2-17.	 Using the results of the previous problem, change the following decimal numbers 
to binary numbers.
a.	 7.1875 
b.	 12.640625

c.	 11.40625 
d.	0.375

P2-18.	 Find the maximum value of an integer in each of the following cases:
a.	 b 5 10, K 5 10
b.	 b 5 2, K 5 12

c.	 b 5 8, K 5 8
d.	b 5 16, K 5 7

P2-19.	 Find the minimum number of required bits to store the following integers:
a.	 less than 1000
b.	 less than 100 000
c.	 less than 64
d.	 less than 256

P2-20.	 A number less than bK can be represented using K digits in base b. Show the num-
ber of digits needed in each of the following cases. 
a.	 Integers less than 214 in binary
b.	 Integers less than 108 in decimal
c.	 Integers less than 813 in octal
d.	Integers less than 164 in hexadecimal

P2-21.	 A common base used on the Internet is b 5 256. We need 256 symbols to rep-
resent a number in this system. Instead of creating this large number of symbols, 
the designers of this system have used decimal numbers to represent a symbol: 
0 to 255. In other words, the set of symbols is S 5 {0, 1, 2, 3, …, 255}. A number 
in this system is always in the format S1.S2.S3.S4 with four symbols and three dots 
that separate the symbols. The system is used to define Internet addresses (see 
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Chapter 6). An example of an address in this system is 10.200.14.72, which is 
equivalent to 10 3 2563 1 200 3 2562 1 14 3 2561 1 72 3 2560 5 180 883 016 
in decimal. This number system is called dotted decimal notation. Find the decimal 
value of each of the following Internet addresses:
a.	 17.234.34.14
b.	 14.56.234.56

c.	 110.14.56.78
d.	24.56.13.11

P2-22.	 Internet addresses described in the previous problem are also represented as pat-
terns of bits. In this case, 32 bits are used to represent an address, eight bits for 
each symbol in dotted decimal notation. For example, the address 10.200.14.72 
can also be represented as 00001010 11001000 00001110 01001000. Show the 
bit representation of the following Internet addresses:
a.	 17.234.34.14
b.	 14.56.234.56

c.	 110.14.56.78
d.	24.56.13.11

P2-23.	 Write the decimal equivalent of the following Roman numbers:
a.	 XV
b.	 XXVII

c.	 VLIII
d.	MCLVII

P2-24.	 Convert the following decimal numbers to Roman numbers:
a.	 17
b.	 38

c.	 82
d.	999

P2-25.	 Find which of the following Roman numerals are not valid:
a.	 MMIM
b.	 MIC

c.	 CVC
d.	VX

P2-26.	 Mayan civilization invented a positional vigesimal (base 20) numeral system, called 
the Mayan numeral system. They use base 20 probably because they used both their 
fingers and toes for counting. This system has 20 symbols that are constructed from 
three simpler symbols. The advanced feature of the system is that it has a symbol for 
zero, which is a shell. The other two symbols are a circle (or a pebble) for one and 
a horizontal bar (or a stick) for five. To represent a number greater than nineteen, 
numerals are written vertically. Search the Internet to answer the following: what 
are the decimal numbers 12, 123, 452, and 1256 in the Mayan numeral system? 

P2-27.	 The Babylonian civilization is credited with developing the first positional numeral 
system, called the Babylonian numeral system. They inherited the Sumerian and Akka-
dian numeral system and developed it into positional sexagesimal system (base 60). 
This base is still used today for times and angles. For example, one hour is 60 minutes 
and one minute is 60 seconds: similarly, one degree is 60 minutes and one minute is  
60 seconds. As a positional system with base b requires b symbols (digits), we expect 
a positional sexagesimal system to require 60 symbols. However, the Babylonians did 
not have a symbol for zero, and produced the other 59 symbols by stacking two sym-
bols, those for one and ten. Search the Internet to answer the following questions:
a.	 Express the following decimal numbers in Babylonian numerals: 11 291, 3646, 

3582.
b.	 Mention problems that might arise from not having a symbol for 0. Find how 

the Babylonian numeral system addresses the problem. 





As discussed in Chapter 1, a computer is a programmable data processing machine. Before 
we can talk about processing data, we need to understand the nature of data. In this 
chapter we discuss different data types and how they are stored inside a computer. 
In Chapter 4, we show how data is manipulated inside a computer. 

Objectives
After studying this chapter, the student should be able to:

❑❑ List five different data types used in a computer.

❑❑ Describe how different data is stored inside the computer as bit patterns.

❑❑ Describe how integers are stored in a computer using unsigned format. 

❑❑ Describe how integers are stored in a computer using sign-and-magnitude format.

❑❑ Describe how integers are stored in two’s complement format.

❑❑ Describe how reals are stored in a computer using floating-point format.

❑❑ Describe how text is stored in a computer using one of the various encoding systems.

❑❑ Describe how audio is stored in a computer using sampling, quantization, and encoding. 

❑❑ Describe how images are stored in a computer using raster and vector graphics 
schemes. 

❑❑ Describe how video is stored in a computer as a representation of images changing 
in time. 

CHAPTER	 3
Data Storage
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3.1  DATA TYPES
Data today come in different forms including numbers, text, audio, images, and video (Figure 3.1). 

People need to be able to process many different types of data: 

❑❑ An engineering program uses a computer mainly to process numbers: to do arithme-
tic, to solve algebraic or trigonometric equations, to find the roots of a differential 
equation, and so on. 

❑❑ A word processing program, on the other hand, uses a computer mainly to process 
text: justify, move, delete, and so on.

❑❑ A computer also handles audio data. We can play music on a computer and can record 
sound as data. 

❑❑ An image processing program uses a computer to manipulate images: create, shrink, 
expand, rotate, and so on. 

❑❑ Finally, a computer can be used not only to show movies, but also to create the special 
effects seen in movies.

The computer industry uses the term ‘multimedia’ to define information  
that contains numbers, text, audio, images, and video.

3.1.1  Data inside the computer
All data types are transformed into a uniform representation when they are stored in a 
computer and transformed back to their original form when retrieved. This universal 
representation is called a bit pattern, as discussed shortly. 

Bits
A bit (binary digit)  is the smallest unit of data that can be stored in a computer and has 
a value of 0 or 1. A bit represents the state of a device that can take one of two states. 
For example, a switch can be on or off. A convention can be established to represent the 
‘on’ state as 1 and the ‘off’ state as 0, or vice versa. In this way, a switch can store one bit 
of information. Today, computers use various two-state devices to store data.

Bit patterns
To represent different types of data, we use a bit pattern, a sequence, or as it is 
sometimes called, a string of bits. Figure 3.2 shows a bit pattern made up of sixteen bits. 

Figure 3.1  Different types of data

Data

TextNumbers Audio VideoImages
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It is a combination of sixteen 0s and 1s. This means that if we need to store a bit pattern 
made of sixteen bits, we need sixteen electronic switches. If we need to store 1000 bit 
patterns, each sixteen bits long, we need 16 000 switches, and so on. By tradition a bit 
pattern with eight bits is called a byte. Sometimes the term word is used to refer to a 
longer bit pattern.

As Figure 3.3 shows, a piece of data belonging to different data types can be stored as the 
same pattern in the memory. 

If we are using a text editor (a word processor), the character A typed on the keyboard can 
be stored as the 8-bit pattern 01000001. The same 8-bit pattern can represent the number 
65 if we are using a mathematical routine. Moreover, the same pattern can represent part 
of an image, part of a song, or part of a scene in a film. The computer’s memory stores all 
of them without recognizing what type of data they represent. 

3.1.2  Data compression
To occupy less memory space, data is normally compressed before being stored in the 
computer. Data compression is a very broad and involved subject, so we have dedicated 
the whole of Chapter 15 to this subject.

Data compression is discussed in Chapter 15.

Figure 3.2  A bit pattern

0 0 0 0 01 1 1 1 1 1 1 1 0 11

Figure 3.3  Storage of different data types
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3.1.3  Error detection and correction
Another issue related to data is the detection and correction of errors during transmission 
or storage. We discuss this issue briefly in Appendix H. 

Error detection and correction is discussed in Appendix H.

3.2  STORING NUMBERS
A number is changed to the binary system before being stored in the computer memory, 
as described in Chapter 2. However, there are still two issues that need to be handled: 

1.	 How to store the sign of the number.

2.	 How to show the decimal point. 

There are several ways to handle the sign issue, discussed later in this chapter. For the 
decimal point, computers use two different representations: fixed-point and floating-
point. The first is used to store a number as an integer—without a fractional part, the 
second is used to store a number as a real—with a fractional part. 

3.2.1  Storing integers
Integers are whole numbers (numbers without a fractional part). For example, 134 and 
-125 are integers, whereas 134.23 and -0.235 are not. An integer can be thought of as a 
number in which the position of the decimal point is fixed: the decimal point is to the 
right of the least significant (rightmost) bit. For this reason, f﻿ixed-point representation is 
used to store an integer, as shown in Figure 3.4. In this representation the decimal point is 
assumed but not stored. 

However, a user (or a program) may store an integer as a real with the fractional part set 
to zero. This may happen, for example, if an integer is too large to be stored in the size 
defined for an integer. To use computer memory more efficiently, unsigned and signed 
integers are stored inside the computer differently. 

An integer is normally stored in memory using fixed-point representation. 

Unsigned representation
An unsigned integer is an integer that can never be negative and can take only 0 or 
positive values. Its range is between 0 and positive infinity. However, since no computer 
can possibly represent all the integers in this range, most computers define a constant 

Figure 3.4  Fixed-point representation of integers
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called the maximum unsigned integer, which has the value of (2n - 1) where n is the number 
of bits allocated to represent an unsigned integer.

Storing unsigned integers

An input device stores an unsigned integer using the following steps:

1.	 The integer is changed to binary. 

2.	 If the number of bits is less than n, 0s are added to the left of the binary integer so that 
there is a total of n bits. If the number of bits is greater than n, the integer cannot be 
stored. A condition referred to as overflow will occur, which we discuss later. 

Example 3.1

Store 7 in an 8-bit memory location using unsigned representation. 

Solution
First change the integer to binary, (111)2. Add five 0s to make a total of eight bits, 
(00000111)2. The integer is stored in the memory location. Note that the subscript 2 is 
used to emphasize that the integer is binary, but the subscript is not stored in the computer: 

Change 7 to binary → 1 1 1

Add five bits at the left → 0 0 0 0 0 1 1 1

Example 3.2

Store 258 in a 16-bit memory location. 

Solution
First change the integer to binary (100000010)2. Add seven 0s to make a total of sixteen 
bits (0000000100000010)2. The integer is stored in the memory location:

Change 258 to binary → 1 0 0 0 0 0 0 1 0

Add seven bits at the left → 0 0 0 0 0 0 0 1 0 0 0 0 0 0 1 0

Retrieving unsigned integers

An output device retrieves a bit string from memory as a bit pattern and converts it to an 
unsigned decimal integer.

Example 3.3

What is returned from an output device when it retrieves the bit string 00101011 stored 
in the memory as an unsigned integer? 

Solution
Using the procedure shown in Chapter 2, the binary integer is converted to the unsigned 
integer 43. 

Overflow

Due to size limitations—the allocated number of bits—the range of integers that can be 
represented is limited. In an n-bit memory location we can only store an unsigned integer 
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between 0 and 2n - 1. Figure 3.5 shows what happens if we try to store an integer that is 
larger than 24 - 1 = 15 in a memory location that can only hold four bits. This situation, 
called overflow, happens when, for example, we have stored the integer 11 in a memory 
location and then try to add 9 to the integer. The minimum number of bits we need to 
represent the decimal 20 is five bits. In other words, 20 = (10100)2, so the computer drops 
the leftmost bit and keeps the rightmost four bits (0100)2. People are surprised when they 
see that the new integer is printed as 4 instead of 20. Figure 3.5 shows why this happens.

Applications of unsigned integers

Unsigned integer representation can improve the efficiency of storage because we do not 
need to store the sign of the integer. This means that the entire bit allocation can be used 
for storing the number. Unsigned integer representation can be used whenever we do not 
need negative integers. The following lists some cases:

❑❑ Counting. When we count, we do not need negative numbers. We start counting from 
1 (sometimes 0) and go up. 

❑❑ Addressing. Some computer programs store the address of a memory location inside 
another memory location. Addresses are positive integers starting from 0 (the first 
memory location) and going up to an integer representing the total memory capacity. 
Here again, we do not need negative integers—unsigned integers can easily do the job. 

❑❑ Storing other data types. Other data types (text, images, audio, and video), as we will 
discuss shortly, are stored as bit patterns, which can be interpreted as unsigned integers. 

Sign-and-magnitude representation
Although the sign-and-magnitude representation format is not commonly used to store 
integers, this format is used to store part of a real number in a computer, as described in 
the next section. For this reason we briefly discuss this format here. In this method, the 
available range for unsigned integers (0 to 2n - 1) is divided into two equal subranges. The 
first half represents positive integers, the second half, negative integers. For example, if n 
is 4, the range is 0000 to 1111. This range is divided into two halves: 0000 to 0111 and 

Figure 3.5  Overflow in unsigned integers
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1000 to 1111 (Figure 3.6). The bit patterns are then assigned to negative and positive 
integers. Note that the negative numbers appear to the right of the positive numbers, 
which is contrary to conventional thinking about positive and negative numbers. Also 
note that we have two 0s: positive zero (0000) and negative zero (1000). 

Storing an integer in sign-and-magnitude format requires 1 bit to represent the sign (0 for 
positive, 1 for negative). This means that in an 8-bit allocation, we can only use seven bits 
to represent the absolute value of the number (number without the sign). Therefore, the 
maximum positive value is one half the unsigned value. The range of numbers that can be 
stored in an n-bit location is -(2n-1 -1) to + (2n-1 -1). In an n-bit allocation, the leftmost bit is 
dedicated to store the sign (0 for positive, 1 for negative).

In sign-and-magnitude representation, the leftmost bit defines the sign of the integer.  
If it is 0, the integer is positive. If it is 1, the integer is negative.

Example 3.4

Store +28 in an 8-bit memory location using sign-and-magnitude representation. 

Solution
The integer is changed to 7-bit binary. The leftmost bit is set to 0. The 8-bit number is 
stored:

Change 28 to 7-bit binary 0 0 1 1 1 0 0 

Add the sign and store 0 0 0 1 1 1 0 0 

Example 3.5

Store -28 in an 8-bit memory location using sign-and-magnitude representation. 

Solution
The integer is changed to 7-bit binary. The leftmost bit is set to 1. The 8-bit number is 
stored:

Change 28 to 7-bit binary  0 0 1 1 1 0 0 
Add the sign and store 1 0 0 1 1 1 0 0 

Example 3.6

Retrieve the integer that is stored as 01001101 in sign-and-magnitude representation. 

Solution
Since the leftmost bit is 0, the sign is positive. The rest of the bits (1001101) are changed 
to decimal as 77. After adding the sign, the integer is +77. 

Figure 3.6  Sign-and-magnitude representation

0 1 2 3 4 5 6 7 –0 –2 –3 –4 –5 –6 –7–1

0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1110 11111101
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Example 3.7

Retrieve the integer that is stored as 10100001 in sign-and-magnitude representation. 

Solution
Since the leftmost bit is 1, the sign is negative. The rest of the bits (0100001) are changed 
to decimal as 33. After adding the sign, the integer is -33. 

Overflow in sign-and-magnitude representation

Like unsigned integers, signed integers are also subjected to overflow. However, in this case, 
we may have both positive and negative overflow. Figure 3.7 shows both positive and negative 
overflow when storing an integer in sign-and-magnitude representation using a 4-bit memory 
location. Positive overflow occurs when we try to store a positive integer larger than 7. For 
example, assume that we have stored integer 5 in a memory location and we then try to add 
6 to the integer. We expect the result to be 11, but the computer’s response is –3. The reason 
is that if we start from 5 on a circular representation and go six units in the clockwise 
direction, we end up at –3. A positive overflow wraps the integer back to the range. 

A negative overflow can happen when we try to store a integer that is less than –7, for 
example if we have stored the integer –5 in a memory and try to subtract 7 from it. We 
expect the result to be –12, but the computer’s response is +6. The reason is that if we 
start from –5 on a circular representation and go seven units in the counterclockwise 
direction, we end up at +6. 

There are two 0s in sign-and-magnitude representation: 10 and −0. 

Applications of sign-and-magnitude representation

Sign-and-magnitude representation is not used to store integers. However, it is used to store 
part of real numbers, as we will see shortly. In addition, sign-and-magnitude representation 
is often used when we quantize an analog signal, such as audio. 

Figure 3.7  Overflow in sign-and-magnitude representation
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Two’s complement representation 
Almost all computers use two’s complement representation to store a signed integer in 
an n-bit memory location. In this method, the available range for an unsigned integer of 
(0 to 2n - 1) is divided into two equal subranges. The first subrange is used to represent 
nonnegative integers, the second half to represent negative integers. For example, if n is 
4, the range is 0000 to 1111. This range is divided into two halves: 0000 to 0111 and 
1000 to 1111. The two halves are swapped to be in agreement with the common 
convention of showing negative integers to the left of positive integers. The bit patterns 
are then assigned to negative and nonnegative (zero and positive) integers as shown in 
Figure 3.8. 

Although the sign of the integer affects every bit in the binary integer stored, the first 
(leftmost) bit determines the sign. If the leftmost bit is 0, the integer is nonnegative: if the 
leftmost bit is 1, the integer is negative.

In two’s complement representation, the leftmost bit defines the sign of the integer.  
If it is 0, the integer is positive. If it is 1, the integer is negative.

Two operations

Before we discuss this representation further, we need to introduce two operations. The 
first is called one’s completing or taking the one’s complement of an integer. The operation can 
be applied to any integer, positive or negative. This operation simply reverses (flips) each 
bit. A 0-bit is changed to a 1-bit, a 1-bit is changed to a 0-bit. 

Example 3.8

The following shows how we take the one’s complement of the integer 00110110:

Original pattern 0 0 1 1 0 1 1 0

After applying one’s complement operation 1 1 0 0 1 0 0 1

Example 3.9

The following shows that we get the original integer if we apply the one’s complement 
operations twice:

Figure 3.8  Two’s complement representation

0 1 2 3 4 5 6 7–1–2–3–4–5–6–7–8

0000 0001 0010 0011 0100 0101 0110 0111

0000 0001 0010 0011 0100 0101 0110 0111

1000 1001 1010 1011 1100 1110 11111101

1000 1001 1010 1011 1100 1110 11111101
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Original pattern 0 0 1 1 0 1 1 0

One’s complementing once 1 1 0 0 1 0 0 1

One’s complementing twice 0 0 1 1 0 1 1 0

The second operation is called two’s completing or taking the two’s complement of an integer 
in binary. This operation is done in two steps. First, we copy bits from the right until a 1 
is copied, Then, we flip the rest of the bits. 

Example 3.10

The following shows how we take the two’s complement of the integer 00110100:

Original integer 0 0 1 1 0 1 0 0

Two’s complementing once 1 1 0 0 1 1 0 0

Example 3.11

The following shows that we always get the original integer if we apply the two’s 
complement operation twice:

Original integer 0 0 1 1 0 1 0 0
Two’s complementing once 1 1 0 0 1 1 0 0
Two’s complementing twice 0 0 1 1 0 1 0 0

An alternative way to take the two’s complement of an integer is to first take the one’s 
complement and then add 1 to the result (see Chapter 4 for binary addition). 

Storing an integer in two’s complement format

To store an integer in two’s complement representation, the computer follows the steps 
below: 

❑❑ The absolute value of the integer is changed to an n-bit binary.

❑❑ If the integer is positive or zero, it is stored as it is: if it is negative, the computer takes 
the two’s complement of the integer and then stores it. 

Retrieving an integer in two’s complement format

To retrieve an integer in two’s complement representation, the computer follows the 
steps below: 

❑❑ If the leftmost bit is 1, the computer applies the two’s complement operation to the 
integer. If the leftmost bit is 0, no operation is applied.

❑❑ The computer changes the integer to decimal. 

Example 3.12

Store the integer 28 in an 8-bit memory location using two’s complement representation. 
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Solution
The integer is positive (no sign means positive), so after decimal to binary transformation 
no more action is needed. Note that three extra 0s are added to the left of the integer to 
make it eight bits:

Change 28 to 8-bit binary 0 0 0 1 1 1 0 0

Example 3.13

Store -28 in an 8-bit memory location using two’s complement representation. 

Solution
The integer is negative, so after changing to binary, the computer applies the two’s 
complement operation on the integer:

Change 28 to 8-bit binary 0 0 0 1 1 1 0 0 
Apply two’s complement operation 1 1 1 0 0 1 0 0 

Example 3.14

Retrieve the integer that is stored as 00001101 in memory in two’s complement format. 

Solution
The leftmost bit is 0, so the sign is positive. The integer is changed to decimal and the sign 
is added: 

Leftmost bit is 0. The sign is positive. 0 0 0 0 1 1 0   1
Integer changed to decimal. 13
Sign is added. 113

Example 3.15

Retrieve the integer that is stored as 11100110 in memory using two’s complement 
format. 

Solution
The leftmost bit is 1, so the integer is negative. The integer needs to be two’s complemented 
before changing to decimal:

Leftmost bit is 1. The sign is negative. 1 1 1 0 0 1 1 0

Apply two’s complement operation. 0 0 0 1 1 0 1 0

Integer changed to decimal. 26

Sign is added. -26

A very interesting point about two’s complement is that there is only one zero in this 
representation. In sign-and-magnitude representation, there are two zeros (+0  
and -0).

There is only one zero in two’s complement notation. 



50 Data Storage

Overflow in two’s complement notation

Like other representations, integers stored in two’s complement format are also subject to 
overflow. Figure 3.9 shows both positive and negative overflow when storing a signed 
integer in a 4-bit memory location. Positive overflow occurs when we try to store a positive 
integer larger than 7. For example, assume that we have stored an integer value 5 in a 
memory location and we then try to add 6 to the integer. We expect the result to be 11, 
but the computer’s response is –5. The reason is if we start from 5 on the circular 
representation and move six units in the clockwise direction, we end up at –5. The positive 
overflow wraps the integer back to the range. 

A negative overflow can happen when we try to store an integer that is less than –8, 
for example if we have stored –3 and try to subtract 7 from it. We expect the result to 
be –10, but the computer’s response is +6. The reason is that if we start from –3 on a 
circular representation and go seven units in the counterclockwise direction, we end 
up at +6. 

Applications of two’s complement notation

Two’s complement representation is the standard representation for storing integers in 
computers today. In the next chapter we will see why this is the case when we see the 
simplicity of operations using two’s complement. 

3.2.2  Comparison of the three systems
Table  3.1 shows a comparison between unsigned, two’s complement, and sign-and-
magnitude integers. A 4-bit memory location can store an unsigned integer between 0 and 
15, and the same location can store two’s complement signed integers between -8 and +7. 
It is very important that we store and retrieve an integer in the same format. For example, 
if the integer 13 is stored in signed format, it needs to be retrieved in signed format: the 
same integer is retrieved as -3 in two’s complement format.

Figure 3.9  Overflow in two’s complement representation
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Table 3.1  Summary of integer representations

Contents of memory Unsigned Sign-and-magnitude Two’s complement

0000 0 0 10

0001 1 1 11

0010 2 2 12

0011 3 3 13

0100 4 4 14

0101 5 5 15

0110 6 6 16

0111 7 7 17

1000 8 −0 −8

1001 9 −1 −7

1010 10 −2 −6

1011 11 −3 −5

1100 12 −4 −4

1101 13 −5 −3

1110 14 −6 −2

1111 15 −7 −1

3.2.3  Storing reals
A real is a number with an integral part and a fractional part. For example, 23.7 is a 
real number—the integral part is 23 and the fractional part is 7/10. Although a 
fixed-point representation can be used to represent a real number, the result may 
not be accurate or it may not have the required precision. The next two examples 
explain why. 

Example 3.16

In the decimal system, assume that we use a fixed-point representation with two 
digits at the right of the decimal point and fourteen digits at the left of the decimal 
point, for a total of sixteen digits. The precision of a real number in this system is 
lost if we try to represent a decimal number such as 1.00234: the system stores the 
number as 1.00.
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Example 3.17

In the decimal system, assume that we use a fixed-point representation with six digits 
to the right of the decimal point and ten digits for the left of the decimal point, for a 
total of sixteen digits. The accuracy of a real number in this system is lost if we try to 
represent a decimal number such as 236154302345.00. The system stores the number as 
6154302345.00: the integral part is much smaller than it should be.

Real numbers with very large integral parts or very small fractional parts should  
not be stored in fixed-point representation. 

Floating-point representation
The solution for maintaining accuracy or precision is to use floating-point representation. 
This representation allows the decimal point to float: we can have different numbers of 
digits to the left or right of the decimal point. The range of real numbers that can be stored 
using this method increases tremendously: numbers with large integral parts or small 
fractional parts can be stored in memory. In floating-point representation, either decimal 
or binary, a number is made up of three sections, as shown in Figure 3.10. 

The first section is the sign, either positive or negative. The second section shows how 
many places the decimal point should be shifted to the right or left to form the actual 
number. The third section is a fixed-point representation in which the position of the 
decimal is fixed.

A floating-point representation of a number is made up of three parts: 
a sign, a shifter, and a fixed-point number. 

Floating-point representation is used in science to represent very small or very large 
decimal numbers. In this representation, which is called scientific notation, the fixed-
point section has only one digit to the left of the decimal point and the shifter is the power 
of 10. 

Example 3.18

The following shows the decimal number 7 425 000 000 000 000 000 000.00 in scientific 
notation (floating-point representation): 

Solution 

Actual number → + 7 425 000 000 000 000 000 000.00 

Scientific notation → + 7.425 × 1021 

Figure 3.10  The three parts of a real number in floating-point representation

Floating-point representation

ShifterSign Fixed-point number
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The three sections are the sign (+), the shifter (21), and the fixed-point part (7.425). 
Note that the shifter is the exponent. We can easily see the advantage of this. Even if we 
just want to write the number on a piece of paper, the scientific notation is shorter and 
takes less space. The notation uses the concept of floating-point because the position of 
the decimal point, which is near the right-hand end in the example, has moved 21 digits 
to the left to make the fixed-point part of the number. Some programming languages and 
calculators show the number as +7.425E21 because the base 10 is understood and does 
not need to be mentioned.

Example 3.19

Show the number -0.0000000000000232 in scientific notation. 

Solution
We use the same approach as in the previous example—we move the decimal point after 
the digit 2, as shown below:

Actual number → - 0.0000000000000232 

Scientific notation → - 2.32 × 10−14 

Note that the exponent is negative here because the decimal point in 2.32 needs to move 
to the left (fourteen positions) to form the original number. Again, we can say that the 
number in this notation is made of three parts: sign (-), the real number (2.32), and 
the negative integer (-14). Some programming languages and calculators show this as 
-2.32E-14. 

Similar approaches have been used to represent very large or very small numbers 
(both integers and reals) in binary, to be stored in computers.

Example 3.20

Show the number (101001000000000000000000000000000.00)2 in floating-point format. 

Solution
We use the same idea, keeping only one digit to the left of the decimal point: 

Actual number → + (101001000000000000000000000000000.00)2 

Scientific notation → + 1.01001 × 232 

Note that we don’t have to worry about all those 0s at the right of the rightmost 1, 
because they are not significant when we use the real (1.01001)2. The exponent is shown 
as 32, but it is actually stored in the computer in binary, as we will see shortly. We have 
also shown the sign as positive, but it would be stored as one bit.

Example 3.21

Show the number -(0.00000000000000000000000101)2 in floating-point format. 

Solution
We use the same idea, keeping only one non zero digit on the left-hand side of the decimal 
point:
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Actual number → - (0.00000000000000000000000101)2 

Scientific notation → - 1.01 × 2-24

Note that exponent is stored as a negative binary in the computer. 

Normalization
To make the fixed part of the representation uniform, both the scientific method (for the 
decimal system) and the floating-point method (for the binary system) use only one non-
zero digit on the left of the decimal point. This is called normalization. In the decimal 
system this digit can be 1 to 9, while in the binary system it can only be 0 or 1. In the 
following, d is a non zero digit, x is a digit, and y is either 0 or 1:

Decimal ± d.xxxxxxxxxxxxxx Note: d is 1 to 9 and each x is 0 to 9 

Binary ± 1.yyyyyyyyyyyyyy Note: each y is 0 or 1

Sign, exponent, and mantissa
After a binary number is normalized, only three pieces of information about the number 
are stored: sign, exponent, and mantissa (the bits to the right of the decimal point). For 
example, +1000111.0101 becomes: 

Sign Exponent Mantissa

+ 26 × 1.0001110101

1 6 0001110101

Note that the point and the bit 1 to the left of the fixed-point  
section are not stored—they are implicit. 

Sign

The sign of the number can be stored using 1 bit (0 or 1).

Exponent

The exponent (power of 2) defines the shifting of the decimal point. Note that the power 
can be negative or positive. The Excess representation (discussed later) is the method 
used to store the exponent. 

Mantissa

The mantissa is the binary integer to the right of the decimal point. It defines the precision 
of the number. The mantissa is stored in fixed-point notation. If we think of the mantissa 
and the sign together, we can say this combination is stored as an integer in sign-and-
magnitude format. However, we need to remember that it is not an integer—it is a 
fractional part that is stored like an integer. We emphasize this point because in a mantissa, 
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if we insert extra 0s to the right of the number, the value will not change, whereas in a real 
integer if we insert extra 0s to the left of the number, the value will not change.

The mantissa is a fractional part that, together with the sign, is treated  
like an integer stored in sign-and-magnitude representation. 

The Excess system 
The mantissa can be stored as an unsigned integer. The exponent, the power that shows 
how many bits the decimal point should be moved to the left or right, is a signed number. 
Although this could have been stored using two’s complement representation, a new 
representation, called the Excess system, is used instead. In the Excess system, both 
positive and negative integers are stored as unsigned integers. To represent a positive or 
negative integer, a positive integer (called a bias) is added to each number to shift them 
uniformly to the nonnegative side. The value of this bias is 2m-1 - 1, where m is the size of 
the memory location to store the exponent. 

Example 3.22

We can express sixteen integers in a number system with 4-bit allocation. Using one 
location for 0 and splitting the other fifteen (not quite equally) we can express integers in 
the range of -7 to 8, as shown in Figure 3.11. By adding seven units to each integer in this 
range, we can uniformly translate all integers to the right and make all of them positive 
without changing the relative position of the integers with respect to each other, as shown 
in the figure. The new system is referred to as Excess-7, or biased representation with 
biasing value of 7.

The advantage of this new representation compared to that before the translation is that 
all integers in the Excess system are positive, so we don’t need to be concerned about 
the sign when we are comparing or doing operations on the integers. For 4-bit 
allocation, the bias is 24-1 -1 = 7, as we expected.

IEEE standards
The Institute of Electrical and Electronics Engineers (IEEE) has defined several standards 
for storing floating-point numbers. We discuss the two most common ones here, single 

Figure 3.11  Shifting in Excess representation
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precision and double precision. These formats are shown in Figure 3.12. The numbers 
above the boxes are the number of bits for each field. 

Single-precision format uses a total of 32 bits to store a real number in floating-point 
representation. The sign occupies one bit (0 for positive and 1 for negative), the exponent 
occupies eight bits (using a bias of 127), the mantissa uses 23 bits (unsigned number). 
This standard is sometimes referred to as Excess_127 because the bias is 127. 

Double-precision format uses a total of 64 bits to store a real number in floating-point 
representation. The sign occupies one bit, the exponent occupies eleven bits (using a bias of 
1023), and the mantissa uses 52 bits. The standard is sometimes referred to as Excess_1023 
because the bias is 1023. Table 3.2 summarizes the specification of the two standards.

Table 3.2  Specifications of the two IEEE floating-point standards

Parameter Single Precision Double Precision

Memory location size (number of bits) 32 64

Sign size (number of bits) 1 1

Exponent size (number of bits) 8 11

Mantissa size (number of bits) 23 52

Bias (integer) 127 1023

Storage of IEEE standard floating-point numbers
A real number can be stored in one of the IEEE standard floating-point formats using the 
following procedure, with reference to Figure 3.12: 

❑❑ Store the sign in S (0 or 1).

❑❑ Change the number to binary.

❑❑ Normalize. 

❑❑ Find the values of E and M.

❑❑ Concatenate S, E, and M. 

Figure 3.12  IEEE standards for floating-point representation
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Example 3.23

Show the Excess_127 (single precision) representation of the decimal number 5.75.

Solution

a.	 The sign is positive, so S = 0. 

b.	 Decimal to binary transformation: 5.75 = (101.11)2. 

c.	 Normalization: (101.11)2 = (1.0111)2 × 22.

d.	E = 2 + 127 = 129 = (10000001)2, M = 0111. We need to add 19 zeros at the right of 
M to make it 23 bits. 

e.	 The presentation is shown below:

S E M

0 10000001 01110000000000000000000

The number is stored in the computer as 01000000101110000000000000000000.

Example 3.24

Show the Excess_127 (single precision) representation of the decimal number –161.875.

Solution

a.	 The sign is negative, so S = 1.

b.	 Decimal to binary transformation: 161.875 = (10100001.111)2. 

c.	 Normalization: (10100001.111)2 = (1.0100001111)2 × 27.

d.	E = 7 + 127 = 134 = (10000110)2 and M = (0100001111)2. 

e.	 Representation:

S E M

1 10000110 01000011110000000000000

The number is stored in the computer as 11000011010000111100000000000000. 

Example 3.25

Show the Excess_127 (single precision) representation of the decimal number –0.0234375.

Solution

a.	 S = 1 (the number is negative). 

b.	 Decimal to binary transformation: 0.0234375 = (0.0000011)2. 

c.	 Normalization: (0.0000011)2 = (1.1)2 × 2–6.

d.	E = –6 + 127 = 121 = (01111001)2 and M = (1)2.

e.	 Representation:

S E M

1 01111001 10000000000000000000000

The number is stored in the computer as 10111100110000000000000000000000.
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Retrieving numbers stored in IEEE standard floating-point format
A number stored in one of the IEEE floating-point formats can be retrieved using the 
following method: 

❑❑ Find the value of S, E, and M.

❑❑ If S = 0, set the sign to positive, otherwise, set the sign to negative. 

❑❑ Find the shifter (E -127).

❑❑ Denormalize the mantissa.

❑❑ Change the denormalized number to binary to find the absolute value.

❑❑ Add the sign. 

Example 3.26

The bit pattern (11001010000000000111000100001111)2 is stored in memory in 
Excess_127 format. Show what is the value of the number in decimal notation. 

Solution

a.	 The first bit represents S, the next eight bits, E and the remaining 23 bits, M: 

S E M

1 10010100 00000000111000100001111

b.	 The sign is negative. 

c.	 The shifter = E - 127 = 148 - 127 = 21. 

d.	Denormalization gives us (1.00000000111000100001111)2 × 221.

e.	 The binary number is (1000000001110001000011.11)2.

f.	 The absolute value is 2 104 378.75. 

g.	 The number is -2 104 378.75.

Example 3.27

The bit pattern 01000011111000000000000000000000 is stored in memory in 
Excess_127 format. Show the value of the number in decimal notation.

Solution

a.	 The first bit represents S, the next eight bits E, and the remaining 23 bits, M:

S E M

0 10000111 11000000000000000000000

b.	 The sign is positive.

c.	 The shifter = E - 127 = 135 - 127 = 8.

d.	Denormalization gives us (1.11000000000000000000000)2 x 28.

e.	 The binary number is (111000000.00)2.

f.	 The absolute value is 448.

g.	 The number is +448.
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Overflow and underflow
In the case of floating-point numbers, we can have both an overflow and underflow. 
Figure  3.13 shows the ranges of floating-point representations using 32-bit memory 
locations (Excess_127). This representation cannot store numbers with very small or very 
large absolute values. An attempt to store numbers with very small absolute values results 
in an underflow condition, while an attempt to store numbers with very large absolute 
values results to an overflow condition. We leave the calculation of boundary values 
(+largest, -largest, +smallest, and -smallest) as problems.

Storing zero
You may have noticed that a real number with an integral part and the fractional part set 
to zero, that is, 0.0, cannot be stored using the steps discussed above. To handle this special 
case, it is agreed that in this case the sign, exponent, and the mantissa are set to 0s. 

Truncation errors
When a real number is stored using floating-point representation, the value of the 
numbered stored may not be exactly as we expect it to be. For example, assume we need 
to store the number: 

(1111111111111111.11111111111)2

in memory using Excess_127 representation. After normalization, we have:

(1.11111111111111111111111111)2

This means that the mantissa has 26 1s. This mantissa needs to be truncated to 23 1s. In 
other words, what is stored in the computer is:

(1.11111111111111111111111)2

which means the original number is changed to:

(1111111111111111.11111111)2

with the three 1s at the right of the fractional part truncated. The difference between the 
original number and what is retrieved is called the truncation error. This type of error is very 
important in areas in which very small or very large numbers are being used, such as 

Figure 3.13  Overflow and underflow in floating-point representation of reals
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calculations in the space industry. In such cases we need to use larger memory locations and 
other presentations. The IEEE defines other standards with larger mantissas for these purposes. 

3.3  STORING TEXT
A section of text in any language is a sequence of symbols used to represent an idea in that 
language. For example, the English language uses 26 symbols (A, B, C,…, Z) to represent 
uppercase letters, 26 symbols (a, b, c, …, z) to represent lowercase letters, ten symbols (0, 1, 2, 
…, 9) to represent numeric characters (not actual numbers—numbers are treated separately, 
as we explained in the previous section), and symbols (., ?, :, ; , …, !) to represent punctuation. 
Other symbols such as blank, newline, and tab are used for text alignment and readability. 

We can represent each symbol with a bit pattern. In other words, text such as ‘CATS’, 
which is made up from four symbols, can be represented as four n-bit patterns, each pat-
tern defining a single symbol (Figure 3.14). 

Now the question is: how many bits are needed in a bit pattern to represent a symbol in 
a language? It depends on how many symbols are in the set used for the language. For 
example, if we create an imaginary language that uses only English uppercase letters, we 
need only 26 symbols. A bit pattern in this language needs to represent at least 26 symbols.

For another language, such as Chinese, we may need many more symbols. The length 
of the bit pattern that represents a symbol in a language depends on the number of sym-
bols used in that language. More symbols mean a longer bit pattern. 

Although the length of the bit pattern depends on the number of symbols, the rela-
tionship is not linear: it is logarithmic. If we need two symbols, the length is one bit (log22 
is 1). If we need four symbols, the length is two bits (log24 is 2). Table 3.3 shows the rela-
tionship. A bit pattern of two bits can take four different forms: 00, 01, 10, and 11. Each 
of these forms can represent a symbol. In the same way, a bit pattern of three bits can take 
eight different forms: 000, 001, 010, 011, 100, 101, 110, and 111.

Table 3.3  Number of symbols and bit pattern length

Number of symbols Bit pattern length Number of symbols Bit pattern length

2 1 128 7

4 2 256 8

8 3 65 536 16

16 4 4 294 967 296 32

Figure 3.14  Representing symbols using bit patterns
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3.3.1  Codes
Different sets of bit patterns have been designed to represent text symbols. Each set is 
called a code, and the process of representing symbols is called coding. In this section, we 
explain the common codes.

ASCII
The American National Standards Institute (ANSI) developed a code called American 
Standard Code for Information Interchange (ASCII). This code uses seven bits for each 
symbol. This means that 27 = 128 different symbols can be defined in this code. The full 
bit patterns for ASCII code are included in Appendix A. Today ASCII is part of Unicode, 
which is discussed next. 

Unicode
A coalition of hardware and software manufacturers have designed a code called Unicode 
that uses 32 bits and can therefore represent up to 232 = 4 294 967 296 symbols. Different 
sections of the code are allocated to symbols from different languages in the world. Some 
parts of the code are used for graphical and special symbols. A brief set of Unicode symbols 
is listed in Appendix A. ASCII is part of Unicode today. 

3.4  STORING AUDIO
Audio is a representation of sound or music. Audio, by nature, is different from the 
numbers or text we have discussed so far. Text is composed of countable entities 
(characters): we can count the number of characters in text. Text is an example of digital 
data. In contrast, audio is not countable. Audio is an entity that changes with time—we 
can only measure the intensity of the sound at each moment. When we discuss storing 
audio in computer memory, we mean storing the intensity of an audio signal, such as the 
signal from a microphone, over a period of time: one second, one hour. 

Audio is an example of analog data. Even if we are able to measure all its values in a 
period of time, we cannot store these in the computer’s memory, as we would need an 
infinite number of memory locations. Figure 3.15 shows the nature of an analog signal, 
such as audio, that varies with time.

Figure 3.15  An audio signal
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3.4.1  Sampling
If we cannot record all the values of an audio signal over an interval, we can record some 
of them. Sampling means that we select only a finite number of points on the analog 
signal, measure their values, and record them. Figure 3.16 shows a selection of ten samples 
from the signal: we can then record these values to represent the analog signal. 

Sampling rate
The next logical question is, how many samples do we need in each second to be able to 
retrieve a replica of the original signal? The number of samples depends on the maximum 
number of changes in the analog signal. If the signal is smooth, we need fewer samples: if 
the signal is changing rapidly, we need more samples. It has been shown that a sampling 
rate of 40 000 samples per second is good enough to reproduce an audio signal. 

3.4.2  Quantization
The value measured for each sample is a real number. This means that we can store 40 000 
real values for each one second sample. However, it is simpler to use an unsigned number 
(a bit pattern) for each sample. Quantization refers to a process that rounds the value of 
a sample to the closest integer value. For example, if the real value is 17.2, it can be 
rounded down to 17: if the value is 17.7, it can be rounded up to 18. 

3.4.3  Encoding
The next task is encoding. The quantized sample values need to be encoded as bit patterns. 
Some systems assign positive and negative values to samples, some just shift the curve to 
the positive part and assign only positive values. In other words, some systems use an 
unsigned integer to represent a sample, while others use signed integers to do so. However, 
the signed integers don’t have to be in two’s complement, they can be sign-and-magnitude 
values. The leftmost bit is used to represent the sign (0 for positive values and 1 for 
negative values), and the rest of the bits are used to represent the absolute values. 

Bit per sample
The system needs to decide how many bits should be allocated for each sample. Although 
in the past only 8 bits were assigned to sound samples, today 16, 24, or even 32 bits per 
sample is normal. The number of bits per sample is sometimes referred to as the bit depth. 

Figure 3.16  Sampling an audio signal
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Bit rate
If we call the bit depth or number of bits per sample B, the number of samples per second, 
S, we need to store S × B bits for each second of audio. This product is sometimes referred 
to as bit rate, R. For example, if we use 40 000 samples per second and 16 bits per sample, 
the bit rate is R = 40 000 × 16 = 640 000 bits per second = 640 kilobits per second. 

3.4.4  Standards for sound encoding
Today the dominant standard for storing audio is MP3 (short for MPEG Layer 3). This 
standard is a modification of the MPEG  (Motion Picture Experts Group) compression 
method used for video. It uses 44 100 samples per second and 16 bits per sample. The 
result is a signal with a bit rate of 705 600 bits per second, which is compressed using a 
compression method that discards information that cannot be detected by the human ear. 
This is called lossy compression, as opposed to lossless compression: see Chapter 15.

3.5  STORING IMAGES
Images are stored in computers using two different techniques: raster graphics and vector 
graphics.

3.5.1  Raster graphics
Raster graphics (or bitmap graphics) is used when we need to store an analog image such as 
a photograph. A photograph consists of analog data, similar to audio information: the 
difference is that the intensity (color) of data varies in space instead of in time. This means 
that data must be sampled. However, sampling in this case is normally called scanning. The 
samples are called pixels (which stands for picture elements). In other words, the whole 
image is divided into small pixels where each pixel is assumed to have a single intensity value. 

Resolution
Just like audio sampling, in image scanning we need to decide how many pixels we need 
to record for each square or linear inch. The scanning rate in image processing is called 
resolution. If the resolution is sufficiently high, the human eye cannot recognize the 
discontinuity in reproduced images. 

Color depth
The number of bits used to represent a pixel, its color depth, depends on how a pixel’s 
color is handled by different encoding techniques. The perception of color is how our 
eyes respond to a beam of light. Our eyes have different types of photoreceptor cells: some 
respond to the three primary colors red, green, and blue (often called RGB), while others 
merely respond to the intensity of light. 

True-Color

One of the techniques used to encode a pixel is called True-Color, which uses 24 bits to 
encode a pixel. In this technique, each of the three primary colors (RGB) are represented 
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by eight bits. Since an 8-bit pattern can represent a number between 0 to 255 in this 
technique, each color is represented by three decimal numbers between 0 to 255. Table 3.4 
shows the three values for some of the colors in this technique.

Table 3.4  Some colors defined in True-Color

Color Red Green Blue Color Red Green Blue

Black 0 0 0 Yellow 255 255 0

Red 255 0 0 Cyan 0 255 255

Green 0 255 0 Magenta 255 0 255

Blue 0 0 255 White 255 255 255

Note that the True-Color scheme can encode 224 or 16 776 216 colors. In other words, the 
color intensity of each pixel is one of these values. 

Indexed color

The True-Color scheme uses more than 16 million colors. Many applications do not need 
such a large range of colors. The indexed color—or palette color—scheme uses only a 
portion of these colors. In this scheme each application selects a few (normally 256) colors 
from the large set of colors and indexes them, assigning a number between 0 and 255 to 
each selected color. This is similar to the way in which an artist might have a great many 
colors in their studio, but at each moment use only a few on their palette. Figure 3.17 
illustrates the idea of indexed color. 

The use of indexing reduces the number of bits required to store a pixel. For example, in 
the True-Color scheme 24 bits are needed to store a single pixel. The index color scheme 
normally uses 256 indexes, which needs only eight bits to store the same pixel. For exam-
ple, a high-quality digital camera uses almost three million pixels for a 3 × 5 inch photo. 
The following shows the number of bits that need to be stored using each scheme:

True-Color: 3 000 000 × 24 = 72 000 000 

Indexed-Color: 3 000 000 × 8 = 24 000 000 

Figure 3.17  Relationship of the indexed color scheme to the True-Color scheme
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Standards for image encoding
Several de facto standards for image encoding are in use. JPEG (Joint Photographic 
Experts Group) uses the True-Color scheme, but compresses the image to reduce the 
number of bits (see Chapter 15). GIF (Graphic Interchange Format), on the other hand, 
uses the indexed color scheme. 

3.5.2  Vector graphics
Raster graphics has two disadvantages: the file size is big and rescaling is troublesome. To 
enlarge a raster graphics image means enlarging the pixels, so the image looks ragged when it 
is enlarged. The vector graphic image encoding method, however, does not store the bit 
patterns for each pixel. An image is decomposed into a combination of geometrical shapes 
such as lines, squares, or circles. Each geometrical shape is represented by a mathematical 
formula. For example, a line may be described by the coordinates of its endpoints, and a circle 
may be described by the coordinates of its center and the length of its radius. A vector graphic 
image is made up from a series of commands that defines how these shapes should be drawn. 

When the image is to be displayed or printed, the size of the image is given to the system 
as an input. The system rescales the image to the new size and uses the same formulae to 
draw the image. In this case, each time an image is drawn, the formulae are reevaluated. For 
this reason, vector graphics are also called geometric modeling or object-oriented graphics. 

For example, consider a circle of radius r. The main pieces of information a program 
needs to draw this circle are:

1.	 The radius r and equation of a circle.

2.	 The location of the center point of the circle.

3.	 The stroke line style and color. 

4.	 The fill style and color.

When the size of the circle is changed, the program changes the value of the radius and 
recalculates the information to draw the circle again. Rescaling does not change the quality 
of the drawing.

Vector graphics is not suitable for storing the subtleties of photographic images. JPEG or 
GIF raster graphics provide much better and more vivid pictures. Vector graphics is suitable 
for applications that use mainly geometric primitives to create images. It is used in applica-
tions such as FLASH, and to create TrueType (Microsoft, Apple) and PostScript (Adobe) 
fonts. Computer-aided design (CAD) also uses vector graphics for engineering drawings. 

3.6  STORING VIDEO
Video is a representation of images (called frames) over time. A movie consists of a 
series of frames shown one after another to create the illusion of motion. In other 
words, video is the representation of information that changes in space (single image) 
and in time (a series of images). So, if we know how to store an image inside a 
computer, we also know how to store video: each image or frame is transformed into 
a set of bit patterns and stored. The combination of the images then represents the 
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video. Today video is normally compressed. In Chapter 15 we discuss MPEG, a 
common video compression technique.

3.7  END-CHAPTER MATERIALS
3.7.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Halsall, F. Multimedia Communication, Boston, MA: Addison-Wesley, 2001

❑❑ Koren, I. Computer Arithmetic Algorithms, Natick, MA: A K Peters, 2001

❑❑ Long, B. Complete Digital Photography, Hignham, MA: Charles River Media, 2003

❑❑ Mano, M. Computer System Architecture, Upper Saddle River, NJ: Prentice-Hall, 1993

❑❑ Miano, J. Compressed Image File Formats, Boston, MA: Addison-Wesley, 1999
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3.7.3  Summary

❑❑ Data comes in different forms, including numbers, text, audio, image, and video. All 
data types are transformed into a uniform representation called a bit pattern. 

❑❑ A number is changed to the binary system before being stored in computer memory. 
There are several ways to handle the sign. There are two ways to handle the decimal 
point: fixed-point and floating-point. An integer can be thought of as a number in which 
the position of the decimal point is fixed: the decimal point is at the right of the least 
significant bit. An unsigned integer is an integer that can never be negative.  One of 
the methods used to store a signed integer is the sign-and-magnitude format. In this 
format, the leftmost bit is used to show the sign and the rest of the bits define the 
magnitude. Sign and magnitude are separated from each other. Almost all computers 
use the two’s complement representation to store a signed integer in an n-bit memory 
location. In this method, the available range for unsigned integers is divided into two 
equal subranges. The first half is used to represent non negative integers, the second half 
is used to represent negative integers. In two’s complement representation, the leftmost 
bit defines the sign of the integer, but sign and magnitude are not separated from each 
other. A real is a number with an integral part and a fractional part. Real numbers are 
stored in the computer using floating-point representation. In floating-point represen-
tation a number is made up of three sections: a sign, a shifter, and a fixed-point number. 

❑❑ A piece of text in any language is a sequence of symbols. We can represent each 
symbol with a bit pattern. Different sets of bit patterns (codes) have been designed 
to represent text symbols. A coalition of hardware and software manufacturers have 
designed a code called Unicode that uses 32 bits to represent a symbol. 

❑❑ Audio is a representation of sound or music. Audio is analog data. We cannot record 
an infinite number of values in an interval, we can only record some samples. The 
number of samples depends on the maximum number of changes in the analog sig-
nal. The values measured for each sample is a real number. Quantization refers to a 
process that rounds up the sample values to integers.

❑❑ Storage of images is done using two different techniques: raster graphics and vector 
graphics. Raster graphics are used when we need to store an analog image such as 
a photograph. The image is scanned (sampled) and pixels are stored. In the vector 
graphic method, an image is decomposed into a combination of geometrical shapes 
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such as lines, squares, or circles. Each geometrical shape is represented by a mathe-
matical formula. 

❑❑ Video is a representation of images (called frames) in time. A movie is a series of 
frames shown one after another to create the illusion of continuous motion. In other 
words, video is the representation of information that changes in space (single image) 
and in time (a series of images). 

3.8  PRACTICE SET
3.8.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

3.8.2  Review questions
Q3-1.	 Name five types of data that a computer can process.
Q3-2.	 How is bit pattern length related to the number of symbols the bit pattern can 

represent?
Q3-3.	 How does the bitmap graphic method represent an image as a bit pattern?
Q3-4.	 What is the advantage of the vector graphic method over the bitmap graphic 

method? What is the disadvantage?
Q3-5.	 What steps are needed to convert audio data to bit patterns?
Q3-6.	 Compare and contrast the representation of positive integers in unsigned, 

sign-and-magnitude format, and two’s complement format.
Q3-7.	 Compare and contrast the representation of negative integers in sign-and-magni-

tude and two’s complement format.
Q3-8.	 Compare and contrast the representation of zero in sign-and-magnitude, two’s 

complement, and Excess formats.
Q3-9.	 Discuss the role of the leftmost bit in sign-and-magnitude, and two’s complement 

formats.
Q3-10.	 Answer the following questions about floating-point representations of real numbers:

a.	 Why is normalization necessary?
b.	 What is the mantissa?
c.	 After a number is normalized, what kind of information does a computer store 

in memory?

3.8.3  Problems
P3-1.	 How many distinct 5-bit patterns can we have?
P3-2.	 In some countries vehicle license plates have two decimal digits (0 to 9). How 

many distinct plates can we have? If the digit 0 is not allowed on the license plate, 
how many distinct plates can we have?
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P3-3.	 Redo Problem P3-2 for a license plate that has two digits followed by three 
uppercase letters (A to Z). 

P3-4.	 A machine has eight different cycles. How many bits are needed to represent 
each cycle?

P3-5.	 A student’s grade in a course can be A, B, C, D, F, W (withdraw), or I (incom-
plete). How many bits are needed to represent the grade?

P3-6.	 A company has decided to assign a unique bit pattern to each employee. If the 
company has 900 employees, what is the minimum number of bits needed to 
create this system of representation? How many patterns are unassigned? If the 
company hires another 300 employees, should it increase the number of bits? 
Explain your answer.

P3-7.	 If we use a 4-bit pattern to represent the digits 0 to 9, how many bit patterns are 
wasted?

P3-8.	 An audio signal is sampled 8000 times per second. Each sample is represented by 
256 different levels. How many bits per second are needed to represent this signal?

P3-9.	 Change the following decimal numbers to 8-bit unsigned integers. 
a.	 23
b.	 121

c.	 34
d.	342

P3-10.	 Change the following decimal numbers to 16-bit unsigned integers. 
a.	 41
b.	 411

c.	 1234
d.	342

P3-11.	 Change the following decimal numbers to 8-bit two’s complement integers.

a.	 −12

b.	−145

c.	 56

d.	142
P3-12.	 Change the following decimal numbers to 16-bit two’s complement integers.

a.	 102
b.	−179

c.	 534
d.	62,056

P3-13.	 Change the following 8-bit unsigned numbers to decimal.
a.	 01101011
b.	 10010100

c.	 00000110
d.	01010000

P3-14.	 Change the following 8-bit two’s complement numbers to decimal.
a.	 01110111
b.	 11111100

c.	 01110100
d.	11001110

P3-15.	 The following are two’s complement binary numbers. Show how to change the 
sign of the number. 
a.	 01110111
b.	 11111100

c.	 01110111
d.	11001110

P3-16.	 If we apply the two’s complement operation to a number twice, we should get 
the original number. Apply the two’s complement operation to each of the fol-
lowing numbers and see if we can get the original number. 
a.	 01110111
b.	 11111100

c.	 01110100
d.	11001110
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P3-17.	 Normalize the following binary floating-point numbers. Explicitly show the value 
of the exponent after normalization.
a.	 1.10001
b.	 23 × 111.1111 

c.	 2-2 × 101.110011
d.	2-5 × 101101.00000110011000

P3-18.	 Convert the following numbers in 32-bit IEEE format. 
a.	 -20 × 1.10001
b.	 +23 × 1.111111 

c.	 +2-4 × 1.01110011
d.	-2-5 × 1.01101000

P3-19.	 Convert the following numbers in 64-bit IEEE format. 
a.	 -20 × 1.10001
b.	 +23 × 1.111111 

c.	 +2-4 × 1.01110011
d.	-2-5 × 1.01101000

P3-20.	 Convert the following numbers in 32-bit IEEE format.
a.	 7.1875
b.	 −12.640625

c.	 11.40625
d.	−0.375

P3-21.	 The following are sign-and-magnitude binary numbers in a 8-bit allocation. Con-
vert them to decimal. 
a.	 01110111
b.	 11111100

c.	 01110100
d.	11001110

P3-22.	 Convert the following decimal integers to sign-and-magnitude with 8-bit 
allocation. 
a.	 53
b.	 −107

c.	 −5
d.	154

P3-23.	 One method of representing signed numbers in a computer is one’s complement 
representation. In this representation, to represent a positive number, we store 
the binary number. To represent a negative number, we apply the one’s comple-
ment operation on the number. Store the following decimal integers to one’s 
complement with 8-bit allocation. 
a.	 53
b.	 −107

c.	 −5
d.	154

P3-24.	 The following are one’s complement binary numbers in a 8-bit allocation. Con-
vert them to decimal. 
a.	 01110111
b.	 11111100

c.	 01110100
d.	11001110

P3-25.	 If we apply the one’s complement operation to a number twice, we should get 
the original number. Apply the one’s complement operation twice to each of the 
following numbers and see if you can get the original number. 
a.	 01110111
b.	 11111100

c.	 01110100
d.	11001110

P3-26.	 An alternative method to find the two’s complement of a number is to first take 
the one’s complement of the number and then add 1 to the result. (Adding binary 
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integers is explained in Chapter 4). Try both methods using the following num-
bers. Compare and contrast the results.
a.	 01110111
b.	 11111100

c.	 01110100
d.	11001110

P3-27.	 The equivalent of one’s complement in the binary system is nine’s com-
plement in the decimal system (1 = 2 – 1 and 9 = 10 – 1). With n-digit allo-
cation, we can represent nine’s complement numbers in the range of:  
– [(10n/2) – 1]  to  + [(10n/2 – 1)]. The nine’s complement of a number with 
n digit allocation is obtained as follows. If the number is positive, the nine’s 
complement of the number is itself. If the number is negative, we subtract each 
digit from 9. Answer the following questions for three-digit allocation: 
a.	 What is the range of the numbers we can represent using nine’s complement? 
b.	 In this system, how can we determine the sign of a number? 
c.	 Do we have two zeros in this system? 
d.	If the answer to c. is yes, what is the representation for +0 and -0?

P3-28.	 Assuming three-digit allocation, find the nine’s complement of the following dec-
imal numbers.
a.	 +234
b.	 +560

c.	 -125
d.	-111

P3-29.	 The equivalent of two’s complement in the binary system is ten’s complement in 
the decimal system (in the binary system, 2 is the base, in the decimal system, 10 
is the base). Using n-digit allocation, we can represent numbers in the range of:
	 – (10n/2) 	 to	 + (10n/2 – 1)

		  in ten’s complement format. The ten’s complement of a number with n-digit 
allocation is obtained by first finding the nine’s complement of the number and then 
adding 1 to the result. Answer the following questions for three-digit allocation. 
a.	 What is the range of the numbers we can represent using ten’s complement? 
b.	 In this system, how can we determine the sign of a number? 
c.	 Do we have two zeros in this system? 
d.	If the answer to c. is yes, what is the representation for +0 and −0?

P3-30.	 Assuming three-digit allocation, find the ten’s complement of the following dec-
imal numbers. 
a.	 +234
b.	 +560

c.	 -125
d.	-111

P3-31.	 The equivalent of one’s complement in the binary system is fifteen’s complement 
in the hexadecimal system (1 = 2 - 1 and 15 = 16 - 1). 
a.	 What range of numbers can we represent with three-digit allocation in fifteen’s 

complement?
b.	 Explain how the fifteen’s complement of a number is obtained in the hexa-

decimal system.
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c.	 Do we have two zeros in this system? 
d.	If the answer to c. is yes, what is the representation for +0 and −0?

P3-32.	 Assuming three-digit allocation, find the fifteen’s complement of the following 
hexadecimal numbers.
a.	 +B14
b.	 +FE1

c.	 -1A
d.	-1E2

P3-33.	 The equivalent of two’s complement in the binary system is sixteen’s comple-
ment in the hexadecimal system. 
a.	 What range of numbers can we represent with three-digit allocation in sixteen’s 

complement?
b.	 Explain how a sixteen’s complement of a number is obtained in the hexadec-

imal system.
c.	 Do we have two zeros in this system? 
d.	If the answer to c. is yes, what is the representation for +0 and −0?

P3-34.	 Assuming three-digit allocation, find the sixteen’s complement of the following 
hexadecimal numbers. 
a.	 +B14
b.	 +FE1

c.	 −1A
d.	−1E2



In Chapter 3 we showed how to store different types of data in a computer. In this chap-
ter, we show how to operate on data stored in a computer. Operations on data can be 
divided into three broad categories: logic operations, shift operations, and arithmetic 
operations. 

Objectives
After studying this chapter, the student should be able to:

❑❑ List the three categories of operations performed on data.

❑❑ Perform unary and binary logic operations on bit patterns.

❑❑ Distinguish between logic shift operations and arithmetic shift operations. 

❑❑ Perform logic shift operations on bit patterns.

❑❑ Perform arithmetic shift operations on integers stored in two’s complement format.

❑❑ Perform addition and subtraction on integers when they are stored in two’s 
complement format.

❑❑ Perform addition and subtraction on integers when they are stored in sign-and-
magnitude format.

❑❑ Perform addition and subtraction operations on reals when they are stored in 
floating-point format. 

❑❑ Understand some applications of logical and shift operations such as setting, unsetting, 
and flipping specific bits. 

CHAPTER	 4
Operations on Data
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4.1  LOGIC OPERATIONS
In Chapter 3 we discussed the fact that data inside a computer is stored as patterns of bits. 
Logic operations refer to those operations that apply the same basic operation on individ-
ual bits of a pattern, or on two corresponding bits in two patterns. This means that we can 
define logic operations at the bit level and at the pattern level. A logic operation at the 
pattern level is n logic operations, of the same type, at the bit level where n is the number 
of bits in the pattern. 

4.1.1  Logic operations at bit level
A bit can take one of the two values: 0 or 1. If we interpret 0 as the value false and 
1 as the value true, we can apply the operations defined in Boolean algebra to 
manipulate bits. Boolean algebra, named in honor of George Boole, belongs to a 
special field of mathematics called logic. Boolean algebra and its application to 
building logic circuits in computers are briefly discussed in Appendix E. In this 
section, we show briefly four bit-level operations that are used to manipulate bits: 
NOT, AND, OR, and XOR. 

Boolean algebra and logic circuits are discussed in Appendix E.

Figure 4.1 shows the symbols for these four bit-level operators and their truth 
tables. A truth table defines the values of output for each possible input or inputs. 
Note that the output of each operator is always one bit, but the input can be one 
or two bits. 

Figure 4.1  Logic operations at the bit level
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NOT
The NOT operator is a unary operator: it takes only one input. The output bit is the 
complement of the input. If the input is 0, the output is 1, if the input is 1, the output is 
0. In other words, the NOT operator flips its input. The truth table of the NOT operator 
has only two rows because the single input can be either 0 or 1: two possibilities. 

AND
The AND operator is a binary operator: it takes two inputs. The output bit is 1 if both 
inputs are 1s and the output is 0 in the other three cases. The truth table of the AND 
operator has four rows because, with two inputs, there are four possible input combinations.

A property 

One interesting point about the AND operator is that if a bit in one input is 0, we do not 
have to check the corresponding bit in the other input: we can quickly conclude that the 
result is 0. We use this property when we discuss the application of this operator in 
relation to a bit pattern: 

For x = 0 or 1    x AND 0 → 0    and    0 AND x → 0 

OR
The OR operator is a also a binary operator: it takes two inputs. The output bit is 0 if both 
inputs are 0s and the output is 1 in the other three cases. The truth table of the OR 
operator has also four rows. The OR operator is sometimes called the inclusive-or operator 
because the output is 1 not only when one of the inputs is 1, but also when both inputs 
are 1s. This is in contrast to the operator we introduce next.

A property

One interesting point about the OR operator is that if a bit in one input is 1, we do not 
have to check the corresponding bit in the other input: we can quickly conclude that the 
result is 1. We use this property when we discuss the application of this operator in 
relation to a bit pattern: 

For x = 0 or 1    x OR 1 → 1    and    1 OR x → 1

XOR
The XOR operator (pronounced ‘exclusive-or’) is also a binary operator like the OR 
operator, with only one difference: the output is 0 if both inputs are 1s. We can look at this 
operator in another way: the output is 0 when both inputs are the same, and the output 
is 1 when the inputs are different. 

Example 4.1

In English we use the conjunction ‘or’ sometimes to mean an inclusive-or, and sometimes 
to mean an exclusive-or. 
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a.	 The sentence ‘I wish to have a car or a house’ uses ‘or’ in the inclusive sense—I wish a 
car, a house, or both.

b.	 The sentence ‘Today is either Monday or Tuesday’ uses ‘or’ in the exclusive sense—
today is either Monday or Tuesday, but it cannot be both. 

Example 4.2

The XOR operator is not actually a new operator. We can always simulate it using the 
other three operators. The following two expressions are equivalent: 

x XOR y  ↔  [x AND (NOT y)] OR [(NOT x) AND y]
 

The equivalence can be proved if we make the truth table for both. 

A property

A property of XOR is that if a bit in one input is 1, the result is the complement of the 
corresponding bit in the other input. We use this property when we discuss the applica-
tion of this operator in relation to a bit pattern: 

For x = 0 or 1    1 XOR x → NOT x    and    x XOR 1 → NOT x

4.1.2  Logic operations at pattern level
The same four operators (NOT, AND, OR, and XOR) can be applied to an n-bit pattern. 
The effect is the same as applying each operator to each individual bit for NOT and to 
each corresponding pair of bits for other three operators. Figure 4.2 shows these four 
operators with input and output patterns. 

Figure 4.2  Logic operators applied to bit patterns
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Example 4.3

Use the NOT operator on the bit pattern 10011000.

Solution
The solution is shown below. Note that the NOT operator changes every 0 to 1 and every 1 to 0:

NOT 1 0 0 1 1 0 0 0 Input

0 1 1 0 0 1 1 1 Output	
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Example 4.4

Use the AND operator on the bit patterns 10011000 and 00101010.

Solution
The solution is shown below. Note that only one bit in the output is 1, where both 
corresponding inputs are 1s: 

1 0 0 1 1 0 0 0 Input 1

AND 0 0 1 0 1 0 1 0 Input 2

0 0 0 0 1 0 0 0 Output	

Example 4.5

Use the OR operator on the bit patterns 10011001 and 00101110.

Solution
The solution is shown below. Note that only one bit in the output is 0, where both 
corresponding inputs are 0s: 

1 0 0 1 1 0 0 1 Input 1

OR 0 0 1 0 1 1 1 0 Input 2

1 0 1 1 1 1 1 1 Output	

Example 4.6

Use the XOR operator on the bit patterns 10011001 and 00101110.

Solution
The solution is shown below. Compare the output in this example with the one in 
Example 4.5. The only difference is that when the two inputs are 1s, the result is 0 (the 
effect of exclusion): 

1 0 0 1 1 0 0 1 Input 1

XOR 0 0 1 0 1 1 1 0 Input 2

1 0 1 1 0 1 1 1 Output	

Applications
Four logic operations can be used to modify a bit pattern. 

Complementing

The only application of the NOT operator is to complement the whole pattern. Applying 
this operator to a pattern changes every 0 to 1 and every 1 to 0. This is sometimes referred 
to as a one’s complement operation. Example 4.3 shows the effect of complementing. 

Unsetting specific bits

One of the applications of the AND operator is to unset (force to 0) specific bits in a bit 
pattern. The second input in this case is called a mask. The 0-bits in the mask unset the 
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corresponding bits in the first input: the 1-bits in the mask leave the corresponding bits in 
the first input unchanged. This is due to the property we mentioned for the AND operator: 
if one of the inputs is 0, the output is 0 no matter what the other input is. Unsetting the 
bits in a pattern can have many applications. For example, if an image is using only one bit 
per pixel (a black and white image), then we can make a specific pixel black using a mask 
and the AND operator. 

Example 4.7

Use a mask to unset (clear) the five leftmost bits of a pattern. Test the mask with the 
pattern 10100110. 

Solution
The mask is 00000111. The result of applying the mask is:

1 0 1 0 0 1 1 0 Input 

AND 0 0 0 0 0 1 1 1 Mask

0 0 0 0 0 1 1 0 Output	

Note that the three rightmost bits remain unchanged, while the five leftmost bits are 
unset (changed to 0) no matter what their previous values. 

Setting specific bits

One of the applications of the OR operator is to set (force to 1) specific bits in a bit pattern. 
Again we can use a mask, but a different one. The 1-bits in the mask set the corresponding 
bits in the first input, and the 0-bits in the mask leave the corresponding bits in the first 
input unchanged. This is due to the property we mentioned for the OR operator: if one of 
the inputs is 1, the output is 1 no matter what the other input is. Setting the bits in a pattern 
has many applications. For example, if an image is using only one bit per pixel (a black and 
white image), then we can make a specific pixel white using a mask and the OR operator.

Example 4.8

Use a mask to set the five leftmost bits of a pattern. Test the mask with the pattern 
10100110. 

Solution
The mask is 11111000. The result of applying the mask is:

1 0 1 0 0 1 1 0 Input 

OR 1 1 1 1 1 0 0 0 Mask

1 1 1 1 1 1 1 0 Output	

Flipping specific bits

One of the applications of the XOR operator is to flip (complement) specific bits in a bit 
pattern. Again we can use a mask, but a different one. The 1-bits in the mask flip the 
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corresponding bits in the first input, and the 0-bits in the mask leave the corresponding 
bits in the first input unchanged. This is due to the property we mentioned for the XOR 
operator: if one of the inputs is 1, the output is the complement of the corresponding bit. 
Note the difference between the NOT operator and the XOR operator. The NOT operator 
complements all the bits in the input, while the XOR operator complements only the 
specific bits in the first input as defined by the mask. 

Example 4.9

Use a mask to flip the five leftmost bits of a pattern. Test the mask with the pattern 
10100110. 

Solution
The mask is 11111000. The result of applying the mask is:

1 0 1 0 0 1 1 0 Input 1

XOR 1 1 1 1 1 0 0 0 Mask

0 1 0 1 1 1 1 0 Output	

4.2  SHIFT OPERATIONS
Shift operations move the bits in a pattern, changing the positions of the bits. They can 
move bits to the left or to the right. We can divide shift operations into two categories: 
logical shift operations and arithmetic shift operations. 

4.2.1  Logical shift operations
A logical shift operation is applied to a pattern that does not represent a signed number. 
The reason is that these shift operation may change the sign of the number that is defined 
by the leftmost bit in the pattern. We distinguish two types of logical shift operations, as 
described below. 

Simple shift
A simple right shift operation shifts each bit one position to the right. In an n-bit pattern, the 
rightmost bit is lost and a 0 fills the leftmost bit. A simple left shift operation shifts each bit 
one position to the left. In an n-bit pattern, the leftmost bit is lost and a 0 fills the rightmost 
bit. Figure 4.3 shows the simple right shift and simple left shift operations for an 8-bit pattern. 

Figure 4.3  Simple shift operations
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Example 4.10

Use a simple left shift operation on the bit pattern 10011000.

Solution
The solution is shown below. The leftmost bit (white in the black background) is lost and 
a 0 is inserted as the rightmost bit (the bit in color):

← 1 0 0 1 1 0 0 0 Original

0 0 1 1 0 0 0 0 After shift 

Circular shift
A circular shift operation (or rotate operation) shifts bits, but no bit is lost or 
added. A circular right shift (or right rotate) shifts each bit one position to the right. 
The rightmost bit is circulated and becomes the leftmost bit. A circular left shift 
(or left rotate) shifts each bit one position to the left. The leftmost bit circulates and 
become the rightmost bit. Figure 4.4 shows the circular shift left and circular shift 
right operation. 

Figure 4.4  Circular shift operations

a. Circular right shift b. Circular left shift 

Example 4.11

Use a circular left shift operation on the bit pattern 10011000.

Solution
The solution is shown below. The leftmost bit (the white bit in the black background) is 
circulated and becomes the rightmost bit:

Original 1 0 0 1 1 0 0 0 Circular

After shift 0 0 1 1 0 0 0 1

Example 4.12

Combining logic operations and logical shift operations gives us some tools for manipu-
lating bit patterns. Assume that we have a pattern and we need to use the third bit (from 
the right) of this pattern in a decision-making process. We want to know if this particular 
bit is 0 or 1. The following shows how we can find out:
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h g f e d c b a Original

0 h g f e d c b One right shift

0 0 h g f e d c Two right shifts

AND 0 0 0 0 0 0 0 1 Mask 

0 0 0 0 0 0 0 c Result

We shift the pattern two bits to the right so that the target bit moves to the rightmost 
position. The result is then ANDed with a mask which has one 1 at the rightmost position. 
The result is a pattern with seven 0s and the target bit at the rightmost position. We can 
then test the result: if it is an unsigned integer 1, the target bit was 1, whereas if the result 
is an unsigned integer 0, the target bit was 0. 

Arithmetic shift operations
Arithmetic shift operations assume that the bit pattern is a signed integer in two’s 
complement format. Arithmetic right shift is used to divide an integer by two, while 
arithmetic left shift is used to multiply an integer by two (discussed later). These operations 
should not change the sign (leftmost) bit. An arithmetic right shift retains the sign bit, but 
also copies it into the next right bit, so that the sign is preserved. An arithmetic left shift 
discards the sign bit and accepts the bit to the left of the sign bit as the sign. If the new 
sign bit is the same as the previous one, the operation is successful, otherwise an overflow 
or underflow has occurred and the result is not valid. Figure 4.5 shows these two operations. 

Figure 4.5  Arithmetic shift operations

a. Arithmetic right shift

Lost

b. Arithmetic left shift

0

Example 4.13

Use an arithmetic right shift operation on the bit pattern 10011001. The pattern is an 
integer in two’s complement format.

Solution
The solution is shown below. The leftmost bit is retained and also copied to its right 
neighbor bit (the white bit over the black background). The bit in color is lost: 

Arithmetic Right 1 0 0 1 1 0 0 1 Original

1 1 0 0 1 1 0 0 After shift 

The original number was –103 and the new number is –52, which is the result of dividing 
–103 by 2 truncated to the smaller integer.    
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Example 4.14

Use an arithmetic left shift operation on the bit pattern 11011001. The pattern is an 
integer in two’s complement format.

Solution
The solution is shown below. The leftmost bit (shown in color) is lost and a 0 (shown as 
white in the black background) is inserted as the rightmost bit:

Arithmetic Left 1 1 0 1 1 0 0 1 Original

1 0 1 1 0 0 1 0 After shift 

The original number was –39 and the new number is –78. The original number is 
multiplied by two. The operation is valid because no underflow occurred.   

Example 4.15

Use an arithmetic left shift operation on the bit pattern 01111111. The pattern is an 
integer in two’s complement format.

Solution
The solution is shown below. The leftmost bit (in color) is lost and a 0 (white in the black 
background) is inserted as the rightmost bit: 

Arithmetic Left 0 1 1 1 1 1 1 1 Original

1 1 1 1 1 1 1 0 After shift 

The original number was 127 and the new number is –2. Here the result is not valid 
because an overflow has occurred. The expected answer 127 × 2 = 254 cannot be repre-
sented by an 8-bit pattern. 

4.3  ARITHMETIC OPERATIONS
Arithmetic operations involve adding, subtracting, multiplying, and dividing. We can 
apply these operations to integers and floating-point numbers. 

4.3.1  Arithmetic operations on integers
All arithmetic operations such as addition, subtraction, multiplication, and division can be 
applied to integers. Although multiplication (division) of integers can be implemented using 
repeated addition (subtraction), the procedure is not efficient. There are more efficient pro-
cedures for multiplication and division, such as Booth procedures, but these are beyond the 
scope of this book. For this reason, we only discuss addition and subtraction of integers here. 

Addition and subtraction for two’s complement integers
We first discuss addition and subtraction for integers in two’s complement representation, 
because it is more common. As we discussed in Chapter 3, integers are normally stored in 
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two’s complement format. One of the advantages of two’s complement representation is 
that there is no difference between addition and subtraction. When the subtraction 
operation is encountered, the computer simply changes it to an addition operation, but 
makes two’s complement of the second number. In other words:

A − B ↔ A + (B + 1)  where ((B + 1)) means the two’s complement of B

This means that we only need to discuss addition. Adding numbers in two’s comple-
ment is like adding the numbers in decimal: we add column by column, and if there is 
a carry, it is added to the next column. However, the carry produced from the last col-
umn is discarded. 

We should remember that we add integers column by column. In each column, we 
have either two bits to add if there is no carry from the previous column, or three bits to 
add if there is a carry from the previous column. 

Now we can show the procedure for addition or subtraction of two integers in two’s 
complement format (Figure 4.6). Note that we use the notation (X + 1) to mean two’s com-
plement of X. This notation is very common in literature because X denotes the one’s comple-
ment of X. If we add 1 to the one’s complement of an integer, we get its two’s complement.  

Figure 4.6  Addition and subtraction of integers in two’s complement format

( )1+X 

+ BAR

[Subtract] [Add]

Stop

Start

 : Two’s complement of X 

R = A  B  

+

–

+ 1B( )B

The procedure is as follows:

1.	 If the operation is subtraction, we take the two’s complement of the second integer. 
Otherwise, we move to the next step.

2.	 We add the two integers. 

Example 4.16

Two integers A and B are stored in two’s complement format. Show how B is added to A: 

A = (00010001)2  B = (00010110)2
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Solution
The operation is adding. A  is added to B and the result is stored in R: 

1 Carry

0 0 0 1 0 0 0 1 A

+ 0 0 0 1 0 1 1 0 B

0 0 1 0 0 1 1 1 R

We check the result in decimal: (+17) + (+22) = (+39).

Example 4.17

Two integers A and B are stored in two’s complement format. Show how B is added to A:

A = (00011000)2  B = (11101111)2

Solution
The operation is adding. A  is added to B and the result is stored in R. Note that the last 
carry is discarded because the size of the memory is only 8 bits:  

1 1 1 1 1 Carry

0 0 0 1 1 0 0 0 A

+ 1 1 1 0 1 1 1 1 B

0 0 0 0 0 1 1 1 R

Checking the result in decimal, (+24) + (–17) = (+7).

Example 4.18

Two integers A and B are stored in two’s complement format. Show how B is subtracted 
from A: 

A = (00011000)2  B = (11101111)2

Solution
The operation is subtracting. A is added to (B + 1) and the result is stored in R:

1 Carry

0 0 0 1 1 0 0 0 A

+ 0 0 0 1 0 0 0 1 (B + 1)

0 0 1 0 1 0 0 1 R

Checking the result in decimal, (+24) – (–17) = (+41).
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Example 4.19

Two integers A and B are stored in two’s complement format. Show how B is subtracted from A: 

A = (11011101)2  B = (00010100)2

Solution
The operation is subtracting. A is added to (B + 1) and the result is stored in R: 

1 1 1 1 1 1 Carry

1 1 0 1 1 1 0 1 A

+ 1 1 1 0 1 1 0 0 (B + 1)

1 1 0 0 1 0 0 1 R

Checking the result in decimal, (–35) – (+20) = (–55). Note that the last carry is discarded.

Example 4.20

Two integers A and B are stored in two’s complement format. Show how B is added to A:

A = (01111111)2  B = (00000011)2

Solution
The operation is adding. A is added to B and the result is stored in R: 

1 1 1 1 1 1 1 Carry

0 1 1 1 1 1 1 1 A

+ 0 0 0 0 0 0 1 1 B

1 0 0 0 0 0 1 0 R

We expect the result to be 127 + 3 = 130, but the answer is −126. The error is due to 
overflow, because the expected answer (+130) is not in the range −128 to +127. 

When we do arithmetic operations on numbers in a computer, we should remember that 
each number and the result should be in the range defined by the bit allocation. 

Addition or subtraction for sign-and-magnitude integers 
Addition or subtraction for integers in sign-and-magnitude representation looks very 
complex. We have four different combinations of signs (two signs, each of two values) for 
addition, and four different conditions for subtraction. This means that we need to consider 
eight different situations. For those interested readers, we describe these in more detail in 
Appendix I.  
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4.3.2  Arithmetic operations on reals
All arithmetic operations such as addition, subtraction, multiplication, and division can be 
applied to reals stored in floating-point format. Multiplication of two reals involves 
multiplication of two integers in sign-and-magnitude representation. Division of two reals 
involves division of two integers in sign-and-magnitude representations. Since we did not 
discuss the multiplication or division of integers in sign-and-magnitude representation, we 
will not discuss the multiplication and division of reals, and only show addition and 
subtractions for reals in Appendix J. 

4.4  END-CHAPTER MATERIALS
4.4.1  Recommended Reading
For more details about the subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Mano, M. Computer System Architecture, Upper Saddle River, NJ: Prentice-Hall, 
1993

❑❑ Null, L. and Lobur, J. Computer Organization and Architecture, Sudbury, MA: Jones 
and Bartlett, 2003

❑❑ Stalling, W. Computer Organization and Architecture, Upper Saddle River, NJ: 
Prentice-Hall, 2000

4.4.2  Key terms
This chapter has introduced the following key terms, which are listed here with the pages 
on which they first occur:

AND operation 75 mask 77

arithmetic operation 82 NOT operation 75

arithmetic shift operation 81 OR operation 75

Boolean algebra 74 truth table 74

circular shift operation 80 XOR operation 75

logical shift operation 78

4.4.3  Summary

❑❑ Operations on data can be divided into three broad categories: logic operations, shift 
operations, and arithmetic operations. Logic operations refer to those operations that 
apply the same basic operation to individual bits of a pattern or to two corresponding 
bits in two patterns. Shift operations move the bits in the pattern. Arithmetic opera-
tions involve adding, subtracting, multiplying, and dividing. 
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❑❑ The four logic operators discussed in this chapter (NOT, AND, OR, and XOR) can be 
used at the bit level or the pattern level. The NOT operator is a unary operator, while 
the AND, OR, and XOR operators are binary operators. 

❑❑ The only application of the NOT operator is to complement the whole pattern. One 
of the applications of the AND operator is to unset (force to 0) specific bits in a bit 
pattern. One of the applications of the OR operator is to set (force to 1) specific bits 
in a bit pattern. One of the applications of the XOR operator is to flip (complement) 
specific bits in a bit pattern. 

❑❑ Shift operations move the bits in the pattern: they change the positions of the bits. 
We can divide shift operations into two categories: logical shift operations and arith-
metic shift operations. A logical shift operation is applied to a pattern that does not 
represent a signed number. Arithmetic shift operations assume that the bit pattern is 
a signed integer in two’s complement format.    

❑❑ All arithmetic operations such as addition, subtraction, multiplication, and division can 
be applied to integers. Integers are normally stored in two’s complement format. One 
of the advantages of two’s complement representation is that there is no difference 
between addition and subtraction. When the subtraction operation is encountered, the 
computer simply changes it to an addition operation, but forms the two’s complement 
of the second number. Addition and subtraction for integers in sign-and-magnitude 
representation looks very complex. We have eight situations to consider. 

❑❑ All arithmetic operations such as addition, subtraction, multiplication, and division 
can be applied to reals stored in floating-point format. Addition and subtraction of 
real numbers stored in floating-point numbers is reduced to addition and subtraction 
of two integers stored in sign-and-magnitude after the alignment of decimal points. 

4.5  PRACTICE SET
4.5.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set. 

4.5.2  Review questions
Q4-1.	 What is the difference between an arithmetic operation and a logical operation?
Q4-2.	 What happens to the carry from the leftmost column in the addition of integers 

in two’s complement format?
Q4-3.	 Can n, the bit allocation, equal 1? Why, or why not?
Q4-4.	 Define the term overflow.
Q4-5.	 In the addition of floating-point numbers, how do we adjust the representation of 

numbers with different exponents?
Q4-6.	 What is the difference between a unary operation and a binary operation?
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Q4-7.	 Name the logical binary operations.
Q4-8.	 What is a truth table?
Q4-9.	 What does the NOT operator do?
Q4-10.	 When is the result of an AND operator true?
Q4-11.	 When is the result of an OR operator true?
Q4-12.	 When is the result of an XOR operator true?
Q4-13.	 Mention an important property of the AND operator discussed in this chapter.
Q4-14.	 Mention an important property of the OR operator discussed in this chapter.
Q4-15.	 Mention an important property of the XOR operator discussed in this chapter.
Q4-16.	 What binary operation can be used to set bits? What bit pattern should the mask 

have?
Q4-17.	 What binary operation can be used to unset bits? What bit pattern should the 

mask have?
Q4-18.	 What binary operation can be used to flip bits? What bit pattern should the mask 

have?
Q4-19.	 What is the difference between simple and arithmetic shifts?

4.5.3  Problems
P4-1.	 Show the result of the following operations:

a.	 NOT (99)16

b.	 NOT (FF)16

c.	 NOT (00)16

d.	NOT (01)16

P4-2.	 Show the result of the following operations:
a.	 (99)16 AND (99)16

b.	 (99)16 AND (00)16

c.	 (99)16 AND (FF)16

d.	(FF)16 AND (FF)16

P4-3.	 Show the result of the following operations:
a.	 (99)16 OR (99)16

b.	 (99)16 OR (00)16

c.	 (99)16 OR (FF)16

d.	(FF)16 OR (FF)16

P4-4.	 Show the result of the following operations:
a.	 NOT [(99)16 OR (99)16)]
b.	 (99)16 OR [NOT (00)16]
c.	 [(99)16 AND (33)16)] OR [(00)16 AND (FF)16]
d.	(99)16 OR (33)16 AND [(00)16 OR (FF)16]

P4-5.	 We need to unset (force to 0) the four leftmost bits of a pattern. Show the mask 
and the operation.

P4-6.	 We need to set (force to 1) the four rightmost bits of a pattern. Show the mask 
and the operation.

P4-7.	 We need to flip the three rightmost and the two leftmost bits of a pattern. Show 
the mask and the operation.

P4-8.	 We need to unset the three leftmost bits and set the two rightmost bits of a 
pattern. Show the masks and operations. 
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P4-9.	 Use the shift operation to divide an integer by 4. 
P4-10.	 Use the shift operation to multiply an integer by 8.
P4-11.	 Use a combination of logical and shift operations to extract the fourth and fifth 

bits from the left of an unsigned integer. 
P4-12.	 Using an 8-bit allocation, first convert each of the following integers to two’s 

complement, do the operation, and then convert the result to decimal.
a.	 19 + 23
b.	 19 − 23

c.	 −19 + 23
d.	−19 − 23

P4-13.	 Using a 16-bit allocation, first convert each of the following numbers to two’s 
complement, do the operation, and then convert the result to decimal.
a.	 161 + 1023
b.	 161 − 1023

c.	 −161 + 1023
d.	−161 − 1023

P4-14.	 Which of the following operations creates an overflow if the numbers and the 
result are represented in 8-bit two’s complement representation?
a.	 11000010 + 00111111
b.	 00000010 + 00111111

c.	 11000010 + 11111111
d.	00000010 + 11111111 

P4-15.	 Without actually doing the calculation, can we tell which of the following cre-
ates an overflow if the numbers and the result are in 8-bit two’s complement 
representation?
a.	 32 + 105 
b.	 32 − 105

c.	 −32 + 105 
d.	−32 − 105 

P4-16.	 Show the result of the following operations assuming that the numbers are stored in 
16-bit two’s complement representation. Show the result in hexadecimal notation.
a.	 (012A)16 + (0E27)16

b.	 (712A)16 + (9E00)16 
c.	 (8011)16 + (0001)16

d.	(E12A)16 + (9E27)16

P4-17.	 Using an 8-bit allocation, first convert each of the following numbers to 
sign-and-magnitude representation, do the operation, and then convert the result 
to decimal.
a.	 19 + 23
b.	 19 − 23

c.	 −19 + 23
d.	−19 − 23

P4-18.	 Show the result of the following floating-point operations using IEEE_127—see 
Chapter 3.
a.	 34.75 + 23.125
b.	−12.625 + 451.00

c.	 33.1875 − 0.4375
d.	−344.3125 − 123.5625

P4-19.	 In which of the following situations does an overflow never occur? Justify the 
answer. 
a.	 Adding two positive integers.
b.	 Adding one positive integer to a negative integer.
c.	 Subtracting one positive integer from a negative integer.
d.	Subtracting two negative integers.

P4-20.	 What is the result of adding an integer to its one’s complement?
P4-21.	 What is the result of adding an integer to its two’s complement?





In this chapter we discuss the organization of a stand-alone computer. We explain how 
every computer is made up of three subsystems. We also show how a simple, hypothetical 
computer can run a simple program to perform primitive arithmetic or logic operations. 

Objectives
After studying this chapter, the student should be able to:

❑❑ List the three subsystems of a computer.

❑❑ Describe the role of the central processing unit (CPU) in a computer.

❑❑ Describe the fetch–decode–execute phases of a cycle in a typical computer. 

❑❑ Describe the main memory and its addressing space.

❑❑ Distinguish between main memory and cache memory. 

❑❑ Define the input/output subsystem.

❑❑ Understand the interconnection of subsystems and list different bus systems.

❑❑ Describe different methods of input/output addressing.

❑❑ Distinguish the two major trends in the design of computer architecture.

❑❑ Understand how computer throughput can be improved using pipelining.

❑❑ Understand how parallel processing can improve the throughput of computers. 

CHAPTER	 5
Computer Organization
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5.1  INTRODUCTION
We can divide the parts that make up a computer into three broad categories or subsys-
tems: the central processing unit (CPU), the main memory, and the input/output subsys-
tem. The next three sections discuss these subsystems and how they are connected to 
make a standalone computer. Figure 5.1 shows the three subsystems of a standalone 
computer. 

5.2  CENTRAL PROCESSING UNIT
The central processing unit (CPU) performs operations on data. In most architectures it 
has three parts: an arithmetic logic unit (ALU), a control unit, and a set of registers, 
(Figure 5.2).

Figure 5.1  Computer hardware (subsystems)
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Figure 5.2  Central processing unit (CPU)

ALU

Control Unit

Registers R: Register
PC: Program Counter
IR: Instruction Register

Central Processing Unit (CPU)
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5.2.1  The arithmetic logic unit (ALU)
The arithmetic logic unit (ALU) performs logic, shift, and arithmetic operations on data. 

Logic operations
We discussed several logic operations, such as NOT, AND, OR, and XOR, in Chapter 4. 
These operations treat the input data as bit patterns and the result of the operation is also 
a bit pattern. 

Shift operations
We discussed two groups of shift operations on data in Chapter 4: logical shift operations 
and arithmetic shift operations. Logical shift operations are used to shift bit patterns to the 
left or right, while arithmetic operations are applied to integers. Their main purpose is to 
divide or multiply integers by two. 

Arithmetic operation
We discussed some arithmetic operations on integers and reals on Chapter 4. We men-
tioned that some operations can be implemented more efficiently in hardware. 

5.2.2  Registers
Registers are fast stand-alone storage locations that hold data temporarily. Multiple 
registers are needed to facilitate the operation of the CPU. Some of these registers are 
shown in Figure 5.2. 

Data registers
In the past computers had only a few data registers to hold the input data and the result 
of the operations. Today, computers use dozens of registers inside the CPU to speed up 
their operations, because complex operations are done using hardware instead of software. 
These require several registers to hold the intermediate results. Data registers are named 
R1 to Rn in Figure 5.2. 

Instruction registers
Today computers store not only data, but also programs, in their memory. The CPU is 
responsible for fetching instructions one by one from memory, storing them in the instruc-
tion register (IR in Figure 5.2), decoding them, and executing them. We will discuss this 
issue later in the chapter. 

Program counter
Another common register in the CPU is the program counter (PC in Figure 5.2). The 
program counter keeps track of the instruction currently being executed. After execution 
of the instruction, the counter is incremented to point to the address of the next instruc-
tion in memory.
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5.2.3  The control unit
The third part of any CPU is the control unit. The control unit controls the operation of 
each subsystem. Controlling is achieved through signals sent from the control unit to 
other subsystems. 

5.3  MAIN MEMORY
Main memory is the second major subsystem in a computer (Figure 5.3). It consists of a 
collection of storage locations, each with a unique identifier, called an address. Data is 
transferred to and from memory in groups of bits called words. A word can be a group of 
8 bits, 16 bits, 32 bits, or 64 bits (and growing). If the word is 8 bits, it is referred to as a 
byte. The term ‘byte’ is so common in computer science that sometimes a 16-bit word is 
referred to as a 2-byte word, or a 32-bit word is referred to as a 4-byte word. 

5.3.1  Address space
To access a word in memory requires an identifier. Although programmers use a name to 
identify a word (or a collection of words), at the hardware level each word is identified by 
an address. The total number of uniquely identifiable locations in memory is called the 
address space. For example, a memory with 64 kilobytes and a word size of 1 byte has an 
address space that ranges from 0 to 65 535. 

Table 5.1 shows the units used to refer to memory. Note that the terminology is mis-
leading: it approximates the number of bytes in powers of 10, but the actual number of 
bytes is in powers of 2. Units in powers of 2 facilitates addressing.

Table 5.1  Memory units

Unit Exact Number of Bytes Approximation

kilobyte 210 (1024) bytes 103 bytes 

megabyte 220 (1 048 576) bytes 106 bytes

gigabyte 230 (1 073 741 824) bytes 109 bytes

terabyte 240 bytes 1012 bytes

Figure 5.3  Main memory

Address

Memory

Contents (values)0 001 1 1 1 0 00 0 01 11 1

1 011 1 0 1 0 01 0 01 11 1

0 000 0 0 1 1 00 0 11 11 1

0 000 0 0 1 0 11 0 01 11 1

0 000 0 0 0 0 0 0

0 000 0 0 0 0 0 1

1 111 1 1 1 1 1 1

0 000 0 0 0 0 1 0
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Addresses as bit patterns
Because computers operate by storing numbers as bit patterns, a memory address is also 
represented as a bit pattern. So if a computer has 64 kilobytes (216) of memory with a 
word size of 1 byte, we need a bit pattern of 16 bits to define an address. Recall from 
Chapter 3 that addresses can be represented as unsigned integers (we do not have nega-
tive addresses). In other words, the first location is referred to as address 0000000000000000 
(address 0), and the last location is referred to as address 1111111111111111 (address 
65535). In general, if a computer has N words of memory, we need an unsigned integer of 
size log2 N bits to refer to each memory location.

Memory addresses are defined using unsigned binary integers.

Example 5.1

A computer has 32 MB (megabytes) of memory. How many bits are needed to address 
any single byte in memory? 

Solution
The memory address space is 32 MB, or 225 (25 × 220). This means that we need log2 2

25, or 
25 bits, to address each byte.

Example 5.2

A computer has 128 MB of memory. Each word in this computer is eight bytes. How many 
bits are needed to address any single word in memory? 

Solution
The memory address space is 128 MB, which means 227. However, each word is eight (23) 
bytes, which means that we have 224 words. This means that we need log2 2

24, or 24 bits, 
to address each word. 

5.3.2  Memory types
Two main types of memory exist: RAM and ROM. 

RAM
Random access memory (RAM) makes up most of the main memory in a computer. In 
a random access device, a data item can be accessed randomly—using the address of the 
memory location—without the need to access all data items located before it. However, 
the term is confusing, because ROM can also be accessed randomly. What distinguishes 
RAM from ROM is that RAM can be read from and written to. The CPU can write some-
thing to RAM and later overwrite it. Another characteristic of RAM is that it is volatile: the 
information (program or data) is lost if the computer is powered down. In other words, all 
information in RAM is erased if you turn off the computer or if there is a power outage. 
RAM technology is divided into two broad categories: SRAM and DRAM.

SRAM

Static RAM (SRAM) technology uses traditional flip-flop gates (see Appendix E) to hold 
data. The gates hold their state (0 or 1), which means that data is stored as long as the 
power is on and there is no need to refresh memory locations. SRAM is fast but expensive. 
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DRAM

Dynamic RAM (DRAM) technology uses capacitors, electrical devices that can store 
energy, for data storage. If a capacitor is charged, the state is 1; if it is discharged, the state 
is 0. Because a capacitor loses some of its charge with time, DRAM memory cells need to 
be refreshed periodically. DRAMs are slow but inexpensive. 

ROM
The contents of read-only memory (ROM) are written by the manufacturer, and the CPU 
can read from, but not write to, ROM. Its advantage is that it is nonvolatile—its contents are 
not lost if you turn off the computer. Normally, it is used for programs or data that must 
not be erased or changed even if you turn off the computer. For example, some computers 
come with ROM that holds the boot program that runs when we switch on the computer. 

PROM
One variation of ROM is programmable read-only memory (PROM). This type of mem-
ory is blank when the computer is shipped. The user of the computer, with some special 
equipment, can store programs on it. When programs are stored, it behaves like ROM and 
cannot be overwritten. This allows a computer user to store specific programs in PROM.

EPROM
A variation of PROM is erasable programmable read-only memory (EPROM). It can be 
programmed by the user, but can also be erased with a special device that applies ultraviolet 
light. To erase EPROM memory requires physical removal and reinstallation of the EPROM.

EEPROM
A variation of EPROM is electrically erasable programmable read-only memory 
(EEPROM). EEPROM can be programmed and erased using electronic impulses without 
being removed from the computer. 

5.3.3  Memory hierarchy
Computer users need a lot of memory, especially memory that is very fast and inexpen-
sive. This demand is not always possible to satisfy—very fast memory is usually not cheap. 
A compromise needs to be made. The solution is hierarchical levels of memory (Figure 5.4). 
The hierarchy is based on the following:

Figure 5.4  Memory hierarchy
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❑❑ Use a very small amount of costly high-speed memory where speed is crucial. The 
registers inside the CPU are of this type.

❑❑ Use a moderate amount of medium-speed memory to store data that is accessed often. 
Cache memory, discussed next, is of this type.

❑❑ Use a large amount of low-speed memory for data that is accessed less often. Main 
memory is of this type.

5.3.4  Cache memory
Cache memory is faster than main memory but slower than the CPU and its registers. 
Cache memory, which is normally small in size, is placed between the CPU and main 
memory (Figure 5.5). 

Cache memory at any time contains a copy of a portion of main memory. When the CPU 
needs to access a word in main memory, it follows this procedure:

1.	 The CPU checks the cache. 

2.	 If the word is there, it copies the word: if not, the CPU accesses main memory and 
copies a block of memory starting with the desired word. This block replaces the pre-
vious contents of cache memory.

3.	 The CPU accesses the cache and copies the word.

This procedure can expedite operations; if the word is in the cache, it is accessed immedi-
ately. If the word is not in the cache, the word and a whole block are copied to the cache. 
Since it is probable that the CPU, in its next cycle, will need to access the words following 
the first word, the existence of the cache speeds processing.

We might wonder why cache memory is so efficient despite its small size. The answer 
lies in the ‘80–20 rule’. It has been observed that most computers typically spend 80 per 
cent of their time accessing only 20 per cent of the data. In other words, the same data is 
accessed over and over again. Cache memory, with its high speed, can hold this 20 per 
cent to make access faster at least 80 per cent of the time. 

5.4  INPUT/OUTPUT SUBSYSTEM
The third major subsystem in a computer is the collection of devices referred to as the 
input/output (I/O) subsystem. This subsystem allows a computer to communicate with 

Figure 5.5  Cache memory
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the outside world, and to store programs and data even when the power is off. Input/output 
devices can be divided into two broad categories: nonstorage and storage devices. 

5.4.1  Nonstorage devices
Nonstorage devices allow the CPU/memory to communicate with the outside world, but 
they cannot store information.

Keyboard and monitor
Two of the more common nonstorage input/output devices are the keyboard and the 
monitor. The keyboard provides input, the monitor displays output and at the same time 
echoes input typed on the keyboard. Programs, commands, and data are input or output 
using strings of characters. The characters are encoded using a code such as ASCII 
(see Appendix A). Other devices that fall in this category are mice, joysticks, and so on. 

Printer
A printer is an output device that creates a permanent record. A printer is a nonstorage 
device because the printed material cannot be directly entered into a computer again 
unless someone retypes or scans it. 

5.4.2  Storage devices
Storage devices, although classified as I/O devices, can store large amounts of information 
to be retrieved at a later time. They are cheaper than main memory, and their contents are 
nonvolatile—that is, not erased when the power is turned off. They are sometimes referred 
to as auxiliary storage devices. We can categorize them as either magnetic or optical. 

Magnetic storage devices
Magnetic storage devices use magnetization to store bits of data. If a location is 
magnetized, it represents 1, if not magnetized, it represents 0.

Magnetic disks

A magnetic disk consists of one or more disks stacked on top of each other. The disks are 
coated with a thin magnetic film. Information is stored on and retrieved from the surface 
of the disk using a read/write head for each magnetized surface of the disk. Figure 5.6 
shows the physical layout of a magnetic disk drive and the organization of a disk. 

Figure 5.6  A magnetic disk
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❑❑ Surface organization. To organize data stored on the disk, each surface is divided into 
tracks, and each track is divided into sectors (Figure 5.6). The tracks are separated by 
an intertrack gap, and the sectors are separated by an intersector gap. 

❑❑ Data access. A magnetic disk is considered a random access device. In a random access 
device, a data item can be accessed randomly without the need to access all other data 
items located before it. However, the smallest storage area that can be accessed at one 
time is a sector. A block of data can be stored in one or more sectors and retrieved 
without the need to retrieve the rest of the information on the disk. 

❑❑ Performance. The performance of a disk depends on several factors, the most import-
ant being the rotational speed, the seek time, and the transfer time. The rotational 
speed defines how fast the disk is spinning. The seek time defines the time to move 
the read/write head to the desired track where the data is stored. The transfer time 
defines the time to move data from the disk to the CPU/memory.

Magnetic tape

Magnetic tape comes in various sizes. One common type is half-inch plastic tape coated 
with a thick magnetic film. The tape is mounted on two reels and uses a read/write head 
that reads or writes information when the tape is passed through it. Figure 5.7 shows the 
mechanical configuration of a magnetic tape drive.

❑❑ Surface organization. The width of the tape is divided into nine tracks, each location 
on a track storing 1 bit of information. Nine vertical locations can store 8 bits of infor-
mation related to a byte plus a bit for error detection (Figure 5.7). 

❑❑ Data access. A magnetic tape is considered a sequential access device. Although the sur-
face may be divided into blocks, there is no addressing mechanism to access each block. 
To retrieve a specific block on the tape, we need to pass through all the previous blocks.  

❑❑ Performance. Although magnetic tape is slower than a magnetic disk, it is cheaper. 
Today, people use magnetic tape to back up large amounts of data.

Optical storage devices
Optical storage devices, a relatively recent technology, use laser light to store and retrieve 
data. The use of optical storage technology followed the invention of the compact disk (CD) 
used to store audio information. Today, the same technology—slightly improved—is used 

Figure 5.7  Magnetic tape
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to  store information in a computer. Devices that use this technology include CD‑ROMs, 
CD-Rs, CD-RWs, and DVDs. 

CD-ROMs

Compact disk read-only memory (CD-ROM) disks use the same technology as the audio 
CD, originally developed by Phillips and Sony for recording music. The only difference 
between these two technologies is enhancement: a CD-ROM drive is more robust and 
checks for errors. Figure 5.8 shows the steps involved in creating and using a CD-ROM.

❑❑ Creation. CD-ROM technology uses three steps to create a large number of discs:

a.	A master disk is created using a high-power infrared laser that creates bit patterns on 
coated plastic. The laser translates the bit patterns into a sequence of pits (holes) and 
lands (no holes). The pits usually represent 0s and the lands usually represent 1s. 
However, this is only a convention, and it can be reversed. Other schemes use a transi
tion (pit to land or land to pit) to represent 1, and a lack of transition to represent 0. 

b.	From the master disk, a mold is made. In the mold, the pits (holes) are replaced by bumps.

c.	Molten polycarbonate resin is injected into the mold to produce the same pits as 
the master disk. A very thin layer of aluminum is added to the polycarbonate to 
provide a reflective surface. On top of this, a protective layer of lacquer is applied 
and a label is added. Only this last step needs to be repeated for each disk.

❑❑ Reading. The CD-ROM is read using a low-power laser beam. The beam is reflected 
by the aluminum surface when passing through a land. It is reflected twice when it 
encounters a pit, once by the pit boundary and once by the aluminum boundary. The two 
reflections have a destructive effect, because the depth of the pit is chosen to be exactly 

Figure 5.8  Creation and use of CD-ROMs
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one-fourth of the beam wavelength. In other words, the sensor installed in the drive 
detects more light when the location is a land and less light when the location is a pit, 
so can read what was recorded on the original master disk and copied to the CD-ROM.

❑❑ Format. CD-ROM technology uses a different format than magnetic disk (Figure 5.9). 
The format of data on a CD-ROM is based on:

a.	A block of 8-bit data transformed into a 14-bit symbol using an error-correction 
method called Hamming code. 

b.	A frame made up from 42 symbols (14 bits/symbol). 

c.	A sector made up from 98 frames (2352 bytes). 

❑❑ Speed. CD-ROM drives come in different speeds. Single speed is referred to as 1x, 
double speed 2x, and so on. If the drive is single speed, it can read up to 153 600 
bytes per second. Table 5.2 shows the speeds and their corresponding data rates.

Table 5.2  CD-ROM speeds

Speed Data rate Approximation

1x 153 600 bytes per second 150 KB/s 

2x 307 200 bytes per second 300 KB/s

4x 614 400 bytes per second 600 KB/s 

6x 921 600 bytes per second 900 KB/s 

8x 1 228 800 bytes per second 1.2 MB/s

12x 1 843 200 bytes per second 1.8 MB/s

16x 2 457 600 bytes per second 2.4 MB/s

24x 3 688 400 bytes per second 3.6 MB/s

32x 4 915 200 bytes per second 4.8 MB/s

40x 6 144 000 bytes per second 6 MB/s

❑❑ Application. The expense involved in creating a master disk, mold, and the actual disk 
can be justified if there are a large number of potential customers. In other words, this 
technology is economical if the discs are mass produced. 

Figure 5.9  CD-ROM format
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CD-R

Clearly, CD-ROM technology is justifiable only if the manufacturer can create a large num-
ber of disks. On the other hand, the compact disk recordable (CD-R) format allows users 
to create one or more disks without going through the expense involved in creating CD-ROMs. 
It is particularly useful for making backups. You can write once to CD-R disks, but they can 
be read many times. This is why the format is sometimes called write once, read many 
(WORM). 

❑❑ Creation. CD-R technology uses the same principles as CD-ROM to create a disk 
(Figure 5.10). The following lists the differences:

a.	 There is no master disk or mold. 

b.	 The reflective layer is made of gold instead of aluminum.

c.	 There are no physical pits (holes) in the polycarbonate: the pits and lands are only 
simulated. To simulate pits and lands, an extra layer of dye, similar to the material 
used in photography, is added between the reflective layer and the polycarbonate. 

d.	A high-power laser beam, created by the CD burner of the drive, makes a dark spot 
in the dye, changing its chemical composition, which simulates a pit. The areas not 
struck by the beam become lands.

❑❑ Reading. CD-Rs can be read by a CD-ROM or a CD-R drive. This means that any differ-
ences should be transparent to the drive. The same low-power laser beam passes in front 
of the simulated pits and lands. For a land, the beam reaches the reflective layer and is 
reflected. For a simulated pit, the spot is opaque, so the beam cannot be reflected back.

❑❑ Format and speed. The format, capacity, and speed of CD-Rs are the same as 
CD‑ROMs.

❑❑ Application. This technology is very attractive for the creation and distribution of a 
small number of disks. It is also very useful for making archive files and backups. 

CD-RW

Although CD-Rs have become very popular, they can be written to only once. To overwrite 
previous materials, a new technology allows a new type of disk called compact disk rewrit-
able (CD-RW). It is sometimes called an erasable optical disk.

Figure 5.10  Making a CD-R
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❑❑ Creation. CD-RW technology uses the same principles as CD-R to create the disk 
(Figure 5.11). The following lists the differences: 

a.	 Instead of dye, the technology uses an alloy of silver, indium, antimony, and tel-
lurium. This alloy has two stable states: crystalline (transparent) and amorphous 
(nontransparent).

b.	 The drive uses high-power lasers to create simulated pits in the alloy (changing it 
from crystalline to amorphous).

❑❑ Reading. The drive uses the same type of low-power laser beam as CD-ROM and 
CD-R to detect pits and lands.

❑❑ Erasing. The drive uses a medium-power laser beam to change pits to lands. The beam 
changes a location from the amorphous state to the crystalline state. 

❑❑ Format and speed. The format, capacity, and speed of CD-RWs are the same as  
CD-ROMs.

❑❑ Application. The technology is definitely more attractive than CD-R technology. 
However, CD-Rs are more popular for two reasons. First, blank CD-R discs are less  
expensive than blank CD-RW discs. Second, CD-Rs are preferable in cases where the 
created disk must not be changed, either accidentally or intentionally.

DVD

The industry has felt the need for digital storage media with even higher capacity. The 
capacity of a CD-ROM (650 MB) is insufficient to store video information. The latest 
optical memory storage device on the market is called a digital versatile disk (DVD). It 
uses a technology similar to CD-ROM, but with the following differences:

a.	 The pits are smaller: 0.4 microns in diameter instead of the 0.8 microns used 
in CDs.

b.	 The tracks are closer to each other.

c.	 The beam is a red laser instead of infrared.

d.	DVDs use one to two recording layers, and can be single-sided or double-sided. 

❑❑ Capacity. These improvements result in higher capacities (Table 5.3).

Figure 5.11  Making a CD-RW
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Table 5.3  DVD capacities

Feature Capacity

Single-sided, single-layer 4.7 GB

Single-sided, dual-layer 8.5 GB

Double-sided, single-layer 9.4 GB

Double-sided, dual-layer 17 GB

❑❑ Compression. DVD technology uses MPEG (see Chapter 15) for compression. This 
means that a single-sided, single-layer DVD can hold 133 minutes of video at high 
resolution. This also includes both audio and subtitles. 

❑❑ Application. Today, the high capacity of DVDs attracts many applications that need 
to store a high volume of data. 

5.5  SUBSYSTEM INTERCONNECTION
The previous sections outlined the characteristics of the three subsystems (CPU, main 
memory, and I/O) in a stand-alone computer. In this section, we explore how these three 
subsystems are interconnected. The interconnection plays an important role because 
information needs to be exchanged between the three subsystems.

5.5.1  Connecting CPU and memory
The CPU and memory are normally connected by three groups of connections, each called 
a bus: data bus, address bus, and control bus (Figure 5.12).

Data bus
The data bus is made of several connections, each carrying 1 bit at a time. The number of 
connections depends on the size of the word used by the computer. If the word is 32 bits 
(4 bytes), we need a data bus with 32 connections so that all 32 bits of a word can be 
transmitted at the same time.

Figure 5.12  Connecting CPU and memory using three buses
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Address bus
The address bus allows access to a particular word in memory. The number of connec-
tions in the address bus depends on the address space of the memory. If the memory has 
2n words, the address bus needs to carry n bits at a time. Therefore, it must have n 
connections.

Control bus
The control bus carries communication between the CPU and memory. For example, 
there must be a code, sent from the CPU to memory, to specify a read or write operation. 
The number of connections used in the control bus depends on the total number of 
control commands a computer needs. If a computer has 2m control actions, we need m 
connections for the control bus, because m bits can define 2m different operations.

5.5.2  Connecting I/O devices
I/O devices cannot be connected directly to the buses that connect the CPU and memory 
because the nature of I/O devices is different from the nature of CPU and memory. I/O 
devices are electromechanical, magnetic, or optical devices, whereas the CPU and memory 
are electronic devices. I/O devices also operate at a much slower speed than the CPU/
memory. There is a need for some sort of intermediary to handle this difference. Input/
output devices are therefore attached to the buses through input/output controllers or 
interfaces. There is one specific controller for each input/output device (Figure 5.13).

Controllers
Controllers or interfaces bridge the gap between the nature of the I/O device and the 
CPU and memory. A controller can be a serial or parallel device. A serial controller has 
only one data wire, while a parallel controller has several data connections so that several 
bits can be transferred at a time. 

Several kinds of controllers are in use. The most common ones today are SCSI, Fire-
Wire, USB, and HDMI.

Figure 5.13  Connecting I/O devices to the buses
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SCSI

The small computer system interface (SCSI) was first developed for Macintosh comput-
ers in 1984. Today it is used in many systems. It has a parallel interface with 8, 16, or 32 
connections. The SCSI interface provides a daisy-chained connection, as shown in 
Figure  5.14. Both ends of the chain must be connected to a special device called a 
terminator, and each device must have a unique address (target ID). 

FireWire

IEEE standard 1394 defines a serial interface commonly called FireWire. It is a high-speed serial 
interface that transfers data in packets, achieving a transfer rate of up to 50 MB/sec, or double 
that in the most recent version. It can be used to connect up to 63 devices in a daisy chain or a 
tree connection (using only one connection). Figure 5.15 shows the connection of input/output 
devices to a FireWire controller. There is no need for termination as there is for SCSI. 

Figure 5.14  SCSI controller
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USB

Universal Serial Bus (USB) is a competitor for FireWire. Although the nomenclature uses 
the term bus, USB is a serial controller that connects both low- and high-speed devices  
to the computer bus. Figure 5.16 shows the connection of the USB controller to the bus 
and the connection of devices to the controller. 

Multiple devices can be connected to a USB controller, which is also referred to as a root 
hub. USB-2 (USB Version 2.0) allows up to 127 devices to be connected to a USB control-
ler using a tree-like topology with the controller as the root of the tree, hubs as the inter-
mediate nodes, and the devices as the end nodes. The difference between the controller 
(root hub) and the other hubs is that the controller is aware of the presence of other hubs 
in the tree, but other hubs are passive devices that simply pass the data. 

Devices can easily be removed or attached to the tree without powering down the 
computer. This is referred to as hot-swappable. When a hub is removed from the system, 
all devices and other hubs connected to it are also removed. 

USB uses a cable with four wires. Two wires (+5 volts and ground) are used to provide 
power for low-power devices such as keyboards or mice. A high-power device needs to be 
connected to a power source. A hub gets its power from the bus and can provide power 
for low-power devices. The other two wires (twisted together to reduce noise) are used to 
carry data, addresses, and control signals. USB uses two different connectors: A and B. The 
A connector (downstream connector) is rectangular and is used to connect to the USB 
controller or the hub. The B connector (upstream connector) is close to square and is used 
to connect to the device. Recently two new connectors, mini A and mini B, have been 
introduced that are used for connecting to small devices and laptop computers. 

USB-2 provides three data transfer rates: 1.5 Mbps (megabits per second), 12 Mbps, 
and 480 Mbps. The low data rate can be used with slow devices such as keyboards and 
mice, the medium data rate with printers, and the high data rate with mass storage devices. 

Figure 5.16  USB controller
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Data is transferred over USB in packets (see Chapter 6). Each packet contains an  
address part (device identifier), a control part, and part of the data to be transmitted to 
that device. All devices will receive the same packet, but only those devices with the 
address defined in the packet will accept it. 

USB 3.0 is another revision of the Universal Serial Bus (USB) standard for computer 
connectivity. USB 3.0 adds a new transfer mode called SuperSpeed capable of transferring 
data at up to 4.8 Gbit/s. It is promised to update USB 3.0 to 10 Gbit/s.

HDMI

HDMI (High-Definition Multimedia Interface) is a digital replacement for existing analog 
video standards. It can be used for transferring video data digital audio data from a source to a 
compatible computer monitor, video projector, digital television, or digital audio device. There 
are a number of HDMI-standard cables available including standard, enhanced, high defini-
tion, and 3D video signals; up to eight channels of compressed or uncompressed digital audio; 
a CEC (Consumer Electronics Control) connection; and an Ethernet data connection. 

5.5.3  Addressing input/output devices
The CPU usually uses the same bus to read data from or write data to main memory and 
I/O device. The only difference is the instruction. If the instruction refers to a word in main 
memory, data transfer is between main memory and the CPU. If the instruction identifies 
an I/O device, data transfer is between the I/O device and the CPU. There are two methods 
for handling the addressing of I/O devices: isolated I/O and memory-mapped I/O.

Isolated I/O
In the isolated I/O method, the instructions used to read/write memory are totally differ-
ent than the instructions used to read/write I/O devices. There are instructions to test, 
control, read from, and write to I/O devices. Each I/O device has its own address. The I/O 
addresses can overlap with memory addresses without any ambiguity because the instruc-
tion itself is different. For example, the CPU can use a command ‘Read 101’ to read from 
memory word 101, and it can use a command ‘Input 101’ to read from I/O device 101. 
There is no confusion, because the read command is for reading from memory and the 
input command is for reading from an I/O device (Figure 5.17).

Figure 5.17  Isolated I/O addressing
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Memory-mapped I/O
In the memory-mapped I/O method, the CPU treats each register in the I/O controller 
as a word in memory. In other words, the CPU does not have separate instructions for 
transferring data from memory and I/O devices. For example, there is only one ‘Read’ 
instruction. If the address defines a word from memory, the data is read from that word. 
If the address defines a register from an I/O device, the data is read from that register. The 
advantage of the memory-mapped configuration is a smaller number of instructions: all 
the memory instructions can be used by I/O devices. The disadvantage is that part of the 
memory address space is allocated to registers in I/O controllers. For example, if we have 
five I/O controllers and each has four registers, 20 addresses are used for this purpose. 
The size of the memory is reduced by 20 words. Figure 5.18 shows the memory-mapped 
I/O concept.

5.6  PROGRAM EXECUTION
Today, general-purpose computers use a set of instructions called a program to process 
data. A computer executes the program to create output data from input data. Both the 
program and the data are stored in memory. 

At the end of this chapter we give some examples of how a  
hypothetical simple computer executes a program. 

5.6.1  Machine cycle
The CPU uses repeating machine cycles to execute instructions in the program, one by 
one, from beginning to end. A simplified cycle can consist of three phases: fetch, decode, 
and execute (Figure 5.19).

Figure 5.18  Memory-mapped I/O addressing

Controller

System bus

64001 64002

64003 64004

101

64000

Read 101
Read 64001

CPU
Memory



110 Computer Organization

Fetch
In the fetch phase, the control unit orders the system to copy the next instruction into the 
instruction register in the CPU. The address of the instruction to be copied is held in the 
program counter register. After copying, the program counter is incremented to refer to 
the next instruction in memory. 

Decode
The second phase in the cycle is the decode phase. When the instruction is in the instruc-
tion register, it is decoded by the control unit. The result of this decode step is the binary 
code for some operation that the system will perform. 

Execute
After the instruction is decoded, the control unit sends the task order to a component in 
the CPU. For example, the control unit can tell the system to load (read) a data item from 
memory, or the CPU can tell the ALU to add the contents of two input registers and put 
the result in an output register. This is the execute phase.

5.6.2  Input/output operation
Commands are required to transfer data from I/O devices to the CPU and memory. 
Because I/O devices operate at much slower speeds than the CPU, the operation of the 
CPU must be somehow synchronized with the I/O devices. Three methods have been 
devised for this synchronization: programmed I/O, interrupt-driven I/O, and direct 
memory access (DMA).

Programmed I/O
In the programmed I/O method, synchronization is very primitive: the CPU waits for the 
I/O device (Figure 5.20). 

Figure 5.19  The steps of a cycle
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Figure 5.20  Programmed I/O
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The transfer of data between the I/O device and the CPU is done by an instruction 
in the program. When the CPU encounters an I/O instruction, it does nothing else 
until the data transfer is complete. The CPU constantly checks the status of the I/O 
device: if the device is ready to transfer, data is transferred to the CPU. If the device 
is not ready, the CPU continues checking the device status until the I/O device is 
ready. The big issue here is that CPU time is wasted by checking the status of the I/O 
device for each unit of data to be transferred. Note that data is transferred to memory 
after the input operation, while data is transferred from memory before the output 
operation.

Interrupt-driven I/O
In the interrupt-driven I/O method, the CPU informs the I/O device that a transfer is 
going to happen, but it does not test the status of the I/O device continuously. The I/O 
device informs (interrupts) the CPU when it is ready. During this time, the CPU can do 
other jobs such as running other programs or transferring data from or to other I/O devices 
(Figure 5.21).

In this method, CPU time is not wasted—the CPU can do something else while 
the slow I/O device is finishing a task. Note that, like programmed I/O, this method 
also transfers data between the device and the CPU. Data is transferred to memory 
after the input operation. while data is transferred from memory before the output 
operation.
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Figure 5.21  Interrupt-driven I/O
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Direct memory access (DMA)
The third method used for transferring data is direct memory access (DMA). This method 
transfers a large block of data between a high-speed I/O device, such as a disk, and mem-
ory directly without passing it through the CPU. This requires a DMA controller that 
relieves the CPU of some of its functions. The DMA controller has registers to hold a 
block of data before and after memory transfer. Figure 5.22 shows the DMA connection 
to the data, address, and control buses.

Figure 5.22  DMA connection to the general bus
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Using this method for an I/O operation, the CPU sends a message to the DMA. The mes-
sage contains the type of transfer (input or output), the beginning address of the memory 
location, and the number of bytes to be transferred. The CPU is then available for other 
jobs (Figure 5.23). 

When ready to transfer data, the DMA controller informs the CPU that it needs to take 
control of the buses. The CPU stops using the buses and lets the controller use them. 
After data transfer directly between the DMA and memory, the CPU continues its nor-
mal operation. Note that, in this method, the CPU is idle for a time. However, the dura-
tion of this idle period is very short compared to other methods—the CPU is idle only 
during the data transfer between the DMA and memory, not while the device prepares 
the data.

5.7  DIFFERENT ARCHITECTURES
The architecture and organization of computers have gone through many changes in 
recent decades. In this section we discuss some common architectures and organizations 
that differ from the simple computer architecture we discussed earlier. 

5.7.1  CISC
CISC (pronounced sisk) stands for complex instruction set computer (CISC). The strat-
egy behind CISC architectures is to have a large set of instructions, including complex 
ones. Programming CISC-based computers is easier than in other designs because there is 
a single instruction for both simple and complex tasks. Programmers therefore do not 
have to write a set of instructions to do a complex task.

Figure 5.23  DMA input/output
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The complexity of the instruction set makes the circuitry of the CPU and the con-
trol unit very complicated. The designers of CISC architectures have come up with a 
solution to reduce this complexity: programming is done on two levels. An instruction 
in machine language is not executed directly by the CPU—the CPU performs only sim-
ple operations, called microoperations. A complex instruction is transformed into a set of 
these simple operations and then executed by the CPU. This necessitates the addition of 
a special memory called micromemory that holds the set of operations for each complex 
instruction in the instruction set. The type of programming that uses microoperations is 
called microprogramming. 

One objection to CISC architecture is the overhead associated with microprogram-
ming and access to micromemory. However, proponents of the architecture argue that this 
compensates for smaller programs at the machine level. An example of CISC architecture 
can be seen in the Pentium series of processors developed by Intel. 

5.7.2  RISC
RISC (pronounced risk) stands for reduced instruction set computer. The strategy 
behind RISC architecture is to have a small set of instructions that do a minimum 
number of simple operations. Complex instructions are simulated using a subset of 
simple instructions. Programming in RISC is more difficult and time-consuming than 
in the other design because most of the complex instructions are simulated using 
simple instructions. 

5.7.3  Pipelining
We have learned that a computer uses three phases of fetch, decode, and execute for  
each instruction. In early computers, these three phases needed to be done in series for 
each instruction. In other words, instruction n needs to finish all of these phases before the 
instruction n + 1 can start its own phases. Modern computers use a technique called pipe-
lining to improve the throughput (the total number of instructions performed in each 
period of time). The idea is that if the control unit can do two or three of these phases 
simultaneously, the next instruction can start before the previous one is finished. 
Figure 5.24.a shows how three consecutive instructions are handled in a computer that 
uses no pipelining. Figure 5.24.b shows how pipelining can increase the throughput of the 
computer by allowing different types of phases belonging to different instructions to be 
done simultaneously. In other words, when the CPU is performing the decode phase of 
the first instruction, it can also perform the fetch phase of the second instruction. The first 
computer can perform on average 9 phases in the specific period of time, while the 
pipelined computer can perform 24 phases in the same period of time. If we assume that 
each phase uses the same amount of time, the first computer has done 9/3 = 3 instructions 
while the second computer has done 24/3 = 8 instructions. The throughput is therefore 
increased 8/3 or 266 per cent.

Of course, pipelining is not as easy as this. There are some problems, such as when a 
jump instruction is encountered. In this case, the instruction in the pipe should be discard-
ed. However, new CPU designs have overcome most drawbacks. Some new CPU designs 
can even do several fetch cycles simultaneously. 
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Figure 5.24  Pipelining
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5.7.4  Parallel processing
Traditionally a computer had a single control unit, a single arithmetic logic unit, and a 
single memory unit. With the evolution in technology and the drop in the cost of com-
puter hardware, today we can have a single computer with multiple control units, multi-
ple arithmetic logic units and multiple memory units. This idea is referred to as parallel 
processing. Like pipelining, parallel processing can improve throughput. 

Parallel processing involves many different techniques. A general view of parallel 
processing is given by the taxonomy proposed by M. J. Flynn. This taxonomy divides the 
computer’s organization (in term of processing data) into four categories, as shown in 
Figure 5.25. According to Flynn, parallel processing may occur in the data stream, the 
instruction stream, or both.

SISD organization
A single instruction-stream, single data-stream (SISD) organization represents a com-
puter that has one control unit, one arithmetic logic unit, and one multiple memory units.  
The instructions are executed sequentially and each instruction may access one or more 
data items in the data stream. Our simple computer introduced earlier in the chapter is 
an example of SISD organization. Figure 5.26 shows the concept of configuration for an 
SISD organization. 

Figure 5.25  A taxonomy of computer organization
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SIMD organization
A single instruction-stream, multiple data-stream (SIMD) organization represents a 
computer that has one control unit, multiple processing units, and multiple memory 
units. All processor units receive the same instruction from the control unit, but operate 
on different items of data. An array processor that simultaneously operates on an array of 
data belongs to this category. Figure 5.27 shows the concept and implementation of an 
SIMD organization. 

Figure 5.27  SIMD organization
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MISD organization
A multiple instruction-stream, single data-stream (MISD) architecture is one in which 
several instructions belonging to several instruction streams simultaneously operate 
on the same data stream. Figure 5.28 shows the concept, but it has never been 
implemented. 

Figure 5.26  SISD organization
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Figure 5.28  MISD organization
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MIMD organization
A multiple instruction-stream, multiple data-stream (MIMD) architecture is one in which 
several instructions belonging to several instruction streams simultaneously operate on sev-
eral data streams (each instruction on one data stream). Figure 5.29 shows the concept and 
implementation. MIMD organization is considered as a true parallel processing architecture 
by some experts. In this architecture several tasks can be performed simultaneously. The 
architecture can use a single shared memory or multiple memory sections. 

Parallel processing has found some applications, mostly in the scientific community, in which 
a task may take several hours or days if done using a traditional computer architecture. Some 
examples of this can be found in multiplication of very large matrices, in simultaneous pro-
cessing of large amounts of data for weather prediction, or in space flight simulations. 

5.8  A SIMPLE COMPUTER
To explain the architecture of computers as well as their instruction processing, we intro-
duce a simple (unrealistic) computer, as shown in Figure 5.30. Our simple computer has 
three components: CPU, memory, and an input/output subsystem.

Figure 5.29  MIMD organization
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Figure 5.30  The components of a simple computer
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5.8.1  CPU
The CPU itself is divided into three sections: data registers, arithmetic logic unit (ALU), 
and the control unit.

Data registers
There are sixteen 16-bit data registers with hexadecimal addresses (0, 1, 2,..., F)16, but we 
refer to them as R0 to R15. In most instructions, they hold 16-bit data, but in some instruc-
tions they may hold other information.

Control unit
The control unit has the circuitry to control the operations of the ALU, access to memory, 
and access to the I/O subsystem. In addition, it has two dedicated registers: program 
counter and instruction register. The program counter (PC), which can hold only eight bits, 
keeps track of which instruction is to be executed next. The contents of the PC points to 
the address of the memory location of the main memory that holds the next program 
instruction. After each machine cycle the program counter is incremented by one to point 
to the next program instruction. The instruction register (IR) holds a 16-bit value which is 
the encoded instruction for the current cycle. 

5.8.2  Main memory
The main memory has 256 16-bit memory locations with binary addresses (00000000 to 
11111101)2 or hexadecimal addresses (00 to FD)16. The main memory holds both data and 



5.8  A Simple Computer 119

program instruction. The first 64 locations (00 to 3F)16 are dedicated to program instruc-
tions. Program instructions for any program are stored in consecutive memory locations. 
Memory locations (40 to FD)16 are used for storing data. 

5.8.3  Input/output subsystem
Our simple computer has a very primitive input/output subsystem. The subsystem consists 
of a keyboard and a monitor. Although we show the keyboard and monitor in a separate box 
in Figure 5.30, the subsystem is part of the memory address-wise. These devices have 
memory-mapped addresses, as discussed earlier in the chapter. We assume that the keyboard 
(as the input device) and monitor (as the only output device) act like memory locations 
with addresses (FE)16 and (FF)16 respectively, as shown in the figure. In other words, we 
assume that they behave as 16-bit registers that interact with the CPU as a memory location 
would. These two devices transfer data from the outside world to the CPU and vice versa.

5.8.4  Instruction set
Our simple computer is capable of having a set of 16 instructions, although we are using 
only 14 of these instructions. Each computer instruction consists of two parts: the opera-
tion code (opcode) and the operand(s). The opcode specifies the type of operation to be 
performed on the operand(s). Each instruction consists of 16 bits divided into four 4-bit 
fields. The leftmost field contains the opcode and the other three fields contain the operand 
or address of operand(s), as shown in Figure 5.31. 

The instructions are listed in Table 5.4 below. Note that not every instruction requires three 
operands. Any operand field not needed is filled with (0)16. For example, all three operand fields 
of the halt instruction, and the last field of the move and NOT instructions, are filled with (0)16. 
Also note that a register address is described by a single hexadecimal digit and thus uses a single 
field, but a memory location is described by two hexadecimal digits and uses two fields.

There are two add instructions: one for adding integers (ADDI) and one for adding float-
ing points numbers (ADDF). The simple computer can take input from keyboard if we use 

Figure 5.31  Format and different instruction types
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address (FE)16 as the second operand of the LOAD instruction. Similarly, the computer sends 
output to the monitor if we use the address (FF)16 as the second operand of the STORE 
instruction. If the third operand of the ROTATE instruction is 0, the instruction circularly 
rotates the bit pattern in R to the right n places: if the third operand is 1, it rotates it to the 
left. We have also included one increment (INC) and one decrement (DEC) instruction. 

Table 5.4  List of instructions for the simple computer

Instruction Code Operands Action

d1 d2 d3 d4

HALT 0 Stops the execution of the program

LOAD 1 RD MS RD ← MS

STORE 2 MD RS MD  ← RS

ADDI 3 RD RS1 RS2 RD  ← RS1 + RS2 

ADDF 4 RD RS1 RS2 RD ← RS1 + RS2

MOVE 5 RD RS RD ← RS

NOT 6 RD RS RD ← RS

AND 7 RD RS1 RS2 RD ← RS1 AND RS2

OR 8 RD RS1 RS2 RD  ← RS1 OR RS2

XOR 9 RD RS1 RS2 RD  ← RS1 XOR RS2

INC A R R ← R + 1

DEC B R R     ← R - 1

ROTATE C R n 0 or 1 Rotn R

JUMP D R n IF R0 ≠ R then PC 5 n, otherwise continue

Key: RS, RS1, RS2: Hexadecimal address of source registers 
RD: Hexadecimal address of destination register 
MS: Hexadecimal address of source memory location 
MD: Hexadecimal address of destination memory location 
n: Hexadecimal number 
d1, d2, d3, d4: First, second, third, and fourth hexadecimal digits

5.8.5  Processing the instructions
Our simple computer, like most computers, uses machine cycles. A cycle is made of 
three phases: fetch, decode, and execute. During the fetch phase, the instruction whose 
address is determined by the PC is obtained from the memory and loaded into the IR. 
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The PC is then incremented to point to the next instruction. During the decode phase, 
the instruction in the IR is decoded and the required operands are fetched from the 
register or from memory. During the execute phase, the instruction is executed and the 
results are placed in the appropriate memory location or the register. Once the third 
phase is completed, the control unit starts the cycle again, but now the PC is pointing 
to the next instruction. The process continues until the CPU reaches a HALT 
instruction.

An example
Let us show how our simple computer can add two integers A and B and create the result 
as C. We assume that integers are in two’s complement format. Mathematically, we show 
this operation as:

C  5  A 1 B

To solve this problem with the simple computer, it is necessary for the first two inte-
gers to be held in two registers (for example, R0 and R1) and the result of the operation 
to be held in a third register (for example R2). The ALU can only operate on the data 
that is stored in data registers in the CPU. However, most computers, including our 
simple computer, have a limited number of registers in the CPU. If the number of data 
items is large and they are supposed to stay in the computer for the duration of the 
program, it is better to store them in memory and only bring them to the registers 
temporarily. So we assume that the first two integers are stored in memory locations 
(40)16 and (41)16 and the result should be stored in memory location (42)16. This 
means that two integers need to be loaded into the CPU and the result needs to be 
stored in the memory. Therefore, a simple program to do the simple addition needs 
five instructions, as shown below: 

1. Load the contents of M40 into register R0 (R0 ← M40).

2. Load the contents of M41 into register R1 (R1 ← M41).

3. Add the contents of R0 and R1 and place the result in R2 (R2 ← R0 + R1).

4. Store the contents R2 in M42 (M42 ← R2).

5. Halt.

In the language of our simple computer, these five instructions are encoded as:

Code Interpretation 

(1040)16               1: LOAD 0: R0 40: M40 

(1141)16 1: LOAD 1: R1 41: M41 

(3201)16 3: ADDI 2: R2 0: R0 1: R1 

(2422)16 2: STORE 42: M42 2: R2 

(0000)16 0: HALT
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5.8.6  Storing program and data
To follow the von Neumann model, we need to store the program and the data in memory. 
We can store the five-line program in memory starting from location (00)16 to (04)16. We 
already know that the data needs to be stored in memory locations (40)16, (41)16, and (42)16.

5.8.7  Cycles
Our computer uses one cycle per instruction. If we have a small program with five instruc-
tions, we need five cycles. We also know that each cycle is normally made up of three 
steps: fetch, decode, execute. Assume for the moment that we need to add 161 + 254 = 415. 
The numbers are shown in memory in hexadecimal is, (00A1)16, (00FE)16, and (019F)16.

Cycle 1
At the beginning of the first cycle (Figure 5.32), the PC points to the first instruction of the 
program, which is at memory location (00)16. The control unit goes through three steps:

1.	 The control unit fetches the instruction stored in memory location (00)16 and puts it 
in the IR. After this step, the value of the PC is incremented. 

2.	 The control unit decodes the instruction (1040)16 as R0 ← M40. 

3.	 The control unit executes the instruction, which means that a copy of the integer 
stored in memory location (40) is loaded into register R0. 

Cycle 2
At the beginning of the second cycle (Figure 5.33), the PC points to the second instruc-
tion of the program, which is at memory location (01)16. The control unit goes through 
three steps:

Figure 5.32  Status of cycle 1
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1.	 The control unit fetches the instruction stored in memory location (01)16 and puts it 
in the IR. After this step, the value of the PC is incremented. 

2.	 The control unit decodes the instruction (1141)16 as R1 ← M41. 

3.	 The control unit executes the instruction, which means that a copy of integer stored 
in memory location (41)16 is loaded into register R1. 

Cycle 3
At the beginning of the third cycle (Figure 5.34), the PC points to the third instruction of 
the program, which is at memory location (02)16. The control unit goes through three steps:

1.	 The control unit fetches the instruction stored in memory location (02)16 and puts it 
in the IR. After this step, the value of the PC is incremented. 

2.	 The control unit decodes the instruction (3201)16 as R2 ← R0 + R1. 

3.	 The control unit executes the instruction, which means that the contents of R0 is add-
ed to the content of R1 (by the ALU) and the result is put in R2. 

Cycle 4
At the beginning of the fourth cycle (Figure 5.35), the PC points to the fourth instruction of 
the program, which is at memory location (03)16. The control unit goes through three steps:

1.	 The control unit fetches the instruction stored in memory location (03)16 and puts it 
in the IR. After this step, the value of the PC is incremented. 

2.	 The control unit decodes the instruction (2422)16 as M42 ← R2. 

3.	 The control unit executes the instruction, which means a copy of integer in register R2 
is stored in memory location (42)16. 

Figure 5.33  Status of cycle 2
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Cycle 5
At the beginning of the fifth cycle (Figure 5.36), the PC points to the fifth instruction of the 
program, which is at memory location (04)16. The control unit goes through three steps:

Figure 5.34  Status of cycle 3
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Figure 5.35  Status of cycle 4
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1.	 The control unit fetches the instruction stored in memory location (04)16 and puts it 
in the IR. After this step, the value of the PC is incremented. 

2.	 The control unit decodes the instruction (0000)16 as Halt.

3.	 The control unit executes the instruction, which means that the computer stops. 

5.8.8  Another example
In the previous example we assumed that the two integers to be added were already in 
memory. We also assume that the result of addition will be held in memory. You may ask 
how we can store the two integers we want to add in memory, or how we use the result 
when it is stored in the memory. In a real situation, we enter the first two integers into 
memory using an input device such as keyboard, and we display the third integer through 
an output device such as a monitor. Getting data via an input device is normally called a 
read operation, while sending data to an output device is normally called a write operation. 
To make our previous program more practical, we need to modify it as follows: 

1. Read an integer into M40. 
2. R0 ← M40.
3. Read an integer into M41.
4. R1 ← M41.
5. R2 ← R0 + R1.
6. M42 ← R2.
7. Write the integer from M42.
8. Halt.

There are many ways to implement input and output. Most computers today do direct 
data transfer from an input device to memory and direct data transfer from memory to an 

Figure 5.36  Status of cycle 5
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output device. However, our simple computer is not one of them. In our computer we can 
simulate read and write operations using the LOAD and STORE instruction. Furthermore, 
LOAD and STORE read data input to the CPU and write data from the CPU. We need two 
instructions to read data into memory or write data out of memory. The read operation is:

R ← MFE    Because the keyboard is assumed to be memory location (FE)16

M ← R 

The write operation is: 

R ← M 
MFF ← R   Because the monitor is assumed to be memory location (FF)16

You may ask, if the operations are supposed to be done in the CPU, why do we transfer 
the data from the keyboard to the CPU, then to the memory, then to the CPU for process-
ing? Could we directly transfer data to the CPU? The answer is that we can do this for this 
small problem, but we should not do it in principle. Think what happens if we need to add 
1000 numbers or sort 1 000 000 integers. The number of registers in the CPU is limited (it 
may be hundreds in a real computer, but still not enough).

The input operation must always read data from an input device  
into memory: the output operation must always write data  

from memory to an output device. 

With this in mind, the program is coded as: 

1 (1FFE)16            5 (1040)16               9 (1F42)16

2 (240F)16              6 (1141)16 10 (2FFF)16

3 (1FFE)16             7 (3201)16 11 (0000)16

4 (241F)16              8 (2422)16

Operations 1 to 4 are for input and operations 9 and 10 are for output. When we run this 
program, it waits for the user to input two integers on the keyboard and press the enter 
key. The program then calculates the sum and displays the result on the monitor. 

5.8.9  Reusability
One of the advantages of a computer over a non-programmable calculator is that we can 
use the same program over and over. We can run the program several times and each time 
enter different inputs and obtain a different output.

5.9  END-CHAPTER MATERIALS
5.9.1  Recommended reading
For more details about subjects discussed in this chapter, the following books are 
recommended: 
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5.9.3  Summary

❑❑ The parts that make up a computer can be divided into three broad categories or sub-
systems: the central processing unit (CPU), the main memory, and the input/output 
subsystem. 

❑❑ The central processing unit (CPU) performs operations on data. It has three parts: an 
arithmetic logic unit (ALU), a control unit, and a set of registers. The arithmetic logic 
unit (ALU) performs logic, shift, and arithmetic operations on data. Registers are fast 
stand-alone storage locations that hold data temporarily. The control unit controls the 
operation of each part of the CPU. 
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❑❑ Main memory is a collection of storage locations, each with a unique identifier called 
the address. Data is transferred to and from memory in groups of bits called words. The 
total number of uniquely identifiable locations in memory is called the address space. 
Two types of memory are available: random access memory (RAM) and read-only 
memory (ROM).

❑❑ The collection of devices referred to as the input/output (I/O) subsystem allows a 
computer to communicate with the outside world and to store programs and data 
even when the power is off. Input/output devices can be divided into two broad cat-
egories: nonstorage and storage devices. Nonstorage devices allow the CPU/memory 
to communicate with the outside world. Storage devices can store large amounts of 
information to be retrieved at a later time. Storage devices are categorized as either 
magnetic or optical. 

❑❑ The interconnection of the three subsystems of a computer plays an important 
role, because information needs to be exchanged between these subsystems. 
The CPU and memory are normally connected by three groups of connections, 
each called a bus: data bus, address bus, and control bus. Input/output devices 
are attached to the buses through an input/output controller or interface. Several 
kinds of controllers are in use. The most common ones today are SCSI, FireWire, 
and USB.

❑❑ There are two methods of handling the addressing of I/O devices: isolated I/O and 
memory-mapped I/O. In the isolated I/O method, the instructions used to read/write 
to and from memory are different from the instructions used to read/write to and 
from input/output devices. In the memory-mapped I/O method, the CPU treats each 
register in the I/O controller as a word in memory.

❑❑ Today, general-purpose computers use a set of instructions called a program to process 
data. A computer executes the program to create output data from input data. Both 
the program and the data are stored in memory. The CPU uses repeating machine 
cycles to execute instructions in the program, one by one, from beginning to end. A 
simplified cycle can consist of three phases: fetch, decode, and execute.

❑❑ Three methods have been devised for synchronization between I/O devices 
and the CPU: programmed I/O, interrupt-driven I/O, and direct memory access 
(DMA).

❑❑ The architecture and organization of computers have gone through many changes during 
recent decades. We can divide computer architecture into two broad categories: CISC 
(complex instruction set computers) and RISC (reduced instruction set computers). 

❑❑ Modern computers use a technique called pipelining to improve their throughput. 
The idea is to allow the control unit to perform two or three phases simultaneously, 
which means that processing of the next instruction can start before the previous one 
is finished.

❑❑ Traditionally, a computer had a single control unit, a single arithmetic logic unit, and 
a single memory unit. Parallel processing can improve throughput by using multiple 
instruction streams to handle multiple data streams. 
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5.10  PRACTICE SET
5.10.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

5.10.2  Review questions
Q5-1.	 What are the three subsystems that make up a computer?
Q5-2.	 What are the components of a CPU?
Q5-3.	 What is the function of the ALU?
Q5-4.	 What is the function of the control unit?
Q5-5.	 What is the function of main memory?
Q5-6.	 Define RAM, ROM, SRAM, DRAM PROM, EPROM, and EEPROM.
Q5-7.	 What is the purpose of cache memory?
Q5-8.	 Describe the physical components of a magnetic disk.
Q5-9.	 How are the surfaces of a magnetic disk and magnetic tape organized?
Q5-10.	 Compare and contrast CD-R, CD-RW, and DVD.
Q5-11.	 Compare and contrast SCSI, FireWire and USB controllers.
Q5-12.	 Compare and contrast the two methods for handling the addressing of I/O 

devices.
Q5-13.	 Compare and contrast the three methods for handling the synchronization of the 

CPU with I/O devices.
Q5-14.	 Compare and contrast CISC architecture with RISC architecture.
Q5-15.	 Describe pipelining and its purpose.
Q5-16.	 Describe parallel processing and its purpose. 

5.10.3  Problems
P5-1.	 A computer has 64 MB (megabytes) of memory. Each word is 4 bytes. How many 

bits are needed to address each single word in memory?
P5-2.	 How many bytes of memory are needed to store a full screen of data if the screen 

is made of 24 lines with 80 characters in each line? The system uses ASCII code, 
with each ASCII character stored as a byte.

P5-3.	 An imaginary computer has 16 data registers (R0 to R15), 1024 words in mem-
ory, and 16 different instructions (add, subtract, and so on). What is the minimum 
size of an add instruction in bits if a typical instruction uses the following format: 
add M R2. 

P5-4.	 If the computer in P5-3 uses the same size of word for data and instructions, what 
is the size of each data register?

P5-5.	 What is the size of the instruction register in the computer in P5-3?
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P5-6.	 What is the size of the program counter in the computer in P5-3? 
P5-7.	 What is the size of the data bus in the computer in P5-3?
P5-8.	 What is the size of the address bus in the computer in P5-3?
P5-9.	 What is the minimum size of the control bus in the computer in P5-3?
P5-10.	 A computer uses isolated I/O addressing. Its memory has 1024 words. If each con-

troller has 16 registers, how many controllers can be accessed by this computer?
P5-11.	 A computer uses memory-mapped I/O addressing. The address bus uses ten lines 

(10 bits). If memory is made up of 1000 words, how many four-register control-
lers can be accessed by the computer?

P5-12.	 Using the instruction set of the simple computer in Section 5.8, write the code 
for a program that performs the following calculation: D ← A + B + C, in which 
A, B, C, and D are integers in two’s complement format. The user types the value 
of A, B, and, C, and the value of D is displayed on the monitor.

P5-13.	 Using the instruction set of the simple computer, write the code for a program 
that performs the following calculation:

B ← A + 3

		  A and 3 are integers in two’s complement format. The user types the value 
of A and the value of B is displayed on the monitor. (Hint: use the increment 
instruction.)

P5-14.	 Using the instruction set of the simple computer in Section 5.8, write the code 
for a program that performs the following calculation:

B  ← A - 2

		  A and are integers in two’s complement format. The user types the value of A and 
the value of B is displayed on the monitor. (Hint: use the decrement instruction.)

P5-15.	 Using the instruction set of the simple computer in Section 5.8, write the code 
for a program that adds n integers typed on the keyboard and displays their sum. 
You need first to type the value of n. (Hint: use decrement and jump instructions 
and repeat the addition n times.)

P5-16.	 Using the instruction set of the simple computer in Section 5.8, write the code 
for a program that accepts two integers from the keyboard. If the first integer 
is 0, the program increment the second integer, and if the first integer is 1, the 
programs decrement the second integer. The first integer must be only 0 or 1 
otherwise the program fails. The program displays the result of the increment or 
decrement.





The development of the personal computer has brought about tremendous changes for 
business, industry, science, and education. A similar revolution has occurred in network-
ing. Technological advances are making it possible for communication links to carry more 
and faster signals. As a result, services are evolving to allow use of this expanded capacity. 
Research in this area has resulted in new technologies. One goal is to be able to exchange 
data such as text, audio, and video from all parts of the world. We want to access the 
Internet to download and upload information quickly and accurately and at any time.

Objectives
After studying this chapter, the student should be able to:

❑❑ Describe local and wide area networks (LANs and WANs).

❑❑ Distinguish an internet from the Internet.

❑❑ Describe the TCP/IP protocol suite as the network model in the Internet.

❑❑ Define the layers in the TCP/IP protocol suite and their relationship.

❑❑ Describe some applications at the application layer.

❑❑ Describe the services provided by the transport-layer protocols.

❑❑ Describe the services provided by the network-layer protocols 

❑❑ Describe different protocols used at the data-link layer.

❑❑ Describe the duties of the physical layer.

❑❑ Describe the different transmission media used in computer networking. 

CHAPTER	 6
Computer Networks  
and Internet
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6.1  OVERVIEW
Although the goal of this chapter is to discuss the Internet, a system that interconnects 
billions of computers in the world, we think of the Internet not as a single network, but as 
an internetwork, a combination of networks. Therefore, we start our journey by first 
defining a network. We then show how we can connect networks to create small 
internetworks. Finally, we show the structure of the Internet and open the gate to study 
the Internet in the rest of this chapter. 

6.1.1  Networks
A network is the interconnection of a set of devices capable of communication. In this 
definition, a device can be a host (or an end system as it is sometimes called) such as a 
large computer, desktop, laptop, workstation, cellular phone, or security system. A device 
in this definition can also be a connecting device such as a router which connects the 
network to other networks, a switch which connects devices together, a modem (modulator-
demodulator) that changes the form of data, and so on. These devices in a network are 
connected using wired or wireless transmission media such as cable or air. When we 
connect two computers at home using a plug-and-play router, we have created a network, 
although very small. 

Local area network
A local area network (LAN) is usually privately owned and connects some hosts in a sin-
gle office, building, or campus. Depending on the needs of an organization, a LAN can be 
as simple as two PCs and a printer in someone’s home office, or it can extend throughout 
a company and include audio and video devices. Each host in a LAN has an identifier, an 
address, that uniquely defines the host in the LAN. A packet sent by a host to another host 
carries both the source host’s and the destination host’s addresses. Figure 6.1 shows an 
example of a LAN.

Figure 6.1  Example of a LAN
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A wide area network (WAN) is also an interconnection of devices capable of communica-
tion. However, there are some differences between a LAN and a WAN. A LAN is normally 
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limited in size, spanning an office, a building, or a campus; a WAN has a wider geographical 
span, spanning a town, a state, a country, or even the world. A LAN interconnects hosts; a 
WAN interconnects connecting devices such as switches, routers, or modems. A LAN is 
normally privately owned by the organization that uses it; a WAN is normally created and 
run by communication companies and leased by an organization that uses it. We see two 
distinct examples of WANs today: point-to-point WANs and switched WANs as shown in 
Figure 6.2.

Figure 6.2  A point-to-point and a switched WAN
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A point-to-point WAN is a network that connects two communicating devices through a 
transmission medium (cable or air). 

A switched WAN is a network with more than two ends. A switched WAN, as we 
will see shortly, is used in the backbone of global communication today. We can say that 
a switched WAN is a combination of several point-to-point WANs that are connected by 
switches.

Internetwork
Today, it is very rare to see a LAN or a WAN in isolation; they are connected to one 
another. When two or more networks are connected, they make an internetwork, or 
internet. As an example, assume that an organization has two offices. Each office has a 
LAN that allows all employees in the office to communicate with each other. To make 
the communication between employees at different offices possible, the management 
leases a point-to-point dedicated WAN from a service provider, such as a telephone com-
pany, and connects the two LANs. Now the company has an internetwork, or a private 
internet (with lowercase i). Communication between offices is now possible. Figure 6.3 
shows this internet.
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Figure 6.3  An internetwork made of two LANs and three WANs
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6.1.2  The Internet
As we discussed before, an internet (note the lowercase i) is two or more networks that 
can communicate with each other. The most notable internet is called the Internet 
(uppercase I ), and is composed of thousands of interconnected networks. Figure 6.4 
shows a conceptual (not geographical) view of the Internet.

The figure shows the Internet as several backbones, provider networks, and cus-
tomer networks. At the top level, the backbones are large networks owned by some 
communication companies. The backbone networks are connected through some 
complex switching systems, called peering points. At the second level, there are small-
er networks, called provider networks, that use the services of the backbones for a fee. 
The provider networks are connected to backbones and sometimes to other provider 
networks. The customer networks are networks at the edge of the Internet that actual-
ly use the services provided by the Internet. They pay fees to provider networks for 
receiving services. 

Backbones and provider networks are also called internet service providers (ISPs). 
The backbones are often referred to as international ISPs; the provider networks are often 
referred to as national or regional ISPs.
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Figure 6.4  The Internet today
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6.1.3  Hardware and software
We have given the overview of the Internet structure, which is made of small and large 
networks glued together with connecting devices. It should be clear, however, that if we 
only connect these pieces nothing will happen. For communication to happen, we need 
both hardware and software. This is similar to a complex computation in which we need 
both a computer and a program. In the next section, we show how these combinations of 
hardware and software are coordinated with each other using protocol layering. 

6.1.4  Protocol layering
A word we hear all the time when we talk about the Internet is protocol. A protocol defines 
the rules that both the sender and receiver and all intermediate devices need to follow to 
be able to communicate effectively. When communication is simple, we may need only one 
simple protocol; when the communication is complex, we may need to divide the task 
between different layers, in which case we need a protocol at each layer, or protocol 
layering.

A scenario
Let us develop a simple scenario to better understand the need for protocol layering. We 
assume that Ann and Maria are neighbors with a lot of common ideas. They communicate 
with each other every time they meet about a project for the time when they will be retired. 
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Suddenly, Ann is offered a higher-level position in her company, but needs to move to 
another branch located in a city very far from Maria. The two friends still want to continue 
their communication and exchange ideas because they have come up with an innovative 
project to start a new business when they both retire. They decide to continue their conver-
sation using regular mail through the post office. However, they do not want their ideas to 
be revealed to other people if the letters are intercepted. They agree on an encryption/
decryption technique. The sender of the letter encrypts it to make it unreadable by an 
intruder; the receiver of the letter decrypts it to get the original letter. We discuss the encryp-
tion/decryption methods in Chapter 16, but for the moment we assume that Maria and Ann 
use one technique that makes it hard to decrypt the letter if one does not have the key for 
doing so. Now we can say that the communication between Maria and Ann takes place in 
three layers, as shown in Figure 6.5. We assume that Ann and Maria each have three machines 
(or robots) that can perform the task at each layer.

Figure 6.5  A three-layer protocol
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Let us assume that Maria sends the first letter to Ann. Maria talks to the machine at the 
third layer as though the machine is Ann and is listening to her. The third-layer machine 
listens to what Maria says and creates the plaintext (a letter in English), which is passed 
to the second-layer machine. The second-layer machine takes the plaintext, encrypts it, 
and creates the ciphertext, which is passed to the first-layer machine. The first layer 
machine, presumably a robot, takes the ciphertext, puts it in an envelope, adds the sender 
and receiver addresses, and mails it. 

At Ann’s side, the first-layer machine picks up the letter from Ann’s mail box, recogni
zing the letter from Maria by the sender address. The machine takes out the ciphertext from 
the envelope and delivers it to the second-layer machine. The second-layer machine decrypts 
the message, creates the plaintext, and passes the plaintext to the third-layer machine. The 
third-layer machine takes the plaintext and reads it as though Maria is speaking. 
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Protocol layering enables us to divide a complex task into several smaller and simpler 
tasks. For example, in Figure 6.5, we could have used only one machine to do the job of all 
three machines. However, if Maria and Ann decide that the encryption/decryption done by 
the machine is not enough to protect their secrecy, they have to change the whole machine. 
In the present situation, they need to change only the second-layer machine; the other 
two can remain the same. This is referred to as modularity. Modularity in this case means 
independent layers. A layer (module) can be defined as a black box with inputs and out-
puts, without concern about how inputs are changed to outputs. If two machines provide 
the same outputs when given the same inputs, they can replace each other. For example, 
Ann and Maria can buy the second-layer machine from two different manufacturers. As 
long as the two machines create the same ciphertext from the same plaintext and vice 
versa, they do the job. 

One of the advantages of protocol layering is that it allows us to separate the services 
from the implementation. A layer needs to be able to receive a set of services from the 
lower layer and to give the services to the upper layer; we don’t care about how the layer 
is implemented. For example, Maria may decide not to buy the machine (robot) for the 
first layer; she can do the job herself. As long as Maria can do the tasks provided by the 
first layer, in both directions, the communication system works. 

Another advantage of protocol layering, which cannot be seen in our simple examples, 
but reveals itself when we discuss protocol layering in the Internet, is that communication 
does not always use only two end systems; there are intermediate systems that need only 
some layers, but not all layers. If we did not use protocol layering, we would have to make 
each intermediate system as complex as the end systems, which makes the whole system 
more expensive. 

Is there any disadvantage to protocol layering? One can argue that having a single layer 
makes the job easier. There is no need for each layer to provide a service to the upper layer 
and give a service to the lower layer. For example, Ann and Maria could find or build one 
machine that could do all three tasks. However, as mentioned above, if one day they found 
that their code was broken, each would have to replace the whole machine with a new one 
instead of just changing the machine in the second layer. 

Principles of protocol layering
Let us discuss some principles of protocol layering. The first principle dictates that if we 
want bidirectional communication, we need to make each layer so that it is able to perform 
two opposite tasks, one in each direction. For example, the third-layer task is to listen 
(in one direction) and talk (in the other direction). The second layer needs to be able to 
encrypt and decrypt. The first layer needs to send and receive mail.

The second important principle that we need to follow in protocol layering is that the 
two objects under each layer at both sites should be identical. For example, the object under 
layer 3 at both sites should be a plaintext letter. The object under layer 2 at both sites should 
be a ciphertext letter. The object under layer 1 at both sites should be a piece of mail. 

Logical connections
After following the above two principles, we can think about logical connection between 
each layer as shown in Figure 6.6. This means that we have layer-to-layer communication. 
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Maria and Ann can think that there is a logical (imaginary) connection at each layer through 
which they can send the object created from that layer. We will see that the concept of 
logical connection will help us better understand the task of layering we encounter in data 
communication and networking. 

Figure 6.6  Logical connection between peer layers
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6.1.5  TCP/IP protocol suite
Now that we know about the concept of protocol layering and the logical communica-
tion between layers in our second scenario, we can introduce the TCP/IP (Transmission 
Control Protocol/Internet Protocol). TCP/IP is a protocol suite (a set of protocols orga-
nized in different layers) used in the Internet today. It is a hierarchical protocol made up 
of interactive modules, each of which provides a specific functionality. The term hierar-
chical means that each upper-level protocol is supported by the services provided by one 
or more lower-level protocols. The TCP/IP protocol suite is made of five layers as shown 
in Figure 6.7.

Figure 6.7  Layers in the TCP/IP protocol suite
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Layered architecture
To show how the layers in the TCP/IP protocol suite are involved in communication 
between two hosts, we assume that we want to use the suite in a small internet made up 
of three LANs (links), each with a link-layer switch. We also assume that the links are 
connected by one router, as shown in Figure 6.8. 

Figure 6.8  Communication through an internet
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Let us assume that computer A communicates with computer B. As the figure shows, we 
have five communicating devices in this communication: source host (computer A), the 
link-layer switch in link 1, the router, the link-layer switch in link 2, and the destination 
host (computer B). Each device is involved with a set of layers depending on the role of the 
device in the internet. The two hosts are involved in all five layers; the source host needs to 
create a message in the application layer and send it down the layers so that it is physically 
sent to the destination host. The destination host needs to receive the communication at 
the physical layer and then deliver it through the other layers to the application layer. 

The router is involved only in three layers; there is no transport or application layer in 
a router as long as the router is used only for routing. Although a router is always involved 
in one network layer, it is involved in n combinations of link and physical layers in which 
n is the number of links the router is connected to. The reason is that each link may use its 
own data-link or physical protocol. For example, in the above figure, the router is involved 
in three links, but the message sent from source A to destination B is involved in two links. 
Each link may be using different link-layer and physical-layer protocols; the router needs 
to receive a packet from link 1 based on one pair of protocols and deliver it to link 2 based 
on another pair of protocols. 
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A link-layer switch in a link, however, is involved only in two layers, data-link and 
physical. Although each switch in the above figure has two different connections, the 
connections are in the same link, which uses only one set of protocols. This means 
that, unlike a router, a link-layer switch is involved only in one data-link and one 
physical layer.

Addressing and packet names
It is worth mentioning another two concepts related to protocol layering in the Internet: 
addressing and packet names. As we discussed before, we have logical communication 
between pairs of layers in this model. Any communication that involves two parties needs 
two addresses: source address and destination address. Although it looks as if we need five 
pairs of addresses, one pair per layer, we normally have only four because the physical 
layer does not need addresses; the unit of data exchange at the physical layer is a bit, 
which definitely cannot have an address. Figure 6.9 shows the addressing and the names 
of the packets at each layer. 

Figure 6.9  Addressing and packet names in the TCP/IP protocol suite
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As the figure shows, there is a relationship between the layer, the address used in that 
layer, and the packet name at that layer. At the application layer, we normally use names 
to define the site that provides services, such as someorg.com, or the email address, such as 
somebody@coldmail.com. At the transport layer, addresses are called port numbers, and 
these define the application-layer programs at the source and destination. Port numbers are 
local addresses that distinguish between several programs running at the same time. At the 
network-layer, the addresses are global, with the whole Internet as the scope. A network- 
layer address uniquely defines the connection of a device to the Internet. The link-layer 
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addresses, sometimes called MAC addresses, are locally defined addresses, each of which 
defines a specific host or router in a network (LAN or WAN).

6.2  APPLICATION LAYER
After the brief discussion of networks, internetworks, and the Internet, we are ready to 
give some discussion about each layer of the TCP/IP protocol. We start from the fifth layer 
and move to the first layer. 

The fifth layer of the TCP/IP protocol is called the application layer. The application 
layer provides services to the user. Communication is provided using a logical connection, 
which means that the two application layers assume that there is an imaginary direct con-
nection through which they can send and receive messages. Figure 6.10 shows the idea 
behind this logical connection.

Figure 6.10  Logical connection at the application layer
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The figure shows a scenario in which a scientist working in a research company, Sky 
Research, needs to order a book related to her research from an online bookseller, Scien-
tific Books. Logical connection takes place between the application layer at a computer at 
Sky Research and the application layer of a server at Scientific Books. We call the first host 
Alice and the second one Bob. The communication at the application layer is logical, not 
physical. Alice and Bob assume that there is a two-way logical channel between them 
through which they can send and receive messages. The actual communication, however, 
takes place through several devices (Alice, R2, R4, R5, R7, and Bob) and several physical 
channels as shown in the figure.

6.2.1  Providing services
The application layer is somehow different from other layers in that it is the highest layer 
in the suite. The protocols in this layer do not provide services to any other protocol in the 
suite; they only receive services from the protocols in the transport layer. This means that 
protocols can be removed from this layer easily. New protocols can be also added to this 
layer as long as the new protocol can use the service provided by one of the transport-layer 
protocols. 

Since the application layer is the only layer that provides services to the Internet user, 
the flexibility of the application layer, as described above, allows new application proto-
cols to be easily added to the Internet, which has been occurring during the lifetime of the 
Internet. When the Internet was created, only a few application protocols were available 
to the users; today we cannot give a number for these protocols because new ones are 
being added constantly. 

6.2.2  Application-layer paradigms 
It should be clear that to use the Internet we need two application programs to interact 
with each other: one running on a computer somewhere in the world, the other running 
on another computer somewhere else in the world. The two programs need to send 
messages to each other through the Internet infrastructure. However, we have not 
discussed what the relationship should be between these programs. Should both applica-
tion programs be able to request services and provide services, or should the application 
programs just do one or the other? Two paradigms have been developed during the life-
time of the Internet to answer this question: the client–server paradigm and the peer-to-peer 
paradigm. We briefly introduce these two paradigms here.

Traditional paradigm: client–server
The traditional paradigm is called the client–server paradigm. It was the most popular 
paradigm until a few years ago. In this paradigm, the service provider is an appli
cation program, called the server process; it runs continuously, waiting for another 
application program, called the client process, to make a connection through the 
Internet and ask for service. There are normally some server processes that can pro-
vide a specific type of service, but there are many clients that request service from 
any of these server processes. The server process must be running all the time; the 
client process is started when the client needs to receive service. 
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Although the communication in the client–server paradigm is between two appli-
cation programs, the role of each program is totally different. In other words, we cannot 
run a client program as a server program or vice versa. Figure 6.11 shows an example of 
a client–server communication in which three clients communicate with one server to 
receive the services provided by this server. 

Figure 6.11  Example of a client–server paradigm
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One problem with this paradigm is that the concentration of the communication load is 
on the shoulder of the server, which means the server should be a powerful computer. 
Even a powerful computer may become overwhelmed if a large number of clients try to 
connect to the server at the same time. Another problem is that there should be a service 
provider willing to accept the cost and create a powerful server for a specific service, 
which means the service must always return some type of income for the server in order 
to encourage such an arrangement. 

Several traditional services are still using this paradigm, including the World Wide 
Web (WWW) and its vehicle HyperText Transfer Protocol (HTTP), file transfer protocol 
(FTP), secure shell (SSH), email, and so on. We discuss some of these protocols and 
applications later in the chapter. 

New paradigm: peer-to-peer 
A new paradigm, called the peer-to-peer paradigm (often abbreviated P2P paradigm) has 
emerged to respond to the needs of some new applications. In this paradigm, there is no 
need for a server process to be running all the time and waiting for the client processes to 
connect. The responsibility is shared between peers. A computer connected to the Inter-
net can provide service at one time and receive service at another time. A computer can 
even provide and receive services at the same time. Figure 6.12 shows an example of 
communication in this paradigm. 
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Figure 6.12  Example of a peer-to-peer paradigm

Peer-to-peer communication

Legend

WAN

Switch

Router

LAN

LAN LAN

Client

Server

Internet

One of the areas that really fits in this paradigm is Internet telephony. Communication by 
phone is indeed a peer-to-peer activity; no party needs to be running forever waiting for 
the other party to call. Another area in which the peer-to-peer paradigm can be used is 
when some computers connected to the Internet have something to share with each 
other. For example, if an Internet user has a file available to share with other Internet users, 
there is no need for the file holder to become a server and run a server process all the time 
waiting for other users to connect and retrieve the file. 

Although the peer-to-peer paradigm has been proved to be easily scalable and 
cost-effective in eliminating the need for expensive servers to be running and main-
tained all the time, there are also some challenges. The main challenge has been security; 
it is more difficult to create secure communication between distributed services than 
between those controlled by some dedicated servers. The other challenge is applicability; 
it appears that not all applications can use this new paradigm. For example, not many 
Internet users are ready to become involved, if one day the Web can be implemented as 
a peer-to-peer service.

6.2.3  Standard client–server applications 
During the lifetime of the Internet, several client–server application programs have been 
developed. We do not have to redefine them, but we need to understand what they do. 

We have selected six standard application programs in this section. We start with 
HTTP and the World Wide Web because they are used by almost all Internet users. We 
then introduce file transfer and electronic mail applications which have high traffic 
loads on the Internet. Next, we explain remote logging and how it can be achieved 
using the TELNET and SSH protocols. Finally, we discuss DNS, which is used by all 
application programs to map the application layer identifier to the corresponding host 
IP address. 
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World Wide Web and HTTP
In this section, we first introduce the World Wide Web (abbreviated WWW or Web). We 
then discuss the HyperText Transfer Protocol (HTTP), the most common client–server 
application program used in relation to the Web. 

World Wide Web

The Web today is a repository of information in which the documents, called Web pages, are 
distributed all over the world and related documents are linked together. The popularity and 
growth of the Web can be related to two terms in the above statement: distributed and linked. 
Distribution allows the growth of the Web. Each web server in the world can add a new web 
page to the repository and announce it to all Internet users without overloading a few servers. 
Linking allows one web page to refer to another web page stored in another server somewhere 
else in the world. The linking of web pages was achieved using a concept called hypertext, 
which was introduced many years before the advent of the Internet. The idea was to use a 
machine that automatically retrieved another document stored in the system when a link to it 
appeared in the document. The Web implemented this idea electronically: to allow the linked 
document to be retrieved when the link was clicked by the user. Today, the term hypertext, 
coined to mean linked text documents, has been changed to hypermedia, to show that a web 
page can be a text document, an image, an audio file, or a video file. 

The WWW today is a distributed client–server service, in which a client using a browser 
can access a service using a server. However, the service provided is distributed over many 
locations called sites. Each site holds one or more documents, referred to as web pages. Each 
web page, however, can contain some links to other web pages in the same or other sites. 
In other words, a web page can be simple or composite. A simple web page has no links to 
other web pages; a composite web page has one or more links to other web pages. Each web 
page is a file with a name and address. 

Example 6.1

Assume we need to retrieve a scientific document that contains one reference to another 
text file and one reference to a large image. Figure 6.13 shows the situation. 

Figure 6.13  Example 6.1
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The main document and the image are stored in two separate files in the same site (file A 
and file B); the referenced text file is stored in another site (file C). Since we are dealing with 
three different files, we need three transactions if we want to see the whole document. The 
first transaction (request/response) retrieves a copy of the main document (file A), which 
has references (pointers) to the second and third files. When a copy of the main document 
is retrieved and browsed, the user can click on the reference to the image to invoke the 
second transaction and retrieve a copy of the image (file B). If the user needs to see the 
contents of the referenced text file, he or she can click on its reference (pointer) invoking 
the third transaction and retrieving a copy of file C. Note that although files A and B both 
are stored in site I, they are independent files with different names and addresses. Two trans-
actions are needed to retrieve them. A very important point we need to remember is that 
file A, file B, and file C in Example 6.1 are independent web pages, each with independent 
names and addresses. Although references to file B or C are included in file A, it does not 
mean that each of these files cannot be retrieved independently. A second user can retrieve 
file B with one transaction. A third user can retrieve file C with one transaction.

Web client (browser)

A variety of vendors offer commercial browsers that interpret and display a web page, and 
all of them use nearly the same architecture. Each browser usually consists of three parts: 
a controller, client protocols, and interpreters. 

The controller receives input from the keyboard or the mouse and uses the client pro-
grams to access the document. After the document has been accessed, the controller uses 
one of the interpreters to display the document on the screen. The client protocol can be 
one of the protocols described later, such as HTTP or FTP. The interpreter can be HyperText 
Markup Language (HTML), Java, or JavaScript, depending on the type of document. Some 
commercial browsers include Internet Explorer, Netscape Navigator, and Firefox.

Web server

The web page is stored at the server. Each time a request arrives, the corresponding doc-
ument is sent to the client. 

Uniform resource locator (URL)

A web page, as a file, needs to have a unique identifier to distinguish it from other web 
pages. To define a web page, we need three identifiers: host, port, and path. However, 
before defining the web page, we need to tell the browser what client–server application 
we want to use, which is called the protocol. This means we need four identifiers to define 
the web page. The first is the type of vehicle to be used to fetch the web page; the last 
three make up the combination that defines the destination object (web page).

❑❑ Protocol. The first identifier is the abbreviation for the client–server program that we 
need in order to access the web page. 

❑❑ Host identifier. The host identifier can be the IP address of the server or the unique 
name given to the server.

❑❑ Port number. The port, a 16-bit integer, is normally predefined for the client–server 
application. 

❑❑ Path. The path identifies the location and the name of the file in the underlying oper-
ating system. The format of this identifier normally depends on the operating system. 
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In UNIX, a path is a set of directory names followed by the file name, all separated 
by a slash.

To combine these four pieces together, the uniform resource locator (URL) has been 
designed; it uses three different separators between the four pieces as shown below:

protocol://host/path
protocol://host:port/path

Used most of the time
Used when port number is needed

HyperText Transfer Protocol (HTTP)
The HyperText Transfer Protocol (HTTP) is a protocol that is used to define how the 
client–server programs can be written to retrieve web pages from the Web. An HTTP 
client sends a request; an HTTP server returns a response. The server uses the port 
number 80; the client uses a temporary port number. 

6.2.4  File Transfer Protocol (FTP) 
File Transfer Protocol (FTP) is the standard protocol provided by TCP/IP for copying a 
file from one host to another. Although transferring files from one system to another 
seems simple and straightforward, some problems must be dealt with first. For example, 
two systems may use different file name conventions. Two systems may have different 
ways to represent data. Two systems may have different directory structures. All of these 
problems have been solved by FTP in a very simple and elegant approach.

  Figure 6.14 shows the basic model of FTP. The client has three components: user 
interface, client control process, and the client data transfer process. The server has two 
components: the server control process and the server data transfer process. The control 
connection is made between the control processes. The data connection is made between 
the data transfer processes. 

Figure 6.14  FTP
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Separation of commands and data transfer makes FTP more efficient. The control 
connection uses very simple rules of communication. We need to transfer only a line of 
command or a line of response at a time. The data connection, on the other hand, needs 
more complex rules due to the variety of data types transferred.
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Lifetimes of two connections
The two connections in FTP have different lifetimes. The control connection remains con-
nected during the entire interactive FTP session. The data connection is opened and then 
closed for each file transfer activity. It opens each time commands that involve transferring 
files are used, and it closes when the file is transferred. In other words, when a user starts 
an FTP session, the control connection opens. While the control connection is open, the 
data connection can be opened and closed multiple times if several files are transferred.

6.2.5  Electronic mail
Electronic mail (or email) allows users to exchange messages. The nature of this applica-
tion, however, is different from other applications discussed so far. In an application such 
as HTTP or FTP, the server program is running all the time, waiting for a request from a 
client. When the request arrives, the server provides the service. There is a request and 
there is a response. In the case of electronic mail, the situation is different. First, email is 
considered a one-way transaction. When Alice sends an email to Bob, she may expect a 
response, but this is not a mandate. Bob may or may not respond. If he does respond, it is 
another one-way transaction. Second, it is neither feasible nor logical for Bob to run a 
server program and wait until someone sends an email to him. Bob may turn off his com-
puter when he is not using it. This means that the idea of client/server programming 
should be implemented in another way: using some intermediate computers (servers). 
The users run only client programs when they want and the intermediate servers apply 
the client/server paradigm, as we discuss in the next section.

Architecture
To explain the architecture of email, we give a common scenario, as shown in Figure 6.15.

Figure 6.15  Common scenario
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In the common scenario, the sender and the receiver of the email, Alice and Bob respec-
tively, are connected via a LAN or a WAN to two mail servers. The administrator has 
created one mailbox for each user where the received messages are stored. A mailbox is 
part of a server hard drive, a special file with permission restrictions. Only the owner of 
the mailbox has access to it. The administrator has also created a queue (spool) to store 
messages waiting to be sent. 

A simple email from Alice to Bob takes nine different steps, as shown in the figure. 
Alice and Bob use three different agents: a user agent (UA), a Mail Transfer Agent (MTA), 
and a Message Access Agent (MAA). When Alice needs to send a message to Bob, she 
runs a UA program to prepare the message and send it to her mail server. The mail server 
at her site uses a queue (spool) to store messages waiting to be sent. The message, howev-
er, needs to be sent through the Internet from Alice’s site to Bob’s site using an MTA. Here 
two message transfer agents are needed: one client and one server. Like most client–server 
programs on the Internet, the server needs to run all the time because it does not know 
when a client will ask for a connection. The client, on the other hand, can be triggered by 
the system when there is a message in the queue to be sent. The user agent at Bob’s site 
allows Bob to read the received message. Bob later uses an MAA client to retrieve the 
message from an MAA server running on the second server.

 Bob needs another pair of client–server programs: message access programs. This is 
because an MTA client–server program is a push program: the client pushes the message 
to the server. Bob needs a pull program. The client needs to pull the message from the 
server. We discuss more about MAAs shortly.

6.2.6  TELNET
A server program can provide a specific service to its corresponding client program. For 
example, the FTP server is designed to let the FTP client store or retrieve files on the 
server site. However, it is impossible to have a client/server pair for each type of service 
we need; the number of servers soon becomes intractable. The idea is not scalable. Another 
solution is to have a specific client/server program for a set of common scenarios, but to 
have some generic client/server programs that allow a user on the client site to log into the 
computer at the server site and use the services available there. For example, if a student 
needs to use the Java compiler program at her university lab, there is no need for a Java 
compiler client and a Java compiler server. The student can use a client logging program 
to log into the university server and use the compiler program at the university. We refer 
to these generic client/server pairs as remote login applications. 

One of the original remote logging protocols is TELNET, which is an abbreviation 
for TErminaL NETwork. Although TELNET requires a logging name and password, it is 
vulnerable to hacking because it sends all data including the password in plaintext (not 
encrypted). A hacker can eavesdrop and obtain the logging name and password. Because 
of this security issue, the use of TELNET has diminished in favor of another protocol, 
Secure Shell (SSH), which we describe in the next section. 

6.2.7  Secure Shell (SSH)
Although Secure Shell (SSH) is a secure application program that can be used today for 
several purposes such as remote logging and file transfer, it was originally designed to replace 
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TELNET. There are two versions of SSH: SSH-1 and SSH-2, which are totally incompatible. 
The first version, SSH-1, is now deprecated because of security flaws in it. The current ver-
sion is called SSH-2. 

6.2.8  Domain Name System (DNS)
The last client–server application program we discuss has been designed to help other appli-
cation programs. To identify an entity, TCP/IP protocols use the IP address, which uniquely 
identifies the connection of a host to the Internet. However, people prefer to use names 
instead of numeric addresses. Therefore, the Internet needs to have a directory system that can 
map a name to an address. This is analogous to the telephone network. A telephone network 
is designed to use telephone numbers, not names. People can either keep a private file to map 
a name to the corresponding telephone number or can call the telephone directory to do so.

Since the Internet is so huge today, a central directory system cannot hold all the mapping. 
In addition, if the central computer fails, the whole communication network will collapse. A 
better solution is to distribute the information among many computers in the world. In this 
method, the host that needs mapping can contact the closest computer holding the needed 
information. Figure 6.16 shows how TCP/IP uses a DNS client and a DNS server to map a 
name to an address. A user wants to use a file transfer client to access the corresponding file 
transfer server running on a remote host. The user knows only the file transfer server name, 
such as afilesource.com. However, the TCP/IP suite needs the IP address of the file transfer 
server to make the connection. The following six steps map the host name to an IP address: 
1.	 The user passes the host name to the file transfer client. 

2.	 The file transfer client passes the host name to the DNS client. 

3.	 Each computer, after being booted, knows the address of one DNS server. The DNS 
client sends a message to a DNS server with a query that gives the file transfer server 
name using the known IP address of the DNS server. 

4.	 The DNS server responds with the IP address of the desired file transfer server. 

5.	 The DNS client passes the IP address to the file transfer server. 

6.	 The file transfer client now uses the received IP address to access the file transfer server.

Figure 6.16  DNS usage
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Name space
To be unambiguous, the names assigned to machines must be carefully selected from a 
name space with complete control over the binding between the names and IP addresses. 
In other words, the names must be unique because the addresses are unique. A name 
space can map each address to a unique name and is normally organized hierarchically. In 
a hierarchical name space, each name is made of several parts. The first part can define the 
nature of the organization, the second part can define the name of an organization, the 
third part can define departments in the organization, and so on. In this case, the authority 
to assign and control the name spaces can be decentralized. A central authority can assign 
the part of the name that defines the nature of the organization and the name of the orga-
nization. The responsibility for the rest of the name can be given to the organization itself. 
The organization can add suffixes (or prefixes) to the name to define its host or resources. 
The management of the organization need not worry that the prefix chosen for a host is 
taken by another organization because, even if part of an address is the same, the whole 
address is different. For example, assume two organizations call one of their computers 
caesar. The first organization is given a name by the central authority, such as first.com, the 
second organization is given the name second.com. When each of these organizations adds 
the name caesar to the name they have already been given, the end result is two distin-
guishable names: ceasar.first.com and ceasar.second.com. The names are unique.

DNS in the Internet
DNS is a protocol that can be used in different platforms. In the Internet, the domain 
name space (tree) was originally divided into three different sections: generic domains, 
country domains, and the inverse domain. However, due to the rapid growth of the Inter-
net, it became extremely difficult to keep track of the inverse domains, which could be 
used to find the name of a host when given the IP address. The inverse domains are now 
deprecated (see RFC 3425). We, therefore, concentrate on the first two.

Generic domains

The generic domains define registered hosts according to their generic behavior. Each node in the 
tree defines a domain, which is an index to the domain name space database (see Figure 6.17).

Figure 6.17  Generic domains
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Looking at the tree, we see that the first level in the generic domains section allows 
14 possible labels. These labels describe the organization types as listed in Table 6.1. 

Table 6.1  Generic domain labels

Label Description Label Description

aero Airlines and aerospace int International organizations

biz Businesses or firms mil Military groups

com Commercial organizations museum Museums

coop Cooperative organizations name Personal names (individuals)

edu Educational institutions net Network support centers

gov Government institutions org Nonprofit organizations

info Information service providers pro Professional organizations

Country domains

The country domains section uses two-character country abbreviations (e.g., us for United 
States). Second labels can be organizational, or they can be more specific, national designations. 
The United States, for example, uses state abbreviations as a subdivision of us (e.g., ca.us.). 
Figure 6.18 shows the country domains section. The address uci.ca.us. can be translated to 
University of California, Irvine university in the state of California in the United States.

Figure 6.18  Country domains
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6.2.9  Peer-to-peer paradigm
We discussed the client–server paradigm early in the chapter. The first instance of peer-to-peer 
file sharing goes back to December 1987 when Wayne Bell created WWIVnet, the network 
component of WWIV (World War Four) bulletin board software. In July 1999, Ian Clarke 
designed Freenet, a decentralized, censorship-resistant distributed data store, aimed to provide 
freedom of speech through a peer-to-peer network with strong protection of anonymity. 

Peer-to-peer gained popularity with Napster (1999–2001), an online music file sharing 
service created by Shawn Fanning. Although free copying and distributing of music files by 
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the users led to a copyright violation lawsuit against Napster, and eventually closing of the 
service, it paved the way for peer-to-peer file-distribution models that came later. Gnutella 
had its first release in March 2000. It was followed by FastTrack (used by the Kazaa), Bit-
Torrent, WinMX, and GNUnet in March, April, May, and November of 2001 respectively.

Internet users that are ready to share their resources become peers and form a network. 
When a peer in the network has a file (for example, an audio or video file) to share, it makes it 
available to the rest of the peers. An interested peer can connect itself to the computer where 
the file is stored and download it. After a peer downloads a file, it can make it available for 
other peers to download. As more peers join and download that file, more copies of the file 
become available to the group. Since lists of peers may grow and shrink, the question is how 
the paradigm keeps track of loyal peers and the location of the files. To answer this question, 
we first need to divide the P2P networks into two categories: centralized and decentralized. 

Centralized networks
In a centralized P2P network, the directory system listing of the peers and what they offer 
uses the client–server paradigm, but the storing and downloading of the files are done 
using the peer-to-peer paradigm. For this reason, a centralized P2P network is sometimes 
referred to as a hybrid P2P network. Napster was an example of a centralized P2P. In this 
type of network, a peer first registers itself with a central server. The peer then provides its 
IP address and a list of files it has to share. To avoid system collapse, Napster used several 
servers for this purpose, but we show only one in Figure 6.18. 

A peer, looking for a particular file, sends a query to a central server. The server search-
es its directory and responds with the IP addresses of nodes that have a copy of the file. 
The peer contacts one of the nodes and downloads the file. The directory is constantly 
updated as nodes join or leave the peer. 

Centralized networks make the maintenance of the directory simple but have several 
drawbacks. Accessing the directory can generate huge traffic and slow down the system. 
The central servers are vulnerable to attack, and if all of them fail, the whole system goes 
down. The central component of the system was ultimately responsible for Napster’s 
losing the copyright lawsuit and its closure in July 2001. Roxio brought back the New 
Napster in 2003; Napster version 2 is now a legal, pay-for-music site.

Decentralized network
A decentralized P2P network does not depend on a centralized directory system. In this 
model, peers arrange themselves into an overlay network, which is a logical network made 
on top of the physical network. Depending on how the nodes in the overlay network are 
linked, a decentralized P2P network is classified as either unstructured or structured. 

In an unstructured P2P network, the nodes are linked randomly. A search in an unstruc-
tured P2P is not very efficient because a query to find a file must be flooded through the 
network, which produces significant traffic and still the query may not be resolved. Two 
examples of this type of network are Gnutella and Freenet. We next discuss the Gnutella 
network as an example. 

A structured network uses a predefined set of rules to link nodes so that a query 
can be effectively and efficiently resolved. The most common technique used for this 
purpose is the Distributed Hash Table (DHT). DHT is used in many applications including 
Distributed Data Structure (DDS), Content Distributed Systems (CDS), Domain Name 
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System (DNS), and P2P file sharing. One popular P2P file sharing protocol that uses the 
DHT is BitTorrent. We discuss DHT independently in the next section as a technique that 
can be used both in structured P2P networks and in other systems.

6.3  TRANSPORT LAYER
The transport layer in the TCP/IP suite is located between the application layer and the 
network layer. It provides services to the application layer and receives services from the 
network layer. The transport layer acts as a liaison between a client program and a server 
program, a process-to-process connection. The transport layer is the heart of the TCP/IP 
protocol suite; it is the end-to-end logical vehicle for transferring data from one point to 
another in the Internet. Figure 6.19 shows the idea behind this logical connection. 

Figure 6.19  Logical connection at the transport layer
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The figure shows the same scenario we used for the application layer. Alice’s host in the 
Sky Research company creates a logical connection with Bob’s host in the Scientific Books 
company at the transport layer. The two companies communicate at the transport layer as 
though there is a real connection between them. Figure 6.19 shows that only the two end 
systems (Alice’s and Bob’s computers) use the service of the transport layer; all interme-
diate routers use only the first three layers. 

6.3.1  Transport-layer services
In this section, we discuss the services that can be provided by the transport layer; in the 
next section, we discuss several transport-layer protocols. 

Process-to-process communication  
The first duty of a transport-layer protocol is to provide process-to-process communication. 
A process is an application-layer entity (running program) that uses the services of the 
transport layer. 

The network layer (discussed later) is responsible for communication at the computer 
level (host-to-host communication). A network-layer protocol can deliver the message 
only to the destination computer. However, this is an incomplete delivery. The message still 
needs  to be handed to the correct process. This is where a transport-layer protocol takes 
over. A transport-layer protocol is responsible for delivery of the message to the appropriate 
process. Figure 6.20 shows the domains of a network layer and a transport layer.

Figure 6.20  Network layer versus transport layer
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Although there are a few ways to achieve process-to-process communication, the most 
common is through the client–server paradigm (discussed before). A process on the local 
host, called a client, needs services from a process usually on the remote host, called a 
server. Both processes (client and server) have the same name. For example, to get the day 
and time from a remote machine, we need a daytime client process running on the local 
host and a daytime server process running on a remote machine. A remote computer can 
run several server programs at the same time, just as several local computers can run one 
or more client programs at the same time. For communication, we must define the local 
host, local process, remote host, and remote process. The local host and the remote host 
are defined using IP addresses (discussed in the next section). To define the processes, we 
need second identifiers, called port numbers. In the TCP/IP protocol suite, the port 
numbers are integers between 0 and 65 535 (16 bits).
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The client program defines itself with a port number, called the ephemeral port 
number. The word ephemeral means short-lived and is used because the life of a client is 
normally short. An ephemeral port number is recommended to be greater than 1023 for 
some client/server programs to work properly. The server process must also define itself 
with a port number. This port number, however, cannot be chosen randomly. TCP/IP 
has decided to use universal port numbers for servers; these are called well-known port 
numbers. Every client process knows the well-known port number of the corresponding 
server process. For example, while the daytime client process, discussed above, can use an 
ephemeral (temporary) port number, 52 000, to identify itself, the daytime server process 
must use the well-known (permanent) port number 13. Figure 6.21 shows this concept.

Figure 6.21  Port numbers
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6.3.2  Transport-layer protocols 
Although the Internet uses several transport-layer protocols, we discuss only two in this 
section: UDP and TCP. 

User Datagram Protocol (UDP)
The User Datagram Protocol (UDP) is a connectionless, unreliable transport protocol. It 
does not add anything to the services of network layer except for providing process-to-pro-
cess communication instead of host-to-host communication. If UDP is so powerless, why 
would a process want to use it? With the disadvantages come some advantages. UDP is a 
very simple protocol using a minimum of overhead. If a process wants to send a small 
message and does not care much about reliability, it can use UDP. Sending a small message 
using UDP takes much less interaction between the sender and receiver than using TCP. 

User datagrams 

UDP packets, called user datagrams, have a fixed-size header of 8 bytes. Figure 6.22 
shows the format of a user datagram. However, the total length needs to be less because a 
UDP user datagram is stored in an IP datagram with the total length of 65 535 bytes. 

Figure 6.22  User datagram packet format
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Transmission Control Protocol (TCP) 
Transmission Control Protocol (TCP) is a connection-oriented, reliable protocol. TCP 
explicitly defines connection establishment, data transfer, and connection teardown phases 
to provide a connection-oriented service. Connection-oriented service here means that 
there is a connection (relationship) between all packets (segments) belonging to the same 
message (coming from the application layer). TCP uses sequence numbers to define the 
order of the segments. The sequence number is related to the number of bytes in each 
segment. For example, if the message is 6000 bytes, the first segment has a sequence num-
ber 0, the second has the sequence number 2000, and the third segment has the sequence 
number 4000 (the process is more complicated, we try to simplify it). In this way, if a 
segment is lost, the receiver holds the other two until the lost one is reset by the sender.  

Segments

At the transport layer, TCP groups a number of bytes together into a packet called a 
segment. TCP adds a header to each segment (for control purposes) and delivers the seg-
ment to the network layer for transmission. The segments are encapsulated in an IP data-
gram and transmitted as shown in Figure 6.23. 

Figure 6.23  TCP segments
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6.4  NETWORK LAYER
The network layer in the TCP/IP protocol suite is responsible for the host-to-host delivery 
of messages. Figure 6.24 shows the communication between Alice and Bob at the network 
layer assuming that there is only one path from Alice’s computer to Bob’s computer. This 
is the same scenario we used in the last two sections to show the communication at the 
application and the transport layers, respectively. 

As the figure shows, the network layer is involved at the source host, destination host, 
and all routers in the path (R2, R4, R5, and R7). At the source host (Alice), the network 
layer accepts a packet from a transport layer, encapsulates the packet in a datagram, and 
delivers the packet to the data-link layer. At the destination host (Bob), the datagram is 
decapsulated, the packet is extracted and delivered to the corresponding transport layer. 
Although the source and destination hosts are involved in all five layers of the TCP/IP 
suite, the routers use three layers if they are routing packets only; however, they may need 
the transport and application layers for control purposes. A router in the path is normally 
shown with two data-link layers and two physical layers, because it receives a packet from 
one network and delivers it to another network.
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Figure 6.24  Communication at the network layer
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6.4.1  Services Provided by network layer
The network layer is located under the transport layer; this means that the network layer 
provides service to the transport layer. We discuss some aspects of this service below.

Packetizing
The first duty of the network layer is definitely packetizing: encapsulating the payload 
(data received from the upper layer) in a network-layer packet at the source and decapsu-
lating the payload from the network-layer packet at the destination. In other words, one 
duty of the network layer is to carry a payload from the source to the destination without 
changing it or using it. The network layer is doing the service of a carrier such as the post 
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office, which is responsible for delivery of packages from a sender to a receiver without 
changing or using the contents. This is done in three steps as shown in Figure 6.25.

Figure 6.25  Packetizing at the network layer
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1.	 The source network-layer protocol receives a packet from the transport-layer proto-
col, adds a header that contains the source and destination addresses and some other 
information that is required by the network-layer protocol. 

2.	 The network layer protocol then logically delivers the packet to the network-layer 
protocol at the destination. 

3.	 The destination host receives the network-layer packet, decapsulates the payload and 
delivers to the upper-layer protocol.

If the packet is fragmented at the source or at routers along the path, the network layer is 
responsible for waiting until all fragments arrive, reassembling them, and delivering them 
to the upper-layer protocol.

A transport-layer payload may be encapsulated in several  
network-layer packets. 

Packet delivery
Packet delivery at the network layer is unreliable and connectionless. We briefly discuss 
these two concepts next.

Unreliable delivery

The delivery of packets at the network layer is unreliable. This means that the packets can 
be corrupted, lost, duplicated. In other words, the network layer provides a best-effort 
delivery, but there is no guarantee that a packet will reach the destination as we expect. 
This is the same service we receive from the post office when we mail a regular letter. The 
reason in both cases is the cost. If we need a guarantee from the post office, the cost is 
higher (registered mail for example). If we need a guarantee from the network layer, the 
delivery of packets will be delayed. Each packet needs to be checked at each router and 
destination and resent if corrupted. Checking the lost packets is even more costly. Does it 
mean that messages we send by the Internet are not reliable? The answer is that if we want 
to guarantee that the messages are not corrupted, we need to use the TCP protocol at the 
transport layer. If a payload at the transport layer is corrupted (because of unreliable 
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delivery at the data-link layer), TCP drops the packet and requests resending of the data as 
we discussed in the previous section.

Connectionless delivery

The delivery at the network layer is also connectionless, but the word connectionless here 
does not mean that there is no physical connection between the sender and receiver. It 
means that the network layer treats each packet independently (like the way the post 
office does with the letters). In other words, there is no relationship between packets 
belonging to the same transport-layer payload. If a transport-layer packet results in four 
network-layer packets, there is no guarantee that the packets arrive in the same order as 
sent because each packet may follow a different path to reach the destination. Figure 6.26 
shows the reason for this problem. 

Figure 6.26  Packets travelling different paths
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A transport-layer packet is divided into four network-layer packets. They are sent in order 
(1, 2, 3, 4), but they are received out of order (2, 4, 3, 1). The transport layer at the desti-
nation is responsible for holding packets until all of them arrive before putting them in 
order and delivering them to the application layer.

Routing
Another duty of the network layer, which is as important as the others, is routing. The 
network layer is responsible for routing the packet from its source to the destination. A 
physical network is a combination of networks (LANs and WANs) and routers that con-
nect them. This means that there is more than one route from the source to the destina-
tion. The network layer is responsible for finding the best one among these possible routes. 
The network layer needs to have some specific strategies for defining the best route. In the 
Internet today, this is done by running some routing protocols to help the routers coordi-
nate their knowledge about the neighborhood and to come up with consistent tables to 
be used when a packet arrives. 
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6.4.2  Network-layer protocols
Although there are several protocols at the network layer, the main protocol is called the 
Internet Protocol (IP). Other protocols are auxiliary protocols that help IP. Today, two ver-
sions of IP protocol are in use: IPv4 and IPv6. We discuss each in the next two sections. 

Internet Protocol Version 4 (IPv4)
Today most systems are using the Internet Protocol Version 4 (IPv4), but this will be 
changed in future because of smaller address space and packet format of this protocol 
(among other reasons).

IPv4 addressing

The identifier used in the IPv4 layer of the TCP/IP protocol suite to identify the connec-
tion of each device to the Internet is called the Internet address or IP address. An IPv4 
address is a 32-bit address that uniquely and universally defines the connection of a host 
or a router to the Internet. The IP address is the address of the connection, not the host or 
the router, because if the device is moved to another network, the IP address may be 
changed. IPv4 addresses are unique in the sense that each address defines one, and only 
one, connection to the Internet. If a device, such as a router, has several connections to the 
Internet, via several networks, it has several IPv4 addresses. IPv4 addresses are universal in 
the sense that the addressing system must be accepted by any host that wants to be con-
nected to the Internet.

There are three common notations to show an IPv4 address: binary notation (base  2), 
dotted-decimal notation (base 256), and hexadecimal notation (base 16). In binary nota-
tion, an IPv4 address is displayed as 32 bits. To make the address more readable, one or 
more spaces are usually inserted between each octet (8 bits). Each octet is often referred 
to as a byte. To make the IPv4 address more compact and easier to read, it is usually 
written in decimal form with a decimal point (dot) separating the bytes. This format is 
referred to as dotted-decimal notation. Note that because each byte (octet) is only 8 bits, 
each number in the dotted-decimal notation is between 0 and 255. We sometimes see an 
IPv4 address in hexadecimal notation. Each hexadecimal digit is equivalent to four bits. 
This means that a 32-bit address has 8 hexadecimal digits. This notation is often used in 
network programming. Figure 6.27 shows an IP address in the three discussed notations. 

Figure 6.27  Address notation
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In any communication network that involves delivery, such as a telephone network or a 
postal network, the addressing system is hierarchical. In a postal network, the postal 
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address (mailing address) includes the country, state, city, street, house number, and the 
name of the mail recipient. Similarly, a telephone number is divided into the country 
code, area code, local exchange, and the connection. 

A 32-bit IPv4 address is also hierarchical, but divided only into two parts. The first 
part of the address, called the prefix, defines the network; the second part of the address, 
called the suffix, defines the node (connection of a device to the Internet). Figure 6.28 
shows the prefix and suffix of a 32-bit IPv4 address. The prefix length is n bits and the suf-
fix length is (32 - n) bits. The prefix and suffix lengths depend on the site of the network 
(organization).

Figure 6.28  Hierarchy in IPv4 addressing
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Packets used by the IP are called datagrams. Figure 6.29 shows the IPv4 datagram format. 
A datagram is a variable-length packet consisting of two parts: header and payload (data). 
The header is 20 to 60 bytes in length and contains information essential to routing and 
delivery. Note that a byte is 8 bits.

Figure 6.29  IPv4 datagram
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Internet Protocol Version 6 (IPv6)
Some shortcomings of IPv4 such as address depletion prompted a new version of IP proto-
col in the early 1990s. The new version, which is called Internet Protocol version 6 (IPv6) 
or IP new generation (IPng) was a proposal to augment the address space of IPv4 and at the 
same time redesign the format of the IP packet and revise some auxiliary protocols. It is 
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interesting to know that IPv5 was a proposal that never materialized. The following shows 
the main changes in the IPv6 protocol. 

IPv6 addressing

To prevent the address depletion, IPv6 uses 128 bits to define any device connected to the 
Internet. An address is represented as either binary or colon-hexadecimal form. The first 
form is used to store an address in the computer; the second form is used by humans. 
Figure 6.30 shows the two formats.

Figure 6.30  IPv6 address notation
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The address in IPv6 actually defines three levels of hierarchy: site (organization), subnet-
work, and connection to the host as shown in Figure 6.31.

Figure 6.31  Hierarchy in IPv6 addressing
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IPv6 datagram

Figure 6.32 shows the IPv6 datagram format. A datagram in this version is also a 
variable-length packet consisting of two parts: header and payload (data). The header is 
40 bytes. However, some extension headers are considered part of the payload in this 
version.

Figure 6.32  IPv6 datagram
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6.5  DATA-LINK LAYER
The TCP/IP suite does not define any protocol in the data-link layer. This layer is the 
territory of networks that when connected make up the Internet. These networks, wired 
or wireless, receive services and provide services to the network layer. This may give us a 
clue that there are several standard protocols in the market today. 

In the previous section, we learned that communication at the network layer is host-
to-host. The Internet, however, is a combination of networks glued together by connect-
ing devices (routers or switches). If a datagram is to travel from a host to another host, it 
needs to pass through these networks. 

Figure 6.33 shows communication between Alice and Bob, using the same scenario 
we followed in the last three sections. Communication at the data-link layer, however, 
is made up of five separate logical connections between the data-link layers in the path.

Only one data-link layer is involved at the source or the destination, but two data-link 
layers are involved at each router. The reason is that Alice’s and Bob’s computers are each 
connected to a single network; each router, however, takes input from one network and 
sends output to another network.
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�

Figure 6.33  Communication at the data-link layer
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6.5.1  Nodes and links
Although communication at the application, transport, and network layers is end-to-end, 
communication at the data-link layer is node-to-node. Data units from one point in the 
Internet need to pass through many networks (LANs and WANs) to reach another point. 
These LANs and WANs are connected by routers. It is customary to refer to the two end 
hosts and the routers as nodes and the networks in between as links. Figure 6.34 is a sim-
ple representation of links and nodes when the path of the data unit is only six nodes. 
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Figure 6.34  Nodes and links
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The link that connects the nodes are either local area networks (LANs) or Wide Area 
Networks (WANs).

6.5.2  Local area networks (LANs)
In the beginning of this chapter, we learned that a local area network (LAN) is a computer 
network that is designed for a limited geographic area such as a building or a campus. 
Although a LAN can be used as an isolated network to connect computers in an organi-
zation for the sole purpose of sharing resources, most LANs today are also linked to a wide 
area network (WAN) or the Internet.

LANs can be wired or wireless networks. In the first group, the stations in the LANs 
are connected by wire; in the second group the stations are logically connected by air. We 
discuss each group separately.

Wired LANS: Ethernet
Although several wired LANs were invented in the past, only one has survived: the Eth-
ernet. Maybe the reason is that Ethernet was upgraded several times according to the 
needs of the Internet community. 

The Ethernet LAN was developed in the 1970s by Robert Metcalfe and David Boggs. 
Since then, it has gone through four generations: Standard Ethernet (10  Mbps), Fast 
Ethernet (100 Mbps), Gigabit Ethernet (1 Gbps), and 10 Gigabit Ethernet (10 Gbps). 
The data rate, the speed in which bits are sent in each second, has been increased ten 
times in each generation. 

Standard Ethernet

We refer to the original Ethernet technology with the data rate of 10 Mbps (ten million 
bits per second) as the Standard Ethernet. The data rate in this case defines the speed in 
which data can be sent out of the station to the LAN. In the case of the Ethernet, the 
speed is 10 million bits per second. The bits, however, are not sent one by one, a group of 
bits are packaged together and are referred to as a frame. A frame does not carry only data 
from the sender to the destination. It also carries some information such as the source 
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address (48 bits), the destination address (48 bits), the type of data, the actual data, and 
some other control bits as a guard to help checking the integrity of data during transition. 
If we can think of a frame as an envelope carrying a letter from the sender to the receiver, 
the data is inside the envelope, but there is other information, such as addresses on the 
envelope. In the case of the LAN all are encapsulated in a frame. Figure 6.35 shows an 
Ethernet LAN and the frame format.

Figure 6.35  Ethernet frame
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Fast Ethernet (100 Mbps)

In the 1990s, Ethernet made a big jump by increasing the transmission rate to 100 Mbps, 
and the new generation was called the Fast Ethernet. The designers of the Fast Ethernet 
needed to make it compatible with the Standard Ethernet. Most of the protocol such as 
addressing, frame format remained unchanged. By increasing the transmission rate, fea-
tures of the Standard Ethernet that depend on the transmission rate had to be revised. 

Gigabit Ethernet

The need for an even higher data rate resulted in the design of the Gigabit Ethernet 
Protocol (1000 Mbps). The goals of the Gigabit Ethernet were to upgrade the data rate to 
1 Gbps, but keep the address length, the frame format, and the maximum and minimum 
frame length the same. 

10-Gigabit Ethernet

In recent years, there has been another look into the Ethernet for use in metropolitan areas. 
The idea is to extend the technology, the data rate, and the coverage distance so that the 
Ethernet can be used as LAN and MAN (metropolitan area network). The goals of the 
10-Gigabit Ethernet design can be summarized as upgrading the data rate to 10 Gbps, 
keeping the same frame size and format, and allowing the interconnection of LANs, MANs, 
and WAN possible. This data rate is possible only with fiber-optic technology at this time.

Wireless LANs
Wireless communication is one of the fastest-growing technologies. The demand for con-
necting devices without the use of cables is increasing everywhere. Wireless LANs can be 
found on college campuses, in office buildings, and in many public areas. The first difference 
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we can see between a wired and a wireless LAN is the medium. In a wired LAN, we use 
wires to connect hosts. In a wireless LAN, the medium is air, the signal is generally broad-
cast. When hosts in a wireless LAN communicate with each other, they are sharing the 
same medium (multiple access). Two technologies have been instrumental in this area: 
Wireless Ethernet and Bluetooth. 

Wireless Ethernet (WiFi)

Institute of Electrical and Electronics Engineers (IEEE) has defined the specifications for 
a wireless LAN, which sometimes is referred to as wireless Ethernet or WiFi (short for 
wireless fidelity). WiFi, however, is a wireless LAN that is certified by the WiFi Alliance, a 
global, nonprofit industry association of more than 300 member companies.  The standard 
defines two kinds of services: the basic service set (BSS) and the extended service set 
(ESS). The second service uses an extra device (access point or AP) that serves as a switch 
for connection to other LANs or WANs. Figure 6.36 shows both services.

Figure 6.36  BSSs and ESSs 
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Bluetooth is a wireless LAN technology designed to connect devices of different functions 
such as telephones, notebooks, computers (desktop and laptop), cameras, printers, and 
even coffee makers when they are at a short distance from each other. A Bluetooth LAN 
is an ad hoc network, which means that the network is formed spontaneously; the devices, 
sometimes called gadgets, find each other and make a network called a piconet. A Blue-
tooth LAN can even be connected to the Internet if one of the gadgets has this capability. 
A Bluetooth LAN, by nature, cannot be large. If there are many gadgets that try to con-
nect, there is chaos. 

Bluetooth technology has several applications. Peripheral devices such as a wireless 
mouse or keyboard can communicate with the computer through this technology. Moni-
toring devices can communicate with sensor devices in a small health care center. Home 
security devices can use this technology to connect different sensors to the main security 
controller. Conference attendees can synchronize their laptop computers at a conference.

Bluetooth was originally started as a project by the Ericsson Company. It is named 
after Harald Blaatand, the King of Denmark (940–981) who united Denmark and Norway. 
Blaatand translates to Bluetooth in English. 
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6.5.3  Wide area networks (WANs)
As we discussed before, the networks connecting two nodes in the Internet can be a LAN 
or a WAN. As in the case of the LANs, WANs can be wired or wireless. We briefly discuss 
each separately. 

Wired WANs
We have a variety of wired WANs in today’s Ethernet. Some are point-to-point and some 
are switched WANs. 

Point-to-point wireless WANs

Today we can use several point-to-point wireless networks to provide what is called last-
mile service to connect residents and businesses to the Internet. 

Dial-up service

A dial-up network or connection uses the services provided by the telephone networks to 
transmit data. The telephone network had its beginnings in  the late 1800s. The entire 
network was originally a system to transmit voice. With the advent of the computer era, 
the network, in the 1980s, began to carry data in addition to voice. During the last decade, 
the telephone network has undergone many technical changes. The need to communicate 
digital data resulted in the invention of the dial-up modem. 

The term modem is a composite word that refers to the two functional entities that 
make up the device: a signal modulator and a signal demodulator. A modulator creates 
signal from data. A demodulator recovers the data from the modulated signal. Figure 6.37 
shows the idea behind a modem.

Figure 6.37  Dial-up network to provide Internet access
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Digital subscriber line (DSL)

After traditional modems reached their peak data rate, telephone companies developed 
another technology, DSL, to provide higher-speed access to the Internet. Digital subscriber 
line (DSL) technology is one of the most promising for supporting high-speed communica-
tion over the existing telephone. DSL technology is a set of technologies, each differing in the 
first letter (ADSL, VDSL, HDSL, and SDSL). The set is often referred to as xDSL, where x 
can be replaced by A, V, H, or S. We just discuss the first, ADSL. The first technology in the 
set is asymmetric DSL (ADSL). ADSL provides higher speed (bit rate) in the downstream 
direction (from the Internet to the resident) than in the upstream direction (from the resi-
dent to the Internet). That is the reason it is called asymmetric (see Figure 6.38).
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Figure 6.38  ASDL point-to-point network
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ADSL allows the subscriber to use the voice channel and the data channel at the same 
time. The rate for the upstream can reach 1.44 Mbps. However, the data rate is normally 
below 500 kbps because of the high-level noise in this channel. The downstream data rate 
can reach 13.4 Mbps. However, the data rate is normally below 8 Mbps because of noise 
in this channel. A very interesting point is that the telephone company in this case serves 
as the ISP, so services such as email or Internet access are provided by the telephone com-
pany itself. 

Cable network

Cable networks were originally created to provide access to TV programs for those sub-
scribers who had no reception because of natural obstructions such as mountains. Later 
the cable networks became popular with people who just wanted a better signal. In addi-
tion, cable networks enabled access to remote broadcasting stations via microwave con-
nections. Cable TV also found a good market in Internet access provision, using some of 
the channels originally designed for video. 

Cable companies are now competing with telephone companies for the residential 
customer who wants high-speed data transfer. DSL technology provides high-data-rate 
connections for residential subscribers over the local loop. However, DSL uses the existing 
unshielded twisted-pair cable, which is very susceptible to interference. This imposes an 
upper limit on the data rate. A solution is the use of the cable TV network. In this section, 
we briefly discuss this technology. Figure 6.39 shows an example of this service.

Figure 6.39  Cable service
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Switched wired WANs

It is obvious that the Internet today cannot be operative with only point-to-point wired 
WANs that provide the last-mile connection. We need switched wired WANs to connect 
the backbone of the Internet. Several protocols in the past have been designed for this 
purpose such as SONET or ATM. However, these are complex networks, discussion of 
which is beyond the scope of this book.

Wireless WANs
The service area of the Internet is so large today that sometimes using only wired WANs 
cannot provide services to each corner of the world. We definitely need wireless WANs. 
Several technologies have been used for this purpose as described below.

WiMax

The Worldwide Interoperability Access (WiMax) is the wireless version of DSL or Cable 
connection to the Internet. It provides two types of services (fixed WiMax) to connect the 
main station to fixed station or to mobile stations such as cellular phones. Figure 6.40 
shows both type of connections.

Figure 6.40  WiMax
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Another wireless WAN today is the cellular telephony which was originally designed for 
voice communication, but it is also used today for Internet communication. We all know 
that the cellular network divides the earth into cells. The mobile stations communicate with 
the fixed antenna in the cell that they are inside at each moment. When the user moves to 
another cell, the communication is between the mobile device and the new antenna. 

Satellite networks

A satellite network is a combination of nodes, some of which are satellites, that provides 
communication from one point on the Earth to another. A node in the network can be a 
satellite, an Earth station, or an end-user terminal or telephone. 

Satellite networks are like cellular networks in that they divide the planet into cells. 
Satellites can provide transmission capability to and from any location on Earth, no matter how 
remote. This advantage makes high-quality communication available to less well-developed 
parts of the world without requiring a huge investment in ground-based infrastructure.
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6.6  PHYSICAL LAYER
Our discussion of the TCP/IP protocol suite would be incomplete without the discus-
sion of the physical layer. The role of the physical layer is to transfer the bits received 
from the data-link layer and convert them to electromagnetic signals for transmission. 
After the bits are converted to signals, the signals are delivered to the transmission 
media, which are the subject of our discussion in the next section. Figure 6.41 uses the 
same scenario we showed in four earlier sections, but the communication is now at the 
physical layer.

Figure 6.41  Communication at the physical layer
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6.6.1  Data and signals
At the physical layer, the communication is node-to-node, but the nodes exchange 
electromagnetic signals. 

One of the major functions of the physical layer is to route bits between nodes. How-
ever, bits, as the representation of two possible values stored in the memory of a node 
(host, router, or switch), cannot be sent directly to the transmission medium (wire or air); 
the bits need to be changed to signals before transmission. So the main duty of the phys-
ical layer is to efficiently convert these bits into electromagnetic signals. We first need to 
understand the nature of the data and then the types of signals to see how we can do this 
conversion efficiently. 

Analog and Digital
Data can be analog or digital. The term analog data refers to information that is continuous. 
Analog data, such as the sounds made by a human voice, take on continuous values. When 
someone speaks, an analog wave is created in the air. This can be captured by a microphone 
and converted to an analog signal or sampled and converted to a digital signal.

Digital data take on discrete values. For example, data are stored in computer memo-
ry in the form of 0s and 1s. They can be converted to a digital signal or modulated into an 
analog signal for transmission across a medium. 

Like the data they represent, signals can be either analog or digital. An analog signal 
has infinitely many levels of intensity over a period of time. As the wave moves from 
value A to value B, it passes through and includes an infinite number of values along its 
path. A digital signal, on the other hand, can have only a limited number of defined values. 
Although each value can be any number, it is often as simple as 1 and 0. The simplest way 
to show signals is by plotting them on a pair of perpendicular axes. The vertical axis rep-
resents the value or strength of a signal. The horizontal axis represents time. Figure 6.42 
illustrates an analog signal and a digital signal.

Figure 6.42  Comparison of analog and digital signals
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6.6.2  Digital transmission 
A computer network is designed to send information from one point to another. This 
information needs to be converted to either a digital signal or an analog signal for trans-
mission. If data is digital, we need to use digital-to-digital conversion techniques, methods 
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which convert digital data to digital signals. If data is analog, we need to use analog-to-
digital conversion techniques, methods which change an analog signal to a digital signal. 

Digital–to–digital conversion
If our data is digital and we need to transmit digital signal, we can use digital-to-digital conversion 
to change the digital data to digital signal. Although there are many techniques for doing so, in 
its simplest form, a bit or group of bits is represented by a signal level as shown in Figure 6.43.

Figure 6.43  Digital-to-digital conversion
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Analog-to-digital conversion
Sometimes we have an analog signal such as one created by a microphone or camera. The 
tendency today is to change an analog signal to digital data because the digital signal is less 
susceptible to noise. Although there are several techniques for doing so, the simplest one 
is to sample the analog signal to create a digital data and convert the digital data to digital 
signal as discussed before as shown in Figure 6.44.

Figure 6.44  Analog-to-digital conversion
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6.6.3  Analog transmission 
While digital transmission is desirable, it needs a dedicated channel; analog transmission is 
the only choice if we do not have a dedicated channel. For example, if we are broadcasting 
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in the air, the air belongs to everyone, so we can use only part of the channel available. 
Based on the data type available, we can use either digital-to-analog or analog-to analog 
conversion. 

Digital-to-analog conversion
Digital-to-analog conversion is the process of changing one of the characteristics of an 
analog signal based on the information in digital data. Figure 6.45 shows the relationship 
between the digital information, the digital-to-analog conversion process, and the resul-
tant analog signal.

Figure 6.45  Digital-to-analog conversion
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Analog-to-analog conversion
Analog-to-analog conversion is the process of changing one of the characteristics of an 
analog signal based on the information in digital data. Figure 6.46 shows the relationship 
between the digital information, the digital-to-analog conversion process, and the resul-
tant analog signal.

Figure 6.46  Analog-to-analog conversion
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6.7  TRANSMISSION MEDIA 
Electrical signals created at the physical layer need transmission media to go from one 
point to another. Transmission media are actually located below the physical layer and 
are directly controlled by the physical layer. We could say that transmission media belong 
to layer zero. Figure 6.47 shows the position of transmission media in relation to the 
physical layer.
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Figure 6.47  Transmission media and physical layer
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A transmission medium can be broadly defined as anything that can carry information 
from a source to a destination. For example, the transmission medium for two people 
having a dinner conversation is the air. The air can also be used to convey the message in 
a smoke signal or semaphore. For a written message, the transmission medium might be a 
mail carrier, a truck, or an airplane. 

In telecommunications, transmission media can be divided into two broad catego-
ries: guided and unguided. Guided media include twisted-pair cable, coaxial cable, and 
fiber-optic cable. Unguided medium is free space. 

6.7.1  Guided media
Guided media, which are those that provide a conduit from one device to another, include 
twisted-pair cable, coaxial cable, and fiber-optic cable. Figure 6.48 shows the three types 
of guided media.

Figure 6.48  Guided media
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Twisted-pair cable
A twisted-pair consists of two conductors (normally copper), each with its own plastic 
insulation, twisted together. One of the wires is used to carry signals to the receiver, and 
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the other is used only as a ground reference. The receiver uses the difference between 
the two. 

In addition to the signal from the sender, interference (noise) may affect both wires 
and create unwanted signals. If the two wires are parallel, the effect of these unwanted 
signals is not the same in both wires because they are at different locations relative to the 
noise sources. By twisting the pairs, a balance is maintained. 

The DSL lines that are used by the telephone companies to provide high-data-rate 
connections are also twisted-pair cables.

Coaxial cable
Instead of having two wires, coax has a central core conductor of solid or stranded wire 
(usually copper) enclosed in an insulating sheath, which is, in turn, encased in an outer 
conductor of metal foil, braid, or a combination of the two. The outer metallic wrapping 
serves both as a shield against noise and as the second conductor, which completes the 
circuit. This outer conductor is also enclosed in an insulating sheath, and the whole cable 
is protected by a plastic cover. 

Cable TV networks use coaxial cable. In the traditional cable TV network, the entire 
network used coaxial cable. Later, however, cable TV providers replaced most of the me-
dia with fiber-optic cable; hybrid networks use coaxial cable only at the network bound-
aries, near the consumer premises. 

Fiber-optic cable
A fiber-optic cable is made of glass or plastic and transmits signals in the form of light. This 
technology uses the property of a beam of light that is refracted (comes back) when it 
encounters a medium of less density. Covering a glass or plastic medium by another less 
dense medium (called cladding) guides the light through the medium. 

Fiber-optic cable is often found in backbone networks because its wide bandwidth is 
cost-effective. 

6.7.2  Unguided media: wireless
Unguided media transport electromagnetic waves without using a physical conductor. This type 
of communication is often referred to as wireless communication. Signals are normally broadcast 
through free space and thus are available to anyone who has a device capable of receiving them. 

Figure 6.49 shows the part of the electromagnetic spectrum, ranging from 3 kHz to 
900 THz, used for wireless communication.

Figure 6.49  Electromagnetic spectrum for wireless communication
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Communication today uses three different ranges of electromagnetic spectrum: radio 
waves, microwaves, and infrared. 

Radio waves
Electromagnetic waves ranging in frequencies between 3 kHz and 1 GHz are normally 
called radio waves. They are used mostly for radio communication. 

Microwaves
Electromagnetic waves having frequencies between 1 and 300 GHz are called micro-
waves. Microwaves are unidirectional. When an antenna transmits microwaves, they can 
be narrowly focused. This means that the sending and receiving antennas need to be 
aligned. The unidirectional property has an obvious advantage. A pair of antennas can be 
aligned without interfering with another pair of aligned antennas. 

Infrared
Infrared waves, with frequencies from 300 GHz to 400 THz (wavelengths from 1 mm 
to 770 nm), can be used for short-range communication. Infrared waves, having high fre-
quencies, cannot penetrate walls. This advantageous characteristic prevents interference 
between one system and another; a short-range communication system in one room can-
not be affected by another system in the next room. When we use our infrared remote 
control, we do not interfere with the use of the remote by our neighbors. However, this 
same characteristic makes infrared signals useless for long-range communication. In addi-
tion, we cannot use infrared waves outside a building because the sun’s rays contain infra-
red waves that can interfere with the communication.

6.8  END-CHAPTER MATERIALS
6.8.1  Recommended reading
For more details about subjects discussed in this chapter, the following books are 
recommended.

❑❑ Forouzan, B. and Mosharrf, F. Computer Networks: A Top-Down Approach, New York: 
McGraw-Hill Education, 2012

❑❑ Forouzan, B. Data Communication and Networking, New York: McGraw-Hill Educa-
tion, 2013

❑❑ Forouzan, B. TCP/IP Protocol Suite, New York: McGraw-Hill Education, 2010

❑❑ Forouzan, B. Local Area Networks, New York: McGraw-Hill Education, 2003

❑❑ Kurose, J. and Ross, K. Computer Networking, Reading, MA: Addison-Wesley, 
2007
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Gigabit Ethernet 168 TELNET (terminal network) 151

guided media 178 Transmission Control Protocol (TCP) 159
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6.8.3  Summary

❑❑ A network is a set of devices connected by communication links. Today when we 
speak of networks, we are generally referring to two primary categories: local area 
networks and wide area networks. The Internet today is made up of many wide and 
local area networks joined by connecting devices and switching stations. A protocol 
is a set of rules that governs communication. TCP/IP is a hierarchical protocol suite 
made of five layers: application, transport, network, data-link, and physical. 

❑❑ Applications in the Internet are designed using either a client–server paradigm or a 
peer-to-peer paradigm. The World Wide Web (WWW) is a repository of information 
linked together from points all over the world. The HyperText Transfer Protocol 
(HTTP) is the main protocol used to access data on the World Wide Web (WWW). 
File Transfer Protocol (FTP) is a TCP/IP client–server application for copying files 
from one host to another. Electronic mail is one of the most common applications 
on the Internet. TELNET is a client–server application that allows a user to log into 
a remote machine, giving the user access to the remote system. The Domain Name 
System (DNS) is a client–server application that identifies each host on the Internet 
with a unique name 

❑❑ The main duty of a transport-layer protocol is to provide process-to-process com-
munication. UDP is a transport protocol that provides unreliable and connectionless 
service. Transmission Control Protocol (TCP) is another transport-layer protocol that 
provides reliable and connection-oriented service.

❑❑ The network layer supervises the handling of packets by the underlying physical 
networks. IPv4 is an unreliable connectionless protocol responsible for source-to-
destination delivery. The identifiers used in the IP layer of the TCP/IP protocol suite 

header 158 transmission rate 169

host 134 twisted-pair cable 178

host identifier 148 unguided media 179

hypertext 147 uniform resource locator (URL) 149

HyperText Markup Language (HTML) 148 user agent (UA) 151

HyperText Transfer Protocol (HTTP) 149 user datagram 158

infrared waves 180 User Datagram Protocol (UDP) 158

internet 135 web page 147

Internet 136 well-known port number 158

Internet address 163 wide area network (WAN) 134

Internet Protocol 163 Worldwide Interoperability Access 
(WiMAX) 173

Internet Protocol version 6 (IPv6) 164 World Wide Web (WWW) 145
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are called the IP addresses. An IPv4 address is 32 bits long. IPv6, the latest version of 
the Internet Protocol, has a 128-bit address space. 

❑❑ The data-link layer involves local and wide area networks (LANs and WANs). LANs 
and WANs can be wired or wireless. Ethernet is the most widely used wired local 
area network protocol. Dial-up service, DSL, and cable are mostly used for point-
to-point wired WANs. Wireless LANs became formalized with wireless Ethernet. 
Bluetooth is a wireless LAN technology that connects devices (called gadgets) in a 
small area. WiMAX is a wireless access network that may replace DSL and cable in 
the future. 

❑❑ Data must be transformed to electromagnetic signals to be transmitted. Analog data 
are continuous and take continuous values. Digital data have discrete states and take 
discrete values. Digital-to-digital conversion changes digital data to digital signal. 
Digital-to-analog conversion is the process of changing digital data to analog signal. An-
alog-to-digital conversion is the process of sampling analog data and changing it to 
digital signal. Analog-to-analog signal means changing analog data to analog signal. 

❑❑ Transmission media lie below the physical layer. A guided medium provides a physical 
conduit from one device to another. Twisted-pair cable, coaxial cable, and optical fiber 
are the most popular types of guided media. Unguided media (free space) transport 
electromagnetic waves without the use of a physical conductor.

6.9  PRACTICE SET

6.9.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set. 

6.9.2  Review questions
Q6-1.	 What is the first principle we discussed in this chapter for protocol layering that 

needs to be followed to make the communication bidirectional?
Q6-2.	 In the TCP/IP protocol suite, what are the identical objects at the sender and 

the receiver sites when we think about the logical connection at the applica-
tion layer?

Q6-3.	 A host communicates with another host using the TCP/IP protocol suite. What is 
the unit of data sent or received at each of the following layers?
a.	 application layer b.	 network layer c.	 data-link layer

Q6-4.	 Which of the following data units is encapsulated in a frame?
a.	 a user datagram b.	 a datagram c.	 a segment
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Q6-5.	 Which of the following data units is decapsulated from a user datagram?
a.	 a datagram b.	 a segment c.	 a message

Q6-6.	 Which of the following data units has an application-layer message plus the 
header from layer 4?
a.	 a frame b.	 a user datagram c.	 a bit

Q6-7.	 What are the types of addresses (identifiers) used in each of the following layers?
a.	 application layer b.	 network layer c.	 data-link layer

Q6-8.	 During the weekend, Alice often needs to access files stored on her office desktop, 
from her home laptop. Last week, she installed a copy of the FTP server process 
on her desktop at her office and a copy of the FTP client process on her laptop 
at home. She was disappointed when she could not access her files during the 
weekend. What could have gone wrong?

Q6-9.	 Most of the operating systems installed on personal computers come with several 
client processes, but normally no server processes. Explain the reason. 

Q6-10.	 A new application is to be designed using the client–server paradigm. If only small 
messages need to be exchanged between the client and the server without the 
concern for message loss or corruption, what transport-layer protocol do you 
recommend?

Q6-11.	 Why is the routing the responsibility of the network layer? In other words, why 
can’t the routing be done at the transport layer or the data-link layer?

Q6-12.	 Distinguish between communication at the network layer and communication at 
the data-link layer.

Q6-13.	 What is dial-up modem technology? List some of the common modem standards 
discussed in this chapter and give their data rates.

Q6-14.	 What is the reason that Bluetooth is normally called a wireless personal area net-
work (WPAN) instead of a wireless local area network (WLAN)? 

Q6-15.	 How can we find the period of a sine wave when its frequency is given?
Q6-16.	 Which of the following measures the value of a signal at any time?

a.	 amplitude b.	 frequency c.	 phase
Q6-17.	 Define analog transmission.
Q6-18.	 What is the position of the transmission media in the TCP/IP protocol suite?
Q6-19.	 Name the two major categories of transmission media.
Q6-20.	 What are the three major classes of guided media?

6.9.3  Problems
P6-1.	 Answer the following questions about Figure 6.5 when the communication is 

from Maria to Ann: 
a.	 What is the service provided by layer 1 to layer 2 at Maria’s site?
b.	 What is the service provided by layer 1 to layer 2 at Ann’s site?

P6-2.	 Answer the following questions about Figure 6.5 when the communication is 
from Maria to Ann: 
a.	 What is the service provided by layer 2 to layer 3 at Maria’s site?
b.	 What is the service provided by layer 2 to layer 3 at Ann’s site?
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P6-3.	 Assume that the number of hosts connected to the Internet at year 2010 is five 
hundred million. If the number of hosts increases only 20 per cent per year, what 
is the number of hosts in year 2020? 

P6-4.	 Assume a system uses five protocol layers. If the application program creates 
a message of 100 bytes and each layer (including the fifth and the first) adds a 
header of ten bytes to the data unit, what is the efficiency (the ratio of applica-
tion-layer bytes to the number of bytes transmitted) of the system?

P6-5.	 Match the following to one or more layers of the TCP/IP protocol suite:
a.	 route determination
b.	 connection to transmission media
c.	 providing services for the end user

P6-6.	 Match the following to one or more layers of the TCP/IP protocol suite:
a.	 creating user datagrams
b.	 responsibility for handling frames between adjacent nodes
c.	 transforming bits to electromagnetic signals

P6-7.	 Protocol layering can be found in many aspects of our lives such as air travelling. 
Imagine you make a round-trip to spend some time on vacation at a resort. You 
need to go through some processes at your city airport before flying. You also 
need to go through some processes when you arrive at the resort airport. Show 
the protocol layering for the round trip using some layers such as baggage check-
ing/claiming, boarding/unboarding, takeoff/landing.  

P6-8.	 In an internet, we change the LAN technology to a new one. Which layers in the 
TCP/IP protocol suite need to be changed?

P6-9.	 Compare the range of 16-bit addresses, 0 to 65 535, with the range of 32-bit IP 
addresses, 0 to 4 294 967 295. Why do we need such a large range of IP addresses, 
but only a relatively small range of port numbers?  

P6-10.	 Rewrite the following IP addresses using binary notation:
a.	 110.11.5.88 b.	 12.74.16.18 c.	 201.24.44.32

P6-11.	 Rewrite the following IP addresses using dotted-decimal notation:
a.	 01011110 10110000 01110101 00010101
b.	 10001001 10001110 11010000 00110001
c.	 01010111 10000100 00110111 00001111

P6-12.	 What is the hexadecimal equivalent of the following Ethernet address?

01011010  00010001  01010101  00011000  10101010  00001111

P6-13.	 A device is sending out data at the rate of 1000 bps. 
a.	 How long does it take to send out 10 bits?
a.	 How long does it take to send out a character (8 bits)?
b.	 How long does it take to send a file of 100 000 characters? 





This is the first chapter in this book to deal with computer software. In this chapter we 
explore the role of the operating system in a computer. 

Objectives
After studying this chapter, the student should be able to:

❑❑ Understand the role of the operating system in a computer system. 

❑❑ Give a definition of an operating system.

❑❑ Understand the process of bootstrapping to load the operating system into memory.

❑❑ List the components of an operating system.

❑❑ Discuss the role of the memory manager in an operating system. 

❑❑ Discuss the role of the process manager in an operating system.

❑❑ Discuss the role of the device manager in an operating system. 

❑❑ Discuss the role of the file manager in an operating system.

❑❑ Understand the main features of three common operating systems: UNIX, Linux, and 
Windows.

CHAPTER	 7
Operating Systems
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7.1  INTRODUCTION
A computer is a system composed of two major components: hardware and software. 
Computer hardware is the physical equipment. Software is the collection of programs 
that allows the hardware to do its job. Computer software is divided into two broad cate-
gories: the operating system and application programs (Figure 7.1). Application programs 
use the computer hardware to solve users’ problems. The operating system, on the other 
hand, controls the access to hardware by users.

7.1.1  Operating system
An operating system is complex, so it is difficult to give a simple universal definition. 
Instead, here are some common definitions:

❑	 An operating system is an interface between the hardware of a computer and the user 
(programs or humans). 

❑	 An operating system is a program (or a set of programs) that facilitates the execution 
of other programs. 

❑	 An operating system acts as a general manager supervising the activity of each com-
ponent in the computer system. As a general manager, the operating system checks 
that hardware and software resources are used efficiently, and when there is a con-
flict in using a resource, the operating system mediates to solve it. 

An operating system is an interface between the hardware of a computer and the 
user (programs or humans) that facilitates the execution of other programs  

and the access to hardware and software resources.

Two major design goals of an operating system are:

❑	 Efficient use of hardware.

❑	 Easy use of resources.

7.1.2  Bootstrap process
The operating system, based on the above definitions, provides support for other pro-
grams. For example, it is responsible for loading other programs into memory for execu-
tion. However, the operating system itself is a program that needs to be loaded into the 
memory and be run. How is this dilemma solved?

Figure 7.1  A computer system
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The problem can be solved if the operating system is stored (by the manufacturer) in 
part of memory using ROM technology. The program counter of the CPU (see Chapter 5) 
can be set to the beginning of this ROM memory. When the computer is turned on, the 
CPU reads instructions from ROM and executes them. This solution, however, is not very 
efficient, because a significant part of the memory would need to be composed of ROM 
and could not therefore be used by other programs. Today’s technology needs to allocate 
just a small part of memory to part of the operating system.

The solution adopted today is a two-stage process. A very small section of memory is made 
of ROM and holds a small program called the bootstrap program. When the computer is turned 
on, the CPU counter is set to the first instruction of this bootstrap program and executes the 
instructions in this program. This program is only responsible for loading the operating system 
itself, or that part of it required to start up the computer, into RAM memory. When loading is 
done, the program counter in the CPU is set to the first instruction of the operating system in 
RAM and the operating system is executed. Figure 7.2 illustrates the bootstrap process. 

7.2  EVOLUTION
Operating systems have gone through a long history of evolution, which we summarize next.

7.2.1  Batch systems
Batch operating systems were designed in the 1950s to control mainframe computers. At 
that time, computers were large machines that used punched cards for input, line printers 
for output, and tape drives for secondary storage media. 

Each program to be executed was called a job. A programmer who wished to execute a 
job sent a request to the operating room along with punched cards for the program and data. 
The punched cards were fed into the computer by an operator. If the program was success-
ful, a printout of the result was sent to the programmer—if not, a printout of the error was 
sent.

Operating systems during this era were very simple: they only ensured that all of the 
computer’s resources were transferred from one job to the next.

Figure 7.2  The bootstrap process
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7.2.2  Time-sharing systems
To use computer system resources efficiently, multiprogramming was introduced. The idea 
is to hold several jobs in memory at a time, and only assign a resource to a job that needs 
it on the condition that the resource is available. For example, when one program is using 
an input/output device, the CPU is free and can be used by another program. We discuss 
multiprogramming later in this chapter. 

Multiprogramming brought the idea of time sharing: resources could be shared be-
tween different jobs, with each job being allocated a portion of time to use a resource. 
Because a computer is much faster than a human, time sharing is hidden from the user—
each user has the impression that the whole system is serving them exclusively. 

Multiprogramming, and eventually time sharing, improved the efficiency of computer 
systems tremendously. However, they required a more complex operating system. The oper-
ating system now had to do scheduling: allocating resources to different programs and decid-
ing which program should use which resource, and when. During this era, the relationship 
between a computer and a user also changed. The user could directly interact with the sys-
tem without going through an operator. A new term was also coined: process. A job is a 
program to be run, while a process is a program that is in memory and waiting for resources. 

7.2.3  Personal systems
When personal computers were introduced, there was a need for an operating system for 
this new type of computer. During this era, single-user operating systems such as DOS 
(Disk Operating System) were introduced. 

7.2.4  Parallel systems
The need for more speed and efficiency led to the design of parallel systems: multiple CPUs 
on the same machine. Each CPU can be used to serve one program or a part of a program, 
which means that many tasks can be accomplished in parallel instead of serially. The oper-
ating systems required for this are more complex than those that support single CPUs.

7.2.5  Distributed systems
Networking and internetworking, as we saw in Chapter 6, have created a new dimension 
in operating systems. A job that was previously done on one computer can now be shared 
between computers that may be thousands of miles apart. A program can be run partially 
on one computer and partially on another if they are connected through an internetwork 
such as the Internet. In addition, resources can be distributed. A program may need files 
located in different parts of the world. Distributed systems combine features of the pre-
vious generation with new duties such as controlling security.

7.2.6  Real-time systems
A real-time system is expected to do a task within specific time constraints. They are used 
with real-time applications, which monitor, respond to, or control external processes or 
environments. Examples can be found in traffic control, patient monitoring, or military 
control systems. The application program can sometimes be an embedded system such as 
a component of a large system, such as the control system in an automobile. 
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The requirements for a real-time operating system are often different than those for 
a general-purpose system. For this reason, we do not discuss them in this chapter. 

7.3  COMPONENTS 
Today’s operating systems are very complex. An operating system needs to manage differ-
ent resources in a computer system. It resembles an organization with several managers at 
the top level. Each manager is responsible for managing their department, but also needs 
to cooperate with others and coordinate activities. A modern operating system has at least 
four duties: memory manager, process manager, device manager, and file manager. Like 
many organizations that have a department that is not necessarily under any specific man-
ager, an operating system also has such a component, which is usually called a user inter-
face or a shell. The user interface is responsible for communication outside the operating 
system. Figure 7.3 shows the typical components of an operating system. 

7.3.1  User interface
Each operating system has a user interface, a program that accepts requests from users 
(processes) and interprets them for the rest of the operating system. A user interface in 
some operating systems, such as UNIX, is called a shell. In others, it is called a window to 
denote that it is menu driven and has a GUI (graphical user interface)  component. 

7.3.2  Memory manager
One of the responsibilities of a modern computer system is memory management. Although 
the memory size of computers has increased tremendously in recent years, so has the size 
of the programs and data to be processed. Memory allocation must be managed to prevent 
applications from running out of memory. Operating systems can be divided into two 
broad categories of memory management: monoprogramming and multiprogramming.

Monoprogramming 
Monoprogramming belongs to the past, but it is worth mentioning because it helps us to 
understand multiprogramming. In monoprogramming, most of the memory capacity is 

Figure 7.3  Components of an operating system
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dedicated to a single program (we consider the data to be processed by a program as part 
of the program): only a small part is needed to hold the operating system. In this configu-
ration, the whole program is in memory for execution. When the program finishes run-
ning, the program area is occupied by another program (Figure 7.4).

The job of the memory manager is straightforward here. It loads the program into mem-
ory, runs it, and replaces it with the next program. However, there are several problems 
with this technique:

❑	 The program must fit into memory. If the size of memory is less than the size of the 
program, the program cannot be run.

❑	 When one program is being run, no other program can be executed. A program, 
during its execution, often needs to receive data from input devices and needs to 
send data to output devices. Input/output devices are slow compared with the CPU, 
so when the input/output operations are being carried out, the CPU is idle. It cannot 
serve another program because this program is not in memory. This is a very ineffi-
cient use of memory and CPU time. 

Multiprogramming 
In multiprogramming, more than one program is in memory at the same time, and they 
are executed concurrently, with the CPU switching rapidly between the programs. 
Figure 7.5 shows memory in a multiprogramming environment. 

Since the 1960s, multiprogramming has gone through several improvements that can be 
seen in the taxonomy in Figure 7.6. 

Figure 7.5  Multiprogramming
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We discuss each scheme very briefly in the next few sections. Two techniques belong to the 
nonswapping category, which means that the program remains in memory for the duration of 
execution. The other two techniques belong to the swapping category. This means that, 
during execution, the program can be swapped between memory and disk one or more times. 

Figure 7.6  Categories of multiprogramming
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Figure 7.7  Partitioning
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The first technique used in multiprogramming is called partitioning. In this scheme, mem-
ory is divided into variable-length sections. Each section or partition holds one program. 
The CPU switches between programs. It starts with one program, executing some instruc-
tions until it either encounters an input/output operation or the time allocated for that 
program has expired. The CPU then saves the address of the memory location where the 
last instruction was executed and moves to the next program. The same procedure is 
repeated with the second program. After all the programs have been served, the CPU 
moves back to the first program. Priority levels can also be used to control the amount of 
CPU time allocated to each program (Figure 7.7).

With this technique, each program is entirely in memory and occupying contiguous loca-
tions. Partitioning improves the efficiency of the CPU, but there are still some issues:

❑	 The size of the partitions has to be determined beforehand by the memory manager. 
If partition sizes are small, some programs cannot be loaded into memory. If partition 
sizes are large, there might be some ‘holes’ (unused locations) in memory.

❑	 Even if partitioning is perfect when the computer is started, there may be some holes 
after completed programs are replaced by new ones. 
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❑	 When there are many holes, the memory manager can compact the partitions to remove 
the holes and create new partitions, but this creates extra overhead on the system. 

Paging

Paging improves the efficiency of partitioning. In paging, memory is divided into equally 
sized sections called frames. Programs are also divided, into equally sized sections called 
pages. The size of a page and a frame is usually the same and equal to the size of the block 
used by the system to retrieve information from a storage device (Figure 7.8).

Figure 7.8  Paging
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A page is loaded into a frame in memory. If a program has three pages, it occupies three 
frames in memory. With this technique, the program does not have to be contiguous in 
memory: two consecutive pages can occupy noncontiguous frames in memory. The 
advantage of paging over partitioning is that two programs, each using three noncontig-
uous frames, can be replaced by one program that needs six frames. There is no need for 
the new program to wait until six contiguous frames are free before being loaded into 
memory. 

Paging improves efficiency to some extent, but the whole program still needs to be in 
memory before being executed. This means that a program that needs six frames, for ex-
ample, cannot be loaded into memory if there are currently only four unoccupied frames. 

Demand paging

Paging does not require that the program be in contiguous memory locations, but it does 
require that the entire program be in memory for execution. Demand paging has removed 
this last restriction. In demand paging the program is divided into pages, but the pages can 
be loaded into memory one by one, executed, and replaced by another page. In other 
words, memory can hold pages from multiple programs at the same time. In addition, 
consecutive pages from the same program do not have to be loaded into the same frame—a 
page can be loaded into any free frame. An example of demand paging is shown in 
Figure 7.9. Two pages from program A, one page from program B, and one page from 
program C are in the memory. 
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Demand segmentation

A technique similar to paging is segmentation. In paging, a program is divided into equally 
sized pages, which is not the way a programmer thinks—a programmer thinks in terms of 
modules. As we will see in later chapters, a program is usually made up of a main program 
and subprograms. In demand segmentation, the program is divided into segments that 
match the programmer’s view. These are loaded into memory, executed, and replaced by 
another module from the same or a different program. An example of demand segmenta-
tion is shown in Figure 7.10. Since segments in memory are of equal size, part of a seg-
ment may remain empty. 

Figure 7.9  Demand paging
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Figure 7.10  Demand segmentation
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Demand paging and segmentation can be combined to further improve the efficiency of 
the system. A segment may be too large to fit any available free space in memory. Memory 
can be divided into frames, and a module can be divided into pages. The pages of a module 
can then be loaded into memory one by one and executed. 
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Virtual memory
Demand paging and demand segmentation mean that, when a program is being executed, 
part of the program is in memory and part is on disk. This means that, for example, a 
memory size of 10 MB can execute ten programs, each of size 3 MB, for a total of 30 MB. 
At any moment, 10 MB of the ten programs are in memory and 20 MB are on disk. There 
is therefore an actual memory size of 10 MB, but a virtual memory size of 30  MB. 
Figure 7.11 shows the concept. Virtual memory, which implies demand paging, demand 
segmentation, or both, is used in almost all operating systems today.

Figure 7.11  Virtual memory

Virtual memory

Disk

Physical memory

Operating system

7.3.3  Process manager
A second function of an operating system is process management, but before discussing 
this concept, we need to define some terms.

Program, job, and process
Modern operating systems use three terms that refer to a set of instructions: program, job, 
and process. Although the terminology is vague and varies from one operating system to 
another, we can define these terms informally.

Program

A program is a nonactive set of instructions stored on disk (or tape). It may or may not 
become a job. 

Job

A program becomes a job from the moment it is selected for execution until it has fin-
ished running and becomes a program again. During this time a job may or may not be 
executed. It may be located on disk waiting to be loaded to memory, or it may be loaded 
into memory and waiting for execution by the CPU. It may be on disk or in memory 
waiting for an input/output event, or it may be in memory while being executed by the 
CPU. The program is a job in all of these situations. When a job has finished executing 
(either normally or abnormally), it becomes a program and once again resides on the 
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disk. The operating system no longer governs the program. Note that every job is a pro-
gram, but not every program is a job. 

Process

A process is a program in execution. It is a program that has started but has not finished. 
In other words, a process is a job that is being run in memory. It has been selected among 
other waiting jobs and loaded into memory. A process may be executing or it may be 
waiting for CPU time. As long as the job is in memory, it is a process. Note that every 
process is a job, but not every job is a process.

State diagrams
The relationship between a program, a job, and a process becomes clearer if we consider 
how a program becomes a job and how a job becomes a process. This can be illustrated 
with a state diagram that shows the different states of each of these entities. Figure 7.12 
is a state diagram using boundaries between a program, a job, and a process.

Figure 7.12  State diagram with boundaries between program, job, and process
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A program becomes a job when selected by the operating system and brought to the hold 
state. It remains in this state until it can be loaded into memory. When there is memory 
space available to load the program totally or partially, the job moves to the ready state. It 
now becomes a process. It remains in memory and in this state until the CPU can execute 
it, moving to the running state at this time. When in the running state, one of three things 
can happen: 

❑	 The process executes until it needs I/O resources

❑	 The process exhausts its allocated time slot 

❑	 The process terminates 

In the first case, the process goes into the waiting state and waits until I/O is complete. In 
the second case, it goes directly to the ready state. In the third case, it goes into the 
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terminated state and is no longer a process. A process can move between the running, 
waiting, and ready states many times before it goes to the terminated state. Note that the 
diagram can be much more complex if the system uses virtual memory and swaps pro-
grams in and out of main memory. 

Schedulers
To move a job or process from one state to another, the process manager uses two 
schedulers: the job scheduler and the process scheduler. 

Job scheduler

The job scheduler moves a job from the hold state to the ready state or from the running 
state to the terminated state. In other words, a job scheduler is responsible for creating a 
process from a job and terminating a process. Figure 7.13 shows the job scheduler.

Figure 7.13  Job scheduler
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The process scheduler moves a process from one state to another. It moves a process from 
the running state to the waiting state when the process is waiting for some event to happen. 
It moves the process from the waiting state to the ready state when the event has occurred. 
It moves a process from the running state to the ready state if the process’ time allotment 
has expired. When the CPU is ready to run the process, the process scheduler moves the 
process from the ready state to the running state. Figure 7.14 shows the process scheduler. 
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Other schedulers

Some operating systems use other types of schedulers to make switching between pro-
cesses more efficient.   

Queuing
Our state diagram shows one job or process moving from one state to another. In reality, 
there are many jobs and many processes competing with each other for computer resources. 
For example, when some jobs are in memory, others must wait until space is available. Or 
when a process is running using the CPU, others must wait until the CPU is free. To handle 
multiple processes and jobs, the process manager uses queues (waiting lists). A job control 
block or process control block is associated with each job or process. This is a block of memory 
that stores information about that job or process. The process manager stores the job or 
process control block in the queues instead of the job or process itself. The job or process 
itself remains in memory or disk, as it is too big to be duplicated in a queue: the job control 
block or process control block is the representative of the waiting job or process. 

An operating system can have several queues. For example, Figure 7.15 shows the 
circulation of jobs and processes through three queues: the job queue, the ready queue, 
and the I/O queue. The job queue holds the jobs that are waiting for memory. The ready 
queue holds the processes that are in memory, ready to be run and waiting for the CPU. 
The I/O queue holds the processes that are waiting for an I/O device (there can be sever-
al I/O queues, one for each input/output device, but we show only one for simplicity).

Figure 7.15  Queues for process management
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The process manager can have different policies for selecting the next job or process from 
a queue: it could be first in, first out (FIFO), shortest length first, highest priority first, and 
so on. 

Process synchronization
The whole idea behind process management is to synchronize different processes with 
different resources. Whenever resources can be used by more than one user (or process, in 
this case), we can have two problematic situations: deadlock and starvation. A brief discus-
sion of these two situations follows. 
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Deadlock

Instead of a formal definition of deadlock, we give an example. Assume that there are two 
processes, A and B. Process A is holding a file, File1 (that is, File1 is assigned to A) and 
cannot release it until it acquires another file, File2 (that is, A has requested File2). 
Process B is holding File2 (that is, File2 is assigned to B) and cannot release it until it has 
File1 (that is, B has requested File1). Files in most systems are not sharable—when in use 
by one process, a file cannot be used by another process. If there is no provision in this 
situation to force a process to release a file, deadlock is created (Figure 7.16). 

Figure 7.16  Deadlock
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As an analogy, Figure 7.17 shows deadlock on a narrow bridge. The situation is similar 
because the resource (part of the bridge) is held by a vehicle that does not release it until it 
gets the other part of the bridge, which is held by the other vehicle, and vice versa. 

Figure 7.17  Deadlock on a bridge

Deadlock occurs if the operating system allows a process to start running without first 
checking to see if the required resources are ready, and allows a process to hold a resource 
as long as it wants. There should be some provision in the system to prevent deadlock. 
One solution is not to allow a process to start running until the required resources are free, 
but we will see later that this creates another problem. The second solution is to limit the 
time a process can hold a resource. 

Deadlock occurs when the operating system does not  
put resource restrictions on processes.
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Deadlock does not always occur. There are four necessary conditions for deadlock as 
shown below: 

❑	 Mutual exclusion. Only one process can hold a resource 

❑	 Resource holding. A process holds a resource even though it cannot use it until other 
resources are available

❑	 No preemption. The operating system cannot temporarily reallocate a resource 

❑	 Circular waiting. All processes and resources involved form a loop, as in Figure 7.16

All four conditions are required for deadlock to occur. However, these conditions are only 
necessary preconditions, and are not sufficient to cause deadlock of themselves—they 
must be present for deadlock, but they might not be enough to cause it. If one of these 
conditions is missing, deadlock cannot occur. This gives us a method for preventing or 
avoiding deadlock: do not allow one of these conditions to happen.   

Starvation

Starvation is the opposite of deadlock. It can happen when the operating system puts 
too many resource restrictions on a process. For example, imagine an operating system 
that specifies that a process must have possession of its required resources before it can 
be run. 

In Figure 7.18, imagine that process A needs two files, File1 and File2. File1 is being 
used by process B and File2 is being used by process E. Process B terminates first and releases 
File1. Process A cannot be started, because File2 is still not available. At this moment, 
process C, which needs only File1, is allowed to run. Now process E terminates and releases 
File2, but process A still cannot run because File1 is unavailable. 

Figure 7.18  Starvation
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A classic starvation problem is the one introduced by Edsger Dijkstra. Five philosophers 
are sitting at a round table (Figure 7.19). Each philosopher needs two chopsticks to eat a 
bowl of rice. However, one or both chopsticks could be used by a neighbor. A philosopher 
could starve if two chopsticks are not available at the same time. 

Device manager
The device manager, or input/output manager, is responsible for access to input/output 
devices. There are limitations on the number and speed of input/output devices in a computer 
system. Because these devices are slower in speed compared with the CPU and memory, when 
a process accesses an input/output device, the device is not available to other processes for a 
period of time. The device manager is responsible for the efficient use of input/output devices. 

A detailed discussion of device managers requires advanced knowledge of operating 
system principles and is beyond the scope of this book. However, we can briefly list the 
responsibilities of a device manager:

❑❑ The device manager monitors every input/output device constantly to ensure that 
the device is functioning properly. The manager also needs to know when a device 
has finished serving one process and is ready to serve the next process in the queue.

❑❑ The device manager maintains a queue for each input/output device or one or more 
queues for similar input/output devices. For example, if there are two fast printers in 
the system, the manager can have one queue for each or one queue for both. 

❑❑ The device manager controls the different policies for accessing input/output devices. 
For example, it may use FIFO for one device and shortest length first for another.

7.3.4  File manager
Operating systems today use a file manager to control access to files. A detailed discussion 
of the file manager also requires advanced knowledge of operating system principles and 
file access concepts that are beyond the scope of this book. We discuss some issues related 
to file access in Chapter 13, but this is not adequate to understand the actual operation of 
a file manager. Here is a brief list of the responsibilities of a file manager:

Figure 7.19  The dining philosophers problem
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❑❑ The file manager controls access to files. Access is permitted only by permitted 
applications and/or users, and the type of access can vary. For example, a process (or a 
user that calls a process) may be allowed to read from a file but is allowed to write to 
it (that is, change it). Another process may be allowed to execute a file and a process, 
but not allowed to read its contents, and so on.

❑❑ The file manager supervises the creation, deletion, and modification of files.

❑❑ The file manager can control the naming of files.

❑❑ The file manager supervises the storage of files: how they are stored, where they are 
stored, and so on.

❑❑ The file manager is responsible for archiving and backups. 

7.4  A SURVEY OF OPERATING SYSTEMS
In this section we introduce some popular operating systems and encourage you to study 
them further. We have chosen three operating systems that are familiar to most computer 
users: UNIX, Linux, and Windows. 

7.4.1  UNIX
UNIX was originally developed in 1969 by Thomson and Ritchie of the Computer Sci-
ence Research Group at Bell Laboratories. UNIX has gone through many versions since 
then. It has been a popular operating system among computer programmers and com-
puter scientists. It is a very powerful operating system with three outstanding features. 
First, UNIX is a portable operating system that can be moved from one platform to 
another without many changes. The reason is that it is written mostly in the C language 
(instead of a machine language specific to a particular computer system). Second, UNIX 
has a powerful set of utilities (commands) that can be combined (in an executable file 
called a script) to solve many problems that require programming in other operating sys-
tems. Third, it is device-independent, because it includes device drivers in the operating 
system itself, which means that it can be easily configured to run any device.

UNIX is a multiuser, multiprocessing, portable operating system designed to facilitate 
programming, text processing, communication, and many other tasks that are expected 
from an operating system. It contains hundreds of simple, single-purpose functions that 
can be combined to do virtually every processing task imaginable. Its flexibility is demon-
strated by the fact that it is used in three different computing environments: stand-alone 
personal environments, time-sharing systems, and client–server systems. 

UNIX is a multiuser, multiprocessing, portable operating system.  
It is designed to facilitate programming, text processing, and communication.

UNIX structure
UNIX consists of four major components: the kernel, the shell, a standard set of utilities, 
and application programs. These components are shown in Figure 7.20.  
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The kernel

The kernel is the heart of the UNIX system. It contains the most basic parts of the oper-
ating system: memory management, process management, device management, and file 
management. All other components of the system call on the kernel to perform these 
services for them. 

The shell 

The shell is the part of UNIX that is most visible to the user. It receives and interprets the 
commands entered by the user. In many respects, this makes it the most important com-
ponent of the UNIX structure. It is certainly the part that users get to know best. To do 
anything in the system, we must give the shell a command. If the command requires a utility, 
the shell requests that the kernel execute the utility. If the command requires an application 
program, the shell requests the kernel to run it. Some operating systems, such as 
UNIX, have several different shells.

Utilities

There are literally hundreds of UNIX utilities. A utility is a standard UNIX program that 
provides a support process for users. Three common utilities are text editors, search pro-
grams, and sort programs. 

Many of the system utilities are actually sophisticated applications. For example, the 
UNIX email system is considered a utility, as are the three common text editors, vi, emacs, 
and pico. All four of these utilities are large systems in themselves. Other utilities are short-
er, simpler functions. For example, the list (ls) utility displays the files in a disk directory.

Applications

Applications in UNIX are programs that are not a standard part of the operating sys-
tem distribution. Written by systems administrators, professional programmers, or 

Figure 7.20  Components of the UNIX operating system
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users, they provide extended capabilities to the system. In fact, many of the standard 
utilities started out as applications years ago and proved so useful that they are now 
part of the system.

7.4.2  Linux
In 1991, Linus Torvalds, a Finnish student at the University of Helsinki at the time, devel-
oped a new operating system that is known today as Linux. The initial kernel, which was 
similar to a small subset of UNIX, has grown into a full-scale operating system today. The 
Linus 2.0 kernel, released in 1997, was accepted as a commercial operating system: it has 
all the features traditionally attributed to UNIX.

Components
Linux has the following components.

Kernel

The kernel is responsible for all duties attributed to a kernel, such as memory manage-
ment, process management, device management, and file management.

System libraries

The system libraries hold a set of functions used by the application programs, including 
the shell, to interact with the kernel. 

System utilities

The system utilities are individual programs that use the services provided by the system 
libraries to perform management tasks. 

Networking capabilities
Linux supports the standard Internet protocols discussed in Chapter 6. It supports three 
layers: the socket interface, protocol drivers, and network device drivers. 

Security
Linux’ security mechanism provides the security aspects defined traditionally for UNIX, 
such as authentication and access control. 

7.4.3  Windows
In the late 1980s, Microsoft started development of a new single-user operating system to 
replace MS-DOS (Microsoft Disk Operating System). Windows was the result. Several 
versions of Windows followed. We refer to all of these versions as Windows. 

Design goals
Design goals released by Microsoft are extensibility, portability, reliability, compatibility, and 
performance.
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Extensibility

Windows is designed as a modular architecture with several layers. The purpose is to let 
the higher layers to be changed with time without affecting the lower layers. 

Portability

Windows, like UNIX, is mostly is written in C or C++ and the code is independent of the 
machine language of the computer on which it is running.

Reliability

Windows was designed to handle error conditions including protection from malicious 
software. 

Compatibility

Windows was designed to run programs written for other operating systems and the ear-
lier versions of Windows. 

Performance

Windows was designed to have a fast response time to applications that run on top of the 
operating system. 

Architecture
Windows uses a layered architecture, as shown in Figure 7.21. 

Figure 7.21  The architecture of Windows
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The hardware abstraction layer (HAL)  hides hardware differences from the upper layers.

Kernel

The kernel is the heart of the operating system. It is an object-oriented piece of software 
that sees any entity as an object.
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Executive

The Windows executive provides services for the whole operating system. It is made up 
of six subsystems: object manager, security reference monitor, process manager, virtual 
memory manager, local procedure call facility, and the I/O manager. Most of these 
subsystems are familiar from our previous discussions of operating subsystems. Some sub-
systems, like the object manager, are added to Windows because of its object-oriented 
nature. The executive runs in kernel (privileged) mode. 

Environmental subsystems

These are subsystems designed to allow Windows to run application programs designed 
for Windows, for other operating systems, or for earlier versions of Windows. The native 
subsystem that runs applications designed for Windows is called Win32. The environment 
subsystems run in the user mode (a non-privileged mode). 

7.5  END-CHAPTER MATERIALS
7.5.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Bic, L. and Shaw, A. Operating Systems Principles, Upper Saddle River,  
NJ: Prentice- Hall, 2003

❑❑ McHoes, A. and Flynn, I. Understanding Operating Systems, Boston, MA: Course 
Technology, 2007

❑❑ Nutt, G. Operating Systems: A Modern Perspective, Reading, MA: Addison-Wesley, 2001

❑❑ Silberschatz, A. and Galvin, P. Operating System Concepts, New York: Wiley, 2004
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device manager 202 ready state 197
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emacs 204 reliability 205

frame 194 resource holding 201

graphical user interface (GUI) 191 running state 197

hardware abstraction layer (HAL) 206 scheduler 198

hold state 197 scheduling 190

job 196 shell 191

job scheduler 198 single-user operating system 190

kernel  204 software 188

Linux  205 starvation 201

memory management 191 state diagram 197

Microsoft Disk Operating System (MS‑DOS) 205 terminated state 198

monoprogramming 191 time sharing 190

multiprogramming 192 UNIX 203

mutual exclusion 201 user interface 191

no preemption 201 utility 204

operating system 188 vi 204

page 194 virtual memory 196

paging 194 waiting state 197

parallel system 190 Windows 205

7.5.3  Summary

❑❑ An operating system is an interface between the hardware of a computer and the 
user that facilitates the execution of programs and access to hardware and software 
resources. Two major design goals of an operating system are efficient use of hardware 
and ease of use of resources.

❑❑ Operating systems have gone through a long history of evolution: batch systems, 
time-sharing systems, personal systems, parallel systems, and distributed systems. A 
modern operating system has at least four functional areas: memory manager, process 
manager, device manager, and file manager. An operating system also provides a user 
interface. 

❑❑ The first responsibility of a modern computer system is memory management. 
Memory allocation must be controlled by the operating system. Memory manage-
ment techniques can be divided into two categories: monoprogramming and mul-
tiprogramming. In monoprogramming, most of the memory capacity is dedicated 
to one single program. In multiprogramming, more than one program can be in 
memory at the same time. 
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❑❑ The second responsibility of an operating system is process management. A pro-
cess is a program in execution. The process manager uses schedulers and queues to 
manage processes. Process management involves synchronizing different processes 
with different resources. This may potentially create resource deadlock or starvation. 
Deadlock occurs when the operating system does not put resource restrictions on 
processes: starvation can happen when the operating system puts too many resource 
restrictions on a process.

❑❑ The third responsibility of an operating system is device or input/output management. 

❑❑ The fourth responsibility of an operating system is file management. An operating 
system uses a file manager to control access to files. Access is permitted only by 
processes or users that are allowed access to specific files, and the type of access 
can vary. 

❑❑ Two common operating systems with some similarities are UNIX and Linux. UNIX is 
a multiuser, multiprocessing, portable operating system made up from four parts: the 
kernel, the shell, a standard set of utilities, and application programs. Linux has three 
components: a kernel, a system utilities, and a system library. 

❑❑ A popular family of operating systems from Microsoft is referred to as Windows. 
Windows is an object-oriented, multi-layer operating system. It uses several lay-
ers, including a hardware abstract layer (HAL), executive layer, and environment 
subsystem layer. 

7.6  PRACTICE SET
7.6.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

7.6.2  Review questions
Q7-1.	 What is the difference between an application program and an operating 

system?
Q7-2.	 What are the components of an operating system?
Q7-3.	 What is the difference between monoprogramming and multiprogramming?
Q7-4.	 How is paging different from partitioning?
Q7-5.	 How is demand paging more efficient than regular paging?
Q7-6.	 �How is a program related to a job? How is a job related to a process? How is a 

program related to a process?
Q7-7.	 Where does a program reside? Where does a job reside? Where does a process 

reside?
Q7-8.	 What is the difference between a job scheduler and a process scheduler?
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Q7-9.	 Why does an operating system need queues?
Q7-10.	 How does deadlock differ from starvation?

7.6.3  Problems
P7-1.	 �A computer has a monoprogramming operating system. If the size of memory is 

64 MB and the memory-resident part of the operating system needs 4 MB, what 
is the maximum size of a program that can be run by this computer?

P7-2.	� Redo Exercise 7-1 if the operating system automatically allocates 10 MB of mem-
ory to data.

P7-3.	� A monoprogramming operating system runs programs that on average need 
10  microseconds access to the CPU and 70 microseconds access to the I/O 
devices. What percentage of time is the CPU idle?

P7-4.	 �A multiprogramming operating system uses an apportioning scheme and divides 
the 60 MB of available memory into four partitions of 10 MB, 12 MB, 18 MB, 
and 20 MB. The first program to be run needs 17 MB and occupies the third 
partition. The second program needs 8 MB and occupies the first partition. The 
third program needs 10.5 MB and occupies the second partition. Finally, the 
fourth program needs 20 MB and occupies the fourth partition. What is the total 
memory used? What is the total memory wasted? What percentage of memory 
is wasted?

P7-5.	� Redo Problem P7-4 if all programs need 10 MB of memory. 
P7-6.	� A multiprogramming operating system uses paging. The available memory is 

60 MB divided into 15 frames, each of 4 MB. The first program needs 13 MB. The 
second program needs 12 MB. The third program needs 27 MB. 
a.	 How many frames are used by the first program?
b.	How many frames are used by the second program?
c.	 How many frames are used by the third program?
d.	How many frames are unused?
e.	 What is the total memory wasted?
f.	 What percentage of memory is wasted? 

P7-7.	� An operating system uses virtual memory but requires the whole program to 
be in physical memory during execution (no paging or segmentation). The size 
of physical memory is 100 MB. The size of virtual memory is 1 GB. How many 
programs of size 10 MB can be run concurrently by this operating system? How 
many of them can be in memory at any time? How many of them must be on 
disk?

P7-8.	 What is the status of a process in each of the following situations?
a.	 The process is using the CPU.
b.	 The process has finished printing and needs the attention of the CPU again.
c.	 The process has been stopped because its time slot is over.
d.	The process is reading data from the keyboard.
e.	 The process is printing data.



7.6  Practice Set 211

P7-9.	� Three processes (A, B, and C) are running concurrently. Process A has acquired 
File1, but needs File2. Process B has acquired File3, but needs File1. Process C 
has acquired File2, but needs File3. Draw a diagram for these processes. Is this a 
deadlock situation?

P7-10.	 �Three processes (A, B, and C) are running concurrently. Process A has acqui
red File1. Process B has acquired File2, but needs File1. Process C has acquired 
File3, but needs File2. Draw a diagram for these processes. Is this a deadlock 
situation? If your answer is ‘no’, show how the processes can eventually finish 
their tasks.





In this chapter we introduce the concept of algorithms, step-by-step procedures for solv-
ing a problem. We then discuss the tools used to develop algorithms. Finally, we give some 
examples of common iterative and recursive algorithms. 

Objectives
After studying this chapter, the student should be able to:

❑❑ Define an algorithm and relate it to problem solving.

❑❑ Define three constructs—sequence, selection, and repetition—and describe their use 
in algorithms. 

❑❑ Describe UML diagrams and how they can be used when representing algorithms.

❑❑ Describe pseudocode and how it can be used when representing algorithms.

❑❑ List basic algorithms and their applications.

❑❑ Describe the concept of sorting and understand the mechanisms behind three 
primitive sorting algorithms. 

❑❑ Describe the concept of searching and understand the mechanisms behind two 
common searching algorithms.

❑❑ Define subalgorithms and their relations to algorithms.

❑❑ Distinguish between iterative and recursive algorithms.

CHAPTER	 8
Algorithms
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8.1  CONCEPT
In this section we informally define an algorithm and elaborate on the concept using an 
example. 

8.1.1  Informal definition
An informal definition of an algorithm is:

Algorithm:  a step-by-step method for solving a problem or doing a task.

In this definition, an algorithm is independent of the computer system. More specifically, 
we should also note that the algorithm accepts input data and creates output data 
(Figure 8.1). 

Figure 8.1  Informal definition of an algorithm used in a computer

Input data

Output data

Algorithm

A step-by-step method for 
solving a problem or doing a task

8.1.2  Example 
Let us elaborate on this simple definition with an example. We want to develop an  
algorithm for finding the largest integer among a list of positive integers. The algorithm 
should find the largest integer among a list of any size (for example 5, 1000, 10 000, 
1 000 000). The algorithm should be general and not depend on the number of integers.

It is obvious that finding the largest integer among many integers is a task that cannot 
be done in one step, either by a human or a computer. The algorithm needs to test each 
integer one by one. 

To solve this problem, we need an intuitive approach. First use a small number of 
integers (for example, five), then extend the solution to any number of integers. Our solu-
tion for five integers follows the same principles and restrictions for one thousand or one 
million integers. Assume, even for a five-integer case, that the algorithm handles the inte-
gers one by one. It looks at the first integer without knowing the values of the remaining 
integers. After it handles the first one, it looks at the second integer, and so on. Figure 8.2 
shows one way to solve this problem.

We call the algorithm FindLargest. Each algorithm has a name to distinguish it from 
other algorithms. The algorithm receives a list of five integers as input and gives the largest 
integer as output. 



8.1  Concept 215

Figure 8.2  Finding the largest integer among five integers

Largest List

List

List

List

List

Step 1

Step 2

Step 3

Step 4

Step 5

Input data( )12 8 13 9 11

(13)

FindLargest

Output data

Largest

Largest

Largest

Largest

12 8 13 9 11

12 8 13 9 11

12 8 13 9 11

12 8 13 9 11

12 8 13 9 11

12

12

13

13

13

Input
The algorithm accepts the list of five integers as input.

Processing
The algorithm uses the following five steps to find the largest integer:

Step 1

In this step, the algorithm inspects the first integer (12). Since it does not know the values 
of other integers, it decides that the largest integer (so far) is the first integer. The algorithm 
defines a data item, called Largest, and sets its value to the first integer (12). 

Step 2

The largest integer so far is 12, but the new integer may change the situation. The algorithm 
makes a comparison between the value of Largest (12) and the value of the second integer 
(8). It finds that Largest is larger than the second integer, which means that Largest is still 
holding the largest integer. There is no need to change the value of Largest. 

Step 3

The largest integer so far is 12, but the new integer (13) is larger than Largest. This means than 
the value of Largest is no longer valid. The value of Largest should be replaced by the third 
integer (13). The algorithm changes the value of Largest to 13 and moves to the next step. 

Step 4

Nothing is changed in this step because Largest is larger than the fourth integer (9). 
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Step 5

Again nothing is changed because Largest is larger than the fifth integer (11).

Output
Because there are no more integers to be processed, the algorithm outputs the value of 
Largest, which is 13. 

8.1.3  Defining actions
Figure 8.2 does not show what should be done in each step. We can modify the figure to 
show more details. For example, in step 1, set Largest to the value of the first integer. In 
steps 2 to 5, however, additional actions are needed to compare the value of Largest with 
the current integer being processed. If the current integer is larger than Largest, set the 
value of Largest to the current integer (Figure 8.3). 

Figure 8.3  Defining actions in FindLargest algorithm

Step 1

Step 2

Step 3

Step 4

Step 5

Set Largest to the first number.

If the second number is greater than Largest, set Largest to the second number.

If the third number is greater than Largest, set Largest to the third number.

If the fourth number is greater than Largest, set Largest to the fourth number.

If the fifth number is greater than Largest, set Largest to the fifth number.

Input data( )12 8 13 9 11

(13)

FindLargest

Output data

8.1.4  Refinement
This algorithm needs refinement to be acceptable to the programming community. There 
are two problems. First, the action in the first step is different than those for the other 
steps. Second, the wording is not the same in steps 2 to 5. We can easily redefine the 
algorithm to remove these two inconveniences by changing the wording in steps 2 to 5 to 
‘If the current integer is greater than Largest, set Largest to the current integer’. The 
reason that the first step is different than the other steps is because Largest is not initialized. 
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If we initialize Largest to –∞ (minus infinity), then the first step can be the same as the 
other steps, so we add a new step, calling it step 0 to show that it should be done before 
processing any integers. 

Figure 8.4 shows the result of this refinement. Note that we do not have to show all 
the steps, because they are now the same. 

Figure 8.4  FindLargest refined

Step 0  Set Largest to – ∞

Step 1  If the current number is greater than Largest, set Largest to the current number.

Step 5  If the current number is greater than Largest, set Largest to the current number.

FindLargest

Input data( )12 8 13 9 11

13(  ) Output data

8.1.5  Generalization
Is it possible to generalize the algorithm? We want to find the largest of n positive integers, 
where n can be 1000, 1 000 000, or more. Of course, we can follow Figure 8.4 and repeat 
each step. But if we change the algorithm to a program, then we need to actually type the 
actions for n steps! 

There is a better way to do this. We can tell the computer to repeat the steps n times. 
We now include this feature in our pictorial algorithm (Figure 8.5). 

Figure 8.5  Generalization of FindLargest

Repeat the following step n times:

 If the current integer is greater than Largest, set Largest to the current integer.

Input data (n integers)

FindLargest

Output

 Set Largest to –∞
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8.2  THREE CONSTRUCTS
Computer scientists have defined three constructs for a structured program or algorithm. 
The idea is that a program must be made of a combination of only these three constructs: 
sequence, decision, and repetition (Figure 8.6). It has been proven there is no need for any 
other constructs. Using only these constructs makes a program or an algorithm easy to 
understand, debug, or change. 

Figure 8.6  Three constructs

while a condition is true, 

do a series of actions 

if a condition is true, 

 do a series of actions 

do another series of actions 

else

a. Sequence b. Decision c. Repetition

do action 1 

do action 2 

do action n 

8.2.1  Sequence
The first construct is called the sequence. An algorithm, and eventually a program, is a 
sequence of instructions, which can be a simple instruction or either of the other two 
constructs. 

8.2.2  Decision
Some problems cannot be solved with only a sequence of simple instructions. Sometimes 
we need to test a condition. If the result of testing is true, we follow a sequence of 
instructions: if it is false, we follow a different sequence of instructions. This is called the 
decision (selection) construct. 

8.2.3  Repetition
In some problems, the same sequence of instructions must be repeated. We handle this 
with the repetition or loop construct. Finding the largest integer among a set of integers 
can use a construct of this kind. 
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8.3  ALGORITHM REPRESENTATION
So far, we have used figures to convey the concept of an algorithm. During the last few 
decades, tools have been designed for this purpose. Two of these tools, UML and 
pseudocode, are presented here.

8.3.1  UML
Unified Modeling Language (UML) is a pictorial representation of an algorithm. It hides 
all the details of an algorithm in an attempt to give the ‘big picture’ and to show how the 
algorithm flows from beginning to end. 

UML is covered in detail in Appendix B. Here we show only how the three constructs 
are represented using UML (Figure 8.7). Note that UML allows us a lot of flexibility, as 
shown in Appendix B. For example, the decision construct can be simplified if there are 
no actions on the false part.

Figure 8.7  UML for three constructs

a. Sequence

Action 1

Action 2

Action n

b. Decision

[true][false]

FalseAction 1 TrueAction 1

FalseAction n TrueAction n

c. Repetition

[true]

Action 1

TrueAction 1

TrueAction n

8.3.2  Pseudocode
Pseudocode is an English-language-like representation of an algorithm. There is no 
standard for pseudocode—some people use a lot of detail, others use less. Some use a code 
that is close to English, while others use a syntax like the Pascal programming language. 
Pseudocode is covered in detail in Appendix C. Here we show only how the three 
constructs can be represented by pseudocode (Figure 8.8). 
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Figure 8.8  Pseudocode for three constructs

a. Sequence

action 1
action 2

action n

b. Decision

if (condition) 

else

{

{

}

}

trueAction(s)

falseAction(s)

c. Repetition

{

}

while (condition) 

Action(s)

Example 8.1
Write an algorithm in pseudocode that finds the sum of two integers.

Solution
This is a simple problem that can be solved using only the sequence construct. Note also 
that we name the algorithm, define the input to the algorithm and, at the end, we use a 
return instruction to return the sum (Algorithm 8.1). 

Algorithm 8.1  Calculating the sum of two integers

Algorithm: SumOfTwo (first, second) 

Purpose: Find the sum of two integers 

Pre: Given: two integers (first and second) 

Post: None

Return: The sum value

{
sum ← first + second
return sum

}

Example 8.2
Write an algorithm to change a numeric grade to a pass/no pass grade.

Solution
This problem cannot be solved with only the sequence construct. We also need the 
decision construct. The computer is given an integer between 0 and 100. It returns ‘pass’ 
if the integer is greater than or equal to 70, and returns ‘no pass’ if the integer is less than 
70. Algorithm 8.2 shows the pseudocode for this algorithm.
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Algorithm 8.2  Assigning pass/no pass grade

Algorithm: Pass/NoPass (score) 

Purpose: Creates a pass/no pass grade given the score

Pre: Given: the score to be changed to grade

Post: None

Return: The grade

{
if �(score ≥ 70)	

��grade ← “pass”
else	

�grade ← “nopass”
return �grade

}

Example 8.3	
Write an algorithm to change a numeric grade (integer) to a letter grade. 

Solution
This problem needs more than one decision. The pseudocode in Algorithm 8.3 shows one way 
to solve the problem—not the best one, but an easy one to understand. Again, an integer is 
given between 0 and 100, and we want to change it to a letter grade (A, B, C, D, or F). 

Algorithm 8.3  Assigning a letter grade

Algorithm: LetterGrade (score)

Purpose: Find the letter grade corresponding to the given score

Pre: Given: a numeric score 

Post: None

Return: A letter grade

{
if �(100 ≥ score ≥ 90)	

�grade ←  ’A’
if� (89 ≥ score ≥ 80)

�grade ←  ’B’
if� (79 ≥ score ≥ 70)

�grade ←  ’C’
if� (69 ≥ score ≥ 60)

�grade ←  ’D’
if� (59 ≥ score ≥ 0)

�grade ←  ’F’	
return� grade	

}
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Note that the decision constructs do not need an else section, because we do nothing if the 
condition is false. 

Example 8.4
Write an algorithm to find the largest of a set of integers. We do not know the number of 
integers. 

Solution
We use the concept in Figure 8.5 on page 217 to write an algorithm for this problem (see 
Algorithm 8.4).   

Algorithm 8.4  Finding the largest integer among a set of integers

Algorithm: FindLargest (list)

Purpose: Find the largest integer among a set of integers

Pre: Given: the set of integers

Post: None

Return: The largest integer

{
�largest ← –∞
while �(more integers to check)
{ 

�current ← next integer
if �(current > largest)	

�largest ← current
}
return �largest

} 

Example 8.5
Write an algorithm to find the smallest of the first 1000 integers in a set of integers. 

Solution
Here we need a counter to count the number of integers. We initialize the counter to 1 
and increment it in each repetition. When the counter is greater than 1000, we exit from 
the loop (see Algorithm 8.5). Note that there are more than 1000 integers in the list, but 
we want to find the smallest among the first 1000. 

https://sanet.st/blogs/
polatebooks/
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Algorithm 8.5  Find the smallest integers among 1000 integers

Algorithm: FindSmallest (list)

Purpose: Find and return the smallest integer among the first 1000 integers

Pre: Given the set of integers with more than 1000 integers

Post: None

Return: The smallest integer

{
�smallest ← +∞
�counter ← 1
while �(counter ≤ 1000)
{ 

�current ← next integer
if �(current < smallest)	

�smallest ← current
�counter ← counter + 1

}
return �smallest

} 

8.4  A MORE FORMAL DEFINITION
Now that we have discussed the concept of an algorithm and shown its representation, 
here is a more formal definition. Let us elaborate on this definition.

Algorithm:  An ordered set of unambiguous  
steps that produces a result and terminates in a finite time.

8.4.1  Well-Defined
An algorithm must be a well-defined, ordered set of instructions.

8.4.2  Unambiguous steps
Each step in an algorithm must be clearly and unambiguously defined. If one step is to add two 
integers, we must define both ‘integers’ as well as the ‘add’ operation: we cannot for example 
use the same symbol to mean addition in one place and multiplication somewhere else.

8.4.3  Produce a result
An algorithm must produce a result, otherwise it is useless. The result can be data returned 
to the calling algorithm, or some other effect (for example, printing).
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8.4.4  Terminate in a finite time
An algorithm must terminate (halt). If it does not (that is, it has an infinite loop), we have not 
created an algorithm. In Chapter 17 we will discuss solvable and unsolvable problems, and we 
will see that a solvable problem has a solution in the form of an algorithm that terminates. 

8.5  BASIC ALGORITHMS
Several algorithms are used in computer science so prevalently that they are considered 
‘basic’. We discuss the most common here. This discussion is very general: implementation 
depends on the language. 

8.5.1  Summation
One commonly used algorithm in computer science is summation. We can add two or 
three integers very easily, but how can we add many integers? The solution is simple: we 
use the add operator in a loop (Figure 8.9). 

Figure 8.9  Summation algorithm

[false]

sum sum + current

current next integer

Given: 
list of integers

Returned: sum

Condition: 
more integers to add

[true]

sum 0

A summation algorithm has three logical parts: 

1.	 Initialization of the sum at the beginning.

2.	 The loop, which in each iteration adds a new integer to the sum. 

3.	 Return of the result after exiting from the loop. 

8.5.2  Product
Another common algorithm is finding the product of a list of integers. The solution is 
simple: use the multiplication operator in a loop (Figure 8.10). A product algorithm has 
three logical parts: 
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1.	 Initialization of the product at the beginning.

2.	 The loop, which in each iteration multiplies a new integer with the product. 

3.	 Return of the result after exiting from the loop.

Figure 8.10  Product algorithm

product product + current

Returned: product

Condition: 
more integers to multiply

product 1

[false]

Given: 
list of integers

[true]

current next integer

For example, the preceding algorithm can be used to calculate xn using a minor 
modification—this is left as an exercise. As another example, the same algorithm can be 
used to calculate the factorial of an integer, which is discussed later in the chapter. 

8.5.3  Smallest and largest
We discussed the algorithm for finding the largest among a list of integers at the beginning 
of this chapter. The idea was to write a decision construct to find the larger of two integers. 
If we put this construct in a loop, we can find the largest of a list of integers. 

Finding the smallest integer among a list of integers is similar, with two minor differ-
ences. First, we use a decision construct to find the smaller of two integers. Second, we 
initialize with a very large integer instead of a very small one. Figure 8.11 shows the algo-
rithm to find the smallest among a list of integers. The figure to find the largest is similar 
and left as an exercise.
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Figure 8.11  Finding the smallest data item

Returned: smallest

Condition: 
more integers to process

Condition: 
current < smallest

[false]

[false]

smallest + 8

Given: 
list of integers

[true]

[true]

current next integer

smallest curent

8.5.4  Sorting
One of the most common applications in computer science is sorting, which is the process 
by which data is arranged according to its values. People are surrounded by data. If the data 
was not ordered, it would take hours and hours to find a single piece of information. Imagine 
the difficulty of finding someone’s telephone number in a telephone book that is not ordered.

In this section, we introduce three sorting algorithms: selection sort, bubble sort, and 
insertion sort. These three sorting algorithms are the foundation of faster sorting algo-
rithms used in computer science today. 

Selection sorts
In a selection sort, the list to be sorted is divided into two sublists—sorted and unsorted—
which are separated by an imaginary wall. We find the smallest element from the unsorted 
sublist and swap it with the element at the beginning of the unsorted sublist. After each 
selection and swap, the imaginary wall between the two sublists moves one element 
ahead, increasing the number of sorted elements and decreasing the number of unsorted 
ones. Each time we move one element from the unsorted sublist to the sorted sublist, we 
have completed a sort pass. A list of n elements requires n − 1 passes to completely 
rearrange the data. Selection sort is presented graphically in Figure 8.12. 

Figure 8.12  Selection sort

Sorted Unsorted

Wall Swap the smallest among kth to nth 
numbers with kth number

1 nj k
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Figure 8.13 traces a set of six integers as we sort them. 

Figure 8.13  Example of selection sort

Original list After pass 1 After pass 2

After pass 3 After pass 5After pass 4

23 78458 32 56

878 4523 32 56 78 23458 32 56 23 78 328 45 56

23 457832 56

Sorted

Sorted Sorted Sorted

Swap

Swap Swap

Swap Swap

23 32 7888 45 56

The figure shows how the wall between the sorted and unsorted sublists moves in each 
pass. As we study the figure, we will see that the list is sorted after five passes, which is one 
less than the number of elements in the list. Thus, if we use a loop to control the sorting, 
the loop will have one less iteration than the number of elements to be sorted. 

Figure 8.14  Selection sort algorithm

Returned: sorted list

Condition: 
more passes to follow

This involves 
another loop

[false]

Given: 
list of integers

[true]

Place the wall at the 
leftmost part of the list

Find smallest element
in unsorted list

Swap smallest element 
with first element 

of unsorted list

Move the wall one
element to the left

A selection sort algorithm

The algorithm uses two loops, one inside the other. The outer loop is iterated for each pass: the 
inner loop finds the smallest element in the unsorted list. Figure 8.14 shows the UML for 
the selection sort algorithm. The inner loop is not explicitly shown in the figure, but the first 
instruction in the loop is itself a loop. We leave the demonstration of the loop as an exercise. 
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Bubble sorts
In the bubble sort method, the list to be sorted is also divided into two sublists—sorted 
and unsorted. The smallest element is bubbled up from the unsorted sublist and moved to 
the sorted sublist. After the smallest element has been moved to the sorted list, the wall 
moves one element ahead, increasing the number of sorted elements and decreasing the 
number of unsorted ones. Each time an element moves from the unsorted sublist to the 
sorted sublist, one sort pass is completed (Figure 8.15). Given a list of n elements, bubble 
sort requires up to n − 1 passes to sort the data.

Figure 8.15  Bubble sort

Bubble up

Sorted Unsorted

Wall

1 nj k

Figure 8.16 shows how the wall moves one element in each pass. Looking at the first pass, 
we start with 56 and compare it to 32. Since 56 is not less than 32, it is not moved, and 
we step down one element. No exchanges take place until we compare 45 to 8. Since 8 is 
less than 45, the two elements are exchanged, and we step down one element. Because 8 
was moved down, it is now compared to 78, and these two elements are exchanged. 
Finally, 8 is compared to 23 and exchanged. This series of exchanges places 8 in the first 
location, and the wall is moved up one position. The algorithm gets its name from the way 
in which numbers—in this example, 8—appear to move to the start, or top, of the list in 
the same way that bubbles rise through water.

Note that we have stopped before the wall moves to the end of the list, because the 
list is already sorted. We can always include an indicator in the algorithm to stop the pass-
es if no number exchanges occur in a pass. This fact can be used to improve the efficiency 
of the bubble sort by reducing the number of steps.

Figure 8.16  Example of bubble sort

Original list After pass 1 After pass 2

After pass 3

23 45788 32 56 23 78 458 32 56

23 78458 32 56

Sorted

Sorted

878 4523 32 56

After pass 4

Sorted

23 32 568 45 78

After pass 5

23 78458 32 56

Sorted

The bubble sort was originally written to ‘bubble down’ the highest element in the list. 
From an efficiency point of view, it makes no difference whether high elements are 
moved or low elements are moved up. From a consistency point of view, however, it 
makes comparisons between the sort algorithms easier if all of them work in the same 
manner. For that reason, we have chosen to move the lowest value up in each pass.    



8.5  Basic Algorithms 229

A bubble sort algorithm 

Bubble sorts also use two loops, one inside the other. The outer loop is iterated for each 
pass, while each iteration of the inner loop tries to bubble one element up to the top (left). 
We leave the UML and pseudocode as exercises. 

Insertion sorts
The insertion sort algorithm is one of the most common sorting techniques, and it is often 
used by card players. Each card a player picks up is inserted into the proper place in their 
hand of cards to maintain a particular sequence. (Card sorting is an example of a sort that 
uses two criteria for sorting: suit and rank.) 

Figure 8.17  Insertion sort

Insert first element of unsorted section
at appropriate place in sorted section

Sorted Unsorted

Wall

1 nj k

Figure 8.18  Example of insertion sort

Original list After pass 1 After pass 2

After pass 3 After pass 5After pass 4

23 78458 32 56

878 4523 32 56 78 84523 32 56 45 8 3223 78 56

23 32788 45 56

Sorted Sorted

Sorted Sorted Sorted

23 32 788 45 56

In an insertion sort, as in the other two sorting algorithms discussed above, the list is 
divided into two parts—sorted and unsorted. In each pass, the first element of the unsorted 
sublist is transferred to the sorted sublist and inserted at the appropriate place (Figure 8.17). 
Note that a list of n elements will take n − 1 passes to sort the data. 

Figure 8.18 traces an insertion sort through our list of six numbers. The wall moves 
with each pass as an element is removed from the unsorted sublist and inserted into the 
sorted sublist.   

Insertion sort algorithm

The design of insertion sort follows the same pattern seen in both selection sort and 
bubble sort. The outer loop is iterated for each pass, and the inner loop finds the position 
of insertion. We leave the UML diagram and pseudocode as exercises. 
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Other sorting algorithms
The three sorting algorithms discussed here are the least efficient sorting algorithms, and 
should not be used if the list to be sorted has more than a few hundred elements. We 
have discussed these algorithms here for educational purposes, but they are not practical. 
There are however several reasons for discussing these sorting algorithms in an 
introductory book:

❑❑ They are the simplest algorithms to understand and analyze. 

❑❑ They are the foundation of more efficient algorithms such as quicksort, heap sort, Shell 
sort, bucket sort, merge sort, radix sort, and so on. 

Most such advanced sorting algorithms are discussed in books on data structures. 
We may ask why there are so many sorting algorithms. The reason lies in the type of 

data that needs to be sorted. One algorithm may be more efficient for a list that is 
partially sorted, whereas another algorithm may be more efficient for a list that is 
completely unsorted. To decide which algorithm is best suited for a particular application, 
a measurement called the complexity of algorithms is needed. We discuss this issue in 
Chapter 17, but a thorough understanding requires additional courses in programming 
and data structures. 

8.5.5  Searching
Another common algorithm in computer science is searching, which is the process of 
finding the location of a target among a list of objects. In the case of a list, searching means 
that given a value, we want to find the location of the first element in the list that contains 
that value. There are two basic searches for lists: sequential search and binary search. 
Sequential search can be used to locate an item in any list, whereas binary search requires 
the list first to be sorted. 

Sequential search
Sequential search is used if the list to be searched is not ordered. Generally, we use 
this technique only for small lists, or lists that are not searched often. In other cases, 
the best approach is to first sort the list and then search it using the binary search 
discussed later.

In a sequential search, we start searching for the target from the beginning of the list. 
We continue until we either find the target or reach the end of the list. Figure 8.19 traces 
the steps to find the value 62. The search algorithm needs to be designed so that the 
search stops when we find the target or when we reach the end of the list. 
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Figure 8.19  An example of a sequential search

1

1 2 3 4 5 6 7 8 9 10 11 12

4 21 36 14 62 91 8 22 7 81 77 10

4 62

2

1 2 3 4 5 6 7 8 9 10 11 12

4 21 36 14 62 91 8 22 7 81 77 10

21 62

3

1 2 3 4 5 6 7 8 9 10 11 12

4 21 36 14 62 91 8 22 7 81 77 10

36 62

4

1 2 3 4 5 6 7 8 9 10 11 12

4 21 36 14 62 91 8 22 7 81 77 10

14 62

5

1 2 3 4 5 6 7 8 9 10 11 12

4 21 36 14 62 91 8 22 7 81 77 10

62 62

Target given (62); Location wanted (5)

Binary search
The sequential search algorithm is very slow. If we have a list of a million elements, 
we must do a million comparisons in the worst case. If the list is not sorted, this is the 
only solution. If the list is sorted, however, we can use a more efficient algorithm 
called binary search. Generally speaking, programmers use a binary search when a 
list is large. 

Please see the following page for an example of a binary search.
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Figure 8.20  Example of a binary search

Target given (22); Location wanted (7)

first

last

middle

1

6

12

1 2 3 4 5 6 7 8 9 10 11 12

4 7 8 10 14 21 22 36 62 77 81 91

21 < target

first

last

middle

7

9

12

1 2 3 4 5 6 7 8 9 10 11 12

22 36 62 77 81 91

62 > target

first

last

middle

7

7

8

1 2 3 4 5 6 7 8 9 10 11 12

22 36

22 = target

A binary search starts by testing the data in the element at the middle of the list. This 
determines whether the target is in the first half or the second half of the list. If it is in the 
first half, there is no need to further check the second half. If it is in the second half, there 
is no need to further check the first half. In other words, we eliminate half the list from 
further consideration. 

We repeat this process until we either find the target or satisfy ourselves that it is not 
in the list. Figure 8.20 shows how to find the target, 22, in a list of 12 numbers using three 
references: first, mid, and last.  

1.	 At the beginning, first shows 1 and last shows 12. Let mid show the middle position,  
(1 + 12) / 2, or 6 if truncated to an integer. Now compare the target (22) with data at  
position 6 (21). The target is greater than this value, so we ignore the first half of the list.

2.	 Move first after mid, to position 7. Let mid show the middle of the second half, 
(7  +  12) / 2, or 9. Now compare the target (22) with data at position 9 (62). The tar-
get is smaller than this value, so we ignore the integers from this value (62) to the end.

3.	 Move last before mid to position 8. Recalculate mid again, (8 + 7) / 2, or 7. Compare the 
target (22) with the value at this position (22). We have found the target and can quit. 
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The algorithm for binary search needs to be designed to find the target or to stop if the 
target is not in the list. It can be shown that if the target is not found in the list, the value 
of last becomes smaller than the value of first, an abnormal condition that helps us to 
know when to come out of the loop.  

8.6  SUBALGORITHMS
The three programming constructs described in Section 8.2 allow us to create an 
algorithm for any solvable problem. The principles of structured programming, 
however, require that an algorithm be broken into small units called subalgorithms. 
Each subalgorithm is in turn divided into smaller subalgorithms. A good example is 
the algorithm for the selection sort in Figure 8.14. Finding the smallest integer in the 
unsorted sublist is an independent task that can be considered as a subalgorithm. 
(Figure 8.21). The algorithm SelectionSort calls the subalgorithm FindSmallest in 
each iteration. 

Figure 8.21  Concept of a subalgorithm

smallest  – 8 
 

current  next number   

FindSmallest algorithm
SelectionSort algorithm

[not sorted]

Start

Stop

Swap smallest element 
with first element 

of unsorted list

Move the wall one
element to the right

Place the wall at the 
leftmost part of the list

Call FindSmallest
algorithm, passing

unsorted list

Returned: smallest

Given: 
unsorted list

[more to check]

[current < smallest]

Stop

Start

smallest  current   
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Using subalgorithms has at least two advantages: 

❑❑ It is more understandable. Looking at the SelectionSort algorithm, we can immedi-
ately see that a task (finding the smallest integer among the unsorted list) is repeated. 

❑❑ A subalgorithm can be called many times in different parts of the main algorithm 
without being rewritten.  

8.6.1  Structure chart
Another tool programmers use is the structure chart. A structure chart is a high-level 
design tool that shows the relationship between algorithms and subalgorithms. It is used 
mainly at the design level rather than at the programming level. We briefly discuss the 
structure chart in Appendix D.

8.7  RECURSION
In general, there are two approaches to writing algorithms for solving a problem. One uses 
iteration, the other uses recursion. Recursion is a process in which an algorithm calls itself. 

8.7.1  Iterative definition
To study a simple example, consider the calculation of a factorial. The factorial of a integer is 
the product of the integral values from 1 to the integer. The definition is iterative (Figure 8.22). 
An algorithm is iterative whenever the definition does not involve the algorithm itself. 

Figure 8.22  Iterative definition of factorial

Factorial (n) =
1

+ + + +

if n = 0

if n > 0n (n − 1) (n − 2) 23 1

8.7.2  Recursive definition
An algorithm is defined recursively whenever the algorithm appears within the definition 
itself. For example, the factorial function can be defined recursively as shown in Figure 8.23.  

Figure 8.23  Recursive definition of factorial

Factorial (n) =
1 if n = 0

if n > 0n + Factorial (n − 1)

The decomposition of factorial (3), using recursion, is shown in Figure 8.24. If we study 
the figure carefully, we will note that the recursive solution for a problem involves a  
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two-way journey. First we decompose the problem from top to bottom, and then we solve 
it from bottom to top.

Figure 8.24  Tracing the recursive solution to the factorial problem

Factorial (2)  =  2  Factorial (1)+

Factorial (1)  =  1  1  =  1 +Factorial (1)  =  1  Factorial (0)+

Factorial (2)  =  2  1  =  2 +

Factorial (3)  =  3  Factorial (2)+ Factorial (3)  =  3  2  =  6 +

Factorial (0)  =  1 

Judging by this example, it looks as if the recursive calculation is much longer and more 
difficult. So why would we want to use the recursive method? Although the recursive 
calculation looks more difficult when using paper and pencil, it is often a much easier and 
more elegant solution when using computers. Additionally, it offers a conceptual simplic-
ity to the creator and the reader. 

Iterative solution
Let us write an algorithm to solve the factorial problem iteratively. This solution usually 
involves a loop such as seen in Algorithm 8.6. 

Algorithm 8.6  Iteration solution to factorial problem

Algorithm: Factorial (n)

Purpose: Find the factorial of a number using a loop

Pre: Given: n 

Post: None

Return: n! 

{
�F ← 1
�i ← 1
while �(i ≤ n) 
{

�F ← F × i 
�i ← i + 1

}
return �F 

} 



Algorithms236

Recursive solution
The recursive solution to factorials is shown in Algorithm 8.7. It does not need a loop, as 
the recursion concept itself involves repetition. In the recursive version, we let the 
algorithm Factorial call itself.  

Algorithm 8.7  A recursive solution of the factorial problem

Algorithm: Factorial (n)

Purpose: Find the factorial of a number using recursion

Pre: Given: n 

Post: None

Return: n! 

{
if �(n = 0)	

return 1
else	

return �n × Factorial (n – 1)

} 

8.8  END-CHAPTER MATERIALS
8.8.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Aho, A., Hopcroft, J. and Ullman, J. The Design and Analysis of Computer Algorithms, 
Boston, MA: Addison-Wesley, 1974

❑❑ Cormen, T., Leiserson, C. and Rivest, R. Introduction to Algorithms, New York:  
McGraw-Hill, 2003

❑❑ Gries, D. The Science of Programming, New York: Springer, 1998

❑❑ Tardos, E. and Kleinberg, J. Algorithm Design, Boston, MA: Addison-Wesley, 2006

❑❑ Roberts, E. Thinking Recursively, New York: Wiley, 1998

8.8.2  Key terms

algorithm 214 repetition 218

binary search 230 searching 230

bubble sort 228 selection 218
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decision 218 selection sort 226

input data 214 sequence 218

insertion sort 229 sequential search 230

loop 218 sorting 226

output data 214 structure chart 234

product 224 subalgorithm 233

pseudocode 219 summation 224

recursion 234 Unified Modeling Language (UML) 219

8.8.3  Summary
❑❑ An algorithm can be informally defined as ‘a step-by-step method for solving a prob-

lem or doing a task’. More formally, an algorithm is defined as ‘an ordered set of un-
ambiguous steps that produces a result and terminates in a finite time’. 

❑❑ Computer scientists have defined three constructs for a structured program or algo-
rithm: sequence, decision (selection), and repetition (loop).

❑❑ Several tools have been designed to show an algorithm: UML, pseudocode, and 
structure charts. UML is a pictorial representation of an algorithm. Pseudocode is 
an English-language-like representation of an algorithm. A structure chart is a high-
level design tool that shows the relationship between algorithms and subalgorithms.

❑❑ Several algorithms are used in computer science so prevalently that they are consid-
ered basic. We discussed the most common in this chapter: summation, product, finding 
the smallest and largest, sorting, and searching.              

❑❑ One of the most common applications in computer science is sorting, which is the 
process by which data is arranged according to its value. We introduced three prim-
itive but fundamental, sorting algorithms: selection sort, bubble sort, and insertion sort. 
These three sorting algorithms are the foundation of the faster sorts used in computer 
science today.

❑❑ Another common algorithm in computer science is searching, which is the process of 
finding the location of a target among a list of objects. There are two basic searches 
for lists: sequential search and binary search. Sequential search can be used to locate an 
item in any list, whereas binary search requires the list to be sorted.

❑❑ The principles of structured programming require that an algorithm be broken into 
small units called subalgorithms. Each subalgorithm is in turn divided into smaller 
subalgorithms. 

❑❑ In general, there are two approaches to writing algorithms to solve a problem. One 
uses iteration, the other uses recursion. An algorithm is iterative whenever the defini-
tion does not involve the algorithm itself. An algorithm is defined recursively when-
ever the algorithm appears within the definition itself. 
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8.9  PRACTICE SET
8.9.1  Quizzes 
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

8.9.2  Review questions
Q8-1.	 What is the formal definition of an algorithm?
Q8-2.	 Define the three constructs used in structured programming.
Q8-3.	 How is a UML diagram related to an algorithm?
Q8-4.	 How is pseudocode related to an algorithm?
Q8-5.	 What is the purpose of a sorting algorithm?
Q8-6.	 What are the three basic sorting algorithms discussed in this chapter?
Q8-7.	 What is the purpose of a searching algorithm?
Q8-8.	 What are the two basic searching algorithms discussed in this chapter?
Q8-9.	 Give a definition and an example of an iterative process.
Q8-10.	 Give a definition and an example of a recursive process.

8.9.3  Problems
P8-1.	 Using the summation algorithm, make a table to show the value of the sum after 

each integer in the following list is processed:

20 12 70 81 45 13 81

P8-2.	 Using the product algorithm, make a table to show the value of the product after 
each integer in the following list is processed:

2 12 8 11 10 5 20

P8-3.	 Using the FindLargest algorithm, make a table to show the value of Largest after 
each integer in the following list is processed:

18 12 8 20 10 32 5

P8-4.	 Using the FindSmallest algorithm, make a table to show the value of Smallest 
after each integer in the following list is processed:

18 3 11 8 20 1 2

P8-5.	 Using the selection sort algorithm, manually sort the following list and show your 
work in each pass using a table:

14 7 23 31 40 56 78 9 2
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P8-6.	 Using the bubble sort algorithm, manually sort the following list and show your 
work in each pass using a table:

14 7 23 31 40 56 78 9 2

P8-7.	 Using the insertion sort algorithm, manually sort the following list and show your 
work in each pass:

7 23 31 40 56 78 9 2

P8-8.	 A list contains the following elements. The first two elements have been sorted 
using the selection sort algorithm. What is the value of the elements in the list 
after three more passes of the selection sort?

7 8 26 44 13 23 98 57

P8-9.	 A list contains the following elements. The first two elements have been sorted 
using the bubble sort algorithm. What is the value of the elements in the list after 
three more passes of the bubble sort?

7 8 26 44 13 23 57 98

P8-10.	 A list contains the following elements. The first two elements have been sorted 
using the insertion sort algorithm. What is the value of the elements in the list 
after three more passes of the insertion sort?

3 13 7 26 44 23 98 57

P8-11.	 A list contains the following elements. Using the binary search algorithm, trace 
the steps followed to find 88. At each step, show the values of first, last, and mid:

8 13 17 26 44 56 88 97

P8-12.	 A list contains the following elements. Using the binary search algorithm, trace 
the steps followed to find 20. At each step, show the values of first, last, and mid:

17 26 44 56 88 97

P8-13.	 Using Figure 8.19 in section 8.5.1 (sequential search) show all the steps to try to 
find a target of 11 (which is not in the list). 

P8-14.	 Using Figure 8.20 in section 8.5.5 (binary search) show all the steps try to find a 
target of 17 (which is not in the list). 

P8-15.	 Apply the iterative definition of the Factorial algorithm to show the value of F in 
each step when finding the value of 6! (6 factorial). 

P8-16.	 Apply the recursive definition of the Factorial algorithm to show the value of  
Factorial in each step when finding the value of 6! 

P8-17.	 Write a recursive algorithm in pseudocode to find the greatest common divisor 
(gcd) of two integers using the definition in Figure 8.25. In this definition, the 
expression ‘x mod y’ means dividing x by y and using the remainder as the result 
of the operation.
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Figure 8.25  Problem P8-17

gcd (x ,  y) = 
x if y = 0

otherwisegcd (y , x mod y) 

P8-18.	 Using the definition of Figure 8.25, find the following:
a.	 gcd (7, 41)
b.	 gcd (12, 100)

c.	 gcd (80, 4)
d.	gcd (17, 29)

P8-19.	 Write a recursive algorithm in pseudocode to find the combination of n objects 
taken k at a time using the definition in Figure 8.26.

Figure 8.26  Problem P8-19

C (n , k )  = 
1 if k = 0 or n = k

if n > k  > 0C (n − 1, k) + C (n − 1, k − 1) 

P8-20.	 Using the definition in Figure 8.26, find the following:
a.	 C (3, 2)
b.	 C (5, 5)

c.	 C (2, 7)
d.	C (4, 3)

P8-21.	 The Fibonacci sequence, Fib (n), is used in science and mathematics as shown in 
Figure 8.27. Write a recursive algorithm in pseudocode to calculate the value of 
Fib (n). 

Figure 8.27  Problem P8-21

Fib (n ) = 

0 if n = 0

1 if n = 1

 if n > 1Fib (n) = Fib (n − 1 ) + Fib (n − 2)  

P8-22.	 Using the definition of Figure 8.27, find the following:
a.	 Fib(2)
b.	 Fib(3)

c.	 Fib(4)
d.	Fib(5)

P8-23.	 Draw a UML diagram for the selection sort algorithm that uses two loops. The 
nested loop is used to find the smallest element in the unsorted sublist. 

P8-24.	 Draw a UML diagram for the bubble sort algorithm that uses two loops. The 
nested loop is used to swap adjacent items in the unsorted sublist.
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P8-25.	 Draw a UML diagram for the insertion sort algorithm that uses two loops.  
The nested loop is used to do the insertion into the sorted sublist.

P8-26.	 Draw a UML diagram for the bubble sort algorithm that uses a subalgorithm.  
The subalgorithm bubbles the unsorted sublist. 

P8-27.	 Draw a UML diagram for the insertion sort algorithm that uses a subalgorithm. 
The subalgorithm is used to do the insertion into the sorted sublist.

P8-28.	 Write an algorithm in pseudocode for the UML diagram in Figure  8.9 in 
section 8.5.1 (summation).

P8-29.	 Write an algorithm in pseudocode for the UML diagram in Figure  8.10 in 
section  8.5.5 (product). 

P8-30.	 Write an algorithm in pseudocode for the selection sort using two nested loops.
P8-31.	 Write an algorithm in pseudocode for the selection sort using a subalgorithm  

to find the smallest integer in the unsorted sublist.
P8-32.	 Write an algorithm in pseudocode for the bubble sort using two nested loop.
P8-33.	 Write an algorithm in pseudocode for the bubble sort using a subalgorithm to do 

bubbling in the unsorted sublist.
P8-34.	 Write an algorithm in pseudocode for the insertion sort using two nested loop.
P8-35.	 Write an algorithm in pseudocode for the insertion sort using a subalgorithm to 

do insertion in the sorted sublist.
P8-36.	 Write an algorithm in pseudocode for the sequential search algorithm. Include 

the condition for algorithm termination if the target is found or not found. 
P8-37.	 Write an algorithm in pseudocode for the binary search algorithm. Include the 

condition for algorithm termination if the target is found or not found.
P8-38.	 Using the UML diagram for the product algorithm, draw a diagram to calculate 

the value of xn, when x and n are two given integers. 
P8-39.	 Write an algorithm in pseudocode to find the value of xn, when x and n are two 

given integers.





In Chapter 8 we discussed algorithms. We showed how we can write algorithms in UML 
or pseudocode to solve a problem. In this chapter, we examine programming languages 
that can implement pseudocode or UML descriptions of a solution into a programming 
language. This chapter is not designed to teach a particular programming language; it is 
written to compare and contrast different languages. 

Objectives
After studying this chapter, the student should be able to:

❑❑ Describe the evolution of programming languages from machine language to 
high-level languages.

❑❑ Understand how a program in a high-level language is translated into machine 
language using an interpreter or a compiler.

❑❑ Distinguish between four computer language paradigms.

❑❑ Understand the procedural paradigm and the interaction between a program unit and 
data items in the paradigm.

❑❑ Understand the object-oriented paradigm and the interaction between a program unit 
and objects in this paradigm.

❑❑ Define functional paradigm and understand its applications. 

❑❑ Define a declaration paradigm and understand its applications.

❑❑ Define common concepts in procedural and object-oriented languages. 

CHAPTER	 9
Programming Languages
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9.1  EVOLUTION
To write a program for a computer, we must use a computer language. A computer 
language is a set of predefined words that are combined into a program according to pre-
defined rules (syntax). Over the years, computer languages have evolved from machine 
language to high-level languages. 

9.1.1  Machine languages
In the earliest days of computers, the only programming languages available were machine 
languages. Each computer had its own machine language, which was made of streams of 
0s and 1s. In Chapter 5 we showed that in a primitive hypothetical computer, we need to 
use 11 lines of code to read two integers, add them, and print the result. These lines of 
code, when written in machine language, make 11 lines of binary code, each of 16 bits, as 
shown in Table 9.1. 

Table 9.1  Code in machine language to add two integers

Hexadecimal Code in machine language

(1FEF)16 0001 1111 1110 1111

(240F)16 0010 0100 0000 1111

(1FEF)16 0001 1111 1110 1111

(241F)16 0010 0100 0001 1111

(1040)16 0001 0000 0100 0000

(1141)16 0001 0001 0100 0001

(3201)16 0011 0010 0000 0001

(2422)16 0010 0100 0010 0010

(1F42)16 0001 1111 0100 0010

(2FFF)16 0010 1111 1111 1111

(0000)16 0000 0000 0000 0000

Machine language is the only language understood by the computer hardware, which is 
made of electronic switches with two states: off (representing 0) and on (representing (1). 

The only language understood by a computer is machine language.

Although a program written in machine language truly represents how data is manipulated 
by the computer, it has at least two drawbacks. First, it is machine-dependent. The machine 
language of one computer is different than the machine language of another computer if 
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they use different hardware. Second, it is very tedious to write programs in this language 
and very difficult to find errors. The era of machine language is now is referred to as the first 
generation of programming languages. 

9.1.2  Assembly languages
The next evolution in programming came with the idea of replacing binary code for 
instruction and addresses with symbols or mnemonics. Because they used symbols, these 
languages were first known as symbolic languages. The set of these mnemonic languages 
were later referred to as assembly languages. The assembly language for our hypothetical 
computer to replace the machine language in Table 9.1 is shown in Table 9.2. 

Table 9.2  Code in assembly language to add two integers

Code in assembly language Description

LOAD RF Keyboard Load from keyboard controller to register F

STORE Number1 RF Store register F into Number1 

LOAD RF Keyboard Load from keyboard controller to register F

STORE Number2 RF Store register F into Number2

LOAD R0 Number1 Load Number1 into register 0

LOAD R1 Number2 Load Number2 into register 1

ADDI R2 R0 R1 Add registers 0 and 1 with result in register 2 

STORE Result R2 Store register 2 into Result

LOAD RF Result Load Result into register F

STORE Monitor RF Store register F into monitor controller

HALT Stop

A special program called an assembler is used to translate code in assembly language into 
machine language. 

9.1.3  High-level languages
Although assembly languages greatly improved programming efficiency, they still required 
programmers to concentrate on the hardware they were using. Working with symbolic 
languages was also very tedious, because each machine instruction had to be individually 
coded. The desire to improve programmer efficiency and to change the focus from the 
computer to the problem being solved led to the development of high-level languages. 

High-level languages are portable to many different computers, allowing the program-
mer to concentrate on the application rather than the intricacies of the computer’s organi-
zation. They are designed to relieve the programmer from the details of assembly language. 
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High-level languages share one characteristic with symbolic languages: they must be con-
verted to machine language. This process is called interpretation or compilation (described 
later in the chapter).

Over the years, various languages, most notably BASIC, COBOL, Pascal, Ada, C, C+ +, 
and Java, were developed. Program 9-1 shows the code for adding two integers as it would 
appear in the C+ + language. Although the program looks longer, some of the lines are 
used for documentation (comments).  

Program 9-1  Addition program in C++
/*    This program reads two integers from keyboard and prints their sum.

      Written by:

      Date:

*/ 

#include <iostream>

using namespace std;

int main ()

{

      // Local Declarations 

  int number1;
  int number2;
  int result;
  // Statements 
  cin >> number1;
  cin >> number2;
  result = number1 + number2;
  cout << result;
  return 0;

} // main 

9.2  TRANSLATION
Programs today are normally written in one of the high-level languages. To run the pro-
gram on a computer, the program needs to be translated into the machine language of the 
computer on which it will run. The program in a high-level language is called the source 
program. The translated program in machine language is called the object program. Two 
methods are used for translation: compilation and interpretation. 

9.2.1  Compilation
A compiler normally translates the whole source program into the object program. 

9.2.2  Interpretation
Some computer languages use an interpreter to translate the source program into the 
object program. Interpretation refers to the process of translating each line of the source 



9.2  Translation 247

program into the corresponding line of the object program and executing the line. How-
ever, we need to be aware of two trends in interpretation: that used by some languages 
before Java and the interpretation used by Java.

First approach to interpretation
Some interpreted languages prior to Java (such as BASIC and APL) used a kind of inter-
pretation process that we refer to as the first approach to interpretation, for the lack of any 
other name. In this type of interpretation, each line of the source program is translated 
into the machine language of the computer being used and executed immediately. If there 
are any errors in translation and execution, the process displays a message and the rest of 
the process is aborted. The program needs to be corrected and be interpreted and exe-
cuted again from the beginning. This first approach was considered to be a slow process, 
which is why most languages use compilation instead of interpretation.

Second approach to interpretation
With the advent of Java, a new kind of interpretation process was introduced. The Java 
language is designed to be portable to any computer. To achieve portability, the translation 
of the source program to object program is done in two steps: compilation and interpre-
tation. A Java source program is first compiled to create Java bytecode, which looks like 
code in a machine language, but is not the object code for any specific computer: it is the 
object code for a virtual machine, called the Java Virtual Machine or JVM. The bytecode 
then can be compiled or interpreted by any computer that runs a JVM emulator—that is, 
the computer that runs the bytecode needs only a JVM emulator, not the Java compiler. 

9.2.3  Translation process
Compilation and interpretation differ in that the first translates the whole source code 
before executing it, while the second translates and executes the source code a line at a 
time. Both methods, however, follow the same translation process shown in Figure 9.1.

Figure 9.1  Source code translation process

Lexical
analyzer

Syntax
analyzer

Semantic
analyzer

Code
generator

Source
file

Symbols Tokens Instructions Codable instructions Code

Object
file

Lexical analyzer
A lexical analyzer reads the source code, symbol by symbol, and creates a list of tokens in 
the source language. For example, the five symbols w, h, i, l, e are read and grouped 
together as the token while in the C, C+ +, or Java languages. 
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Syntax analyzer
The syntax analyzer parses a set of tokens to find instructions. For example, the tokens ‘x’, 
‘=’, ‘0’ are used by the syntax analyzer to create the assignment statement in the C lan-
guage ‘x = 0’. We will discuss the function of a parser and a syntax analyzer in more detail 
when we describe language recognition in artificial intelligence in Chapter 18. 

Semantic analyzer
The semantic analyzer checks the sentences created by the syntax analyzer to be sure that 
they contain no ambiguity. Computer languages are normally unambiguous, which means 
that this stage is either omitted in a translator, or its duty is minimal. We also discuss 
semantic analysis in more details in Chapter 18.

Code generator
After unambiguous instructions are created by the semantic analyzer, each instruction is 
converted to a set of machine language instructions for the computer on which the pro-
gram will run. This is done by the code generator.

9.3  PROGRAMMING PARADIGMS
Today computer languages are categorized according to the approach they use to solve a 
problem. A paradigm, therefore, is a way in which a computer language looks at the prob-
lem to be solved. We divide computer languages into four paradigms: procedural (impera-
tive), object-oriented, functional, and declarative. Figure 9.2 summarizes these.

Figure 9.2  Categories of programming languages
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9.3.1  The procedural paradigm
In the procedural paradigm (or imperative paradigm) we can think of a program as an 
active agent that manipulates passive objects. We encounter many passive objects in our 
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daily life: a stone, a book, a lamp, and so on. A passive object cannot initiate an action by 
itself, but it can receive actions from active agents. 

A program in a procedural paradigm is an active agent that uses passive objects that 
we refer to as data or data items. Data items, as passive objects, are stored in the memory 
of the computer, and a program manipulates them. To manipulate a piece of data, the 
active agent (program) issues an action, referred to as a procedure. For example, think of 
a program that prints the contents of a file. To be printed, the file needs to be stored in 
memory (or some registers that act as memory). The file is a passive object or a collection 
of passive objects. To print the file, the program uses a procedure, which we call print. The 
procedure print has usually been written previously to include all the actions required to 
tell the computer how to print each character in the file. The program invokes or calls the 
procedure print. In a procedural paradigm, the object (file) and the procedure (print) 
are completely separate entities. The object (file) is an independent entity that can receive 
the print action, or some other actions, such as delete, copy, and so on. To apply any of 
these actions to the file, we need a procedure to act on the file. The procedure print (or 
copy or delete) is a separate entity that is written and the program only triggers it. 

To avoid writing a new procedure each time we need to print a file, we can write a 
general procedure that can print any file. When we write this procedure, every reference 
to the file name is replaced by a symbol, such as F or FILE, or something else. When the 
procedure is called (triggered), we pass the name of the actual file to be printed to the 
procedure, so that we can write a procedure called print but call it twice in the program 
to print two different files. Figure 9.3 shows how a program can call different predefined 
procedures to print or delete different object files.

Figure 9.3  The concept of the procedural paradigm
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We need to separate the procedure from its triggering by the program. The program does 
not define the procedure (as explained later), it only triggers or calls the procedure. The 
procedure must already exist. 

When we use a procedural high-level language, the program consists of nothing but a 
lot of procedure calls. Although it is not immediately obvious, even when we use a simple 
mathematical operator such as the addition operator (+), we are using a procedure call to 
a procedure that is already written. For example, when we use the expression A + B and 
expect the expression to add the value of two objects A and B, we are calling the procedure 
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add and passing the name of these two objects to the procedure. The procedure add needs 
two objects to act on. It adds the values of the two objects and returns the result. In other 
words, the expression A + B is a short cut for add (A, B). The designer of the language has 
written this procedure and we can call it.

If we think about the procedures and the objects to be acted upon, the concept of the 
procedural paradigm becomes simpler to understand. A program in this paradigm is made 
up of three parts: a part for object creation, a set of procedure calls, and a set of code for 
each procedure. Some procedures have already been defined in the language itself. By 
combining this code, the programmer can create new procedures. 

Figure 9.4 shows these three components of a procedural program. There are also 
extra tokens in the language that are used for delimiting or organizing the calls, but these 
are not shown in the figure.

Figure 9.4  The components of a procedural program
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Some procedural languages
Several high-level imperative (procedural) languages have been developed over the last 
few decades, such as FORTRAN, COBOL, Pascal, C, and Ada. 

FORTRAN

FORTRAN (FORmula TRANslation), designed by a group of IBM engineers under the 
supervision of Jack Backus, became commercially available in 1957. FORTRAN was the 
first high-level language. During the last 40 years FORTRAN has gone through several 
versions: FORTRAN, FORTRAN II, FORTRAN IV, FORTRAN 77, FORTRAN 99, and 
HPF (High Performance FORTRAN). The newest version (HPF) is used in high-speed 
multiprocessor computer systems. FORTRAN has some features that, even after four 
decades, still make it an ideal language for scientific and engineering applications. These 
features can be summarized as:

❑❑ High-precision arithmetic

❑❑ Capability of handling complex numbers

❑❑ Exponentiation computation (ab)
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COBOL

COBOL (COmmon Business-Oriented Language)  was designed by a group of 
computer scientists under the direction of Grace Hopper of the US Navy. COBOL 
had a specific design goal: to be used as a business programming language. The prob-
lems to be solved in a business environment are totally different from those in an 
engineering environment. The programming needs of the business world can be 
summarized as follows:

❑❑ Fast access to files and databases

❑❑ Fast updating of files and databases

❑❑ Large amounts of generated reports

❑❑ User-friendly formatted output

Pascal

Pascal was invented by Niklaus Wirth in 1971 in Zurich, Switzerland. It was named after 
Blaise Pascal, the 17th-century French mathematician and philosopher who invented the 
Pascaline calculator. Pascal was designed with a specific goal in mind: to teach program-
ming to novices by emphasizing the structured programming approach. Although Pascal 
became the most popular language in academia, it never attained the same popularity in 
industry. Today’s procedural languages owe a lot to this language.

C

The C language was developed in the early 1970s by Dennis Ritchie at Bell Laboratories. 
It was originally intended for writing operating systems and system software—most of the 
UNIX operating system is written in C. Later, it became popular among programmers for 
several reasons:

❑❑ C has all the high-level instructions a structured high-level programming language 
should have: it hides the hardware details from the programmer.

❑❑ C also has some low-level instructions that allow the programmer to access the hard-
ware directly and quickly: C is closer to assembly language than any other high-level 
language. This makes it a good language for system programmers.

❑❑ C is a very efficient language: its instructions are short. This conciseness attracts pro-
grammers who want to write short programs. 

Ada

Ada was named after Augusta Ada Byron, the daughter of Lord Byron and the assistant to 
Charles Babbage, the inventor of the Analytical Engine. It was created for the US Depart-
ment of Defense (DoD) to be the uniform language used by all DoD contractors. Ada has 
three features that make it very popular for the DoD, and industry:

❑❑ Ada has high-level instructions like other procedural languages.

❑❑ Ada has instructions to allow real-time processing. This makes it suitable for process 
control.

❑❑ Ada has parallel-processing capabilities. It can be run on mainframe computers with 
multiple processors. 
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9.3.2  The object-oriented paradigm
The object-oriented paradigm deals with active objects instead of passive objects. We 
encounter many active objects in our daily life: a vehicle, an automatic door, a dishwasher, 
and so on. The actions to be performed on these objects are included in the object: the 
objects need only to receive the appropriate stimulus from outside to perform one of the 
actions. 

Returning to our example in the procedural paradigm, a file in an object-oriented 
paradigm can be packed with all the procedures—called methods in the object-oriented 
paradigm—to be performed by the file: printing, copying, deleting, and so on. The pro-
gram in this paradigm just sends the corresponding request to the object (print, delete, 
copy, and so on) and the file will be printed, copied, or deleted. Figure 9.5 illustrates the 
concept.

Figure 9.5  The concept of an object-oriented paradigm
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The methods are shared by all objects of the same type, and also for other objects that are 
inherited from these objects, as we discuss later. If the program wants to print File1, it just 
sends the required stimulus to the active objects and File1 will be printed. 

Comparing the procedural paradigm with the object-oriented paradigm  
(Figure 9.3 and Figure 9.5), we see that the procedures in the procedural paradigm 
are independent entities, but the methods in object-oriented paradigm belong to 
the object’s territory. 

Classes
As Figure 9.5 shows, objects of the same type (files, for example) need a set of methods 
that show how an object of this type reacts to stimuli from outside the object’s ‘terri-
tories’. To create these methods, object-oriented languages such as C+ +, Java, and C# 
(pronounced ‘C sharp’) use a unit called a class, as shown in Figure 9.6. The exact 
format of this program unit is different for different object-oriented languages (see 
Appendix F).
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Figure 9.6  The components of a class
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In general, the formats of methods are very similar to the functions used in some procedural 
languages. Each method has its header, its local variables, and its statement. This means that 
most of the features we discussed for procedural languages are also applied to methods written 
for an object-oriented program. In other words, we can claim that object-oriented languages are 
actually an extension of procedural languages with some new ideas and some new features. The 
C+ + language, for example, is an object-oriented extension of the C language. The C+ + lan-
guage can even be used as a procedural language with no or minimum use of objects. The Java 
language is an extension of C+ + language, but it is totally an object-oriented language. 

Inheritance
In the object-oriented paradigm, as in nature, an object can inherit from another object. This 
concept is called inheritance. When a general class is defined, we can define a more specific class 
that inherits some of the characteristics of the general class, but also has some new characteris-
tics. For example, when an object of the type GeometricalShapes is defined, we can define a class 
called Rectangles. Rectangles are geometrical shapes with additional characteristics. 

Polymorphism
Polymorphism means ‘many forms’. Polymorphism in the object-oriented paradigm means 
that we can define several operations with the same name that can do different things in 
related classes. For example, assume that we define two classes, Rectangles and Circles, 
both inherited from the class GeometricalShapes. We define two operations both named 
area, one in Rectangles and one in Circles, that calculate the area of a rectangle or a circle. 
The two operations have the same name but do different things, as calculating the area of 
a rectangle and the area of a circle need different operands and operations.

Some object-oriented languages 
Several object-oriented languages have been developed. We briefly discuss the character-
istics of two: C+ + and Java. 
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C++

The C++ language was developed by Bjarne Stroustrup at Bell Laboratory as an improve-
ment of the C language. It uses classes to define the general characteristics of similar 
objects and the operations that can be applied to them. For example, a programmer can 
define a GeometricalShapes class and all the characteristics common to two-dimensional 
geometrical shapes, such as center, number of sides, and so on. The class can also define 
operations (functions or methods) that can be applied to a geometrical shape, such as 
calculating and printing the area, calculating and printing the perimeter, printing the coor-
dinates of the center point, and so on. A program can then be written to create different 
objects of type GeometricalShapes. Each object can have a center located at a different 
point and a different number of sides. The program can then calculate and print the area, 
perimeter, and the location of the center for each object.

Three principles were used in the design of the C+ + language: encapsulation, inheri-
tance, and polymorphism.

Java

Java was developed at Sun Microsystems, Inc. It is based on C and C+ +, but some features 
of C+ +, such as multiple inheritance, are removed to make the language more robust. In 
addition, the language is totally class-oriented. In C+ + one can solve a problem without 
ever defining a class, but in Java every data item belongs to a class. 

A program in Java can either be an application or an applet. An application is a com-
plete stand-alone program that can be run independently. An applet, on the other hand, is 
embedded HTML (see Chapter 6), stored on a server, and run by a browser. The browser 
can download the applet and run it locally. 

In Java, an application program (or an applet) is a collection of classes and instances 
of those classes. One interesting feature of Java is the class library, a collection of classes. 
Although C+ + also provides a class library, in Java the user can build new classes based on 
those provided by the library. 

The execution of a program in Java is also unique. We create a class and pass it to the 
interpreter, which calls the class methods. Another interesting feature of Java is support 
for multithreading. A thread is a sequence of actions executed one after another. C+ + 
allows only single threading—that is, the whole program is executed as a single process 
thread—but Java allows the concurrent execution of several lines of code.

9.3.3  The functional paradigm
In the functional paradigm a program is considered a mathematical function. In this con-
text, a function is a black box that maps a list of inputs to a list of outputs (Figure 9.7).

Figure 9.7  A function in a functional language
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For example, summation can be considered as a function with n inputs and only one 
output. The function takes the n inputs, adds them, and creates the sum. A functional 
language does the following: 

❑❑ Predefines a set of primitive (atomic) functions that can be used by any programmer. 

❑❑ Allows the programmer to combine primitive functions to create new functions. 

For example, we can define a primitive function called first that extracts the first element 
of a list. It may also have a function called rest that extracts all the elements except the 
first. A program can define a function that extracts the third element of a list by combin-
ing these two functions as shown in Figure 9.8.

Figure 9.8  Extracting the third element of a list
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A functional language has two advantages over a procedural language: it encourages mod-
ular programming and allows the programmer to make new functions out of existing ones. 
These two factors help a programmer create large and less error-prone programs from 
already-tested programs. 

Some functional languages
We briefly discuss LISP and Scheme as examples of functional languages.

LISP

LISP (LISt Programming)  was designed by a team of researchers at MIT in the early 
1960s. It is a list-processing programming language in which everything is considered a list. 

Scheme

The LISP language suffered from a lack of standardization. After a while, there were dif-
ferent versions of LISP everywhere;. The de facto standard is the one developed by MIT 
in the early 1970s called Scheme.

The Scheme language defines a set of primitive functions that solves problems. The 
function name and the list of inputs to the function are enclosed in parentheses. The result 
is an output list, which can be used as the input list to another function. For example, there 
is a function, car, that extracts the first element of a list. There is a function, called cdr, that 
extracts the rest of the elements in a list except the first one. In other words, we have:

(car 2 3 7 8 11 17 20) → 2
(cdr 2 3 7 8 11 17 20) → 3 7 8 11 17 20
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Now we can combine these two functions to extract the third element of any list:

(car (cdr (cdr  list)))

If we apply the above function to (2 3 7 8 11 17 20), it extracts 7 because the result of 
the innermost parentheses is 3 7 8 11 17 20. This becomes the input to the middle paren-
theses, with the result 7 8 11 17 20. This list now becomes the input to the car function, 
which takes out the first element, 7.

9.3.4  The declarative paradigm
A declarative paradigm uses the principle of logical reasoning to answer queries. It is 
based on formal logic defined by Greek mathematicians and later developed into first-
order predicate calculus. 

Logical reasoning is based on deduction. Some statements (facts) are given that are 
assumed to be true, and the logician uses solid rules of logical reasoning to deduce new 
statements (facts). For example, the famous rule of deduction in logic is:

If (A is B) and (B is C), then (A is C)

Using this rule and the two following facts:

Fact 1: Socrates is a human → A is B
Fact 2: A human is mortal → B is C

we can deduce a new fact:

Fact 3: Socrates is mortal → A is C

Programmers study the domain of their subject—that is, know all the facts in this 
domain—or get the facts from experts in the field. Programmers also need to be 
expert in logic to carefully define the rules. Then the program can deduce and create 
new facts. 

One problem associated with declarative languages is that a program is specific to a 
particular domain, because collecting all the facts into one program makes it huge. This is 
the reason why declarative programming is limited so far to specific fields such as artificial 
intelligence. We discuss logic further in Chapter 18.

Prolog
One of the famous declarative languages is Prolog (PROgramming in LOGic) , developed 
by A. Colmerauer in France in 1972. A program in Prolog is made up of facts and rules. 
For example, the previous facts about human beings can be stated as:

human (John)
mortal (human)
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The user can then ask:

?-mortal (John)

and the program will respond with yes. 

9.4  COMMON CONCEPTS 
In this section we conduct a quick navigation through some procedural languages to find 
common concepts. Some of these concepts are also available in most object-oriented 
languages because, as we explain, an object-oriented paradigm uses the procedural 
paradigm when creating methods. 

9.4.1  Identifiers
One feature present in all procedural languages, as well as in other languages, is the 
identifier—that is, the name of objects. Identifiers allow us to name objects in the pro-
gram. For example, each piece of data in a computer is stored at a unique address. If there 
were no identifiers to represent data locations symbolically, we would have to know and 
use data addresses to manipulate them. Instead, we simply give data names and let the 
compiler keep track of where they are physically located. 

9.4.2  Data types
A data type defines a set of values and a set of operations that can be applied to those 
values. The set of values for each type is known as the domain for the type. Most languages 
define two categories of data types: simple types and composite types. 

Simple data types
A simple type (sometimes called an atomic type, fundamental type, scalar type, or built-in 
type) is a data type that cannot be broken into smaller data types. Several simple data 
types have been defined in imperative languages: 

❑❑ An integer type is a whole number, that is, a number without a fractional part. The 
range of values an integer can take depends on the language. Some languages support 
several integer sizes. 

❑❑ A real type is a number with a fractional part. 

❑❑ A character type is a symbol in the underlying character set used by the language, for 
example, ASCII or Unicode.

❑❑ A Boolean type is type with only two values, true or false. 

Composite data types
A composite type is a set of elements in which each element is a simple type or a composite 
type (that is, a recursive definition). Most languages defines the following composite types: 

❑❑ An array is a set of elements each of the same type. 

❑❑ A record is a set of elements in which the element can be of different types. 
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9.4.3  Variables
Variables are names for memory locations. As discussed in Chapter 5, each memory loca-
tion in a computer has an address. Although the addresses are used by the computer 
internally, it is very inconvenient for the programmer to use addresses for two reasons. 
First, the programmer does not know the relative address of the data item in memory. 
Second, a data item may occupy more than one location in memory. Names, as a substi-
tute for addresses, free the programmer to think at the level at which the program is 
executed. A programmer can use a variable, such as score, to store the integer value of a 
score received in a test. Since a variable holds a data item, it has a type. 

Variable declarations 
Most procedural and object-oriented languages required that the variables be declared before 
being used. Declaration alerts the computer that a variable with a given name and type will be 
used in the program. The computer reserves the required storage area and names it. Declaration 
is part of the object creation we discussed in the previous section. For example, in C, C+ +, and 
Java we can declare three variables of type character, integer, and real as shown below:

char C;

int num;

double result;

The first line declares a variable C to be of type character. The second declares a variable 
num to be of type integer. The third line declares a variable named result to be of type real.   

Variable initialization
Although the value of data stored in a variable may change during the program’s execu-
tion, most procedural languages allow the initialization of the variables when they are 
declared. Initialization stores a value in the variable. The following shows how the vari-
ables can be declared and initialized at the same time:

char C =’Z’;

int num = 123;

double result = 256,782;

9.4.4  Literals
A literal is a predetermined value used in a program. For example, if we need to calculate 
the area of a circle when the value of the radius is stored in the variable r, we can use the 
expression 3.14 ×  r2, in which the approximate value of π (pi) is used as a literal. In most 
programming languages we can have integer, real, character, and Boolean literals. In 
most  languages, we can also have string literals. To distinguish the character and string 
literals from the names of variables and other objects, most languages require that the 
character literals be enclosed in single quotes, such as 'A' and strings to be enclosed in 
double quotes such as "Anne". 
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9.4.5  Constants
The use of literals is not considered good programming practice unless we are sure that 
the value of the literal will not change with time (such as the value of π in geometry). 
However, most literals may change value with time. For example, if a sales tax is 8 per cent 
this year, it may not be the same next year. When we write a program to calculate the cost 
of items, we should not use the literal in our program:

cost → price × 1.08

For this reason, most programming languages defined constants. A constant, like a vari-
able, is a named location that can store a value, but the value cannot be changed after it 
has been defined at the beginning of the program. However, if next year we want to use 
the program again, we can change just one line at the beginning of the program, the value 
of the constant. For example, in a C, or C+ + program, the tax rate can be defined at the 
beginning and used during the program:

const float taxMultiplier = 1.08;
…
cost  = price * taxMultiplier; 

Note that a constant, like a variable, has a type that must be defined when the constant is 
declared.

9.4.6  Input and Output
Almost every program needs to read and/or write data. These operations can be quite 
complex, especially when we read and write large files. Most programming languages use 
a predefined function for input and output.

Input
Data is input by either a statement or a predefined function. The C language has several 
input functions. For example, the scanf function reads data from the keyboard, formats it, 
and stores it in a variable. The following is an example:

scanf (“%d”, &num);

When the program encounters this instruction, it waits for the user to type an integer. It then 
stores the value in the variable num. The %d tells the program to expect a decimal integer. 

Output
Data is output by either a statement or a predefined function. The C language has several 
output functions. For example, the printf function displays a string on the monitor. 
The programmer can include the value of a variable or variables as part of the string. The 
following displays the value of a variable at the end of a literal string:

printf (“The value of the number is: %d”, num);

https://sanet.st/blogs/polatebooks/
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9.4.7  Expressions
An expression is a sequence of operands and operators that reduces to a single value. For 
example, the following is an expression with a value of 13:

2 * 5 + 3

Operator
An operator is a language-specific token that requires an action to be taken. The most 
familiar operators are drawn from mathematics. For example, multiply (*) is an operator—
it indicates that two numbers are to be multiplied together. Every language has operators, 
and their use is rigorously specified in the syntax, or rules, of the language. 

Arithmetic operators are used in most languages. Table 9.3 shows some arithmetic oper-
ators used in C, C+ +, and Java.

Table 9.3  Arithmetic operators

Operator Definition Example

+ 
− 
* 
/ 
%

Addition 
Subtraction 
Multiplication 
Division (the result is the quotient) 
Division (the result is the remainder)

3 + 5 
2 – 4 
Num * 5 
Sum / Count 
Count %  4

++  
− −

Increment (add 1 to the value of the variable)  
Decrement (subtract 1 from the value of the variable)

Count++ 
Count– –

Relational operators compare data to see if a value is greater than, less than, or equal to 
another value. The result of applying relational operators is a Boolean value (true or false). 
C, C+ +, and Java use six relational operators, as shown in Table 9.4:

Table 9.4  Relational operators

Operator Definition Example

< 
<= 
> 
>= 
== 
!=

Less than 
Less than or equal to 
Greater than 
Greater than or equal to 
Equal to 
Not equal to

Num1 <   5 
Num1 <=  5 
Num2 >   3 
Num2 >=  3 
Num1 ==  Num2 
Num1 !=  Num2

Logical operators combine Boolean values (true or false) to get a new value. The  
C language uses three logical operators, as shown in Table 9.5.
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Table 9.5  Logical operators

Operator Definition Example

! 
&& 
||

Not 
And 
Or

! (Num1 <  Num2)       
(Num1 <  5)  &&  (Num2 >  10) 
(Num1 <  5)  ||  (Num2 >  10)

Operand
An operand receives an operator’s action. For any given operator, there may be one, two, 
or more operands. In our arithmetic example, the operands of division are the dividend 
and the divisor. 

9.4.8  Statements
A statement causes an action to be performed by the program. It translates directly into 
one or more executable computer instructions. For example, C, C+ +, and Java define 
many types of statements. We discuss some of these in this section. 

Assignment statements
An assignment statement assigns a value to a variable. In other words, it stores the value in 
the variable, which has already been created in the declaration section. We use the symbol 
← in our algorithm to define assignment. Most languages like (C, C+ +, and Java) use the 
symbol = for assignment. Other languages such as Ada or Pascal use := for assignment.

Compound statements
A compound statement is a unit of code consisting of zero or more statements. It is also 
known as a block. A compound statement allows a group of statements to be treated as a single 
entity. A compound statement consists of an opening brace, an optional statement section, 
followed by a closing brace. The following shows the makeup of a compound statement:

{
    x = 1;
    y = 20;
}

Control statements
A control statement is a program in a procedural language that is a set of statements. The 
statements are normally executed one after another. However, sometimes it is necessary to 
change this sequential order, for example to repeat a statement or a set of statements, or two 
different set of statements to be executed based on a Boolean value. The instruction pro
vided in the machine languages of computers for this type of deviation from sequential exe
cution is the jump instruction we discussed briefly in Chapter 5. Early imperative languages 
used the go to statement to simulate the jump instruction. Although the go to statement 
can be found in some imperative languages today, the principle of structured programming 
discourages its use. Instead, structured programming strongly recommends the use of the 
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three constructs of sequence, selection, and repetition, as we discussed in Chapter 8. Control 
statements in imperative languages are related to selection and repetition.

❑❑ Most imperative languages have two-way and multi-way selection statements. Two-
way selection is achieved through the if-else statement, multi-way selection through 
the switch (or case) statement. The UML diagram and the code for the if-else state-
ment is shown in Figure 9.9.

Figure 9.9  Two-way and multi-way decisions

Code Code

[true][false]

Statement 1Statement 2

if (condition)

   statement1

else
   statement2;

switch (C)

case a: statement 1; break;

case b: statement 2; break;

case c: statement 3; break;

{

};

[C = a]

[C = b]

[C = c]
Statement 3

Statement 1

Statement 2

In an if-else statement, if the condition is true, statement 1 is executed, while if the 
condition is false, statement 2 is executed. Both statements 1 and 2 can be any type of 
statement, including a null statement or a compound statement. Figure 9.9 also shows 
the code for the switch (or case) statement The value of C (a, b, or c) decide which of 
statement 1, statement 2, or statement 3 is executed. 

❑❑ We discussed the repetition construct in Chapter 8. Most of the imperative languages 
define between one and three loop statements that can achieve repetition. C, C+ + 
and Java define three loop statements, but all of them can be simulated using the while 
loop (Figure 9.10).
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Figure 9.10  Three types of repetition
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The main repetition construct in the C language is the while loop. A while loop is a pretest 
loop: it checks the value of a testing expression. If the value is true, the program goes 
through one iteration of the loop and tests the value again. The while loop is considered 
an event-controlled loop: the loop continues in iteration until an event happens that 
changes the value of the test expression from true to false. 

The for loop is also a pretest loop. However, in contrast to the while loop, it is a 
counter-controlled loop. A counter is set to an initial value and is incremented or decre-
mented in each iteration. The loop is terminated when the value of the counter matches 
a predetermined value. 

The do-while loop is also an event-controlled loop. However, in contrast to the while 
loop, it is a post-test loop. The loop does one iteration and tests the value of an expression. 
If it is false, it terminates, if true, it does one more iteration and tests again. 

9.4.9  Subprograms
In Chapter 8 we showed that a selection sort algorithm can be written as a main program 
and a subprogram. All procedures that are needed to find the smallest item among an 
unsorted list can be grouped into a subprogram. The idea of subprograms is crucial in 
procedural languages and to a lesser extent in object-oriented languages. We explained 
that a program written in a procedural language is a set of procedures that are normally 
predefined, such as addition, multiplication, and so on. However, sometimes a subset of 
these procedures to accomplish a single task can be collected and placed in their own 
program unit, a subprogram. This is useful because the subprogram makes programming 
more structural: a subprogram to accomplish a specific task can be written once but called 
many times, just like predefined procedures in the programming language. 
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Subprograms also make programming easier: in incremental program development 
the programmer can test the program step by step by adding a subprogram at each step. 
This helps to detect errors before the next subprogram is written. Figure 9.11 illustrates 
the idea of a subprogram.

Figure 9.11  The concept of a subprogram

Subprogram call 

Main program 

Subprogram 

Local variables
In a procedural language, a subprogram, like the main program, can call predefined proce-
dures to operate on local objects. These local objects or local variables are created each 
time the subprogram is called and destroyed when control returns from the subprogram. 
The local objects belong to the subprograms. 

Parameters
It is rare for a subprogram to act only upon local objects. Most of the time the main pro-
gram requires a subprogram to act on an object or set of objects created by the main 
program. In this case, the program and subprogram use parameters. These are referred to 
as actual parameters in the main program and formal parameters in the subprogram. A 
program can normally pass parameters to a subprogram in either of two ways:

❑❑ By value
❑❑ By reference

These are described below.

Pass by value

In pass by value, the main program and the subprogram create two different objects (vari-
ables). The object created in the program belongs to the program and the object created 
in the subprogram belongs to the subprogram. Since the territory is different, the corre-
sponding objects can have the same or different names. Communication between the 
main program and the subprogram is one-way, from the main program to the subprogram. 
The main program sends the value of the actual parameter to be stored in the correspond-
ing formal parameter in the subprogram: there is no communication of parameter value 
from the subprogram to the main program. 

Example 9.1

Assume that a subprogram is responsible for carrying out printing for the main program. 
Each time the main program wants to print a value, it sends it to the subprogram to be 
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printed. The main program has its own variable X, the subprogram has its own variable A. 
What is sent from the main program to the subprogram is the value of variable X. This 
value is stored in the variable A in the subprogram and the subprogram will then print it 
(Figure 9.12). 

Figure 9.12  An example of pass by value

A copy of 5 is sent 

X: actual parameters 
A: formal parameters 

Main program 

Subprogram 

X 
5 

A 
5 

print (A) 

print the value of A 
{ 

} print (X) 

main ( ) 
{ 

} 

Example 9.2

In Example 9.1, since the main program sends only a value to the subprogram, it does not 
need to have a variable for this purpose: the main program can just send a literal value to 
the subprogram. In other words, the main program can call the subprogram as print (X) 
or print (5).

Example 9.3

An analogy of pass by value in real life is when a friend wants to borrow and read a valued 
book that you wrote. Since the book is precious, possibly out of print, you make a copy of 
the book and pass it to your friend. Any harm to the copy therefore does not affect your 
book. 

Pass by value has an advantage: the subprogram receives only a value. It cannot 
change, either intentionally or accidentally, the value of the variable in the main pro-
gram. However, the inability of a subprogram to change the value of the variable in 
the main program is a disadvantage when the program actually needs the subprogram 
to do so. 

Example 9.4

Assume that the main program has two variables X and Y that need to swap their val-
ues. The main program calls a subprogram called swap to do so. It passes the value of X 
and Y to the subprogram, which are stored in two variables A and B. The swap subpro-
gram uses a local variable T (temporary) and swaps the two values in A and B, but the 
original values in X and Y remain the same: they are not swapped. This is illustrated in 
Figure 9.13. 
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Figure 9.13  An example in which pass by value does not work
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Pass by reference

Pass by reference was devised to allow a subprogram to change the value of a variable in 
the main program. In pass by reference, the variable, which in reality is a location in mem-
ory, is shared by the main program and the subprogram. The same variable may have 
different names in the main program and the subprogram, but both names refer to the 
same variable. Metaphorically, we can think of pass by reference as a box with two doors: 
one opens in the main program, the other opens in the subprogram. The main program 
can leave a value in this box for the subprogram, the subprogram can change the original 
value and leave a new value for the program in it. 

Example 9.5

If we use the same swap subprogram but let the variables be passed by reference, the two 
values in X and Y are actually exchanged, as Figure 9.14 shows.

Figure 9.14  An example of pass by reference

X and Y: actual parameters 

A and B: formal parameters 

T: local (temporary) parameters 

X 

Y 

T 
A 

B 

swap (RefA, RefB) 
{ 

} 

A T 

A B 

B T 

swap (RefX, RefY) 

main ( ) 
{ 

} 



9.5  End-Chapter Materials 267

Returning values
A subprogram can be designed to return a value or values. This is the way that predefined 
procedures are designed. When we use the expression C ← A + B, we actually call a pro-
cedure add (A, B) that return a value to be stored in the variable C. 

Implementation
The concept of subprogram is implemented differently in different languages. In C and 
C+ +, the subprogram is implemented as a function. 

9.5  END-CHAPTER MATERIALS
9.5.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Cooke, D. A. Concise Introduction to Computer Languages, Pacific Grove, CA: Brooks/
Cole, 2003

❑❑ Tucker, A. and Noonan, R. Programming Languages: Principles and Paradigms, Burr 
Ridge, IL: McGraw-Hill, 2002

❑❑ Pratt, T. and Zelkowitz, M. Programming Languages, Design and Implementation, 
Englewood Cliffs, NJ: Prentice-Hall, 2001

❑❑ Sebesta, R. Concepts of Programming Languages, Boston, MA: Addison-Wesley, 2006

9.5.2  Key terms
actual parameter 264 Java 254

Ada 251 lexical analyzer 247

applet 254 LISt Programming Language (LISP) 255

arithmetic operator 260 literal 258

assembler 245 local variable 264

assembly language 245 logical operator 260

assignment statement 261 machine language 244

bytecode 247 method 253

C++ language 254 multithreading 254

C language 251 object-oriented language 253

class 252 object-oriented paradigm 252

code generator 248 object program 246

 COmmon Business-Oriented Language
(COBOL) 251

operand 261

compilation 246 operator 260

compiler 246 output 259

(Continued)
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composite type 257 parameter 264

 compound statement 261 Pascal 251

computer language 244 pass by reference 266

constant 259 pass by value 264

control statement 261 polymorphism 253

data type 257 procedural paradigm 248

declarative language  256 Programming in LOGic (PROLOG) 256

declarative paradigm 256 programming language 244

expression 260 relational operator 260

formal parameter 264 Scheme 255

FORmula TRANslation (FORTRAN) 250 semantic analyzer 248

functional language 255 simple type 257

functional paradigm 254 source program 246

high-level language 255 statement 261

identifier 257 subprogram 263

imperative language 257 symbolic language 245

imperative paradigm 248 syntax 244

inheritance 253 syntax analyzer 248

input 259 token 247

interpretation 246 translator 248

interpreter 246 variable 258

9.5.3  Summary

❑❑ A computer language is a set of predefined words that are combined into a program 
according to predefined rules, the language’s syntax. Over the years, computer lan-
guages have evolved from machine language to high-level languages. The only lan-
guage understood by a computer is machine language.

❑❑ High-level languages are portable to many different computers, allowing the programmer 
to concentrate on the application rather than the intricacies of the computer’s organization. 

❑❑ To run a program on a computer, the program needs to be translated into the 
computer’s native machine language. The program in the high-level language is called 
the source program. The translated program in machine language is called the object 
program. Two methods are used for translation: compilation and interpretation. A com-
piler translates the whole source program into the object program. Interpretation 
refers to the process of translating each line of the source program into the corre-
sponding object program line by line and executing them.

❑❑ The translation process uses a lexical analyzer, a syntax analyzer, a semantic analyzer, 
and code generator, and a lexical analyzer to create a list of tokens.
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❑❑ A paradigm describes a way in which a computer language can be used to approach a 
problem to be solved. We divide computer languages into four paradigms: procedural, 
object-oriented, functional, and declarative. A procedural paradigm considers a program 
as an active agent that manipulates passive objects. FORTRAN, COBOL, Pascal, C, 
and Ada are examples of procedural languages. The object-oriented paradigm deals 
with active objects instead of passive objects. C+ + and Java are common object-ori-
ented languages. In the functional paradigm, a program is considered as a mathemat-
ical function. In this context, a function is a black box that maps a list of inputs to 
a list of outputs. LISP and Scheme are common functional languages. A declarative 
paradigm uses the principle of logical reasoning to answer queries. One of the best-
known declarative languages is PROLOG.

❑❑ Some common concepts in procedural and object-oriented languages are identifiers, 
data types, variables, literals, constants, inputs and outputs, expressions, and statements. 
Most languages use two categories of control statements: decision and repetition. Sub-
programming is a common concept among procedural languages. 

9.6  PRACTICE SET
9.6.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

9.6.2  Review questions
Q9-1.	 Distinguish between machine language and assembly language. 
Q9-2.	 Distinguish between assembly language and a high-level language.
Q9-3.	 Which computer language is directly related and understood by a computer?
Q9-4.	 Distinguish between compilation and interpretation.
Q9-5.	 List four steps in programming language translation.
Q9-6.	 List four common computer language paradigms.
Q9-7.	 Compare and contrast a procedural paradigm with an object-oriented paradigm.
Q9-8.	 Define a class and a method in an object-oriented language. What is the relation 

between these two concepts and the concept of an object?
Q9-9.	 Define a functional paradigm.
Q9-10.	 Define a declarative paradigm. 

9.6.3  Problems
P9-1.	 Declare three variables of type integers in C language.
P9-2.	 Define three variables of type real in C language and initialize them to three values. 
P9-3.	 Declare three constants in C of type character, integer, and real respectively.
P9-4.	 Explain why a constant must be initialized when it is declared.
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P9-5.	 Find how many times the statement in the following code segment in C is executed:

A = 5

while (A < 8)

{

statement; 
A = A + 2;

}

P9-6.	 Find how many times the statement in the following code segment in C is executed:

A = 5

while (A < 8)

{

statement; 
A = A - 2;

}

P9-7.	 Find how many times the statement in the following code segment in C is executed:

for (int i = 5; i < 20, i++) 

{

statement; 
i = i + 1;

} 

P9-8.	 Find how many times the statement in the following code segment in C is executed:

A = 5

do

{

statement; 
A = A + 1;

} while (A < 10); 

P9-9.	 Write the code in Problem P9-6 using do-while loop. 
P9-10.	 Write the code in Problem P9-7 using do-while loop. 
P9-11.	 Write the code in Problem P9-7 using while loop. 
P9-12.	 Write the code in Problem P9-8 using a for loop. 
P9-13.	 Write the code in Problem P9-6 using a for loop. 
P9-14.	 Write a code fragment using a while loop that never executes its body.
P9-15.	 Write a code fragment using a do loop that never executes its body. 
P9-16.	 Write a code fragment using a for loop that never executes its body.
P9-17.	 Write a code fragment using a while loop that never stops. 
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P9-18.	 Write a code fragment using a do loop that never stops. 
P9-19.	 Write a code fragment using a for loop that never stops. 
P9-20.	 In the following code, find all the literal values:

C = 12  * A + 4 * (B - 5)

P9-21.	 In the following code, find the variables and literals:

Hello = “Hello”;

P9-22.	 Change the following segment of code to use a switch statement:

if (A = = 4)

{

statement1;
}

else if (A == 6) 

{

statement 2;
}

else if (A == 8) 

{

    statement 3; 

}

else  

{

statement 4 ; 
}

P9-23.	 If the subprogram calculate (A, B, S, P) accepts the value of A and B and calculates 
the their sum S and product P, which variable do you pass by value and which 
one by reference? 

P9-24.	 If the subprogram smaller(A, B, S) accepts the value of A and B and finds the 
smaller of the two, which variable do you pass by value and which one by 
reference?

P9-25.	 If the subprogram cube (A) accepts the value of A and calculates its cube (A3), 
should you pass A to the subprogram by value or by reference?

P9-26.	 If the subprogram needs to get a value for A from the keyboard and return it to 
the main program, should you pass A to the subprogram by value or by reference? 

P9-27.	 If the subprogram needs to display the value of A on the monitor, should you pass 
A to the subprogram by value or by reference? 





In this chapter we introduce the concept of software engineering. We begin with the idea 
of the software lifecycle. We then show two models used for the development process: the 
waterfall model and the incremental model. A brief discussion of four phases in the devel-
opment process follows.  

Objectives
After studying this chapter, the student should be able to:

❑❑ Understand the concept of the software lifecycle in software engineering.

❑❑ Describe two major types of development process, the waterfall and incremental 
models.

❑❑ Understand the analysis phase and describe two separate approaches in the analysis 
phase: procedure-oriented analysis and object-oriented analysis.

❑❑ Understand the design phase and describe two separate approaches in the design 
phase: procedure-oriented design and object-oriented design.

❑❑ Describe the implementation phase and recognize the quality issues in this phase.

❑❑ Describe the testing phase and distinguish between glass-box testing and black-box 
testing. 

❑❑ Recognize the importance of documentation in software engineering and distinguish 
between user documentation, system documentation, and technical documentation. 
Software engineering is the establishment and use of sound engineering methods and 
principles to obtain reliable software. This definition, taken from the first international 
conference on software engineering in 1969, was proposed 30 years after the first 
computer was built. 

CHAPTER	 10
Software Engineering
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10.1  THE SOFTWARE LIFECYCLE
A fundamental concept in software engineering is the software lifecycle. Software, like 
many other products, goes through a cycle of repeating phases (Figure 10.1).

Figure 10.1  The software lifecycle
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Software is first developed by a group of developers. Usually it is in use for a while before 
modifications are necessary. Modification is often needed due to errors found in the soft-
ware, changes in the rules or laws governing its design, or changes in the company itself. 
The software therefore needs to be modified before further use. These two steps, use and 
modify, continue until the software becomes obsolete. By ‘obsolete’, we mean that the 
software loses its validity because of inefficiency, obsolescence of the language, major 
changes in user requirements, or other factors. 

10.1.1  Development process models
Although software engineering involves all three processes in Figure 10.1, in this chap-
ter we discuss only the development process, which is shown outside the cycle in 
Figure 10.1. The development process in the software lifecycle involves four phases: 
analysis, design, implementation, and testing. There are several models for the develop-
ment process. We discuss the two most common here: the waterfall model and the 
incremental model.

The waterfall model
One very popular model for the software development process is known as the waterfall 
model (Figure 10.2). In this model, the development process flows in only one direction. 
This means that a phase cannot be started until the previous phase is completed. 



10.1  The Software Lifecycle 275

Figure 10.2  The waterfall model
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For example, the analysis phase of the whole project should be completed before its 
design phase is started. The entire design phase should be finished before the implemen-
tation phase can be started. 

There are advantages and disadvantages to the waterfall model. One advantage is 
that each phase is completed before the next phase starts. The group that works on the 
design phase, for example, knows exactly what to do because they have the complete 
results of the analysis phase. The testing phase can test the whole system because the 
entire system under development is ready. However, a disadvantage of the waterfall 
model is the difficulty in locating a problem: if there is a problem in part of the process, 
the entire process must be checked. 

The incremental model
In the incremental model, software is developed in a series of steps. The developers first 
complete a simplified version of the whole system. This version represents the entire sys-
tem but does not include the details. Figure 10.3 shows the incremental model concept.

In the second version, more details are added, while some are left unfinished, and 
the system is tested again. If there is a problem, the developers know that the problem is 
with the new functionality. They do not add more functionality until the existing system 
works properly. This process continues until all required functionality has been added. 

Figure 10.3  The incremental model
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10.2  ANALYSIS PHASE
The development process starts with the analysis phase. This phase results in a specifica-
tion document that shows what the software will do without specifying how it will be 
done. The analysis phase can use two separate approaches, depending on whether the 
implementation phase is done using a procedural programming language or an object-
oriented language. We briefly discuss both in this section. 

10.2.1  Procedure-oriented analysis
Procedure-oriented analysis—also called structured analysis or classical analysis—is the 
analysis process used if the system implementation phase will use a procedural language. 
The specification in this case may use several modeling tools, but we discuss only a few of 
them here. 

Data flow diagrams
Data flow diagrams show the movement of data in the system. They use four symbols: a 
square box shows the source or destination of data, a rectangle with rounded corners 
shows the process (the action to be performed on the data), an open-ended rectangle 
shows where data is stored, and arrows show the flow of data. 

Figure 10.4 shows a simplified version of a booking system in a small hotel that 
accepts reservations from potential guests through the Internet and confirms or rejects 
the reservation based on available vacancies.   

Figure 10.4  An example of a data flow diagram
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One of the processes in this diagram (handle reservation) checks the availability using the 
reservation file and accepts or rejects a reservation. If the reservation is accepted, it will be 
recorded in the reservation file.  

Entity–relationship diagrams
Another modeling tool used during the analysis phase is the entity–relationship diagram. 
Since this diagram is also used in database design, we discuss it in Chapter 14. 
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State diagrams
State diagrams (see Appendix B) provide another useful tool that is normally used when 
the state of the entity in the system will change in response to events. As an example of a 
state diagram, we show the operation of a one-passenger elevator. When a floor button is 
pushed, the elevator moves in the requested direction. It does not respond to any other 
request until it reach its destination. 

Figure 10.5 shows a state diagram for this old-style elevator. The elevator can be in 
one of three states: moving up, moving down, or parked. Each of these states is represent-
ed by a rounded rectangle in the state diagram. When the elevator is in the parked state, 
it accepts a request. If the requested floor is the same as the current floor, the request is 
ignored—the elevator remains in the parked state. If the requested floor is above the cur-
rent floor, the elevator starts moving up. If the requested floor is lower than the requested 
floor, the elevator starts moving down. Once moving, the elevator remains in one moving 
state until it reaches the requested floor. 

Figure 10.5  An example of a state diagram
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10.2.2  Object-oriented analysis
Object-oriented analysis is the analysis process used if the implementation uses an 
object-oriented language. The specification document in this case may use several tools, 
but we discuss only a few of them here. 

Use-case diagrams
A use-case diagram gives the user’s view of a system: it shows how the user communicates 
with the system. A use-case diagram uses four components: system, use cases, actors, and 
relationships. A system, shown by a rectangle, performs a function. The actions in the 
system are shown by use cases, which are denoted by rounded rectangles. An actor is 
someone or something that uses the system. Although actors are represented by stick 
figures, they do not necessarily represent human beings. 

Figure 10.6 shows the use-case diagram for the old-style elevator for which we gave 
a state diagram in Figure 10.5. The system in this figure is the elevator. The only actor is 
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the user of the elevator. There are two uses cases: pressing the elevator button (in the hall 
of each floor) and pressing the floor button inside the elevator. The elevator has only one 
button on each floor that gives the signal to the elevator to move to that floor. 

Figure 10.6  An example of a use-case diagram
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Class diagrams
The next step in analysis is to create a class diagram for the system. For example, we can 
create a class diagram for our old-style elevator. To do so, we need to think about the enti-
ties involved in the system. In the elevator system we have two classes of entities: the 
buttons and the elevator itself. At first glance, therefore, it looks as if we have two classes: 
a button class and an elevator class. However, we have two types of buttons: the elevator 
buttons in the hallways and the floor buttons inside the elevator. It seems then that we can 
have a button class and two classes that inherit from the button class: an elevator button 
class and a floor button class. The first class diagram that we can create for the elevator 
problem is therefore that shown in Figure 10.7. 

Figure 10.7  An example of a class diagram
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Note that the elevator button class and the floor button class are subclasses of the button 
class. However, the relationship between the elevator class and the two button classes 
(elevator button and floor button) is a one-to-many relation (see Appendix B). The class 
diagram for the elevator system can of course be extended, but we leave this to books on 
software engineering. 
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State chart
After the class diagram is finalized, a state chart can be prepared for each class in the class 
diagram. A state chart in object-oriented analysis plays the same role as the state diagram 
in procedure-oriented analysis. This means that for the class diagram of Figure 10.7, we 
need to have a four-state chart. 

10.3  DESIGN PHASE
The design phase defines how the system will accomplish what was defined in the analysis 
phase. In the design phase, all components of the system are defined. 

10.3.1  Procedure-oriented design
In procedure-oriented design we have both procedures and data to design. We discuss a 
category of design methods that concentrate on procedures. In procedure-oriented design, 
the whole system is divided into a set of procedure or modules. 

Structure charts
A common tool for illustrating the relations between modules in procedure-oriented 
design is a structure chart. For example, the elevator system whose state diagram is 
shown in Figure 10.5 can be designed as a set of modules shown in the structure chart in 
Figure 10.8. Structure charts are discussed in Appendix D. 

Figure 10.8  A structure chart
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Modularity
Modularity means breaking a large project into smaller parts that can be understood and 
handled easily. In other words, modularity means dividing a large task into small tasks that 
can communicate with each other. The structure chart discussed in the previous section 
shows the modularity in the elevator system. There are two main concerns when a system 
is divided into modules: coupling and cohesion.  
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Coupling

Coupling is a measure of how tightly two modules are bound to each other. The more 
tightly coupled, the less independent they are. Since the objective is to make modules as 
independent as possible, we want them to be loosely coupled. There are at least three 
reasons why loose coupling is desirable. 

❑❑ Loosely coupled modules are more likely to be reusable. 

❑❑ Loosely coupled modules are less likely to create errors in related modules. 

❑❑ When the system needs to be modified, loosely coupled modules allow us to modify 
only modules that need to be changed without affecting modules that do not need 
to change. 

Coupling between modules in a software system must be minimized. 

Cohesion

Another issue in modularity is cohesion. Cohesion is a measure of how closely the mod-
ules in a system are related. We need to have maximum possible cohesion between 
modules in a software system. 

Cohesion between modules in a software system must be maximized. 

10.3.2  Object-oriented design
In object-oriented design, the design phase continues by elaborating the details of classes. 
As we mentioned in Chapter 9, a class is made of a set of variables (attributes) and a set 
of methods (functions). The object-oriented design lists the details of these attributes and 
methods. Figure 10.9 shows an example of the details of our four classes used in the 
design of the old-style elevator.  

Figure 10.9  An example of classes with attributes and methods

Button

status: (on, off)

turnOn
turnOff

Elevator button

turnOn
turnOff

Floor button

turnOn
turnOff

Elevator

moveUp
moveDown

10.4  IMPLEMENTATION PHASE
In the waterfall model, after the design phase is completed, the implementation phase can 
start. In this phase the programmers write the code for the modules in procedure-oriented 
design, or write the program units to implement classes in object-oriented design. There 
are several issues to mention in each case. 
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10.4.1  Choice of language
In a procedure-oriented development, the project team needs to choose a language or a 
set of languages from among the procedural languages discussed in Chapter 9. Although 
some languages like C++ are considered to be both a procedure—and an object-oriented 
language—normally an implementation uses a purely procedural language such as C. In 
object-oriented cases, both C++ and Java are common. 

10.4.2  Software quality
The quality of software created at the implementation phase is a very important issue. A 
software system of high quality is one that satisfies the user’s requirements, meets the 
operating standards of the organization, and runs efficiently on the hardware for which it 
was developed. However, if we want to achieve a software system of high quality, we must 
be able to define some attributes of quality. 

Software quality factors
Software quality can be divided into three broad measures: operability, maintainability, 
and transferability. Each of these measures can be further broken down as shown in 
Figure 10.10. 

Figure 10.10  Quality factors
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Operability

Operability refers to the basic operation of a system. Several measures can be mentioned 
for operability, as shown in Figure 10.10: accuracy, efficiency, reliability, security, timeliness, 
and usability. 

❑❑ A system that is not accurate is worse than no system at all. Any system that is 
developed, therefore, must be thoroughly tested both by a system’s test engineer 
and the user. Accuracy can be measured by such metrics as mean time between 
failures, number of bugs per thousand lines of code, and number of user requests 
for change.
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❑❑ Efficiency is a subjective term. In some cases, the user will specify a performance stan-
dard, such as a real-time response that must be received within 1 second 95 per cent 
of the time. This is certainly measurable. 

❑❑ Reliability is really the sum of the other factors. If users count on the system to get 
their job done and are confident in it, then it is most likely reliable. On the other 
hand, some measures speak directly to a system’s reliability, most notably, mean time 
between failures. 

❑❑ How secure a system is refers to how easy it is for unauthorized people to access the 
system’s data. Although this is a subjective area, there are checklists that assist in 
assessing the system’s security. For example, does the system have and require pass-
words to identify users?

❑❑ Timeliness in software engineering can mean several different things. Does the system 
deliver its output in a timely fashion? For online systems, does the response time sat-
isfy the users’ requirements? 

❑❑ Usability is another area that is highly subjective. The best measure of usability is to 
watch the users and see how they are using the system. User interviews will often 
reveal problems with the usability of a system.

Maintainability

Maintainability refers to the ease with which a system can be kept up to date and running 
correctly. Many systems require regular changes, not because they were poorly implemented, 
but because of changes in external factors. For example, the payroll system for a company 
might have to be changed often to meet changes in government laws and regulations.

❑❑ Changeability is a subjective factor. Experienced project leaders, however, are able 
to estimate how long a requested change will take to implement. If too long, it may 
indicate that the system is difficult to change. This is especially true of older systems. 
There are software measurement tools in the field today that will estimate a pro-
gram’s complexity and structure. 

❑❑ One measure of correctability is mean time to recovery, which is the time it takes to get 
a program back into operation after it fails. Although this is a reactive definition, there 
are currently no predictors of how long it will take to correct a program when it fails. 

❑❑ Users are constantly requesting changes to systems. Flexibility is a qualitative attribute 
that attempts to measure how easy it is to make these changes. If a program needs to 
be completely rewritten to effect a change, it is not flexible. 

❑❑ We might think that testability is a highly subjective area, but test engineers have 
checklists of factors that can assess a program’s testability. 

Transferability

Transferability refers to the ability to move data and/or a system from one platform to 
another and to reuse code. In many situations this is not an important factor. On the other 
hand, if we are writing generalized software, it can be critical.

❑❑ If modules are written so that they can be reused in other systems, then they have 
high levels of reusability. Good programmers build libraries of functions that they can 
reuse for solving similar problems.
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❑❑ Interoperability is the capability of sending data to other systems. In today’s highly 
integrated systems, it is a desirable attribute. In fact, it has become so important that 
operating systems now support the ability to move data between systems, such as 
between a word processor and a spreadsheet.

❑❑ Portability is the ability to move software from one hardware platform to another.

10.5  TESTING PHASE
The goal of the testing phase is to find errors, which means that a good testing strategy is the 
one that finds most errors. There are two types of testing: glass-box and black-box (Figure 10.11). 

Figure 10.11  Software testing
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10.5.1  Glass-box testing
Glass-box testing (or white-box testing) is based on knowing the internal structure of the 
software. The testing goal is to check to determine whether all components of the soft-
ware do what they are designed to do. Glass-box testing assumes that the tester knows 
everything about the software. In this case, the software is like a glass box in which every-
thing inside the box is visible. Glass-box testing is done by the software engineer or a 
dedicated team. Glass-box testing that uses the structure of the software is required to 
guarantee that at least the following four criteria are met:

❑❑ All independent paths in every module are tested at least once.

❑❑ All the decision constructs (two-way and multiway) are tested on each branch.

❑❑ Each loop construct is tested.

❑❑ All data structures are tested.

Several testing methodologies have been designed in the past. We briefly discuss two of 
them: basis path testing and control structure testing.

Basis path testing
Basis path testing was proposed by Tom McCabe. This method creates a set of test cases 
that executes every statement in the software at least once. 

Basis path testing is a method in which each statement  
in the software is executed at least once. 
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Basis path testing uses graph theory (see Chapter 12) and cyclomatic complexity to find the inde-
pendent paths that must be followed to guarantee that each statement is executed at least once. 

Example 10.1

To give the idea of basis path testing and finding the independent paths in part of a pro-
gram, assume that a system is made up of only one program and that the program is only 
a single loop with the UML diagram shown in Figure 10.12. 

Figure 10.12  An example of basis path testing
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In this simple program we have three independent paths. The first path is the case in 
which the loop is bypassed. The second path is where the loop is executed once through 
the right branch of the decision construct. The third path is when the loop is executed 
once but through the left branch of the decision construct. If there are more iterations, the 
paths created are not independent of these three paths: it is possible to prove this if we 
change the UML to a flow graph, but we must leave the proof to books on software engi-
neering. The idea is to design test cases that cover all three paths in the basis path set, so 
that all statements are executed at least once. 

Control structure testing
Control structure testing is more comprehensive than basis path testing and includes it. 
This method uses different categories of test that are briefly described below.

Condition testing

Condition testing applies to any condition expression in the module. A simple condition is a 
relational expression, while a compound condition is a combination of simple conditions 
and logical operators (see Chapter 9). Condition testing is designed to check whether all 
conditions are set correctly. 
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Data flow testing

Data flow testing is based on the flow of data through the module. This type of testing 
selects test cases that involve checking the value of variables when they are used on the 
left side of the assignment statement. 

Loop testing

Loop testing uses test cases to check the validity of loops. All types of loops (while, do, and 
for) are carefully tested. 

10.5.2  Black-box testing
Black-box testing gets its name from the concept of testing software without knowing 
what is inside it and without knowing how it works. In other words, the software is like a 
black box into which the tester cannot see. Black-box testing tests the functionality of the 
software in terms of what the software is supposed to accomplish, such as its inputs and 
outputs. Several methods are used in black-box testing, discussed below.

Exhaustive testing
The best black-box test method is to test the software for all possible values in the input 
domain. However, in complex software the input domain is so huge that it is often imprac-
tical to do so. 

Random testing
In random testing, a subset of values in the input domain is selected for testing. It is 
very important that the subset be chosen in such a way that the values are distributed 
over the domain input. The use of random number generators can be very helpful in 
this case. 

Boundary-value testing
Errors often happen when boundary values are encountered. For example, if a module 
defines that one of its inputs must be greater than or equal to 100, it is very important 
that module be tested for the boundary value 100. If the module fails at this boundary 
value, it is possible that some condition in the module’s code such as x . 100 is written 
as x . 100.  

10.6  DOCUMENTATION
For software to be used properly and maintained efficiently, documentation is needed. 
Usually, three separate sets of documentation are prepared for software: user documenta-
tion, system documentation, and technical documentation. However, note that documen-
tation is an ongoing process. If the software has problems after release, they must be 
documented too. If the software is modified, all modifications and their relationship to the 
original package must also be documented. Documentation only stops when the package 
becomes obsolete. 
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Documentation is an ongoing process.

10.6.1  User documentation
To run the software system properly, the users need documentation, traditionally called a 
user guide, that shows how to use the software step by step. User guides usually contain a 
tutorial section to guide the user through each feature of the software.

A good user guide can be a very powerful marketing tool: the importance of user 
documentation in marketing cannot be overemphasized. User guides should be written 
for both the novice and the expert users, and a software system with good user documen-
tation will definitely increase sales.

10.6.2  System documentation
System documentation defines the software itself. It should be written so that the soft-
ware can be maintained and modified by people other than the original developers. Sys-
tem documentation should exist for all four phases of system development.

In the analysis phase, the information collected should be carefully documented. In 
addition, the analysts should define the sources of information. The requirements and 
methods chosen in this phase must be clearly stated with the rationale behind them.

In the design phase, the tools used in the final copy must be documented. For exam-
ple, if a chart undergoes several changes, the final copy of the chart should be documented 
with complete explanations. 

In the implementation phase, every module of the code should be documented. In 
addition, the code should be self-documenting as far as possible using comments and 
descriptive headers.

Finally, the developers must carefully document the testing phase. Each type of test 
applied to the final product should be mentioned along with its result. Even unfavorable 
results and the data that produced them must be documented.

10.6.3  Technical documentation
Technical documentation describe the installation and the servicing of the software sys-
tem. Installation documentation defines how the software should be installed on each 
computer, for example, servers and clients. Service documentation defines how the system 
should be maintained and updated if necessary.

10.7  END-CHAPTER MATERIALS 
10.7.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
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❑❑ Gustafson, D. Software Engineering, New York: McGraw-Hill, 2002

❑❑ Lethbridge, T. and Laganiere, R. Object-Oriented Software Engineering, New York: 
McGraw-Hill, 2005
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2007
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10.7.3  Summary

❑❑ The software lifecycle is a fundamental concept in software engineering. Software, 
like many other products, goes through a cycle of repeating phases.

❑❑ The development process in the software lifecycle involves four phases: analysis, design, 
implementation, and testing. Several models have been used in relation to these phases. 
We discussed the two most common: the waterfall model and the incremental model. 

❑❑ The development process starts with the analysis phase. The analyst prepares a spec-
ification document that shows what the software will do without specifying how it 
will be done. The analysis phase can be done in two ways: procedure-oriented analysis 
and object-oriented analysis.

❑❑ The design phase defines how the system will accomplish what was defined in the 
analysis phase. In procedure-oriented design, the whole project is divided into a set 
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of procedure or modules. In object-oriented design, the design phase continues by 
elaborating the details of classes.

❑❑ Modularity means breaking a large project into smaller parts that can be understood 
and handled easily. Two issues are important when a system is divided into modules: 
coupling and cohesion. Coupling is a measure of how tightly two modules are bound 
to each other. Coupling between modules in a software system must be minimized. 
Cohesion is a measure of how closely the modules in a system are related. Cohesion 
between modules in a software system should be maximized.

❑❑ In the implementation phase, programmers write the code for the modules in pro-
cedure-oriented design, or write the program units to implement classes in the 
object-oriented design. 

❑❑ The quality of software is important. Software quality can be divided into three broad 
measures: operability, maintainability, and transferability. 

❑❑ The goal of the testing phase is to find errors. There are two types of testing: glass-
box and black-box. Glass-box testing (or white-box testing) is based on knowing the 
internal structure of the software. Glass-box testing assumes that the tester knows 
everything. Black-box testing means testing the software without knowing what is 
inside it and without knowing how it works. 

10.8  PRACTICE SET
10.8.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

10.8.2  Review questions
Q10-1.	 Define ‘software lifecycle’.
Q10-2.	 Distinguish between the waterfall model and the incremental development 

models.
Q10-3.	 List the four phases in the development process.
Q10-4.	 Define the purpose of the analysis phase and describe two trends in this phase. 
Q10-5.	 Define the purpose of the design phase and describe two trends in this phase.
Q10-6.	 Describe modularity and mention two issues related to modularity.
Q10-7.	 Distinguish between coupling and cohesion. 
Q10-8.	 Define the purpose of the implementation phase and describe the issue of qual-

ity in this phase. 
Q10-9.	 Define the purpose of the testing phase and list two categories of testing.
Q10-10.	 Distinguish between glass-box testing and black-box testing. 
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10.8.3  Problems
P10-1.	 In Chapter 9 we explained that the use of constant values are preferred to literals. 

What it the effect of this preference on the software lifecycle?
P10-2.	 In Chapter 9 we showed that communication between two modules can take 

place either by pass-by-value or pass-by-reference. Which method provides less 
coupling between the two modules? 

P10-3.	 In Chapter 9 we showed that communication between two modules can take 
place either by pass-by-value or pass-by-reference. Which method provides more 
cohesion between the two modules?

P10-4.	 Draw a use-case diagram for a simple library. 
P10-5.	 Draw a use-case diagram for a small grocery store. 
P10-6.	 Show the data flow diagram for a simple mathematical formula x 1 y. 
P10-7.	 Show the data flow diagram for a simple mathematical formula x 3 y 1 z 3 t. 
P10-8.	 Show the data flow diagram for a library.
P10-9.	 Show the data flow diagram for a small groceries store. 
P10-10.	Create a structure chart for Problem P10-8.
P10-11.	Create a structure chart for Problem P10-9.
P10-12.	Show a state diagram for a stack of fixed capacity (see Chapter 12). 
P10-13.	Show a state diagram for a queue of fixed capacity (see Chapter 12). 
P10-14.	Create a class diagram for a library.
P10-15.	Create a class diagram for a small grocery store.
P10-16.	Show the details of classes in Problem P10-14.
P10-17.	Show the details of classes in Problem P10-15.
P10-18.	The input data to a program is made up of a combination of three integers in the 

range 1000 to 1999 (inclusive). Find the number of exhaustive tests to test all 
combinations of these numbers.

P10-19.	List the boundary-value tests required for the Problem P10-18.
P10-20.	A random number generator creates a number between 0 and 0.999. How can 

this random number generator be used to do random testing for the system 
described in Problem P10-18.





In the preceding chapters, we used variables that store a single entity. Although single 
variables are used extensively in programming languages, they cannot be used to solve 
complex problems efficiently. In this chapter, we introduce data structures. This chapter is 
a prelude to the next chapter, in which we introduce abstract data types (ADTs).

A data structure uses a collection of related variables that can be accessed individually 
or as a whole. In other words, a data structure represents a set of data items that share a 
specific relationship. We discuss three data structures in this chapter: arrays, records, and 
linked lists. Most programming languages have an implicit implementation of the first two. 
The third, however, is simulated using pointers and records.

Objectives
After studying this chapter, the student should be able to:

❑❑ Define a data structure.

❑❑ Define an array as a data structure and how it is used to store a list of data items. 

❑❑ Distinguish between the name of an array and the names of the elements in an array.

❑❑ Describe operations defined for an array.

❑❑ Define a record as a data structure and how it is used to store attributes belonging to 
a single data element.

❑❑ Distinguish between the name of a record and the names of its fields. 

❑❑ Define a linked list as a data structure and how it is implemented using pointers.

❑❑ Describe operations defined for a linked list. 

❑❑ Compare and contrast arrays, records, and linked lists.

❑❑ Define the applications of arrays, records, and linked lists. 

CHAPTER	 11
Data Structure
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11.1  ARRAYS
Imagine that we have 100 scores. We need to read them, process them, and print them. 
We must also keep these 100 scores in memory for the duration of the program. We can 
define a hundred variables, each with a different name, as shown in Figure 11.1.

Figure 11.1  A hundred individual variables
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But having 100 different names creates other problems. We need 100 references to read 
them, 100 references to process them, and 100 references to write them. Figure 11.2 
shows a diagram that illustrates this problem. 

Figure 11.2  Processing individual variables
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The number of instructions we need to handle even this relatively small number of 
scores is unacceptable. To process large amounts of data, we need a data structure such 
as an array. 

An array is a sequenced collection of elements, of the same data type. We can refer 
to the elements in the array as the first element, the second element, and so forth until 
we get to the last element. If we were to put our 100 scores into an array, we could 
designate the elements as scores[1], scores[2], and so on. The index indicates the ordi-
nal number of the element, counting from the beginning of the array. The elements of 
the array are individually addressed through their subscripts (Figure 11.3). The array 
as a whole has a name, scores, but each score can be accessed individually using its 
subscript. 
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We can use loops to read and write the elements in an array. We can also use loops to 
process elements. Now it does not matter if there are 100, 1000, or 10 000 elements to be 
processed—loops make it easy to handle them all. We can use an integer variable to con-
trol the loop, and remain in the loop as long as the value of this variable is less than the 
total number of elements in the array (Figure 11.4). 

We have used indexes that start from 1; some modern languages  
such as C, C++, and Java start indexes from 0. 

Example 11.1

Compare the number of instructions needed to handle 100 individual elements in 
Figure 11.2 and the array with 100 in Figure 11.4. Assume that processing each score 
needs only one instruction.

Figure 11.3  Arrays with indexes
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Figure 11.4  Processing an array
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Solution

❑❑ In the first case, we need 100 instructions to read, 100 instructions to write, and 100 
instructions to process. The total is 300 instructions.

❑❑ In the second case, we have three loops. In each loop we have two instructions, giving a 
total of six instructions. However, we also need three instructions for initializing the index 
and three instructions to check the value of the index. In total, we have 12 instructions. 

Example 11.2

The number of cycles (fetch, decode, and execute phases) the computer needs to perform is 
not reduced if we use an array. The number of cycles is actually increased, because we have 
the extra overhead of initializing, incrementing, and testing the value of the index. But our 
concern is not the number of cycles: it is the number of lines we need to write the program.

Example 11.3

In computer science, one of the big issues is the reusability of programs—for example, how 
much needs to be changed if the number of data items is changed. Assume we have written 
two programs to process the scores as shown in Figure 11.2 and Figure 11.4. If the number of 
scores changes from 100 to 1000, how many changes do we need to make in each program? 

In the first program we need to add 3 × 900 5 2700 instructions. In the second pro-
gram, we only need to change three conditions (I . 100 to I . 1000). We can actually 
modify the diagram in Figure 11.4 to reduce the number of changes to one. 

11.1.1  Array name versus element name
In an array we have two types of identifiers: the name of the array and the name of each 
individual element. The name of the array is the name of the whole structure, while the name 
of an element allows us to refer to that element. In the array of Figure 11.3, the name of the 
array is scores and the name of each element is the name of the array followed by the index, 
for example, scores[1], scores[2], and so on. In this chapter, we mostly need the names of the 
elements, but in some languages, such as C, we also need to use the name of the array. 

11.1.2  Multidimensional arrays
The arrays discussed so far are known as one-dimensional arrays because the data is orga-
nized linearly in only one direction. Many applications require that data be stored in more 
than one dimension. One common example is a table, which is an array that consists of rows 
and columns. Figure 11.5 shows a table, which is commonly called a two-dimensional array. 

Figure 11.5  A two-dimensional array
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The array shown in Figure 11.5 holds the scores of students in a class. There are five stu-
dents in the class and each student has four different scores for four quizzes. The variable 
scores[2][3] show the score of the second student in the third quiz. Arranging the scores 
in a two-dimensional array can help the teacher to find the average of scores for each stu-
dent (the average over the row values) and find the average for each quiz (the average over 
the column values), as well as the average of all quizzes (the average of the whole table). 

Multidimensional arrays—arrays with more than two dimensions—are also possible. 
However, we do not discuss arrays beyond two dimensions in this book.

11.1.3  Memory layout
The indexes in a one-dimensional array directly define the relative positions of the element in 
actual memory. A two-dimensional array, however, represents rows and columns. How each 
element is stored in memory depends on the computer. Most computers use row-major stor-
age, in which an entire row of an array is stored in memory before the next row. However, a 
computer may store the array using column-major storage, in which the entire column is 
stored before the next column. Figure 11.6 shows a two-dimensional array and how it is stored 
in memory using row-major or column-major storage. Row-major storage is more common. 

Example 11.4

We have stored the two-dimensional array students in the memory. The array is 100 × 4 
(100 rows and 4 columns). Show the address of the element students[5][3] assuming that 
the element student[1][1] is stored in the memory location with address 1000 and each 
element occupies only one memory location. The computer uses row-major storage. 

Solution
We can use the following formula to find the location of an element, assuming each 
element occupies one memory location: 

y 5 x 1 Cols 3 (i 21) 1 ( j 21)

where x defines the start address, Cols defines the number of columns in the array, i defines 
the row number of the element, j defines the column number of the element, and y is the 
address we are looking for. In our example, x is 1000, Cols is 4, i is 5 and j is 3. We are 
looking for the value of y: 

y 5 x 1 Cols 3 (i 2 1) 1 (j 2 1) 5 1000 1 4 (5 2 1) 1 (3 2 1)  5 1018

Figure 11.6  Memory layout of arrays
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The answer makes sense because the element is at row 5 and column 3. There are four 
rows before this element that occupy 16 (4 × 4) memory locations. The previous two 
elements in row 5 have also occupied two memory locations. This means that all elements 
before the target elements occupy 18 memory locations. If the first element occupies the 
location 1000, the target element occupies the location 1018. 

11.1.4  Operations on array 
Although we can apply conventional operations defined for each element of an array (see 
Chapter 4), there are some operations that we can define on an array as a data structure. 
The common operations on arrays as structures are searching, insertion, deletion, retrieval, 
and traversal.

Searching for elements
We often need to find the index of an element when we know the value. This type of 
search was discussed in Chapter 8. We can use sequential search for unsorted arrays or 
binary search on sorted arrays. Searching is used for the next three operations. 

Insertion of elements
Traditionally, computer languages require that the size of an array (the number of elements 
in the array) be defined at the time the program is written and prevent it from being 
changed during the execution of the program. Recently, some languages have allowed 
variable-size arrays. Even when the language allows variable-sized arrays, insertion of an 
element into an array needs careful attention. 

Insertion at the end

If the insertion is at the end of an array and the language allows us to increase the size of 
the array, this can be done easily. For example, if an array has 30 elements, we increase the 
size of the array to 31 and insert the new item as the 31st item.

Insertion at the beginning or middle

If the insertion is to be at the beginning or in the middle of an array, the process is lengthy 
and time consuming. This happens when we need to insert an element in a sorted array. 
We first search the array, as described before. After finding the location of the insertion, 
we insert the new element. For example, if we want to insert an element as the 9th ele-
ment in an array of 30 elements, elements 9 to 30 should be shifted one element towards 
the end of the array to open an empty element at position 9 for insertion. The following 
shows part of the pseudocode that needs to be applied to the array:

i ← 30

while (i ≥ 9)

{

array [i + 1] ← array [i]

i ← i − 1 

}

array [i] ← newValue



11.1  Arrays 297

Note that the shifting needs to take place from the end of the array to prevent losing 
the values of the elements. The code first copies the value of the 30th element into the 
31st element, then copies the value of the 29th element into the 30th element, and so on. 
When the code comes out of the loop, the 9th element is already copied to the 10th ele-
ment. The last line copies the value of the new item into the 9th element.

Deletion of elements
Deletion of an element in an array is as lengthy and involved as insertion. For example, if 
the ninth element should be deleted, we need to shift elements 10 to 30 one position 
towards the start of the array. We leave the pseudocode for this operation as an exercise, 
which is similar to the one for addition of an element. 

Retrieving elements
Retrieving means randomly accessing an element for the purpose of inspecting or copying 
the data contained in the element. Unlike insertion and deletion operations, retrieving is 
an easy operation when a data structure is an array. In fact, an array is a random-access 
structure, which means that each element of an array can be accessed randomly without 
the need to access the elements before or after it. For example, if we want to retrieve the 
value of the 9th element in the array, we can do so using a single instruction, as shown 
below: 

 RetrievedValue ← array[9] 

Traversal of arrays
Array traversal refers to an operation that is applied to all elements of the array, such as 
reading, writing, applying mathematical operation, and so on. 

Algorithm 11.1 gives an example of finding the average of elements in an array whose 
elements are reals. The algorithm first finds the sum of the elements using a loop. After the 
loop is terminated, the average is calculated, which is the sum divided by the number of 
elements. Note that for proper calculation of the sum, the sum needs to be set to 0.0 
before the loop.

Algorithm 11.1  Calculating the average of elements in an array

Algorithm: ArrayAverage (Array, n)

Purpose: Find the average value

Pre: Given the array Array and the number of elements, n. 

Post: None

Return: The average value

{
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Algorithm 11.1  Calculating the average of elements in an array (continued)

sum  ←  0.0
i  ←  1

while (i  ≤  n)
{ 

sum  ←   sum  +  Array [i]

i  ←   i  + 1 
}

average  ←   sum / n
Return ( average )

} 

11.1.5  Strings
A string, as a set of characters, is treated in different languages differently. In C, a string is an 
array of characters. In C++, a string can be an array of characters, but there is a type named 
string. In Java, a string is a type.

11.1.6  Application
Thinking about the operations discussed in the previous section gives a clue to the application 
of arrays. If we have a list in which a lot of insertions and deletions are expected after the orig-
inal list has been created, we should not use an array. An array is more suitable when the 
number of deletions and insertions is small, but a lot of searching and retrieval activities are 
expected. 

An array is a suitable structure when a small number of insertions and  
deletions are required, but a lot of searching and retrieval is needed. 

11.2  RECORDS
A record is a collection of related elements, possibly of different types, having a single 
name. Each element in a record is called a field. A field is the smallest element of named 
data that has meaning. A field has a type, and exists in memory. Fields can be assigned 
values, which in turn can be accessed for selection or manipulation. A field differs from a 
variable primarily in that it is part of a record. 

Figure 11.7 contains two examples of records. The first example, fraction, has two 
fields, both of which are integers. The second example, student, has three fields made up 
of three different types.   

The elements in a record can be of the same or different types,  
but all elements in the record must be related.
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The data in a record should all be related to one object. In Figure 11.7, the integers in the 
fraction both belong to the same fraction, and the data in the second example all relate to 
one student. (Note that we have placed string data between two double quotes and a 
single character between two single quotes. This is the convention used in most program-
ming languages.)

11.2.1  Record name versus field name
Just like in an array, we have two types of identifier in a record: the name of the record and 
the name of each individual field inside the record. The name of the record is the name of 
the whole structure, while the name of each field allows us to refer to that field. For exam-
ple, in the student record of Figure 11.7, the name of the record is student, the name of 
the fields are student.id, student.name, and student.grade. Most programming languages use 
a period (.) to separate the name of the structure (record) from the name of its compo-
nents (fields). This is the convention we use in this book. 

Example 11.5

The following shows how the value of fields in Figure 11.7 are stored: 

student.id ← 2005    student.name ← “G. Boole”    student.grade ← ’A’

11.2.2  Comparison of records and arrays
We can conceptually compare an array with a record. This helps us to understand when we 
should use an array and when a record. An array defines a combination of elements, while 
a record defines the identifiable parts of an element. For example, an array can define a 
class of students (40 students), but a record defines different attributes of a student, such 
as id, name, or grade. 

11.2.3  Array of records
If we need to define a combination of element and at the same time some attributes of 
each element, we can use an array of records. For example, in a class of 30 students, we can 
have an array of 30 records, each record representing a student. Figure 11.8 shows an array 
of 30 student records called students. 

Figure 11.7  Records
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In an array of records, the name of the array defines the whole structure, the group of 
students as a whole. To define each element, we need to use the corresponding index. To 
define the parts (attributes) of each element, we need to use the dot operator. In other 
words, first we need to define the element, then we can define part of that element. There-
fore, the id of the third student is defined as:

(student[3]).id

Note that we use parentheses to emphasize that first a particular student should be cho-
sen, then the id of that student. In other words, the parentheses tell us that the index 
operator has precedence over the dot operator. In some languages, there is no need to use 
parentheses, because the precedence is already established in the language itself, but using 
parentheses always guarantees the precedence. 

Example 11.6

The following shows how we access the fields of each record in the students array to store 
values in them. 

(students[1]).id ← 1001 (students[1]).name ← “J. Aron” (students[1]).grade ← ’A’

(students[2]).id ← 2007 (students[2]).name ← “F. Bush” (students[2]).grade ← ’F’

… … …

(students[30]).id ← 3012 (students[30]).name ← “M. Blair” (students[1]).grade ← ’B’

Example 11.7

However, we normally use a loop to read data into an array of record. Algorithm 11.2 
shows part of the pseudocode for this process. 

Figure 11.8  Array of records
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Algorithm 11.2  Part of the pseudocode to read student record

i  ←  1

while (i < 31)

{ 

read (students [i]).id  

read (students [i]).name  

read (students [i]).grade  

i  ←  i + 1

} 

11.2.4  Arrays versus array of records
Both an array and an array of record represents a list of items. An array can be thought of 
as a special case of an array of records in which each element is a record with only a single 
field.   

11.3  LINKED LISTS
A linked list is a collection of data in which each element contains the location of the next 
element—that is, each element contains two parts: data and link. The data part holds the 
value information: the data to be processed. The link is used to chain the data together, 
and contains a pointer (an address) that identifies the next element in the list. In addition, 
a pointer variable identifies the first element in the list. The name of the list is the same as 
the name of this pointer variable. 

Figure 11.9 shows a linked list called scores that contains four elements. The link in 
each element, except the last, points to its successor. The link in the last element contains 
a null pointer, indicating the end of the list. We define an empty linked list to be only a 
null pointer: Figure 11.9 also shows an example of an empty linked list. 

Figure 11.9  Linked lists
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The elements in a linked list are traditionally called nodes. A node in a linked list is a 
record that has at least two fields: one contains the data, and the other contains the address 
of the next node in the sequence (the link). Figure 11.9 also shows a node. 

Before further discussion of linked lists, we need to explain the notation we use in the 
figures. We show the connection between two nodes using a line. One end of the line has 
an arrowhead, the other end has a solid circle. The arrowhead represents a copy of the 
address of the node to which the arrow head is pointed. The solid circle shows where this 
copy of the address is stored (Figure 11.10). The figure also shows that we can store a copy 
of the address in more than one place. For example, Figure 11.10 shows that two copies  of 
the address are stored in two different locations. Understanding these concepts helps us to 
understand operations on a linked list better. 

11.3.1  Arrays versus linked lists
Both an array and a linked list are representations of a list of items in memory. The only 
difference is the way in which the items are linked together. In an array of records, the 
linking tool is the index. The element scores[3] is linked to the element scores[4] because 
the integer 4 comes after the integer 3. In a linked list, the linking tool is the link that 
points to the next element—the pointer or the address of the next element. Figure 11.11 
compares the two representations for a list of five integers.

Figure 11.10  The concept of copying and storing pointers
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Figure 11.11  Array versus linked list
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The elements of an array are stored one after another in the memory without a gap in 
between: the list is contiguous. The nodes of a linked list can be stored with gaps between 
them: the link part of the node ‘glues’ the items together. In other words, the computer 
has the option to store them contiguously or spread the nodes through the whole mem-
ory. This has an advantage: insertion and deletion in a linked list is much easier. The only 
thing that needs to be changed is the pointer to the address of the next element. However, 
this comes with an overhead: each node of a linked list has an extra field, the address 
of the next node in memory. 

11.3.2  Linked list names versus nodes names
As for arrays and records, we need to distinguish between the name of the linked list and 
the names of the nodes, the elements of a linked list. A linked list must have a name. 

The name of a linked list is the name of the head pointer that points to the first 
node of the list. Nodes, on the other hand, do not have explicit names in a linked list, 
just implicit ones. The name of a node is related to the name of the pointer that 
points to the node. Different languages handle the relation between the pointer and 
the node to which the pointer points differently. We use the convention used in the 
C language. If the pointer that points to a node is called p, for example, we call  
the node *p. Since the node is a record, we can access the fields inside the node using 
the name of the node. For example, the data part and the link part of a node pointed 
by a pointer p can be called (*p).data and (*p).link. This naming convention implies 
that a node can have more than one name. Figure 11.12 shows the name of the linked 
list and the names of the nodes. 

11.3.3  Operations on linked lists 
The same operations we defined for an array can be applied to a linked list.

Searching a linked list
The search algorithm for a linked list can only be sequential (see Chapter 8) because the 
nodes in a linked list have no specific names (unlike the elements in an array) that can be 
found using a binary search. However, since nodes in a linked list have no names, we use 
two pointers, pre (for previous) and cur (for current). 

At the beginning of the search, the pre pointer is null and the cur pointer points to 
the first node. The search algorithm moves the two pointers together towards the end of 

Figure 11.12  The name of a linked list versus the names of nodes
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the list. Figure 11.13 shows the movement of these two pointers through the list in an 
extreme case scenario: when the target value is larger than any value in the list. For 
example, in the five-node list, assume that our target value is 220, which is larger than 
any value in the list. 

However, other situations can occur. The value of the target can be less that data value in 
the first node, or it can be equal to one of the data values in one of the nodes, and so on. 
In all situations, however, when the search stops, the cur pointer points to the node that 
stops the search and the pre pointer points to the previous node. If the target is found, the 
cur pointer points to the node that holds the target value. If the target value is not found, 
the cur pointer points to the node with a value larger than the target value. In other words, 
since the list is sorted, and may be very long, we never allow the two pointers to reach the 
end of the list if we are sure that we have passed the target value. The searching algorithm 
uses a flag (a variable that can take only true or false values). When the target is found, the 
flag is set to true: when the target is not found, the flag is set to false. When the flag is true 
the cur pointer points to the target value: when the flag is false, the cur pointer points to a 
value larger than the target value. 

Figure 11.14 shows some different situations. In the first case, the target is 98. This 
value does not exist in the list and is smaller than any value in the list, so the search algo-
rithm stops while pre is null and cur points to the first node. The value of the flag is false 
because the value was not found. In the second case, the target is 132, which is the value 
of the second node. The search algorithm stops while cur is pointing to the second node and 
pre is pointing to the first node. The value of the flag is true because the target is found. In 
the third and the fourth cases, the targets are not found so the value of the flag is false. 

Figure 11.13  Moving of pre and cur pointers in searching a linked list
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Algorithm 11.3 shows a simplified algorithm for the search. We need more conditions on 
the while loop, but we leave that for more advanced discussion of linked lists. Note how 
we move the two pointers forward together. In each move, we have: 

pre ← cur             and            cur ← (*cur).link

This guarantees that the two pointers move together. The first assignment makes a copy 
of cur and stores it in pre. This means pre is taking the previous value of cur. In the second 
assignment, the node pointed by cur is selected and the value of its link field is copied and 
stored in cur (see Figure 11.12 for clarification). The search algorithm is used both by the 
insertion algorithm (if the target is not found) and by the delete algorithm (if the target is 
found).

Figure 11.14  Values of pre and cur pointers in different cases
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Algorithm 11.3  Searching a linked list

Algorithm: SearchLinkedList 

Purpose: Search the list using two pointers: pre and cur. 

Pre: The linked list (head pointer) and target value

Post: None

Return: The position of pre and cur pointers and the value of the flag

{

pre  ←  null

cur  ←  list

while (target  <  (*cur).data)

{ 

pre  ← cur  

cur  ← (*cur).link

}

if ((*cur).data = target)    flag  ← true

else   flag  ← false 

} 

Inserting a node
Before insertion into a linked list, we first apply the searching algorithm. If the flag 
returned from the searching algorithm is false, we will allow insertion, otherwise we 
abort the insertion algorithm, because we do not allow data with duplicate values. Four 
cases can arise:

❑❑ Inserting into an empty list.

❑❑ Insertion at the beginning of the list.

❑❑ Insertion at the end of the list.

❑❑ Insertion in the middle of the list.

Insertion into an empty list

If the list is empty (list = null), the new item is inserted as the first element. One state-
ment can do the job:

 list ← new

Insertion at the beginning

If the searching algorithm returns a flag with value of false and the value of the pre pointer 
is null, the data needs to be inserted at the beginning of the list. Two statements are 
needed to do the job: 
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 (*new).link ← cur      and       list ← new

The first assignment makes the new node become the predecessor of the previous first 
node. The second statement makes the newly connected node the first node. Figure 11.15 
shows the situation.

Insertion at the end

If the searching algorithm returns a flag with value of false and the value of the cur pointer is null, 
the data needs to be inserted at the end of the list. Two statements are needed to do the job: 

(*pre).link ← new      and       (*new).link ← null

 The first assignment connects the new node to the previous last node. The second statement 
makes the newly connected node become the last node. Figure 11.16 shows the situation.  

Figure 11.15  Inserting a node at the beginning of a linked list
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Figure 11.16  Inserting a node at the end of the linked list
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Insertion in the middle

If the searching algorithm returns a flag with a value of false and none of the returned 
pointers are null, the new data needs to be inserted at the middle of the list. Two state-
ments are needed to do the job: 

 (*new).link ← cur        and       (*pre).link ← new

The first assignment connects the new node to its successor. The second statement con-
nects the new node to its predecessor. Figure 11.17 shows the situation. 

Algorithm 11.4 shows the pseudocode for inserting a new node in a linked list. The first 
section just adds a node to an empty list.

Algorithm 11.4  Inserting a node in a linked list

Algorithm: InsertLinkedList (list, target, new)

Purpose: Insert a node in the link list after searching the list 

Pre: The linked list and the target data to be inserted

Post: None

Return: The new linked list

{

searchlinkedlist (list, target, pre, cur, flag) 

// Given target and returning pre, cur, and flag

if (flag = true)   // No duplicate 

{ 

Figure 11.17  Inserting a node at the middle of the linked list
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Algorithm 11.4  Inserting a node in a linked list (continued)

return list    

} 

if (list = null    // Insert into empty list

{

list ← new

}

if (pre = null)      // Insertion at the beginning

{ 

(*new).link ← cur  

list ← new  

return list  

}

if (cur = null)     // Insertion at the end

{ 

(*pre).link ← new

(*new).link ← null

return list 

}

(*new).link ← cur   // Insertion in the middle 

(*pre).link ← new

return list

} 

Deleting a node
Before deleting a node in a linked list, we apply the search algorithm. If the flag returned 
from the search algorithm is true (the node is found), we can delete the node from the 
linked list. However, deletion is simpler than insertion: we have only two cases—deleting 
the first node and deleting any other node. In other words, the deletion of the last and the 
middle nodes can be done by the same process.  

Deleting the first node

If the pre pointer is null, the first node is to be deleted. The cur pointer points to the first 
node and deleting can be done by one statement:

list ← (*cur).link
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The statement connects the second node to the list pointer, which means that the first 
node is deleted. Figure 11.18 shows the case. 

Deleting the middle or the last node

If neither of the pointers is null, the node to be deleted is either a middle node or the last 
node. The cur pointer points to the corresponding node and deleting can be done by one 
statement:

(*pre).link ← (*cur).link

The statement connects the successor node to the predecessor node, which means that 
the current node is deleted. Figure 11.19 shows the case. 

Algorithm 11.5 shows the pseudocode for deleting a node. The algorithm is much 
simpler than the one for inserting. We have only two cases and each case needs only one 
statement. 

Figure 11.18  Deleting the first node of a linked list
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Figure 11.19  Deleting a node at the middle or end of a linked list
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Algorithm 11.5  Deleting a node in a linked list

Algorithm: DeleteLinkedList (list, target)

Purpose: Delete a node in a linked list after searching the list for the right node 

Pre: The linked list and the target data to be deleted

Post: None

Return: The new linked list

{

 // Given target and returning pre, cur, and flag 

searchlinkedlist (list, target, pre, cur, flag) 

if (flag = false) 

{

return list       // The node to be deleted not found   

}

if (pre = null)         // Deleting the first node

{ 

list ← (*cur).link                                                                             

return list 

}

(*pre).link ← (*cur).link   // Deleting other nodes

return list

} 

Retrieving a node
Retrieving means randomly accessing a node for the purpose of inspecting or copying the 
data contained in the node. Before retrieving, the linked list needs to be searched. If the 
data item is found, it is retrieved, otherwise the process is aborted. Retrieving uses only 
the cur pointer, which points to the node found by the search algorithm. Algorithm 11.6 
shows the pseudocode for retrieving the data in a node. The algorithm is much simpler 
than the insertion or deletion algorithm.
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Algorithm 11.6  Retrieving a node in a linked list

Algorithm: RetrieveLinkedList (list, target)

Purpose: �Retrieves the data in a node after searching the list for the right node 

Pre: The linked list (head pointer) and the target (data to be retrieved)

Post: None

Return: Return the data retrieved

{

searchlinkedlist (list, target, pre, cur, flag)

if (flag = false)      // The node not found   

{ 

return error

}  

return (*cur).data

} 

Traversing a linked list
To traverse the list, we need a ‘walking’ pointer, which is a pointer that moves from node 
to node as each element is processed. We start traversing by setting the walking pointer to 
the first node in the list. Then, using a loop, we continue until all of the data has been pro-
cessed. Each iteration of the loop processes the current node, then advances the walking 
pointer to the next node. When the last node has been processed, the walking pointer 
becomes null and the loop terminates (Figure 11.20).

Figure 11.20  Traversing a linked list

132102 178 201

list

walker



11.3  Linked Lists 313

Algorithm 11.7 shows the pseudocode for traversing a linked list. 

Algorithm 11.7  Traversing a linked list

Algorithm: TraverseLinkedList (list)

Purpose: Traverse a linked list and process each data item

Pre: The linked list (head pointer)

Post: None

Return: The list

{

walker ← list 

while (walker ≠ null) 

{

Process (*walker).data                                                                            

walker ← (*walker).link                                                                             

}

return list

} 

11.3.4  Applications of linked lists
A linked list is a very efficient data structure for storing data that will go through 
many insertions and deletions. A linked list is a dynamic data structure in which the 
list can start with no nodes and then grow as new nodes are needed. A node can be 
easily deleted without moving other nodes, as would be the case with an array. For 
example, a linked list could be used to hold the records of students in a school. Each 
quarter or semester, new students enroll in the school and some students leave or 
graduate. 

A linked list can grow infinitely and can shrink to an empty list. The overhead is to 
hold an extra field for each node. A linked list, however, is not a good candidate for data 
that must be searched often. This appears to be a dilemma, because each deletion or 
insertion needs a search. We will see that some abstract data types, discussed in the next 
chapter, have the advantages of an array for searching and the advantages of a link list for 
insertion and deletion. 

A linked list is a suitable structure if a large number of insertions and deletions are 
needed, but searching a linked list is slower that searching an array. 
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11.4  END-CHAPTER MATERIALS
11.4.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Gilberg, R. and Forouzan, B. Data Structures – A Pseudocode Approach with C, Boston, 
MA: Course Technology, 2005

❑❑ Goodrich, M. and Tamassia, R. Data Structures and Algorithms in Java, New York: 
Wiley, 2005

❑❑ Neapolitan, R. and Naimipour, K. Foundations of Algorithms Using C++ Pseudocode, 
Sudbury, MA: Jones and Bartlett, 2004

❑❑ Main, M. and Savitch, W. Data Structures and Other Objects Using C++, Reading, MA: 
Addison-Wesley, 2004

❑❑ Standish, T. Data Structures, Algorithms, and Software Principles, Reading, MA:  
Addison-Wesley, 1994

11.4.2  Key terms
array 292 null pointer 301

column-major storage 295 one-dimensional array 294

data structure 291 pointer 301

field 298 record 298

index 292 retrieval 298

link 301 row-major storage 295

linked list 301 searching 298

multidimensional array 295 two-dimensional array 294

node 302 string 298

11.4.3  Summary

❑❑ A data structure uses a collection of related variables that can be accessed individu-
ally or as a whole. In other words, a data structure represents a set of data items that 
share a specific relationship. We discussed three data structures in this chapter: arrays, 
records, and linked lists. 

❑❑ An array is a sequenced collection of elements normally of the same data type. We use 
indexes to refer to the elements of an array. In an array we have two types of identifi-
ers: the name of the array and the name of each individual element. 

❑❑ Many applications require that data is stored in more than one dimension. One 
common example is a table, which is an array that consists of rows and columns. 
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Two-dimensional arrays can be stored in memory using either row-major or 
column-major storage. The first is more common. 

❑❑ The common operations on arrays as a structure are searching, insertion, deletion,  
retrieval, and traversal. An array is a suitable structure in applications where the  
number of deletions and insertions is small but a lot of searching and retrieval opera-
tions are required. An array is normally a static data structure and so is more suitable 
when the number of data items is fixed. 

❑❑ A record is a collection of related elements, possibly of different types, having a sin-
gle name. Each element in a record is called a field. A field is the smallest element of 
named data that has meaning in a record. 

❑❑ A string is a set of characters that is treated like an array in some languages and as a 
type in others.

❑❑ A linked list is a collection of data in which each element contains the location of the next 
element; that is, each element contains two parts: data and link. The data part holds the 
useful information: the data to be processed. The link is used to chain the data together. 

❑❑ The same operations defined for an array can be applied to a linked list. A linked list is 
a very efficient structure for data that will go through many insertions and deletions. 
A linked list is a dynamic data structure in which the list can start with no nodes and 
grow as new nodes are needed. 

11.5  PRACTICE SET
11.5.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

11.5.2  Review questions
Q11-1.  Name three types of data structures.
Q11-2.  How is an element in an array different from an element in a record?
Q11-3.  How is an element in an array different from an element in a linked list?
Q11-4.  Why should we use indexes rather than subscripts to identify array elements?
Q11-5.  How are the elements of an array stored in memory?
Q11-6.  What is the definition of a field in a record?
Q11-7.  What are the fields of a node in a linked list?
Q11-8.  What is the function of the pointer in a linked list?
Q11-9.  How do you point to the first node in a linked list?
Q11-10.  What is the value of the link field in the last node of a linked list?

11.5.3  Problems
P11-1.	 There are two arrays, A and B, each of 10 integers. Write an algorithm that tests if 

every element of array A is equal to its corresponding element in array B.
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P11-2.	 Write an algorithm that reverses the elements of an array so that the last element 
becomes the first, the second to the last becomes the second, and so forth.

P11-3.	 Write an algorithm to print the contents of a two-dimensional array of R rows 
and C columns.

P11-4.	 Write an algorithm to apply sequential search on an array of N elements.
P11-5.	 Write an algorithm to apply binary search on an array of N elements.
P11-6.	 Write an algorithm to insert an element into a sorted array. The algorithm must 

call a search algorithm to find the location for insertion. 
P11-7.	 Write an algorithm to delete an element in a sorted array. The algorithm must call 

a search algorithm to find the location of insertion. 
P11-8.	 Write an algorithm to multiply each element of an array by a constant. 
P11-9.	 Write an algorithm to add a fraction (Fr1) to another fraction (Fr2). 
P11-10.	Write an algorithm to subtract a fraction (Fr1) from another fraction (Fr2). 
P11-11.	Write an algorithm to multiply a fraction (Fr1) by another fraction (Fr2). 
P11-12.	Write an algorithm to divide a fraction (Fr1) by another fraction (Fr2). 
P11-13.	Draw a diagram to show a linked list in which the data part is a student record 

with three fields: id, name, and grade. 
P11-14.	Show how the delete algorithm for a linked list (Algorithm 11.4, in section 

11.3.3) can delete the only node in a linked list.
P11-15.	Show how the insertion algorithm for a linked list (Algorithm 11.3, in section 

11.3.3) can add a node to an empty linked list.
P11-16.	Show how we can build a linked list from scratch using the insertion algorithm 

(Algorithm 11.3, in section 11.3.3). 
P11-17.	Write an algorithm to find the average of the numbers in a linked list of numbers. 
P11-18.	Show what happens if we apply the following statements to the linked list in  

Figure 11.9. 

  scores ← (*scores).link

P11-19.	Show what happens if we apply the following statements to the linked list in  
Figure 11.13. 

cur ← (*cur).link    and    pre ← (*pre).link 



In this chapter we discuss abstract data types (ADTs), which are data types at a higher 
level of abstraction than the data structures we discussed in Chapter 11. ADTs use data 
structures for implementation. We begin this chapter with a brief background on ADTs. 
We then give a definition and propose a model. The remainder of the chapter discusses 
various ADTs, such as stacks, queues, general linear lists, trees, binary trees, binary search 
trees, and graphs.

Objectives
After studying this chapter, the student should be able to:

❑❑ Define the concept of an abstract data type (ADT).

❑❑ Define a stack, the basic operations on stacks, their applications, and how they can be 
implemented.

❑❑ Define a queue, the basic operations on queues, their applications, and how they can 
be implemented.

❑❑ Define a general linear list, the basic operations on lists, their applications, and how 
they can be implemented. 

❑❑ Define a general tree and its application.

❑❑ Define a binary tree—a special kind of tree—and its applications.

❑❑ Define a binary search tree (BST) and its applications.

❑❑ Define a graph and its applications.

CHAPTER	 12
Abstract Data Types
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12.1  BACKGROUND
Problem solving with a computer means processing data. To process data, we need to 
define the data type and the operation to be performed on the data. For example, to find 
the sum of a list of numbers, we should select the type for the number (integer or real) 
and define the operation (addition). The definition of the data type and the definition of 
the operation to be applied to the data is part of the idea behind an abstract data type 
(ADT)—to hide how the operation is performed on the data. In other word, the user of 
an ADT needs only to know that a set of operations are available for the data type, but 
does not need to know how they are applied. 

12.1.1  Simple ADTs
Many programming languages already define some simple ADTs as integral parts of the 
language. For example, the C language defines a simple ADT called an integer. The type of 
this ADT is integer with predefined ranges. C also defines several operations that can be 
applied on this data type (addition, subtraction, multiplication, division, and so on). 
C  explicitly defines these operations on integers and what we expect as the results. 
A  programmer who writes a C program to add two integers should know about the 
integer ADT and the operations that can be applied to it. 

The programmer, however, does not need to know how these operations are actually 
implemented. For example, the programmer uses the expression z ← x + y and expects the 
value of x (an integer) to be added to the value of y (an integer) and the result to be 
named z (an integer). The programmer does not need to know how the addition is 
performed. We learned in previous chapters that the way this addition is done by a com-
puter is to store the two integers in two memory locations in two’s complement format, 
to load them into the CPU register, to add them in binary, and to store the result back to 
another memory location. The programmer, however, does not need to know this. An in-
teger in C is a simple abstract data type with predefined operations. How the operations 
are performed is not a concern for the programmer. 

12.1.2  Complex ADTs
Although several simple ADTs, such as integer, real, character, pointer, and so on, have 
been implemented and are available for use in most languages, many useful complex 
ADTs are not. As we will see in this chapter, we need a list ADT, a stack ADT, a queue 
ADT, and so on. To be efficient, these ADTs should be created and stored in the library of 
the computer to be used. The user of a list, for example, should only need to know what 
operations are available for the list, not how these operations are performed.

Therefore, with an ADT, users are not concerned with how the task is done, but rath-
er with what it can do. In other words, the ADT consists of a set of definitions that allow 
programmers to use the operation while their implementation is hidden. This generaliza-
tion of operations with unspecified implementations is known as abstraction. We abstract 
the essence of the process and leave the implementation details hidden.
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The concept of abstraction means:
1.  We know what a data type can do.
2.  How it is done is hidden. 

12.1.3  Definition
Let us now define an ADT. An abstract data type is a data type packaged with the 
operations that are meaningful for the data type. We then encapsulate the data and the 
operations on the data and hide them from the user. 

Abstract Data Type
1.  Definition of data
2.  Definition of operations
3.  Encapsulation of data and operation

12.1.4  Model for an abstract data type
The ADT model is shown in Figure 12.1. The colored area with an irregular outline rep-
resents the ADT. Inside the ADT are two different parts of the model: data structure and 
operations (public and private). The application program can only access the public oper-
ations through the interface. An interface is a list of public operations and data to be 
passed to or returned from those operations. The private operations are for internal use by 
the ADT. The data structures, such as arrays and linked lists, are inside the ADT and are 
used by the public and private operations. 

Although the public operations and the interface should be independent of the implemen-
tation, the private operations are dependent on the data structures chosen during the imple-
mentation of the ADT. We will elaborate on this issue when we discuss some of the ADTs. 

Figure 12.1  The model for an ADT
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12.1.5  Implementation 
Computer languages do not provide ADT packages. To use an ADT, it is first implemented 
and kept in a library. The main purpose of this chapter is to introduce some common 
ADTs and their applications. However, we also give a brief discussion of each ADT 
implementation for the interested reader. We leave the pseudocode algorithms of the 
implementations as challenging exercises. 

12.2  STACKS
A stack is a restricted linear list in which all additions and deletions are made at one end, 
the top. If we insert a series of data into a stack and then remove it, the order of the data 
is reversed. Data input as 5, 10, 15, 20, for example, would be removed as 20, 15, 10, 
and 5. This reversing attribute is why stacks are known as a last in, first out (LIFO) data 
structure.

We use many different types of stacks in our daily lives. We often talk of a stack of 
coins or a stack of books. Any situation in which we can only add or remove an object at 
the top is a stack. If we want to remove an object other than the one at the top, we must 
first remove all objects above it. Figure 12.2 shows three representations of stacks.

12.2.1  Operations on stacks
Although we can define many operations for a stack, there are four basic operations, stack, 
push, pop, and empty, which we define in this chapter.

The stack operation 
The stack operation creates an empty stack. The following shows the format: 

stack (stackName) 

stackName is the name of the stack to be created. This operation returns an empty stack. 
Figure 12.3 shows the pictorial representation of this operation. 

Figure 12.2  Three representations of stacks

Computer stackStack of booksStack of coins
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Figure 12.3  Stack operation

Empty stackOperation

stack



12.2  Stacks 321

The push operation
The push operation inserts an item at the top of the stack. The following shows the format: 

push (stackName, dataItem) 

stackName is the name of the stack and dataItem is the data to be inserted at the top of 
the stack. After the push operation, the new item becomes the top item in the stack. This 
operation returns the new stack with dataItem inserted at the top. Figure 12.4 shows the 
pictorial representation of this operation. 

The pop operation
The pop operation deletes the item at the top of the stack. The following shows the format: 

pop (stackName, dataItem)

stackName is the name of the stack and dataItem is the data that is deleted from the stack. 
Figure 12.5 shows the pictorial representation of this operation. 

The deleted item can be used by the application program or can be just discarded. 
After the pop operation, the item that was under the top element before the deletion 
becomes the top element. This operation returns the new stack with one less element. 

The empty operation
The empty operation checks the status of the stack. The following shows the format: 

empty (stackName) 

Figure 12.4  Push operation
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The stackName is the name of the stack. This operation returns true if the stack is empty 
and false if the stack is not empty. 

12.2.2  Stack ADT
We define a stack as an ADT as shown below: 

Stack ADT

Definition 
A list of data items that can only be accessed at one end, called the top.

Operations

stack: Creates an empty stack. 

push: Inserts an element at the top. 

pop: Deletes the top element. 

empty: Checks the status of the stack.

Example 12.1

Figure 12.6 shows a segment of an algorithm that applies the previously defined operations 
on a stack S. The fourth operation checks the status of the stack before trying to pop the 
top element. The value of the top element is stored in the variable x. However, we do not 
use this value: it will be automatically discarded at the end of the algorithm segment.

12.2.3  Stack applications
Stack applications can be classified into four broad categories: reversing data, pairing data, 
postponing data usage, and backtracking steps. We discuss the first two in the sections that 
follow.

Reversing data items
Reversing data items requires that a given set of data items be reordered so that the first 
and last items are exchanged, with all of the positions between the first and last being 
relatively exchanged also. For example, the list (2, 4, 7, 1, 6, 8) becomes (8, 6, 1, 7, 4, 2).

Figure 12.6  Example 12.1
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Example 12.2

In Chapter 2 (Figure 2.6 in section 2.2.6) we gave a simple UML diagram to convert an 
integer from decimal to any base. Although the algorithm is very simple, if we print the 
digits of the converted integer as they are created, we will get the digits in reverse order. 
The print instruction in any computer language prints characters from left to right, but 
the algorithm creates the digits from right to left. We can use the reversing characteristic 
of a stack (LIFO structure) to solve the problem. 

Algorithm 12.1 shows the pseudocode to convert a decimal integer to binary and 
print the result. 

Algorithm 12.1  Example 2.2

Algorithm: DecimalToBinary (number)

Purpose: Print the binary equivalent of a given integer (absolute value)

Pre: Given the integer to be converted (number)

Post: The binary integer is printed

Return: None

{

stack (S)

while (number ≠ 0)

{ 

remainder ← number mod  2

push (S, remainder)

number ← number / 2

}

while (not empty (S))

{

pop (S, x) 

print (x)

}

return 

} 

We create an empty stack first. Then we use a while loop to create the bits, but instead 
of printing them, we push them into the stack. When all bits are created, we exit the 
loop. Now we use another loop to pop the bits from the stack and print them. Note 
that the bits are printed in the reverse order to that in which they have been 
created.
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Pairing data items
We often need to pair some characters in an expression. For example, when we write a 
mathematical expression in a computer language, we often need to use parentheses to 
change the precedence of operators. The following two expressions are evaluated 
differently because of the parentheses in the second expression: 

3 3 6 1 2 5 20           3 3 (6 1 2) 5 24

In the first expression, the multiplication operator has precedence over the addition 
operator—it is calculated first. In the second expression, the parentheses ignore the 
precedence, so the addition is calculated first. When we type an expression with a lot of 
parentheses, we often forget to pair the parentheses. One of the duties of a compiler is 
to do the checking for us. The compiler uses a stack to check that all opening parenthe-
ses are paired with a closing parentheses. 

Example 12.3

Algorithm 12.2 shows how we can check if every opening parenthesis is paired with a 
closing parenthesis. 

Algorithm 12.2  Example 12.3

Algorithm: CheckingParentheses (expression)

Purpose: Check the pairing of parentheses in an expression

Pre: Given the expression to be checked

Post: Error messages if unpaired parentheses are found

Return: None

{

stack (S)

while (more character in the expression)

{ 

Char  ←  next character

if (Char = ’(’)

{

push (S, Char)

}

else 

{ 

if (Char = ’)’)

{

if (empty (S))
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Algorithm 12.2  Example 12.3 (continued)

{

print (unmatched opening parenthesis)

}

else

{

pop (S, x)

}

}

}

} 

if (not empty (S))

{

print (a closing parenthesis not matched)

}

return 

} 

12.2.4  Stack implementation 
In this section we describe the general ideas behind the implementation of a stack ADT. 
At the ADT level, we use the stack and its four operations (stack, push, pop, and empty): at 
the implementation level, we need to choose a data structure to implement it. Stack ADT 
can be implemented using either an array or a linked list. Figure 12.7 shows an example 
of a stack ADT with five items. The figure also shows how we can implement the stack.  

In our array implementation, we have a record that has two fields. The first field can 
be used to store information about the array: we have used it as the count field, which at 
each moment shows the number of data items in the stack. The second field is an integer 
that holds the index of the top element. Note that the array is shown upside down to 
match the linked list implementation. 

Figure 12.7  Stack implementations
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The linked list implementation is similar: we have an extra node that has the name of the 
stack. This node also has two fields: a counter and a pointer that points to the top element. 

Algorithms
We can write four algorithms in pseudocode for the four operations we defined for stack 
in each implementation. We showed algorithms to handle arrays and linked lists in Chap-
ter 11: these algorithms can be modified to create the four algorithms we need for stacks: 
stack, push, pop, and empty. These algorithms are even easier than those presented in 
Chapter 11, because the insertion and deletion is done only at the top of stack. We leave 
the writing of these algorithms as exercises. 

12.3  QUEUES
A queue is a linear list in which data can only be inserted at one end, called the rear, and 
deleted from the other end, called the front. These restrictions ensure that the data are 
processed through the queue in the order in which it is received. In other words, a queue 
is a first in, first out (FIFO)  structure.

Queues are familiar from everyday life. A line of people waiting for the bus at a bus 
station is a queue, a list of calls put on hold to be answered by a telephone operator is a 
queue, and a list of waiting jobs to be processed by a computer is a queue.

Figure 12.8 shows two representations of queues, one a queue of people and the other 
a computer queue. Both people and data enter the queue at the rear and progress through 
the queue until they arrive at the front. Once they are at the front of the queue, they leave 
the queue and are served.

12.3.1  Operations on queues
Although we can define many operations for a queue, four are basic: queue, enqueue, 
dequeue, and empty, as defined below.

The queue operation 
The queue operation creates an empty queue. The following shows the format: 

queue (queueName) 

queueName is the name of the queue to be created. This operation returns an empty 
queue. Figure 12.9 shows a pictorial representation of this operation. 

Figure 12.8  Two representations of queues
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The enqueue operation
The enqueue operation inserts an item at the rear of the queue. The following shows the 
format: 

enqueue (queueName, dataItem) 

queueName is the name of the queue and dataItem is the data to be inserted at the rear of 
the queue. After the enqueue operation, the new item becomes the last item in the queue. 
This operation returns the new queue with dataItem inserted at the rear. Figure 12.10 
shows the pictorial representation of this operation. 

The dequeue operation
The dequeue operation deletes the item at the front of the queue. The following shows 
the format: 

dequeue (queueName, dataItem) 

queueName is the name of the queue and dataItem is the data that is deleted from the 
queue. The deleted item can be used by the application program or can be just discarded. 
After the dequeue operation, the item that followed the front element becomes the front 
element. This operation returns the new queue with one less element. Figure 12.11 shows 
the pictorial representation of this operation.  

Figure 12.9  The queue operation
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Figure 12.11  The dequeue operation

Dequeued data

Operation

78 34

front rear front rear

20 78 34

20

Queue afterQueue before

Dequeue



328 Abstract Data Types

The empty operation
The empty operation checks the status of the queue. The following shows the format:

empty (queueName) 

queueName is the name of the queue. This operation returns true if the queue is empty 
and false if the queue is not empty. 

12.3.2  Queue ADT
We define a queue as an ADT as shown below:  

Queue ADT

Definition 
A list of data items in which an item can be deleted from one end, called the 
front and an item can be inserted at the other end called the rear.

Operations

queue: Creates an empty queue. 

enqueue: Inserts an element at the rear. 

dequeue: Deletes an element from the front. 

empty: Checks the status of the queue. 

Example 12.4

Figure 12.12 shows a segment of an algorithm that applies the previously defined 
operations on a queue Q. The fourth operation checks the status of the queue before 
trying to dequeue the front element. The value of the front element is stored in the 
variable x. However, we do not use this value—it will automatically be discarded at the 
end of the algorithm segment.   

12.3.3  Queue applications
Queues are one of the most common of all data processing structures. They are found in 
virtually every operating system and network and in countless other areas. For example, 

Figure 12.12  Example 12.4
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queues are used in online business applications such as processing customer requests, jobs, 
and orders. In a computer system, a queue is needed to process jobs and for system ser-
vices such as print spools.

Example 12.5

Queues can be used to organize databases by some characteristic of the data. For example, 
imagine we have a list of sorted data stored in the computer belonging to two categories: 
less than 1000, and greater than 1000. We can use two queues to separate the categories 
and at the same time maintain the order of data in their own category. Algorithm 12.3 
shows the pseudocode for this operation. 

Algorithm 12.3  Example 12.5

Algorithm: Categorizer (list)

Purpose: Categorize data into two categories and create two separate lists.

Pre: Given: original list

Post: Prints the two lists

Return: None

{

queue (Q1)

queue (Q2)

while (more data in the list)

{

if (data < 1000)

{

enqueue (Q1, data)

}

if (data ≥ 1000)

{

enqueue (Q2, data)

}

}

while (not empty (Q1))

{ 

dequeue (Q1, x)

print (x)
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Algorithm 12.3  Example 12.5 (continued)

} 

while (not empty (Q2))

{ 

dequeue (Q2, x)

print (x)

} 

return 

} 

Example 12.6

Another common application of a queue is to adjust and create a balance between a fast 
producer of data and a slow consumer of data. For example, assume that a CPU is con-
nected to a printer. The speed of a printer is not comparable with the speed of a CPU. If 
the CPU waits for the printer to print some data created by the CPU, the CPU would be 
idle for a long time. The solution is a queue. The CPU creates as many chunks of data as 
the queue can hold and sends them to the queue. The CPU is now free to do other jobs. 
The chunks are dequeued slowly and printed by the printer. The queue used for this pur-
pose is normally referred to as a spool queue. 

12.3.4  Queue implementation 
At the ADT level, we use the queue and its four operations (queue, enqueue, dequeue, and 
empty): at the implementation level, we need to choose a data structure to implement it. 
A queue ADT can be implemented using either an array or a linked list. Figure 12.13 on 
page 331 shows an example of a queue ADT with five items. The figure also shows how 
we can implement it. 

In the array implementation we have a record with three fields. The first field can be used 
to store information about the queue: we have used this as a count field that shows the cur-
rent number of data items in the queue. The second field is an integer that holds the index of 
the front element. The third field is also an integer, which holds the index of the rear element. 

The linked list implementation is similar: we have an extra node that has the name of 
the queue. This node also has three fields: a count, a pointer that points to the front ele-
ment, and a pointer that points to the rear element. 

Algorithms
We can write four algorithms in pseudocode for the four operations we defined for queues 
in each implementation. We described algorithms to handle arrays and linked lists in Chap-
ter 11: we can modify those algorithms to create the four algorithms we need for queues: 
queue, enqueue, dequeue, and empty. These algorithms are easier than those presented in 
Chapter 11, because insertion is done only at the end of the queue and deletion is done 
only at the front of the queue. We leave the writing of these algorithms as exercises. 
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12.4  GENERAL LINEAR LISTS
Stacks and queues defined in the two previous sections are restricted linear lists. A general 
linear list is a list in which operations, such as insertion and deletion, can be done any-
where in the list—at the beginning, in the middle, or at the end. Figure 12.14 shows a 
general linear list.

We define a general linear list as a collection of elements with the following properties:

❑❑ The elements are of the same type.

❑❑ The elements are arranged sequentially, which means that there is a first element and 
a last element.

❑❑ Each element except the first has a unique predecessor, each element except the last 
has a unique successor.

❑❑ Each element is a record with a key field.

❑❑ The elements are sorted based on the key value.

12.4.1  Operations on general linear lists
Although we can define many operations on a general linear list, we discuss only six 
common operations in this chapter: list, insert, delete, retrieve, traverse, and empty. 

Figure 12.13  Queue implementation
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The list operation 
The list operation creates an empty list. The following shows the format: 

list (listName) 

listName is the name of the general linear list to be created. This operation returns an 
empty list. 

The insert operation
Since we assume that data in a general linear list is sorted, insertion must be done in such 
a way that the ordering of the elements is maintained. To determine where the elements 
are to be placed, searching is needed. However, searching is done at the implementation 
level, not at the ADT level. In addition, we assume for simplicity that duplicate data is not 
allowed in a general linear list. Therefore we insert an element in a location that preserves 
the order of the keys. The following shows the format: 

insert (listName, element) 

Insertion is shown graphically in Figure 12.15. 

The delete operation 
Deletion from a general list (Figure 12.16) also requires that the list be searched to locate 
the data to be deleted. After the location of the data is found, deletion can be done. The 
following shows the format: 

delete (listName, target, element) 

target is a data value of the same type as the key of the elements in the list. If an element 
with the key value equal to the target is found, that element is deleted. The delete opera-
tion is shown graphically in Figure 12.16. 

Figure 12.15  The insert operation
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Note that this operation returns the deleted element. This is necessary if we want, say, to 
change the value of some fields and reinsert the item into the list again—we have not 
defined any operation that changes the value of the fields in the list.     

The retrieve operation
By retrieval, we mean access of a single element. Like insertion and deletion, the general 
list should be first searched, and if the data is found, it can be retrieved. The format of the 
retrieve operation is: 

retrieve (listName, target, element) 

target is a data value of the same type as the key of the elements in the list. Figure 12.17 
shows the retrieve operation graphically. If an element with the key value equal to the 
target is found, a copy of the element is retrieved, but the element still remains in the list.  

The traverse operation
Each of the previous operations involves a single element in the list, randomly accessing 
the list. List traversal, on the other hand, involves sequential access. It is an operation in 
which all elements in the list are processed one by one. The following shows the format: 

traverse (listName, action) 

Figure 12.16  The delete operation 
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The traverse operation accesses the elements of the list sequentially, while the action spec-
ifies the operation to be performed on each element. Some examples of actions are print-
ing the data, applying some mathematical operation on the data, and so on. 

The empty operation
The empty operation checks the status of the list. The following shows the format: 

empty (listName) 

listName is the name of the list. This operation returns true if the list is empty, or false if 
the list is not empty. 

12.4.2  General linear list ADT
We define a general linear list as an ADT as shown below:

General Linear List ADT

Definition 
A list of sorted data items, all of the same type. 

Operations

list: Creates an empty list.

insert: Inserts an element in the list.

delete: Deletes an element from the list.

retrieve: Retrieves an element from the list.

traverse: Traverses the list sequentially.

empty: Checks the status of the list.

Example 12.7

Figure 12.18 shows a segment of an algorithm that applies the previously defined opera-
tions on a list L. Note that the third operation inserts the new data at the correct position 
because the insert operation calls the search algorithm at the implementation level to find 
where the new data should be inserted. 

The fourth operation is required to delete the data item 3 from the list. It calls the 
empty operation to be sure that the list is not empty. Since the list is not empty, this oper-
ation can proceed, but when it calls the search operation at the implementation level, the 
data item is not found in the list. The list is therefore returned without a change. Finally 
the final operation inserts 6 at the appropriate location. 

12.4.3  General linear list applications
General linear lists are used in situations in which the elements are accessed randomly or 
sequentially. For example, in a college a linear list can be used to store information about 
students who are enrolled in each semester. 
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Example 12.8

Assume that a college has a general linear list that holds information about the students 
and that each data element is a record with three fields: ID, Name, and Grade. Algorithm 
12.4 shows an algorithm that helps a professor to change the grade for a student. The 
delete operation removes an element from the list, but makes it available to the program 
to allow the grade to be changed. The insert operation inserts the changed element back 
into the list. The element holds the whole record for the student, and the target is the ID 
used to search the list.

Algorithm 12.4  Example 12.8

Algorithm: ChangeGrade (StudentList, target, grade)

Purpose: Change the grade of a student

Pre: Given the list of students and the grade

Post: None

Return: None

{

delete (StudentList, target, element)

(element.data).Grade ← grade

insert (StudentList, element)

return 

}      

Example 12.9

Continuing with Example 12.8, assume that the tutor wants to print the record of all 
students at the end of the semester. Algorithm 12.5 can do this job. 

Figure 12.18  Example 12.7
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Algorithm 12.5  Example 12.9

Algorithm: PrintRecord (StudentList)

Purpose: Print the record of all students in the StudentList

Pre: Given the list of students

Post: None

Return: None

{

traverse (StudentList, Print)

return 

} 

We assume that there is an algorithm called Print that prints the contents of the record. 
For each node, the list traverse calls the Print algorithm and passes the data to be printed to it.  

12.4.4  General linear list implementation 
At the ADT level, we use the list and its six operations (list, insert, delete, retrieve, traverse, 
and empty), but at the implementation level we need to choose a data structure to imple-
ment it. A general list ADT can be implemented using either an array or a linked list. 
Figure 12.19 shows an example of a list ADT with five items. The figure also shows how 
we can implement it.  

In our array implementation we have a record with two fields. The first field can be used to 
store information about the array: we have used it as a count field that shows the current num-
ber of data item in a list. The second field is an integer that holds the index of the first element. 
The linked list implementation is similar: we have an extra node that has the name of the list. 
This node also has two fields, a counter and a pointer that points to the first element. 

Figure 12.19  General linear list implementation
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Algorithms
We can write six algorithms in pseudocode for the six operations we defined for a list in 
each implementation. We showed algorithms to handle arrays and linked lists in Chapter 
11: these algorithms can be slightly modified to create the algorithms we need for a list. 
We leave these as an exercise.

12.5  TREES
A tree consists of a finite set of elements, called nodes (or vertices), and a finite set of 
directed lines, called arcs, that connect pairs of the nodes. If the tree is not empty, one 
of the nodes, called the root, has no incoming arcs. The other nodes in a tree can  
be reached from the root by following a unique path, which is a sequence of consec-
utive arcs. Tree structures are normally drawn upside down with the root at the top 
(see Figure 12.20).

We can divide the vertices in a tree into three categories: the root, leaves, and the internal 
nodes. 

Table 12.1 shows the number of outgoing and incoming arcs allowed for each type of 
node.

Table 12.1  Number of incoming and outgoing arcs

Type of node Incoming arc Outgoing arc

root 0 0 or more

leaf 1 0

internal 1 1 or more

A node that is directly accessible (through a single arc) from a given node is called the 
child: the node from which the child is directly accessible is called a parent. Nodes with a 
common parent are called siblings. Descendents of a node are all nodes that can be 
reached by that node, and a node from which all descendents can be reached is called an 
ancestor. Each node in a tree may have a subtree. 

Figure 12.20  Tree representation
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The subtree of each node includes one of its children and all descendents of that child. 
Figure 12.21 shows all subtrees for the tree in Figure 12.20. 

Although trees have many applications in computer science, such as index files, their 
study is beyond the scope of this book. We introduce trees as a prelude to discussing one 
special type of tree, binary trees.

12.5.1  Binary trees
A binary tree is a tree in which no node can have more than two subtrees. In other words, 
a node can have zero, one, or two subtrees. These subtrees are designated as the left sub-
tree and the right subtree. Figure 12.22 shows a binary tree with its two subtrees. Note 
that each subtree is itself a binary tree.

Recursive definition of binary trees
In Chapter 8 we introduced the recursive definition of an algorithm. We can also define a struc-
ture or an ADT recursively. The following gives the recursive definition of a binary tree. Note 
that, based on this definition, a binary tree can have a root, but each subtree can also have a root.

A binary tree is either empty or consists of a node, root, with two subtrees, in which 
each subtree is also a binary tree. 

Figure 12.23 shows eight trees, the first of which is an empty binary tree (sometimes 
called a null binary tree).

Figure 12.21  Subtrees
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12.5.2  Operations on binary trees
The six most common operations defined for a binary tree are tree (creates an empty tree) 
insert, delete, retrieve, empty and traversal. The first five are complex and beyond the scope 
of this book. We discuss binary tree traversal in this section. 

Binary tree traversals
A binary tree traversal requires that each node of the tree be processed once and only once 
in a predetermined sequence. The two general approaches to the traversal sequence are 
depth-first and breadth-first traversal. 

Depth-first traversals

Given that a binary tree consists of a root, a left subtree, and a right subtree, we can define 
six different depth-first traversal sequences. Computer scientists have assigned standard 
names to three of these sequences in the literature: the other three are unnamed but are 
easily derived. The standard traversals are shown in Figure 12.24. 

❑❑ Preorder traversal. In preorder traversal the root node is processed first, followed by 
the left subtree and then the right subtree. The prefix pre indicates that the root node 
is processed before the subtrees.   

Figure 12.23  Examples of binary trees
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❑❑ Inorder traversal. In inorder traversal the left subtree is processed first, then the root 
node, and finally the right subtree. The prefix in indicates that the root node is pro-
cessed between the subtrees.      

❑❑ Postorder traversal. In postorder traversal the root node is processed after the left and 
right subtrees have been processed. The prefix post indicates that the root is processed 
after the subtrees. 

Example 12.10

Figure 12.25 shows how we visit each node in a tree using preorder traversal. The figure 
also shows the walking order. In preorder traversal we visit a node when we pass from its 
left side. The nodes are visited in this order: A, B, C, D, E, F. 

Breadth-first traversals

In breadth-first traversal of a binary tree we process all the children of a node before proceeding 
with the next generation. As with depth-first traversals, we can trace the traversal with a walk. 

Example 12.11

Figure 12.26 shows how we visit each node in a tree using breadth-first traversal. The 
figure also shows the walking order. The traversal order is A, B, E, C, D, F. 

Figure 12.25  Example 12.10
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Figure 12.26  Example 12.11
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12.5.3  Binary tree applications
Binary trees have many applications in computer science. In this section we mention only 
two of them: Huffman coding and expression trees. 

Huffman coding
Huffman coding is a compression technique that uses binary trees to generate a variable length 
binary code from a string of symbols. We discuss Huffman coding in detail in Chapter 15. 

Expression trees
An arithmetic expression can be represented in three different formats: infix, postfix, and 
prefix. In an infix notation, the operator comes between the two operands. In postfix nota-
tion, the operator comes after its two operands, and in prefix notation it comes before the 
two operands. These formats are shown below for the addition of two operands A and B.

Prefix: + A B Infix: A + B Postfix: A B +

Although we use infix notation in our algorithms and in programming languages, the com-
piler often changes them to postfix notation before evaluating them. One way to do this 
conversion is to create an expression tree. In an expression tree, the root and the internal 
nodes are operators and the leaves are the operands. The three standard traversals (preor-
der, inorder, and postorder: Figure 12.4) then represent the three different expression 
formats: infix, postfix, and prefix. The inorder traversal produces the infix expression, the 
postorder traversal produces the postfix expression, and the preorder traversal produces 
the prefix expression. Figure 12.27 shows an expression and its expression tree. Note that 
only the infix notation needs parentheses. 

12.5.4  Binary tree implementation
Binary trees can be implemented using arrays or linked list. Link list implementation is 
more efficient for deletion and insertion and is more prevalent. 

12.5.5  Binary search trees
A binary search tree (BST)  is a binary tree with one extra property: the key value of each 
node is greater than the key values of all nodes in each left subtree and smaller than the 
value of all nodes in each right subtree. Figure 12.28 shows the idea. 

Figure 12.27  Expression tree
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Example 12.12

Figure 12.29 shows some binary trees that are BSTs and some that are not. Note that a 
tree is a BST if all its subtrees are BSTs and the whole tree is also a BST. 

A very interesting property of a BST is that if we apply the inorder traversal of a binary 
tree, the elements that are visited are sorted in ascending order. For example, the three 
BSTs in Figure 12.29, when traversed in the order gives the list (3, 6, 17), (17, 19), and (3, 
6, 14, 17, 19).

An inorder traversal of a BST creates a list that is sorted in ascending order. 

Another feature that makes a BST interesting is that we can use a version of the binary 
search we used in Chapter 8 for a binary search tree. Figure 12.30 shows the UML for a 
BST search.  

Figure 12.28  Binary search tree (BST)

K

All < K All    K  >

Figure 12.29  Example 12.12
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Binary search tree ADTs
The ADT for a binary search tree is similar to the one we defined for a general linear list 
with the same operation. As a matter of fact, we see more BST lists than general linear lists 
today. The reason is that searching a BST is more efficient that searching a linear list: a 
general linear list uses sequential searching, but BSTs use a version of binary search. 

BST implementation
BSTs can be implemented using either arrays or linked lists. However, linked list struc-
tures are more common and more efficient. A linear implementation uses nodes with 
two pointers, left and right. The left pointer points to the left subtree and the right 
pointer points to the right subtree. If the left subtree is empty, the left pointer is null: 
if the right subtree is empty, the right pointer is null. Like a linked-list implementation 
of a general linear list, a BST linked-list implementation uses a dummy node that has 
the same name as the BST. The data section of this dummy node can hold information 
about the tree, such as the number of nodes in the tree. The pointer section points to 
the root of the tree. Figure 12.31 shows a BST in which the data field of each node is 
a record. 

12.6  GRAPHS
A graph is an ADT made of a set of nodes, called vertices, and set of lines connecting the 
vertices, called edges or arcs. Whereas a tree defines a hierarchical structure in which a 
node can have only one single parent, each node in a graph can have one or more parents. 
Graphs may be either directed or undirected. In a directed graph, or digraph, each edge, 
which connects two vertices, has a direction (shown in the figure by an arrowhead) from 
one vertex to the other. In an undirected graph, there is no direction. Figure 12.32 shows 
an example of both a directed graph (a) and an undirected graph (b). 

The vertices in a graph can represent objects or concepts and the edges or arcs can 
represent a relationship between those objects or concepts. If a graph is directed, the rela-
tions are one-way: if a graph is undirected, the relation is two-way. 

Figure 12.31  BST implementation
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Example 12.13	

A map of cities and the roads connecting the cities can be represented in a computer using 
an undirected graph. The cities are vertices and the undirected edges are the roads that 
connect them. If we want to show the distances between the cities, we can use weighted 
graphs, in which each edge has a weight that represent the distance between two cities 
connected by that edge.

Example 12.14	

Another application of graphs is in computer networks (Chapter 6). The vertices can rep-
resent the nodes or hubs; the edges can represent the route. Each edge can have a weight 
that defines the cost of reaching from one hub to the adjacent hub. A router can use graph 
algorithms to find the shortest path between itself and the final destination of a packet. 

12.7  END-CHAPTER MATERIALS
12.7.1  Recommended reading
For more details about subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Gilberg, R. and Forouzan, B. Data Structures – A Pseudocode Approach with C, Boston, 
MA: Course Technology, 2005

❑❑ Goodrich, M. and Tamassia, R. Data Structures and Algorithms in Java, New York: 
Wiley, 2005

❑❑ Nyhoff, L. ADTs, Data Structures, and Problem Solving with C++, Upper Saddle  
River, NJ: Prentice-Hall, 2005

12.7.2  Key terms

Figure 12.32  Graph
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binary search tree (BST) 341 linear list 320

binary tree 338 node 337
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12.7.3  Summary
Although several simple data types have been implemented in all programming languages, 
most languages do not define complex data types. An abstract data type (ADT) is a pack-
age that defines a new data type, defines operations on that data type, and encapsulates the 
data and the operations. 

❑❑ A stack is a restricted linear list in which all additions and deletions are made at one 
end, called the top. If we inserted a series of data items into a stack and then removed 
them, the order of the data is reversed. This reversing attribute is why stacks are 
known as a last in, first out (LIFO) structure. We defined four basic operations on a 
stack: stack, push, pop, and empty.

❑❑ A queue is a linear list in which data can only be inserted at one end, called the rear, 
and deleted from the other end, called the front. These restrictions ensure that data 
is processed through the queue in the order in which it is received. In other words, 
a queue is a first in, first out (FIFO) structure. We defined four basic operations for 
a queue: queue, enqueue, dequeue, and empty. A general linear list is a list in which 
operations, such as insertion and deletion, can be done anywhere in the list—at the 
beginning, in the middle, or at the end. We defined six operations for a general linear 
list: list, insert, delete, retrieve, traverse, and empty.

breadth-first traversal 340 parent 337

child 337 path 337

delete operation 332 pop 321

depth-first traversal 339 postfix 341

dequeue 327 postorder traversal 340

descendent 337 prefix 341

digraph 343 preorder traversal 339

directed graph 343 push 321

edge 343 queue 326

enqueue 327 rear 326

expression tree 341 root 337

first in, first out (FIFO) 326 sibling 337

front 326 stack 320

general linear list 331 subtree 337

graph 343 traversal 333

Huffman coding 341 tree 337

infix 341 undirected graph 343

inorder traversal 340 vertex 337

interface 319
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❑❑ A tree consists of a finite set of elements, called nodes (or vertices), and a finite set of di-
rected lines, called arcs, that connect pairs of nodes. If the tree is not empty, one of the 
nodes, called the root, has no incoming arcs. A binary tree is a tree in which no node can 
have more than two subtrees. In other words, a node can have zero, one, or two sub-
trees. A binary tree traversal requires that each node of the tree be processed once and 
only once in a predetermined sequence. The two general approaches to the traversal 
sequence are depth first and breadth first. A binary search tree (BST) is a binary tree 
with one extra property: the key value of each node is greater than the key values of all 
nodes in each left subtree and smaller than the value of all nodes in each right subtree. 

❑❑ A graph is an ADT made up of a set of nodes, called vertices, and set of lines connect-
ing the vertices, called edges or arcs. Whereas a tree defines a hierarchical structure 
in which a node can only have a single parent, each node in a graph can have one or 
more parents. Graphs may be either directed or undirected.

12.8  PRACTICE SET
12.8.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

12.8.2  Review questions
Q12-1.	 What is an abstract data type? In an ADT, what is known and what is hidden?
Q12-2.	 What is a stack? What are the four basic stack operations defined in this chapter?
Q12-3.	 What is a queue? What are the four basic queue operations defined in this 

chapter?
Q12-4.	 What is a general linear list? What are the six basic operations defined for a gen-

eral linear list in this chapter?
Q12-5.	 Define a tree. Distinguish between a tree and a binary tree. Distinguish between 

a binary tree and a binary search tree. 
Q12-6.	 Distinguish between a depth-first traversal and breadth-first traversal of a binary 

tree. 
Q12-7.	 What is a graph? Distinguish between a directed graph and an undirected graph. 
Q12-8.	 List some applications of stacks and queues. 
Q12-9.	 List some applications of general linear lists.
Q12-10. List some applications of binary trees and binary search trees. 

12.8.3  Problems
P12-1.	 Write an algorithm segment using while loops to empty the contents of stack S2.
P12-2.	 Write an algorithm segment using while loops to move the contents of stack S1 

to S2. After the operation, stack S1 should be empty.
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P12-3.	 Write an algorithm segment using while loops to copy the contents of stack S1 
to S2. After the operation, the contents of stacks S1 and S2 should be the same.

P12-4.	 Write an algorithm segment using while loops to concatenate the contents of 
stack S2 with the contents of stack S1. After the concatenation, the elements of 
stack S2 should be above the elements of stack S1 and stack S2 should be empty.

P12-5.	 Show the contents of stack S1 and the value of variables x and y after the follow-
ing algorithm segment is executed.

stack (S1)               

push (S1, 5)               

push (S1, 3)          

push (S1, 2)

if (not empty (S1))                     

{                     

pop (S1, x)                     

}

if (not empty (S1))                   

{                    

pop (S1, y)                    

}                    

push (S1, 6) 

P12-6.	 A palindrome is a string that can be read backwards and forwards with the same 
result. For example, the following is a palindrome if we ignore spaces:

Able was I ere I saw Elba

�Write an algorithm in pseudocode using a stack to test whether a string is a 
palindrome.

P12-7.	 Write an algorithm in pseudocode to compare the contents of two stacks.
P12-8.	 Use a while loop to empty the contents of queue Q.
P12-9.	 Use while loops to move the contents of queue Q1 to queue Q2. After the oper-

ation, queue Q1 should be empty.
P12-10.	Use while loops to copy the contents of queue Q1 to queue Q2. After the opera-

tion, the contents of queue Q1 and queue Q2 should be the same.
P12-11.	Use while loops to concatenate the contents of queue Q2 to the contents of 

queue Q1. After the concatenation, the elements of queue Q2 should be at the 
end of the elements of queue Q1. Queue Q2 should be empty.

P12-12.	Write an algorithm to compare the contents of two queues. 
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P12-13.	Find the root of each of the following binary trees:
a.	 Tree with postorder traversal: FCBDG
b.	 Tree with preorder traversal: IBCDFEN
c.	 Tree with postorder traversal: CBIDFGE

P12-14.	A binary tree has ten nodes. The inorder and preorder traversal of the tree are 
shown below:

Preorder:  JCBADEFIGH Inorder: ABCEDFJGIH

Draw the tree.
P12-15.	A binary tree has eight nodes. The inorder and postorder traversal of the tree 

follow:

Postorder: FECHGDBA Inorder: FECABHDG

Draw the tree.
P12-16.	A binary tree has seven nodes. The following shows the inorder and postorder 

traversal of a tree. Can we draw the tree? If not, explain why not:

Postorder: GFDABEC Inorder: ABDCEFG

P12-17.	Create the ADT package in pseudocode to implement the four operations defined 
for a stack in this chapter using an array as the data structure.

P12-18.	Create the ADT package in pseudocode to implement the four operations defined 
for a stack in this chapter using a linked list as the data structure.

P12-19.	Create the ADT package in pseudocode to implement the four operations defined 
for a queue in this chapter using an array as the data structure.

P12-20.	Create the ADT package in pseudocode to implement the four operations defined 
for a queue in this chapter using a linked list as the data structure.

P12-21.	Create the ADT package in pseudocode to implement the six operations defined 
for a general linear list in this chapter using an array as the data structure.

P12-22.	Create the ADT package in pseudocode to implement the six operations defined 
for a general linear list in this chapter using a linked list as the data structure.



In this chapter we discuss file structures. Based on the application, files are stored in 
auxiliary storage devices using various methods. We also discuss how individual records 
are retrieved. This chapter is a prelude to the following chapter, which discusses how a 
collection of related files, called a database, is organized and accessed. 

Objectives
After studying this chapter, the student should be able to:

❑❑ Define two categories of access methods: sequential access and random access. 

❑❑ Understand the structure of sequential files and how they are updated. 

❑❑ Understand the structure of indexed files and the relation between the index and the 
data file.

❑❑ Understand the idea behind hashed files and describe some hashing methods. 

❑❑ Describe address collisions and how they can be resolved.

❑❑ Define directories and how they can be used to organize files. 

❑❑ Distinguish between text and binary files. 

CHAPTER	 13
File Structure
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13.1  INTRODUCTION
Files are stored on auxiliary or secondary storage devices. The two most common 
forms of secondary storage are disk and tape. Files in secondary storage can be both 
read from and written to. Files can also exist in forms that the computer can write to 
but not read. For example, the display of information on the system monitor is a form 
of file, as is data sent to a printer. In a general sense, the keyboard is also a file, although 
it cannot store data.

For our purposes, a file is a collection of data records in which each record consists of 
one or more fields, as defined in Chapter 11.

When we design a file, the important issue is how we will retrieve information  
(a specific record) from the file. Sometimes we need to process records one after another, 
whereas sometimes we need to access a specific record quickly without retrieving the 
preceding records. The access method determines how records can be retrieved: sequen-
tially or randomly.

13.1.1  Sequential access
If we need to access a file sequentially—that is, one record after another, from beginning 
to end—we use a sequential file structure. 

13.1.2  Random access
If we need to access a specific record without having to retrieve all records before it, we 
use a file structure that allows random access. Two file structures allow this: indexed files 
and hashed files. This taxonomy of file structures is shown in Figure 13.1.

13.2  SEQUENTIAL FILES
A sequential file is one in which records can only be accessed one after another from 
beginning to end. Figure 13.2 shows the layout of a sequential file. Records are stored one 
after another in auxiliary storage, such as tape or disk, and there is an EOF (end-of-file) 
marker after the last record. The operating system has no information about the record 

Figure 13.1  A taxonomy of file structures
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addresses, it only knows where the whole file is stored. The only thing known to the 
operating system is that the records are sequential. 

Figure 13.2  A sequential file

Sequential file

EOFRecord Record Record Record

Algorithm 13.1 shows how records in a sequential file are processed. We process the 
records one by one. After the operating system processes the last record, the EOF is 
detected and the loop is exited. 

Algorithm 13.1  Pseudocode for processing records in a sequential file

Algorithm: SequentialFileProcessing (file)

Purpose: Process all records in a sequential file

Pre: Given the beginning address of the file on the auxiliary storage 

Post: None

Return: None

{

while (Not EOF)

{ 

Read the next record from the auxiliary storage into memory

Process the record

}

}

Sequential files are used in applications that need to access all records from beginning to 
end. For example, if personal information about each employee in a company is stored in 
a file, we can use sequential access to retrieve each record at the end of the month to print 
the paychecks. Because we have to process each record, sequential access is more efficient 
and easier than random access. 

However, the sequential file is not efficient for random access. For example, if all cus-
tomer records in a bank can only be accessed sequentially, a customer who needs to get 
money from an ATM would have to wait as the system checks each record from the 
beginning of the file until it reaches the customer’s record. If this bank has a million cus-
tomers, the system, on average, would retrieve half a million records before reaching the 
customer’s record. This is very inefficient.
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13.2.1  Updating sequential files
Sequential files must be updated periodically to reflect changes in information. The 
updating process is very involved because all the records need to be checked and updated 
(if necessary) sequentially.

Files involved in updating
There are four files associated with an update program: the new master file, the old master file, 
the transaction file, and the error report file. All these files are sorted based on key values. 
Figure 13.3 is a pictorial representation of a sequential file update. In this figure, we see the 
four files discussed above. Although we use the tape symbol for the files, we could just as easily 
have represented them with a hard disk symbol. Note that after the update program completes, 
the new master file is sent to offline storage, where it is kept until needed again. When the file 
is to be updated, the master file is retrieved from offline storage and becomes the old master.

Figure 13.3  Updating a sequential file
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❑❑ New master file. The new permanent data file or, as it is commonly known, the new 
master file, contains the most current data.

❑❑ Old master file. The old master file is the permanent file that should be updated. 
Even after updating, the old master file is normally kept for reference. 

❑❑ Transaction file. The third file is the transaction file. This contains the changes to 
be applied to the master file. There are three basic types of changes in all file updates. 
Add transactions contain data about a new record to be added to the master file. Delete 
transactions identify records to be deleted from the file. Change transactions contain 
revisions to specific records in the file. To process any of these transactions, we need a 
key. A key is one or more fields that uniquely identify the data in the file. For example, 
in a file of students, the key could be student ID. In an employee file, the key could 
be social security number. 
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❑❑ Error report file. The fourth file needed in an update program is an error report file. It 
is very rare that an update process does not produce at least one error. When an error 
occurs, we need to report it. The error report contains a listing of all errors discovered 
during the update process and is presented for corrective action. The next section 
describes some cases that can cause errors. 

Processing file updates
To make the updating process efficient, all files are sorted on the same key. This updating 
process is shown in Figure 13.4. 

Figure 13.4  Updating process
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The update process requires that we compare the keys on the transaction and master files 
and, assuming that there are no errors, follow one of three actions:

1.	 If the transaction file key is less than the master file key and the transaction is an add 
(A), add the transaction to the new master.

2.	 If the transaction file key is equal to the master file key, either:

a.	 Change the contents of the master file data if the transaction is a change (C).

b.	 Remove the data from the master file if the transaction is a deletion (D).

3.	 If the transaction file key is greater than the master file key, write the old master file 
record to the new master file. 

4.	 Several cases may create an error and be reported in the error file:

a.	 If the transaction defines adding a record that already exists in the old master file 
(same key values).

b.	 If the transaction defines deleting or changing a record that does not exist in the 
old master file. 
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13.3  INDEXED FILES
To access a record in a f﻿ile randomly, we need to know the address of the record. For 
example, suppose a customer wants to check their bank account. Neither the customer 
nor the teller knows the address of the customer’s record. The customer can only give the 
teller their account number (key). Here, an indexed file can relate the account number 
(key) to the record address (Figure 13.5). 

Figure 13.5  Mapping in an indexed file
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An indexed file is made of a data file, which is a sequential file, and an index. The index 
itself is a very small file with only two fields: the key of the sequential file and the address 
of the corresponding record on the disk. The index is sorted based on the key values of the 
data files. Figure 13.6 shows the logical view of an indexed file. 

Figure 13.6  Logical view of an indexed file

045128 306

070918 001

121267 002

160252 305

166702
166702

003
003

378845 007

Key Addr. Addr.

Index Data file

Accessing indexed file

Extracted record

379452 000 306

001

002

305

003

007

000 Mary Dodd379452

Sarah Trapp070918

121267 Bryan Devaux

166702

166702

Harry Eagle

Harry Eagle

160252 Tuan Ngo

Shouli Feldman045128

John Carver378845

Key Name Balance

1432.45

100.22

11.45

14321.00

14321.00

7234.01

15121.10

87922.05



13.4  Hashed Files 355

Accessing a record in the file requires these steps: 

1.	 The entire index file is loaded into main memory (the file is small and uses little 
memory).

2.	 The index entries are searched, using an efficient search algorithm such as a binary 
search, to find the desired key.

3.	 The address of the record is retrieved.

4.	 Using the address, the data record is retrieved and passed to the user.

13.3.1  Inverted files
One of the advantages of indexed files is that we can have more than one index, each with 
a different key. For example, an employee file can be retrieved based on either social secu-
rity number or last name. This type of indexed file is usually called an inverted file. 

13.4  HASHED FILES
In an indexed file, the index maps the key to the address. A hashed file uses a 
mathematical function to accomplish this mapping. The user gives the key, the function 
maps the key to the address and passes it to the operating system, and the record is 
retrieved (Figure 13.7).

Figure 13.7    Mapping in a hashed file
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The hashed file eliminates the need for an extra file (the index). In an indexed file, we 
must keep the index on file in the disk, and when we need to process the data file, we must 
first load the index into memory, search it to find the address of the data record, and then 
access the data file to access the record. In a hashed file, finding the address is done through 
the use of a function, so there is no need for an index and all of the overhead associated 
with it. However, we will see that hashed files have their own drawbacks. 

13.4.1  Hashing methods
For key-address mapping, we can select one of several hashing methods. We discuss a few 
of them here. 



File Structure356

Direct hashing
In direct hashing, the key is the data file address without any algorithmic manipulation. 
The file must therefore contain a record for every possible key. Although situations 
suitable for direct hashing are limited, it can be very powerful because it guarantees that 
there are no synonyms or collisions (discussed later in this chapter), as with other methods. 

Let’s look at a trivial example. Imagine that an organization has fewer than 100 
employees. Each employee is assigned a number between 1 and 100 (their employee ID). 
In this case, if we create a file of 100 employee records, the employee number can be 
directly used as the address of any individual record. This concept is shown in Figure 13.8. 
The record with key 025 (John Carver…) is hashed to address (sector) 025. Note that not 
every element in the file contains an employee record. Some of the space is wasted. 

Figure 13.8  Direct hashing
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KeyAddr. 

Although this is the ideal method, its application is very limited. For example, it is very 
inefficient to use long identifiers as keys, because they must have several digits. For 
example, if the identifier is nine digits, we need a huge file with 999 999 999 records, but 
we would use fewer than 100. Let’s turn our attention, therefore, to hashing techniques 
that map a large population of possible keys to a small address space.

Modulo division hashing
Also known as division remainder hashing, the modulo division method divides the key 
by the file size and uses the remainder plus 1 for the address. This gives the simple hashing 
algorithm that follows, where list_size is the number of elements in the file. The reason for 
adding a 1 to the mod operation result is that our list starts with 1 instead of 0: 

address 5 key mod list_size 1 1
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Although this algorithm works with any list size, a list size that is a prime number pro-
duces fewer collisions than other list sizes. Therefore, whenever possible, try to make the 
file size a prime number. 

As our company begins to grow, we realize that soon we will have more than 100 
employees. Planning for the future, we create a new employee numbering system that will 
handle one million employees. We also decide that we want to provide data space for up 
to 300 employees. The first prime number greater than 300 is 307. We therefore choose 
307 as our list (file) size. Our new employee list and some of its hashed addresses are 
shown in Figure 13.9. In this case, Bryan Devaux, with key 121267, is hashed to address 
003 because 121267 mod 307 5 2, and we add 1 to the result to get the address (003). 

Figure 13.9  Modulo division
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Digit extraction hashing
Using digit extraction hashing, selected digits are extracted from the key and used as 
the address. For example, using our six-digit employee number to hash to a three-digit 
address (000–999), we could select the first, third, and fourth digits (from the left) and 
use them as the address. Using the keys from Figure 13.9, we hash them to the following 
addresses: 

125870 → 158 122801 → 128 121267 → 112

Other hashing methods
Other popular methods exist, such as the midsquare method, folding methods, the 
rotational method, and the pseudorandom method. We leave the exploration of these as 
exercises.
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13.4.2  Collision 
Generally, the population of keys for a hashed list is greater than the number of records in 
the data file. For example, if we have a file of 50 students for a class in which the students 
are identified by the last four digits of their social security number, then there are 200 
possible keys for each element in the file (10 000/50). Because there are many keys for 
each address in the file, there is a possibility that more than one key will hash to the same 
address in the file. We call the set of keys that hash to the same address in our list synonyms. 
The collision concept is illustrated in Figure 13.10. 

In the figure, when we calculate the address for two different records, we obtain the 
same address (214). Obviously, the two records cannot be stored in the same address. We 
need to resolve the situation, as discussed in the next section.  

Figure 13.10  Collision
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If the actual data that we insert into our list contains two or more synonyms, we will have 
collisions. A collision is the event that occurs when a hashing algorithm produces an 
address for an insertion key but that address is already occupied. The address produced by 
the hashing algorithm is known as the home address. The part of the file that contains all 
the home addresses is known as the prime area.  When two keys collide at a home address, 
we must resolve the collision by placing one of the keys and its data in another location, 
outside the prime area. 

Collision resolution
With the exception of the direct method, none of the methods we have discussed for 
hashing creates one-to-one mappings. This means that when we hash a new key to an 
address, we may create a collision. There are several methods for handling collisions, each 
of them independent of the hashing algorithm. That is, any hashing method can be used 
with any collision resolution method. In this section, we discuss some of these methods. 

Open addressing

The first collision resolution method, open addressing resolution, resolves collisions in the 
prime area. When a collision occurs, the prime area addresses are searched for an open or 
unoccupied record where the new data can be placed. One simple strategy for data that 
cannot be stored in the home address is to store it in the next address (home address 1 1). 
Figure 13.11 shows how to solve the collision in Figure 13.10 using this method. The first 
record is stored in address 214, and the second is stored in address 215 if it is not occupied. 
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Figure 13.11  Open addressing resolution
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Linked list resolution

A major disadvantage of open addressing is that each collision resolution increases the 
probability of future collisions. This disadvantage is eliminated in another approach to 
collision resolution, linked list resolution. In this method, the first record is stored in the 
home address, but contains a pointer to the second record. Figure 13.12 shows how to 
resolve the situation in Figure 13.10. 

Figure 13.12  Linked list resolution
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Bucket hashing

Another approach to handling the problem of collisions is to hash to buckets. Figure 13.13 
shows how to solve the collision in Figure 13.10 using bucket hashing. A bucket is a node 
that can accommodate more than one record. The disadvantage of this method is that 
there may be a lot of wasted (unoccupied) locations. 

Figure 13.13  Bucket hashing resolution
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Combination approaches

There are several approaches to resolving collisions. As with hashing methods, a complex 
implementation will often use multiple approaches.

13.5  DIRECTORIES
Directories are provided by most operating systems for organizing files. A directory 
performs the same function as a folder in a filing cabinet. However, a directory in most 
operating systems is represented as a special type of file that holds information about 
other files. A directory not only serves as a kind of index that tells the operating system 
where files are located on an auxiliary storage device, but can also contain other 
information about the files it contains, such as who has access to each file, or the date 
when each file was created, accessed, or modified. 

Directories in most operating systems are organized like the tree abstract data type 
(ADT) we discussed in Chapter 12, in which each directory except the root directory has 
a parent. A directory contained in another directory is called a subdirectory of the container 
directory. 

13.5.1  Directories in the UNIX operating system
In UNIX the directory system is organized as shown in Figure 13.14. 

Figure 13.14  An example of directory system in UNIX
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At the top of the directory structure is a directory called the root. Although its name is 
root, in commands related to directories it is typed as one slash (/). In turn, each directory 
can contain subdirectories and files.

Special directories
There are four special types of directory that play an important role in the directory structure 
in UNIX: the root directory, home directories, working directories, and parent directories.

Root directory

The root directory is the highest level in the file system hierarchy. It is the root of the whole 
file structure, and therefore does not have a parent directory. In a UNIX environment, the 
root directory always has several levels of subdirectories. The root directory belongs to the 
system administrator and can be changed only by the system administrator.

Home directory

We use our home directory when we first log into the system. This contains any files we 
create while in it and may contain personal system files. Our home directory is also the 
beginning of our personal directory structure. Each user has a home directory. 

Working directory

The working directory (or current directory) is the directory we are ‘in’ at any point in a 
user session. When we first log in, the working directory is our home directory. If we have 
subdirectories, we will most likely move from our home directory to one or more subdi-
rectories as needed during a session. When we change directory, our working directory 
changes automatically.

Parent directory

The parent directory is the directory immediately above the working directory. When we 
are in our home directory, its parent is one of the system directories. 

Paths and pathnames
Every directory and file in a file system must have a name. If we examine Figure 13.14 
carefully, however, we will note that there are some files that have the same names as files 
in other directories. It should be obvious, therefore, that we need more than just 
the filename to identify them. To uniquely identify a file, therefore, we need to specify the 
file’s path from the root directory to the file. The file’s path is specified by its absolute 
pathname,  a list of all directories separated by a slash character (/). 

The absolute pathname for a file or a directory is like an address of a person. If we 
know only the person’s name, we cannot easily find that person. On the other hand, if we 
know a person’s name, street address, city, state, and country, then we can locate anyone 
in the world. This full or absolute pathname can get quite long. For that reason, UNIX also 
provides a shorter pathname under certain circumstances, known as a relative pathname, 
which is the path relative to the working directory. For example if our working directory 
in Figure 13.14 is staff, the file3 under the joan directory can be selected using both rela-
tive and absolute pathnames:
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Relative Pathname: joan/file3
Absolute pathname: /usr/staff/joan/file3

13.6  TEXT VERSUS BINARY
Before closing this chapter, we discuss two terms used to categorize files: text files and 
binary files. A file stored on a storage device is a sequence of bits that can be interpreted 
by an application program as a text file or a binary file, as shown in Figure 13.15.

Figure 13.15  Text and binary interpretations of a file

01000001 01000010 01000001 01000010

Two bytes represent two characters 
(A and B)

Two bytes represent one number 
(16706)

Interpreted as a text file Interpreted as a binary file

13.6.1  Text files
A text file is a file of characters. It cannot contain integers, floating-point numbers, or any 
other data structures in their internal memory format. To store these data types, they must 
be converted to their character equivalent formats. 

Some files can only use character data types. Most notable are file streams (input/output 
objects in some object-oriented language like C11) for keyboards, monitors, and printers. 
This is why we need special functions to format data that is input from or output to these 
devices. 

Let’s look at an example. When data (a file stream) is sent to the printer, the printer 
takes eight bits, interprets them as a byte, and decodes them into the encoding system of the 
printer (ASCII or EBCDIC). If the character belongs to the printable category, it will be 
printed, otherwise some other activity takes place, such as printing a space. The printer takes 
the next eight bits and repeats the process. This is done until the file stream is exhausted.

13.6.2  Binary files
A binary file is a collection of data stored in the internal format of the computer. In this 
definition, data can be an integer (including other data types represented as unsigned 
integers, such as image, audio, or video), a floating-point number, or any other structured 
data (except a file). 

Unlike text files, binary files contain data that is meaningful only if it is properly in-
terpreted by a program. If the data is textual, one byte is used to represent one character. 
But if the data is numeric, two or more bytes are considered a data item. For example, 
assume we are using a personal computer that uses two bytes to store an integer. In this 
case, when we read or write an integer, two bytes are interpreted as one integer. 
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13.7  END-CHAPTER MATERIALS
13.7.1  Recommended reading
For more details about subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Forouzan, B. and Gilberg, R. Computer Science: A Structured Programming Approach 
Using C, Boston, MA: Course Technology, 2007

❑❑ Forouzan, B. and Gilberg, R. UNIX and Shell Programming, Pacific Grove, CA: Brooks/
Cole, 2003

❑❑ Gilberg, R. and Forouzan, B. Data Structures – A Pseudocode Approach with C, Boston, 
MA: Course Technology, 2005
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13.7.3  Summary

❑❑ A file is an external collection of related data treated as a single unit. The primary 
purpose of a file is to store data. Since the contents of main memory are lost when the 
computer is shut down, we need files to store data in a more permanent form. Files 
are stored in auxiliary or secondary storage devices. 

❑❑ The access method determines how records can be retrieved: sequentially or random-
ly. If we need to access a file sequentially, we use a sequential file structure. If we need 
to access one specific record without having to retrieve all records before it, we use a 
random file structure. 

❑❑ A sequential file is one in which records can only be accessed sequentially—one after 
another—from beginning to end. Sequential files must be updated periodically to re-
flect changes in information. There are four files associated with an update program: 
the new master file, the old master file, the transaction file, and the error report file.

❑❑ To access a record in a file randomly, we need to know the address of the record. Two 
types of files are normally used for accessing records randomly: an indexed file and a 
hashed file. 

❑❑ An indexed file is made up of a data file, which is a sequential file, and an index. The 
index itself is a very small file with only two fields: the key of the sequential file and 
the address of the corresponding record on disk. The index is sorted based on the key 
values of the data files. In a hashed file, the key is mapped to the record address using 
a hashing function.

❑❑ Several methods have been used for hashing. In the direct method, the key is the 
address without any algorithmic manipulation. In the modulo division method, the 
key is divided by the file size and the remainder plus 1 is used for the address. In 
digit extraction hashing, selected digits are extracted from the key and used as the 
address. 

❑❑ In hashing there is a possibility that more than one key will hash to the same address 
in the file, resulting in a collision. We discussed a few collision resolution methods: 
open addressing, linked list resolution, and bucket hashing.

❑❑ Directories are provided by most operating systems for organizing files. A directory 
performs the same function as a folder in a filing cabinet. However, a directory in most 
operating systems is represented as a special type of file that holds information about 
other files. 

❑❑ A file stored on a storage device is a sequence of bits that can be interpreted by an 
application program as a text file or a binary file. A text file is a file of characters. A 
binary file is a collection of data stored in the internal format of the computer.

13.8  PRACTICE SET
13.8.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.
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13.8.2  Review questions
Q13-1.	 What are the two general types of file access methods?
Q13-2.	 What is the relationship between the new master file and the old master file?
Q13-3.	 What is the purpose of the transaction file in updating a sequential file?
Q13-4.	 Describe the function of the address in a randomly accessed file. 
Q13-5.	 How is the index related to the data file in indexed files?
Q13-6.	 What is the relationship between the key and the address in direct hashing of a file?
Q13-7.	 What is the relationship between the key and the address in modulo division 

hashing of a file?
Q13-8.	 What is the relationship between the key and the address in digit extraction 

hashing of a file?
Q13-9.	 List and describe three collision resolution methods.
Q13-10.	 What is the difference between a text file and a binary file?

13.8.3  Problems
P13-1.	 Given the old master file and the transaction file in Figure 13.16, find the new 

master file. If there are any errors, create an error file too.

Figure 13.16  Problem P13-1

Key Name Pay rate

John Wu14 17.00

18.00

11.00

12.00

23.00

27.00

12.00

19.00

14.00

George Brown16

17 Duc Lee

Li Nguyen20

Ted White26

31 Joanne King

Brue Wu45

Mark Black89

92 Betsy Yellow

Old master file Transaction file

Key Name Pay rate

Martha Kent17 17.00

28.00

20.00

20

31

45

Orva Gilbert90

Action

A

D

C

D

A

P13-2.	 Create an index file for Table 13.1.

Table 13.1  Problem P13-2

Key Name Department

123453 John Adam CIS

114237 Ted White MTH

156734 Jimmy Lions ENG

093245 Sophie Grands BUS

077654 Eve Primary CIS

256743 Eva Lindens ENG

423458 Bob Bauer ECO
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P13-3.	 A hash file uses a modulo division method with 41 as the divisor. What is the 
address for each of the following keys?
a.	 14232
b.	 12560

c.	 13450
d.	15341

P13-4.	 In the midsquare hashing method, the key is squared and the address is selected 
from the middle of the result. Use this method to select the address from each of 
the following keys. Use digits 3 and 4, counting from the left.
a.	 142
b.	 125

c.	 134

d.	153
P13-5.	 In the fold shift hashing method, the key is divided into parts. The parts are added 

to obtain the address. Use this method to find the address from the following 
keys. Divide the key into two-digit parts and add them to find the address.
a.	 1422
b.	 1257

c.	 1349

d.	1532
P13-6.	 In the fold boundary hashing method, the key is divided into parts. The left and 

right parts are reversed and added to the middle part to obtain the address. Use 
this method to find the address from the following keys. Divide the key into three 
two-digit parts, reverse the digits in the first and the third part, and then add the 
parts to obtain the address. 
a.	 142234
b.	 125711

c.	 134914

d.	153213
P13-7.	 Find the address of the following keys using the modulo division method and a 

file of size 411. If there is a collision, use open addressing to resolve it. Draw a 
figure to show the position of the records.
a.	 10278
b.	 08222

c.	 20553

d.	17256
P13-8.	 Redo P13-7 using linked list resolution.
P13-9.	 One common algorithm in file processing is to merge two sequential files sorted 

on the key values to create a new sequential file, which is also sorted. The merge 
algorithm can be quite simple if each file has a dummy record at the end with a 
unique key value that is larger than any key values in either file. The unique key 
value is referred to as a sentinel. In this hypothetical situation, there is no need to 
check the files for EOF markers. Draw a UML diagram to merge two files for this 
hypothetical situation. 

P13-10.	Write an algorithm in pseudocode for P13-9.
P13-11.	Draw a UML diagram to update a sequential file based on a transaction file if the 

two files have sentinel values as discussed in P13-9.
P13-12.	Write an algorithm in pseudocode for P13-11.
P13-13.	The hypothetical situation of Problem P13-9 can be applied to real situation 

(files with an EOF marker) if we can artificially create the sentinel during the 
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processing. Draw a UML diagram to merge two sequential files with EOF mark-
ers but no sentinel. 

P13-14.	Write an algorithm in pseudocode for Problem P13-13.
P13-15.	Draw a UML diagram to update a sequential file based on a transaction file if the 

two files use EOF markers but no sentinel. Use the idea described in Problem 
P13-13.

P13-16.	Write an algorithm in pseudocode for Problem P13-15.





In this chapter we discuss databases and database management systems (DBMS). We 
present the three-level architecture for a DBMS, focusing on the relational database 
model, with examples of its operation. We also discuss a language (Standard Query 
Language) that operates on relational databases. We briefly touch on the design of the 
databases, and finally mention other database models.

Objectives
After studying this chapter, the student should be able to:

❑❑ Define a database and a database management system (DBMS) and describe the com-
ponents of a DBMS. 

❑❑ Describe the architecture of a DBMS based on the ANSI/SPARC definition. 

❑❑ Define the three traditional database models: hierarchical, networking, and relational. 

❑❑ Describe the relational model and relations. 

❑❑ Understand operations on a relational database based on commands available in SQL. 

❑❑ Describe the steps in database design. 

❑❑ Define ERM and E-R diagrams and explain the entities and relationships in this model.

❑❑ Define the hierarchical levels of normalization and understand the rationale for 
normalizing the relations.

❑❑ List database types other than the relational model.

CHAPTER	 14
Databases
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14.1  INTRODUCTION
Data storage traditionally used individual, unrelated files, sometimes called flat-files. In the 
past, each application program in an organization used its own file. In a university, for 
example, each department might have its own set of files: the record office kept a file about 
the student information and their grades, the financial aid office kept its own file about 
students that needed financial aid to continue their education, the scheduling office kept 
the name of the professors and the courses they were teaching, the payroll department 
kept its own file about the whole staff (including professors), and so on. Today, however, all 
of these flat-files can be combined in a single entity, the database for the whole university.

14.1.1  Definition
Although it is difficult to give a universally agreed definition of a database, we use the 
following common definition:

Definition: A database is a collection of related, logically coherent,  
data used by the application programs in an organization.

14.1.2  Advantages of databases
Comparing the flat-file system, we can mention several advantages of a database system. 

Less redundancy
In a flat-file system there is a lot of redundancy. For example, in the flat-file system for a 
university, the names of professors and students are stored in more than one file.

Inconsistency avoidance
If the same piece of information is stored in more than one place, then any changes in the data 
need to occur in all places that data is stored. For example, if a female student marries and 
accepts the last name of her husband, the last name of the student needs to be changed in all 
files that hold information about the student. Lack of care may create inconsistency in the data.

Efficiency
A database is usually more efficient that a flat-file system, because a piece of information 
is stored in fewer locations.

Data integrity
In a database system it is easier to maintain data integrity (see Chapter 16) because a piece 
of data is stored in fewer locations.

Confidentiality
It is easier to maintain the confidentiality of the information if the storage of data is 
centralized in one location. 
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14.1.3  Database management systems
A database management system (DBMS)  defines, creates, and maintains a database. The 
DBMS also allows controlled access to data in the database. A DBMS is a combination of 
five components: hardware, software, data, users, and procedures (Figure 14.1).

Figure 14.1  DBMS components

DBMS

Hardware Software Data Users Procedures

Hardware
The hardware is the physical computer system that allows access to data. For example, the 
terminals, hard disk, main computer, and workstations are considered part of the hardware 
in a DBMS.

Software
The software is the actual program that allows users to access, maintain, and update data. 
In addition, the software controls which user can access which parts of the data in the 
database.

Data
The data in a database is stored physically on the storage devices. In a database, data is a 
separate entity from the software that accesses it. This separation allows the organization 
to change the software without having to change the physical data or the way in which it 
is stored. If an organization decides to use a DBMS, then all the information needed by the 
organization should be kept together as one entity, to be accessible by the software in the 
DBMS. 

Users
The term users in a DBMS has a broad meaning. We can divide users into two categories: 
end users and application programs.

End users

End users are those humans who can access the database directly to get information. 
There are two types of end users: database administrators (DBAs) and normal users. 
Database administrators have the maximum level of privileges and can control other 
users and their access to the DBMS, grant some of their privileges to somebody else, but 
retain the ability to revoke them at any time. A normal user, on the other hand, can only 
use part of the database and has limited access.
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Application programs

The other users of data in a database are application programs. Applications need to 
access and process data. For example, a payroll application program needs to access part 
of the data in a database to create paychecks at the end of the month. 

Procedures
The last component of a DBMS is a set of procedures or rules that should be clearly 
defined and followed by the users of the database. 

14.2  DATABASE ARCHITECTURE
The American National Standards Institute/Standards Planning and Requirements 
Committee (ANSI/SPARC) has established a three-level architecture for a DBMS: inter-
nal, conceptual, and external (Figure 14.2).

Figure 14.2  Database architecture

External level

Conceptual  level

Internal level

Hardware

User view User view User view

Hardware

14.2.1  Internal level
The internal level determines where data is actually stored on the storage devices. This 
level deals with low-level access methods and how bytes are transferred to and from stor-
age devices. In other words, the internal level interacts directly with the hardware.

14.2.2  Conceptual level
The conceptual level defines the logical view of the data. The data model is defined on this 
level, and the main functions of the DBMS, such as queries, are also on this level. The 
DBMS changes the internal view of data to the external view that users need to see. The 
conceptual level is an intermediary and frees users from dealing with the internal level.
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14.2.3  External level
The external level interacts directly with the user (end users or application programs). It changes 
the data coming from the conceptual level to a format and view that is familiar to the users. 

14.3  DATABASE MODELS
A database model defines the logical design of data. The model also describes the relation-
ships between different parts of the data. In the history of database design, three models 
have been in use: the hierarchical model, the network model, and the relational model.

14.3.1  Hierarchical database model
In the hierarchical model, data is organized as an inverted tree. Each entity has only one 
parent but can have several children. At the top of the hierarchy, there is one entity, which 
is called the root. Figure 14.3 shows a logical view of an example of the hierarchical model. 
As the hierarchical model is obsolete, no further discussion of this model is necessary. 

Figure 14.3  An example of the hierarchical model representing a university

COURSES

PROFESSORS

DEPARTMENT

STUDENTS

ID Name

ID Name Courses

No. Name ROOT

No. Name Unit
 

14.3.2  Network database model
In the network model,  the entities are organized in a graph, in which some entities can be 
accessed through several paths (Figure 14.4). There is no hierarchy. This model is also 
obsolete and needs no further discussion.  

Figure 14.4  An example of the network model representing a university

PROFESSORSID Name

STUDENTSID Name CoursesDEPARTMENT No Name

COURSES No Name Unit
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14.3.3  Relational database model
In the relational model, data is organized in two-dimensional tables called relations. There 
is no hierarchical or network structure imposed on the data. The tables or relations are, 
however, related to each other, as we see in Figure 14.5. 

Figure 14.5  An example of the relational model representing a university

PROFESSORS

STUDENTS

ID Name Courses

COURSES

No Dept-No Unit

DEPARTMENT

Prof-ID

ID Name Dept-No CoursesNo Name

The relational model is one of the common models in use today, and we devote most of 
this chapter to it. In the last section, we briefly discuss the other two common models that 
are derived from the relational model: the distributed model and the object-oriented 
model. 

14.4  THE RELATIONAL DATABASE MODEL
In the relational database management system (RDBMS), the data is represented as a set 
of relations. 

14.4.1  Relation
A relation, in appearance, is a two-dimensional table. The RDBMS organizes the data so 
that its external view is a set of relations or tables. This does not mean that data are stored 
as tables: the physical storage of the data is independent of the way in which the data is 
logically organized. Figure 14.6 shows an example of a relation.

A relation in an RDBMS has the following features:

❑❑ Name. Each relation in a relational database should have a name that is unique among 
other relations.

❑❑ Attributes. Each column in a relation is called an attribute. The attributes are the 
column headings in the table in Figure 14.6. Each attribute gives meaning to the data 
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stored under it. Each column in the table must have a name that is unique in the 
scope of the relation. The total number of attributes for a relation is called the degree 
of the relation. For example, in Figure 14.6, the relation has a degree of 3. Note that 
the attribute names are not stored in the database: the conceptual level uses the 
attributes to give meaning to each column. 

❑❑ Tuples. Each row in a relation is called a tuple. A tuple defines a collection of attribute 
values. The total number of rows in a relation is called the cardinality of the relation. 
Note that the cardinality of a relation changes when tuples are added or deleted. This 
makes the database dynamic. 

14.4.2  Operations on relations
In a relational database we can define several operations to create new relations based on 
existing ones. We define nine operations in this section: insert, delete, update, select, project, 
join, union, intersection, and difference. Instead of discussing these operations in the abstract, 
we describe each operation as defined in the database query language SQL (Structured 
Query Language). 

Structured Query Language
Structured Query Language (SQL) is the language standardized by the American National 
Standards Institute (ANSI) and the International Organization for Standardization (ISO) 
for use on relational databases. It is a declarative rather than procedural language, which 
means that users declare what they want without having to write a step-by-step proce-
dure. The SQL language was first implemented by the Oracle Corporation in 1979, with 
various versions of SQL being released since then.

Insert
The insert operation is a unary operation—that is, it is applied to a single relation. The 
operation inserts a new tuple into the relation. The insert operation uses the following 
format:

insert into    RELATION-NAME    values    (. . ., . . ., . . .)

Figure 14.6  An example of a relation

CIS15 Intro to C 

5

CIS19 UNIX 4

CIS51 Networking

5

CIS17 Intro to Java 5

 No No Course-NameCourse-Name UnitUnit

Courses

Note: The name
of the relation
is COURSES

Attributes

Tuples
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The values clause defines all the attribute values for the corresponding tuple to be inserted. 
For example, Figure 14.7 shows how this operation can be applied to a relation. Note that 
in SQL string values are enclosed in quotation marks, numeric values are not. 

Figure 14.7  An example of an insert operation

insert into COURSES
values (“CIS52”, “TCP/IP” , 6)

CIS15 Intro to C 

5

CIS19 UNIX 4

CIS51 Networking

5

CIS17 Intro to Java 5

 No No Course-NameCourse-Name Unit

COURSES

CIS15 Intro to C 

5

CIS19 UNIX 4

CIS51 Networking

5

CIS17 Intro to Java 5

 No No Course-NameCourse-Name Unit

COURSES

6CIS52 TCP/IP

Command

Delete
The delete operation is also a unary operation. The operation deletes a tuple defined by a 
criterion from the relation. The delete operation uses the following format: 

delete from RELATION-NAME where criteria

The criteria for deletion are defined in the where clause. For example, Figure 14.8 shows 
how one tuple can be deleted from a relation called COURSES. Note that the criteria is  
No = “CIS19”.

Figure 14.8  An example of a delete operation

COURSES

CIS15 Intro to C 

5

6

CIS19 UNIX 4

CIS51

CIS52

Networking

TCP/IP

5

CIS17 Intro to Java 5

 No No Course-Name Unit COURSES

CIS15 Intro to C 

5CIS51 Networking

6CIS52 TCP/IP

5

CIS17 Intro to Java 5

 No No Course-Name Unit

delete from COURSES
where No = “CIS19”

Command

Update
The update operation is also a unary operation that is applied to a single relation. The 
operation changes the value of some attributes of a tuple. The update operation uses the 
following format: 
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update  RELATION-NAME  

set attribute1 = value1,   attribute2 = value2, . . .

where  criteria

The attribute to be changed is defined in the set clause and the criteria for updating in the 
where clause. For example Figure 14.9 shows how the number of units in one tuple is updated. 

Figure 14.9  An example of an update operation
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COURSES

CIS15 Intro to C 

6

6

CIS19 UNIX 4

CIS51

CIS52

Networking

TCP/IP

5

CIS17 Intro to Java 5

 No No Course-Name Unit

update  COURSES
set Unit = 6
where No = “CIS51”

Command

Select
The select operation is a unary operation—that is, is applied to a single relation—and 
creates another relation. The tuples (rows) in the resulting relation are a subset of the 
tuples in the original relation. The select operation uses some criteria to select some of the 
tuples from the original relation. The select operation uses the following format:

select  *
from RELATION-NAME
where    criteria

The asterisk signifies that all attributes are chosen. Figure 14.10 shows an example of the 
select operation. In this figure, there is a relation that shows courses offered by a small 
department. The select operation allows the user to select only the five-unit courses. 

Figure 14.10  An example of a select operation

COURSES

CIS15 Intro to C 

5

6

CIS19 UNIX 4

CIS51

CIS52

Networking

TCP/IP

5

CIS17 Intro to Java 5

 No No Course-Name Unit

CIS15 Intro to C 

5CIS51 Networking

5

CIS17 Intro to Java 5

 No No Course-Name Unitselect  *
from  COURSES
where Unit =5

Command
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Project
The project operation is also a unary operation, and creates another relation. The attri-
butes (columns) in the resulting relation are a subset of the attributes in the original rela-
tion. The project operation creates a relation in which each tuple has fewer attributes. The 
number of tuples (rows) in this operation remains the same. The project operation uses 
the following format:

select  attribute-list
from RELATION-NAME

The names of the columns for the new relation are explicitly listed. Figure 14.11 shows 
an example of a project operation that creates a relation with only two columns. 

Figure 14.11  An example of a project operation

COURSES

CIS15 Intro to C 

5

6

CIS19 UNIX 4

CIS51

CIS52

Networking

TCP/IP

5

CIS17 Intro to Java 5

 No No Course-Name Unit

CIS15

5

6

CIS19 4

CIS51

CIS52

5

CIS17 5

 No No Unit

Command

select  No, Unit
from  COURSES

Join
The join operation is a binary operation—it takes two relations and combines them based 
on common attributes. The join operation uses the following format:

select  attribute-list
from RELATION1, RELATION2
where criteria

The attribute list is the combination of attributes from the two input relations: crite-
ria explicitly define the attributes used as common attributes. The join operation is 
complex and has many variations. In Figure 14.12, we show a very simple example in 
which the COURSES relation is combined with the TAUGHT-BY relation to create 
a new relation that shows full information about the courses, including the names of 
the  professors that teach them. In this case, the common attribute is the course 
number (No).
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Figure 14.12  An example of a join operation

COURSES

CIS15 Intro to C 

5

6

CIS19 UNIX 4

CIS51

CIS52

Networking

TCP/IP

5

CIS17 Intro to Java 5

 No No Course-Name Unit

CIS15 Intro to C 

5

6

CIS19 UNIX 4

CIS51

CIS52

Networking

TCP/IP

5

CIS17 Intro to Java 5

 No No Course-Name Unit

Lee 

Walter

Lu

Lee

Lu

 Professor

TAUGHT-BY

CIS15 Lee 

CIS19 Walter

CIS51

CIS52

Lu

Lee

CIS17 Lu

 No No  Professor

select  No, Course-name, Unit, Professor
from  COURSES, TAUGHT-BY
where COURSE.No = TAUGHT-BY.No;

Command

Union
The union operation is also a binary operation, taking two relations and creating a new relation. 
However, there is a restriction on the two relations: they must have the same attributes. The 
union operation, as defined in set theory, creates a new relation in which each tuple is either in 
the first relation, in the second, or in both. The union operation uses the following format:

select *
from RELATION1
union
select *
from RELATION2

Again, asterisks signify that all attributes are selected. For example, Figure 14.13 shows 
two relations. On the upper left is the roster for course CIS15, on the upper right is the 
roster for course CIS52. The result is a relation with information about students that take 
either CIS15, CIS52, or both.

Figure 14.13  An example of a union operation

232-56-5690  George  Yellow  

145-67-6754  John  Brown  

459-98-6789  Ted  Purple  

342-88-9999  Rich  White  

345-89-6580  Anne  Green  

L-NameL-NameF-NameF-NameStudent-IDStudent-ID

232-56-5690  George  Yellow  
145-67-6754  John  Brown  

459-98-6789  Ted  Purple  
345-89-6580  Anne  Green  

L-NameL-NameF-NameF-NameStudent-IDStudent-ID

CIS15-Roster

232-56-5690  George  Yellow  

145-67-6754  John  Brown  

342-88-9999  Rich  White  

L-NameL-NameF-NameF-NameStudent-IDStudent-ID

CIS52-Roster

select  *
from  CIS15-Roster
union
select  *
from  CIS52-Roster

SQL Command
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Intersection
The intersection operation is also a binary operation, taking two relations and creating a 
new relation. Like the union operation, the two relations must have the same attributes. 
The intersection operation, as defined in set theory, creates a new relation in which each 
tuple is a member in both relations. The intersection operation uses the following 
format:

select *
from RELATION1
intersection
select *
from RELATION2

Again, asterisks signify that all attributes are selected. For example, the intersection oper-
ation in Figure 14.14 shows that all attributes are selected.

For example, Figure 14.14 shows two input relations. The result of the intersection 
operation is a relation with information about students taking both courses CIS15 and 
CIS52.

Figure 14.14  An example of an intersection operation

232-56-5690  George  Yellow  

145-67-6754  John  Brown  

L-NameL-NameF-NameF-NameStudent-IDStudent-ID

232-56-5690  George  Yellow  
145-67-6754  John  Brown  

459-98-6789  Ted  Purple  
345-89-6580  Anne  Green  

L-NameL-NameF-NameF-NameStudent-IDStudent-ID

CIS15-Roster

232-56-5690  George  Yellow  

145-67-6754  John  Brown  

342-88-9999  Rich  White  

L-NameL-NameF-NameF-NameStudent-IDStudent-ID

CIS52-Roster

select  *
from  CIS15-Roster
intersection
select  *
from  CIS52-Roster

Command

Difference
The difference operation is also a binary operation. It is applied to two relations with the 
same attributes. The tuples in the resulting relation are those that are in the first relation 
but not the second. The difference operation uses the following format:

select *
from RELATION1
minus
select *
from RELATION2
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Again, asterisks signify that all attributes are selected. For example, Figure 14.15 shows 
two input relations. The result of the difference operation is a relation with information 
about students taking course CIS15 but not course CIS52.

Figure 14.15  An example of a difference operation

459-98-6789 Ted Purple

345-89-6500 Anne Green

L-NameL-NameF-NameF-NameStudent-IDStudent-ID

232-56-5690  George  Yellow  
145-67-6754  John  Brown  

459-98-6789  Ted  Purple  
345-89-6580  Anne  Green  

L-NameL-NameF-NameF-NameStudent-IDStudent-ID

CIS15-Roster

232-56-5690  George  Yellow  

145-67-6754  John  Brown  

342-88-9999  Rich  White  

L-NameL-NameF-NameF-NameStudent-IDStudent-ID

CIS52-Roster

select  *
from  CIS15-Roster
minus
select  *
from  CIS52-Roster

 Command

 

Combination of statements
The SQL language allows us to combine the forgoing statements to extract more complex 
information from a database. 

14.5  DATABASE DESIGN
The design of any database is a lengthy and involved task that can only be done through 
a step-by-step process. The first step normally involves a lot of interviewing of potential 
users of the database, for example in a university, to collect the information needed to be 
stored and the access requirements of each department. The second step is to build an 
entity–relation model (ERM) that defines the entities for which some information must 
be maintained, the attributes of these entities, and the relationship between these 
entities. 

The next step in design is based on the type of database to be used. In a relational 
database, the next step is to build relations based on the ERM and normalize the relations. 
In this introductory course, we just give some idea about ERMs and normalization.

14.5.1  Entity–relation model (ERM)
In this step, the database designer creates an entity–relationship (E-R) diagram to show 
the entities for which information needs to be stored and the relationship between those 
entities. E-R diagrams uses several geometric shapes, but we use only a few of them here:

❑❑ Rectangles represent entity sets 

❑❑ Ellipses represent attributes

❑❑ Diamonds represent relationship sets

❑❑ Lines link attributes to entity sets and link entity sets to relationship sets
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Example 14.1

Figure 14.16 shows a very simple E-R diagram with three entity sets, their attributes, and 
the relationship between the entity sets. 

Figure 14.16  Entities, attributes, and relationships in an E-R diagram

COURSE

No Name Unit

PROFESSOR

NameP-ID Address

STUDENT

NameS-ID Address

1

1

M

M

teaches

takes

The relationships, which are shown by diamonds, can be one-to-one, one-to-many, 
many-to-one, and many-to-many. In Figure 14.16 the relationship between the 
STUDENT set and the COURSE set is one-to-many (shown by 1-M in the diagram), 
which means each student in the set of students can take many courses in the set of 
courses. If we change the relationship from takes to is taken, then the relationship between 
the STUDENT set and the COURSE set can be many-to-one. 

Some of the attributes in Figure 14.16 are shaded. These are attributes in each set 
that are considered key for that set. Note that the relationship sets can also have some 
entities, but we have shown no attributes for the relationship set, to make the discussion 
easier.

14.5.2  From E-R diagrams to relations
After the E-R diagram has been finalized, relations (tables) in the relational database can 
be created.

Relations for entity sets
For each entity set in the E-R diagram, we create a relation (table) in which there are n 
columns related to the n attributes defined for that set. 

Example 14.2

We can have three relations (tables), one for each entity set defined in Figure 14.16, as 
shown in Figure 14.17. 
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Figure 14.17  Relations for entity set in Figure 14.16

COURSE
 No  Name Unit

STUDENT
 S-ID  Name Address

PROFESSOR
 P-ID  Name Address

Relations for relationship sets
For each relationship set in the E-R diagram, we create a relation (table). This relation has 
one column for the key of each entity set involved in this relationship and also one column 
for each attribute of the relationship itself if the relationship has attributes (not in our case).   

Example 14.3

There are two relationship sets in Figure 14.16, teaches and takes, each connected to two 
entity sets. The relations for these relationship sets are added to the previous relations for 
the entity set and shown in Figure 14.18. 

Figure 14.18  Relations for E-R diagram in Figure 14.16

TEACHES
 P-ID  No. 

TAKES
 S-ID  No.

COURSE
 No  Name Unit

STUDENT
 S-ID  Name Address

PROFESSOR
 P-ID  Name Address

  

14.5.3  Normalization
Normalization is the process by which a given set of relations are transformed to a new set 
of relations with a more solid structure. Normalization is needed to allow any relation in 
the database to be represented, to allow a languages like SQL to use powerful retrieval 
operations composed of atomic operations, to remove anomalies in insertion, deletion, and 
updating, and reduce the need for restructuring the database as new data type are added.

The normalization process defines a set of hierarchical normal forms (NFs). Several 
normal forms have been proposed, including 1NF, 2NF, 3NF, BCNF (Boyce–Codd Normal 
Form), 4NF, PJNF (Projection/Joint Normal Form), 5NF, and so on. The discussion of 
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these normal forms (except 1NF) involves the discussion of functional dependencies, a 
theoretical discipline, which is beyond the scope of this book, although we briefly discuss 
some of them here for interest. However, one important point that we need to know is 
that these normal forms form a hierarchical structure. In other words, if the relations in a 
database are in 3NF, it should have been first in 2NF. 

First normal form (1NF)
When we transform entities or relationships into tabular relations, there may be some 
relations in which there are more values in the intersection of a row or column. For exam-
ple, in our set of relations in Figure 14.18, there are two relations, teaches and takes, that 
are not in first normal form. A professor can teach more than one course, and a student 
can take more than one course. These two relations can be normalized by repeating the 
rows in which this problem exists.

Figure 14.19 shows how normalization is done for the relation teaches. A relation 
that is not in the first normal form may suffers from many problems. For example, if the 
professor with ID 8256 is not teaching the course CIS15, we need to delete only part of 
the record for this professor in the teaches relation. In a database system, we should always 
delete a whole record, not part of a record.

Figure 14.19  An example of 1NF

TEACHES

CIS15
CIS18
CIS21

8256
Three values
in one intersection

a. Not in 1NF b. In 1NF

 ID  No. 

Only one value
in each intersection

TEACHES

8256
8256
8256

 ID  No. 

CIS15
CIS18
CIS21   

Second normal form (2NF)
In each relation we need to have a key (called a primary key) on which all other attributes 
(column values) needs to depend. For example, if the ID of a student is given, it should be 
possible to find the student’s name. However, it may happen that when relations are 
established based on the E-R diagram, we may have some composite keys (a combination 
of two or more keys). In this case, a relation is in second normal form if every non-key 
attribute depends on the whole composite key. 

If some attributes depend on part of the composite key, the relation is not in second 
normal form. As a simple example, assume that we have a relation in which there are 
four attributes (Student ID, Course No, Student Grade, and Student Name) in which the 
first two make up a composite key. The student’s grade depends on the whole key, but 
the name depends on only part of the key. We can apply the 2NF process and divide the 
relation into two, both in the second normal form. 

https://sanet.st/blogs/polatebooks/
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Figure 14.20  An example of 2NF

Not in 2NF

In 2NFIn 2NF

 Student ID  Course No  Grade  Student Name

 Student ID  Course No  Grade  Student ID  Student Name

A relation that is not in second normal form may also suffer from problems. For example, 
in Figure 14.20, we cannot add a student to the database if the student does not have a 
grade at least in one course. But if we have two relations, the student can be added to the 
second relation. The information about this student is added to the first relation when 
they take a course and complete it with a grade. 

Other normal forms
Other normal forms use more complicated dependencies among attributes. We leave 
these dependencies to books dedicated to the discussion of database topics. 

14.6  OTHER DATABASE MODELS
The relational database is not the only database model in use today. Two other common 
models are distributed databases and object-oriented databases. We briefly discuss these here.

14.6.1  Distributed databases
The distributed database model is not a new model, but is based on the relational model. 
However, the data is stored on several computers that communicate through the Internet 
or a private wide area network. Each computer (or site) maintains either part of the data-
base or the whole database. In other words, data is either fragmented, with each fragment 
stored at one site, or data is replicated at each site.

Fragmented distributed databases
In a fragmented distributed database, data is localized—locally used data is stored at the 
corresponding site. However, this does not mean that a site cannot access data stored at 
another site, access is mostly local, but occasionally global. Although each site has com-
plete control over its local data, there is global control through the Internet or a wide area 
network. 
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For example, a pharmaceutical company may have multiple sites in many countries. 
Each site has a database with information about its own employees, but a central personnel 
department could have control of all the databases.

Replicated distributed databases
In a replicated distributed database, each site holds an exact replica of another site. Any 
modification to data stored in one site is repeated exactly at every site. The reason for 
having such a database is security. If the system at one site fails, users at the site can access 
data at another site.

14.6.2  Object-oriented databases
The relational database has a specific view of data that is based on the nature of the data-
base’s tuples and attributes. The smallest unit of data in a relational database is the inter-
section of a tuple and an attribute. However, some applications need to look at data in 
other forms, for example to see data as a structure (see Chapter 11), such as a record 
composed of fields.

An object-oriented database tries to keep the advantages of the relational model 
and at the same time allows applications to access structured data. In an object-oriented 
database, objects and their relations are defined. In addition, each object can have attributes 
that can be expressed as fields. 

For example, in an organization, one could define object types for employee, department, 
and customer. The employee class could define the attributes of an employee object (first 
name, last name, social security number, salary, and so on) and how they can be accessed. 
The department object could define the attributes of the department and how they can be 
accessed. In addition, the database could create a relation between an employee object and 
a department object to denote that the employee works in that department. 

XML
The query language normally used for objected-oriented databases is XML (Extensible 
Markup Language). XML was originally designed to add markup information to text 
documents, but it also has found its application as a query language in databases. XML can 
represent data with nested structure. 

14.7  END-CHAPTER MATERIALS
14.7.1  Recommended reading
For more details about subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Alagic, S. Relational Database Technology, New York: Springer, 1986

❑❑ Dietrich, S. Understanding Relational Database Query Language, Upper Saddle River, 
NJ: Prentice-Hall, 2001

❑❑ Elmasri, R. and Navathe, S. Fundamentals of Database Systems, Reading,  
MA: Addison-Wesley, 2006

❑❑ Mannino, M. Database Application Development and Design, New York: McGraw-Hill, 2001
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❑❑ Ramakrishnan, R. and Gehrke, J. Database Management Systems, New York: 
McGraw-Hill, 2003

❑❑ Silberschatz, A., Korth, H. and Sudarshan, S. Databases: System Concepts, New York:  
McGraw-Hill, 2005

14.7.2  Key Terms
application programs 372 International Organization for 

Standardization (ISO) 375

attribute 374 intersection operation 380

binary operation 378 join operation 378

cardinality 375 name 374

conceptual level 372 network model 373

database 370 normal form (NF) 383

database management system (DBMS) 371 normalization 383

database model 373 object-oriented database 386

delete operation 376 project operation 378

difference operation 380 relation 374

distributed database 385 relational database management system 
(RDBMS) 374

End users 371 relational model 374

Entity-Relation Model (E-R) 381 replicated distributed database 386

Entity–Relationship (E-R) diagram 381 select operation 377

external level 373 Structured Query Language (SQL) 375

flat-files 370 tuple 375

fragmented distributed database 385 unary operation 375

hierarchical model 373 union operation 379

insert operation 375 update operation 376

internal level 372 users 371

14.7.3  Summary

❑❑ A database is a collection of data that is logically, but not necessarily physically, 
coherent—its various parts can be physically separated. A database management 
system (DBMS) defines, creates, and maintains a database. 

❑❑ The American National Standards Institute/Standards Planning and Requirements 
Committee (ANSI/SPARC) has established a three-level architecture for a DBMS: 
internal, conceptual, and external. The internal level determines where data is actual-
ly stored on storage devices. The conceptual level defines the logical view of the data. 
The external level interacts directly with the user. 
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❑❑ Traditionally, three types of database model were defined: hierarchical, network, and 
relational. Only the last, relational model, has survived. 

❑❑ In the relational model, data is organized in two-dimensional tables called relations. 
A relation has the following features: name, attributes, and tuples.

❑❑ In a relational database we can define several operations to create new relations based 
on existing ones. We mentioned nine operations in the context of the database query 
language SQL (Structured Query Language): insert, delete, update, select, project, 
join, union, intersection, and difference. 

❑❑ The design of a database, for example for an organization, is often a lengthy task that can 
only be done through a step-by-step process. The first step often involves interviewing 
potential users of the database to collect the information that needs to be stored. The sec-
ond step is to build an Entity-Relation Model (ERM) that defines the entities for which 
information must be maintained. The next step is to build relations based on the ERM.

❑❑ Normalization is the process by which a given set of relations are transformed to a 
new set of relations with a more solid structure. Normalization is required to allow 
any relation in the database to be represented, to allow a query language such as SQL 
to use powerful retrieval operations composed of atomic operations, to remove anom-
alies in insertion, deletion, and updating, and to reduce the need for restructuring the 
database as new data types are to be added.

❑❑ The relational database is not the only model of database in use today. The other two 
common models are distributed databases and object-oriented databases.

14.8  PRACTICE SET
14.8.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

14.8.2  Review questions
Q14-1.	 What are the five necessary components of a DBMS?
Q14-2.	 What are the three database models? Which is the most popular today?
Q14-3.	 What is a relation in a relational database?
Q14-4.	 In a relation, what is an attribute? What is a tuple?
Q14-5.	 List some unary operations in relational databases.
Q14-6.	 List some binary operations in relational databases.
Q14-7.	 �What is SQL? What is XML? Which one is a query language for relational 

databases? Which one is a query language for the objected-oriented language?

14.8.3  Problems
Figure 14.21 is used in problems P14-1 through P14-5. 
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Figure 14.21  Relations for Problem 14-1 through Problem 14-5

 A1
1
2
3
4

 A2
12
16
16
19

 A3
100
102
103
104

 A
 B1
22
24
27
29

 B2
214
216
284
216

 B
 C1
31
32
33

 C2
401
401
405

 C3
1006
1025
1065

 C

P14-1.	 �You have relations A, B, and C as shown in Figure 14.21. Show the resulting rela-
tion if you apply the following SQL statements:

select *

from A

where A2 = 16

P14-2.	  �You have relations A, B, and C as shown in Figure 14.21. Show the resulting 
relation if you apply the following SQL statements:

select A1 A2

from A

where A2 = 16

P14-3.	 You have relations A, B, and C as shown in Figure 14.21. Show the resulting 
relation if you apply the following SQL statements:

select A3

from A

P14-4.	 You have relations A, B, and C as shown in Figure 14.21. Show the resulting rela-
tion if you apply the following SQL statements:

select B1

from B

where B2 = 216

P14-5.	 You have relations A, B, and C as shown in Figure 14.21. Show the resulting rela-
tion if you apply the following SQL statements:

update C

set C1 = 37

where C1 = 31
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P14-6.	 Using the model in Figure 14.5 in section 14.3.3, show the SQL statement that 
creates  a new relation containing only the course number and the number of 
units for each course.

P14-7.	 Using the model in Figure 14.5, show the SQL statement that creates a new 
relation containing only the student ID and student name.

P14-8.	 Using the model in Figure 14.5, show the SQL statement that creates a new 
relation containing only the professor’s name.

P14-9.	 Using the model in Figure 14.5, show the SQL statement that creates a new 
relation containing only the department name.

P14-10.	Using the model in Figure 14.5, show the SQL statement that creates a new 
relation containing the courses taken by the student with ID 2010.

P14-11.	Using the model in Figure 14.5, show the SQL statement that creates a new 
relation containing the courses taught by Professor Blake.

P14-12.	Using the model in Figure 14.5, show the SQL statement that creates a new 
relation containing only courses that have three units.

P14-13.	Using the model in Figure 14.5, show the SQL statement that creates a new 
relation containing only the name of students taking course CIS015.

P14-14.	Using the model in Figure 14.5, show the SQL statement that creates a new 
relation containing the department number of the Computer Science Department. 

P14-15.	Is the following relation in first normal form (1NF)? If not, change the table to 
make it pass 1NF criteria. 

A B C D

1 70 65 14
2 25, 32, 71 24 12, 18
3 32 6, 11 18

P14-16.	Create an E-R diagram for a public library. Show the outline of the relations that 
can be created from that diagram. 

P14-17.	Create an E-R diagram for a real estate company, then show the outline of the 
relations that can be created from that diagram.

P14-18.	Create an E-R diagram for three entities FLIGHT, AIRCRAFT, and PILOT in an 
airline, then show the outlines of the relations in this company. 

P14-19.	Use references or the Internet to find some information about third normal form 
(3NF). What kind of functional dependency is involved in this normal form? 

P14-20.	Use references or the Internet and find some information about Boyce–Codd 
Normal Form (BCNF). What kind of functional dependency is involved in this 
normal form?



In recent years technology has changed the way we transmit and store data. For example, 
fiber-optic cable allows us to transmit data much faster, and DVDs allow us to store huge 
amounts of data on a physically small medium. However, as in other aspects of life, the 
rate of demand from the public is ever increasing. Today, we want to download more and 
more data in a shorter and shorter amount of time. We also want to store more and more 
data in a smaller space. 

Compressing data can reduce the amount of data to be sent or stored by partially 
eliminating inherent redundancy. Redundancy is created when we produce data. Through 
data compression, we make transmission and storage more efficient, and at the same time, 
we preserve the integrity of the data.

Objectives
After studying this chapter, the student should be able to:

❑❑ Distinguish between lossless and lossy compression.

❑❑ Describe run-length encoding and how it achieves compression. 

❑❑ Describe Huffman coding and how it achieves compression.

❑❑ Describe Lempel Ziv encoding and the role of the dictionary in encoding and decoding.

❑❑ Describe the main idea behind the JPEG standard for compressing still images. 

❑❑ Describe the main idea behind the MPEG standard for compressing video and its 
relation to JPEG.

❑❑ Describe the main idea behind the MP3 standard for compressing audio.

CHAPTER	 15
Data Compression
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15.1  INTRODUCTION
Data compression implies sending or storing a smaller number of bits. Although many 
methods are used for this purpose, in general these methods can be divided into two broad 
categories: lossless and lossy methods. Figure 15.1 shows the two categories and common 
methods used in each category. 

We first discuss lossless compression methods, as they are simpler and easier to under-
stand. We then present lossy compression methods.

15.2  LOSSLESS COMPRESSION METHODS
In lossless data compression, the integrity of the data is preserved. The original data and 
the data after compression and decompression are exactly the same because, in these 
methods, the compression and decompression algorithms are exact inverses of each other: 
no part of the data is lost in the process. Redundant data is removed in compression and 
added during decompression. 

Lossless compression methods are normally used when we cannot afford to lose any 
data. For example, we must not lose data when we compress a text file or an application 
program. 

We discuss three lossless compression methods in this section: run-length encoding, 
Huffman coding, and the Lempel Ziv algorithm. 

15.2.1  Run-length encoding
Run-length encoding is probably the simplest method of compression. It can be used to 
compress data made of any combination of symbols. It does not need to know the fre-
quency of occurrence of symbols (as is necessary for Huffman coding) and can be very 
efficient if data is represented as 0s and 1s.

The general idea behind this method is to replace consecutive repeating occurrences 
of a symbol by one occurrence of the symbol followed by the number of occurrences. 
For example, AAAAAAAA can be replaced by A08. Figure 15.2 shows an example of this 
simple compression method. Note that we use a fixed number of digits (two) to represent 
the count. 

Figure 15.1  Data compression methods
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The method can be even more efficient if the data uses only two symbols (for example  
0 and 1) in its bit pattern and one symbol is more frequent than the other. For example, let’s say 
we have an image represented by mostly 0s and some 1s. In this case, we can reduce the number 
of bits by sending (or storing) the number of 0s occurring between two 1s (Figure 15.3). 

We have represented the counts as a 4-bit binary number (unsigned integer). In an actual 
situation, we would find an optimal number of bits to avoid introducing extra redundancy. 
In Figure 15.3, there are fourteen 0s before the first 1. These fourteen 0s are compressed to 
the binary pattern 1110 (14 in binary). The next set of 0s is compressed to 0100 because 
there are four 0s. Next we have two 1s in the original data, which are represented by 0000 
in the compressed data. Finally, the last twelve 0s in the data are compressed to 1100.

Note that, given a 4-bit binary compression, if there are more than fifteen 0s, they are 
broken into two or more groups. For example, a sequence of twenty-five 0s is encoded as 
1111 1010. Now the question is how the decoding algorithm knows that this consists of 
twenty-five 0s and not fifteen 0s, then a 1, and then ten 0s. The answer is that if the first 
count is 1111, the receiver knows the next 4-bit pattern is a continuation of 0s. Now an-
other question is raised: what if there are exactly fifteen 0s between two 1s? In this case, 
the pattern is 1111 followed by 0000. 

15.2.2  Huffman coding
Huffman coding assigns shorter codes to symbols that occur more frequently and longer 
codes to those that occur less frequently. For example, imagine we have a text file that uses 
only five characters (A, B, C, D, E). We chose only five characters to make the discussion 
simpler, but the procedure is equally valid for a smaller or greater number of characters. 

Figure 15.2  Run-length encoding example

BBBBBBBBBAAAAAAAAAAAAAAAANMMMMMMMMMMa. Original data

b. Compressed data B09A16N01M10

Figure 15.3  Run-length encoding for two symbols

a. Original data

b. Compressed data

14 4 0 12

0 0 0 00 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 01 1 1

1110 0100 0000 1100
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Before we can assign bit patterns to each character, we assign each character a weight 
based on its frequency of use. In this example, assume that the frequency of the characters 
is as shown in Table 15.1. Character A occurs 17 per cent of the time, character B occurs 
12 per cent of the time, and so on. 

Table 15.1  Frequency of characters

Character A B C D E

Frequency 17 12 12 27 32

Once the weight of each character is established, we build a tree based on those values. 
The process for building this tree is shown in Figure 15.4. It follows three basic steps:

1.	 Put the entire character set in a row. Each character is now a node at the lowest level 
of the tree.

2.	 Find the two nodes with the smallest weights and join them to form a third node, 
resulting in a simple two-level tree. The weight of the new node is the combined 
weights of the original two nodes. This node, one level up from the leaves, is eligible 
for combination with other nodes. Remember that the sum of the weights of the two 
nodes chosen must be smaller than the combination of any other possible choices.

3.	 Repeat step 2 until all of the nodes, on every level, are combined into a single tree. 

Once the tree is complete, use it to assign codes to each character. First, assign a bit value 
to each branch. Starting from the root (top node), assign 0 to the left branch and 1 to the 
right branch and repeat this pattern at each node. 

A character’s code is found by starting at the root and following the branches that 
lead to that character. The code itself is the bit value of each branch on the path, taken in 
sequence. Figure 15.5 shows the final tree with bits added to each branch. Note that we 
moved the leaf nodes to make the tree look like a binary tree. 

Figure 15.4  Huffman coding

a. b. c.

d. e.

C D EA B
17 12 12 27 32

C D EA B
17

24

27 32
C D EA B

41

27 32

C D EA B

41

59

C D EA B

100



15.2  Lossless Compression Methods 395

Figure 15.5  Final tree and code
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Figure 15.6  Huffman encoding
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Note these points about the codes. First, the characters with higher frequencies receive a 
shorter code (A, D, and E) than the characters with lower frequencies (B and C). Com-
pare this with a code that assigns equal bit lengths to each character. Second, in this cod-
ing system, no code is a prefix of another code. The 2-bit codes, 00, 10, and 11, are not the 
prefixes of any of the two other codes (010 and 011). In other words, we do not have a 
3-bit code beginning with 00, 10, or 11. This property makes Huffman code an instanta-
neous code. We will explain this property when we discuss encoding and decoding in 
Huffman coding. 

Encoding
Let us see how to encode text using the code for our five characters. Figure 15.6 shows 
the original and the encoded text.

Two points about this figure are worth mentioning. First, notice that there is a sense of 
compression even in this small and unrealistic code. If we want to send the text without 
using Huffman coding, we need to assign a 3-bit code to each character. You would have 
sent 30 bits, whereas with Huffman coding, we send only 22 bits. 

Second, notice that we have not used any delimiters between the bits that encode 
each character. We write the codes one after another. The beauty of Huffman coding is 
that no code is the prefix of another code. There is therefore no ambiguity in encoding, so 
the decoding algorithm can decode the received data without ambiguity. 
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Decoding
The recipient has a very easy job in decoding the data that it receives. Figure 15.7 shows 
how decoding takes place. When the recipient receives the first 2 bits, it does not have to 
wait for the next bit to make a decision—it knows that these 2 bits encode the letter E. This 
is because these 2 bits are not the prefix of any 3-bit code (there is no 3-bit code that starts 
with 11). Likewise, when the receiver receives the next 2 bits (00), it also knows that the 
character must be A. The next 2 bits are interpreted the same way (11 must be E). However, 
when it receives bits 7 and 8, it knows that it must wait for the next bit, because this code 
(01) is not in the list of codes. After receiving the next bit (0), it interprets the 3 bits 
together (010) as B. This is why Huffman code is called an instantaneous code—the decoder 
can unambiguously decode the bits instantaneously, using the minimum number of bits. 

15.2.3  Lempel Ziv encoding
Lempel Ziv (LZ) encoding, named after its inventors (Abraham Lempel and Jacob Ziv), 
is an example of a category of algorithms called dictionary-based encoding. The idea is to 
create a dictionary (a table) of strings used during the communication session. If both the 
sender and the receiver have a copy of the dictionary, then previously encountered strings 
can be substituted by their index in the dictionary to reduce the amount of information 
transmitted.

Although the idea appears simple, several difficulties surface in the implementation. 
First, how can a dictionary be created for each session? It cannot be universal, due to its 
length. Second, how can the recipient acquire the dictionary created by the sender—if we 
send the dictionary, we are sending extra data, which defeats the whole purpose of com-
pression? 

The Lempel Ziv (LZ) algorithm is a practical algorithm that uses the idea of adaptive 
dictionary-based encoding. The algorithm has gone through several versions (LZ77, 
LZ78). We introduce the basic idea of this algorithm with an example, but do not delve 
into the details of different versions and implementations. In the example, assume that the 
following string is to be sent. We have chosen this specific string to simplify the discussion: 

BAABABBBAABBBBAA

Figure 15.7  Huffman decoding
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Using our simple version of the LZ algorithm, the process is divided into two phases: 
compressing the string and decompressing the string. 

Compression
In this phase there are two concurrent events: building an indexed dictionary and com-
pressing a string of symbols. The algorithm extracts the smallest substring that cannot be 
found in the dictionary from the remaining uncompressed string. It then stores a copy of 
this substring in the dictionary as a new entry and assigns it an index value. Compression 
occurs when the substring, except for the last character, is replaced with the index found 
in the dictionary. The process then inserts the index and the last character of the substring 
into the compressed string. For example, if the substring is ABBB, we search for ABB in 
the dictionary. You find that the index for ABB is 4, so the compressed substring is there-
fore 4B. Figure 15.8 shows the process for our sample string. 

Figure 15.8  An example of Lempel Ziv encoding
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Let us go through a few steps in this figure:

Step 1

The encoding process extracts the smallest substring from the original string that is not in 
the dictionary. Because the dictionary is empty, the smallest character is one character 
(the first character, B). The process stores a copy of it as the first entry in the dictionary 
with an index of 1. No part of this substring can be replaced with an index from the dic-
tionary, as it is only one character. The process inserts B in the compressed string. So far, 
the compressed string has only one character, B. The remaining uncompressed string is the 
original string without the first character. 

Step 2

The encoding process extracts the next smallest substring that is not in the dictionary 
from the remaining string. This substring is the character A, which is not in the dictionary. 
The process stores a copy of it as the second entry in the dictionary. No part of this 
substring can be replaced with an index from the dictionary, as it is only one character. 
The process inserts A in the compressed string. So far, the compressed string has two 
characters: B and A (we have placed commas between the substrings in the compressed 
string to show the separation). 

Step 3

The encoding process extracts the next smallest substring that is not in the dictionary 
from the remaining string. This situation differs from the two previous steps: the next 
character (A) is in the dictionary, so the process extracts two characters (AB), which 
are not in the dictionary. The process stores a copy of AB as the third entry in 
the dictionary. The process now finds the index of an entry in the dictionary that is 
the substring without the last character (AB without the last character is A). The 
index for A is 2, so the process replaces A with 2 and inserts 2B in the compressed 
string.

Step 4

Next the encoding process extracts the substring ABB (because A and AB are already in 
the dictionary). A copy of ABB is stored in the dictionary with an index of 4. The process 
finds the index of the substring without the last character (AB), which is 3. The combina-
tion 3B is inserted into the compressed string. 

You may have noticed that in the three previous steps, we have not actually achieved 
any compression, because we have replaced one character by one character (A by A in the 
first step and B by B in the second step) and two characters by two characters (AB by 2B 
in the third step). But in this step, we have reduced the number of characters (ABB 
becomes 3B). If the original string has many repetitions (which is true in most cases), we 
can greatly reduce the number of characters. 

The remaining steps are all similar to one of the preceding four steps. Note that the 
dictionary was only used by the encoding program to find the indexes. It is not sent to the 
recipient, and the recipient must create the dictionary for itself, as we will see in the next 
section.
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Decompression
Decompression is the inverse of the compression process. The process extracts the sub-
strings from the compressed string and tries to replace the indexes with the corresponding 
entry in the dictionary, which is empty at first and built up gradually. The idea is that when 
an index is received, there is already an entry in the dictionary corresponding to that 
index. Figure 15.9 shows the decompression process.

Let us go through a few steps in the figure:

Step 1

The first substring of the compressed string is examined. It is B without an index. Because 
the substring is not in the dictionary, it is added to the dictionary. The substring (B) is 
inserted into the decompressed string. 

Figure 15.9  An example of Lempel Ziv decoding
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Step 2

The second substring (A) is examined: the situation is similar to step 1. Now the decom-
pressed string has two characters (BA), and the dictionary has two entries.

Step 3

The third substring (2B) is examined. The process searches the dictionary and replaces the 
index 2 with the substring A. The new substring (AB) is added to the decompressed string, 
and AB is added to the dictionary.

Step 4

The fourth substring (3B) is examined. The process searches the dictionary and replaces 
the index 3 with the substring AB. The substring ABB is now added to the decompressed 
string, and ABB is added to the dictionary.

We leave the exploration of the last three steps as an exercise. As we have noticed, we 
used a number such as 1 or 2 for the index. In reality, the index is a binary pattern (possi-
bly variable in length) for better efficiency. Also note that LZ encoding leaves the last 
character uncompressed (which means less efficiency). A version of LZ encoding, called 
Lempel Ziv Welch (LZW) encoding, compresses even this single character. However, we 
leave the discussion of this algorithm to more specialized textbooks. 

15.3  LOSSY COMPRESSION METHODS
Loss of information is not acceptable in a text file or a program file. It is, however, accept-
able in an image, video, or audio file. The reason is that our eyes and ears cannot distin-
guish subtle changes. In such cases, we can use a lossy data compression method. These 
methods are cheaper—they take less time and space when it comes to sending millions of 
bits per second for images and video. 

Several methods have been developed using lossy compression techniques. JPEG 
(Joint Photographic Experts Group) encoding is used to compress pictures and graphics, 
MPEG (Moving Picture Experts Group) encoding is used to compress video, and MP3 
(MPEG audio layer 3) for audio compression. 

15.3.1  Image compression—JPEG encoding
As discussed in Chapter 2, an image can be represented by a two-dimensional array (table) 
of picture elements (pixels). For example, 640 3 480 5 307 200 pixels. If the picture is 
grayscale, each pixel can be represented by an 8-bit integer, giving 256 levels of gray. If the 
picture is color, each pixel can be represented by 24 bits (3 3 8 bits), with each 8 bits 
representing one of the colors in the RBG color system. To simplify the discussion, we 
concentrate on a grayscale picture with 640 3 480 pixels. You can see why we need com-
pression. A grayscale picture of 307 200 pixels is represented by 2 457 600 bits, and a color 
picture is represented by 7 372 800 bits.

In JPEG, a grayscale picture is divided into blocks of 8 × 8 pixel blocks (Figure 15.10). 
The purpose of dividing the picture into blocks is to decrease the number of calculations 
because, as we will see shortly, the number of mathematical operations for each picture is 
the square of the number of units. That is, for the entire image, we need 307 2002 operations 
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(94 371 840 000 operations). If we use JPEG, we need 642 operations for each block, a 
total of 642 3 80 3 60, or 19 660 800 operations. This decreases by 4800 times the number 
of operations.

The whole idea of JPEG is to change the picture into a linear (vector) set of numbers that 
reveals the redundancies. The redundancies (lack of changes) can then be removed using 
one of the lossless compression methods we studied previously. A simplified version of the 
process is shown in Figure 15.11. 

Discrete cosine transform (DCT)
In this step, each block of 64 pixels goes through a transformation called the discrete 
cosine transform (DCT). The transformation changes the 64 values so that the relative 
relationships between pixels are kept but the redundancies are revealed. The formula is 
given in Appendix G. P (x, y) defines one value in the block, while T (m, n) defines the 
value in the transformed block. 

To understand the nature of this transformation, let us show the result of the transfor-
mations for three cases.

Case 1

In this case, we have a block of uniform grayscale, and the value of each pixel is 20. When 
we do the transformations, we get a nonzero value for the first element (upper left cor-
ner). The rest of the pixels have a value of 0 because, according to the formula, the value 

Figure 15.10  JPEG grayscale example, 640 × 480 pixels
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of T(0,0) is the average of the other values. This is called the DC value (direct current, 
borrowed from electrical engineering). The rest of the values, called AC values, in T (m, n) 
represent changes in the pixel values. But because there are no changes, the rest of the 
values are 0s (Figure 15.12).

Case 2

In the second case, we have a block with two different uniform grayscale sections. There 
is a sharp change in the values of the pixels (from 20 to 50). When we do the transforma-
tions, we get a DC value as well as nonzero AC values. However, there are only a few 
nonzero values clustered around the DC value. Most of the values are 0 (Figure 15.13).

Case 3

In the third case, we have a block that changes gradually. That is, there is no sharp change 
between the values of neighboring pixels. When we do the transformations, we get a DC 
value, with many nonzero AC values also (Figure 15.14).

Figure 15.12  Case 1: uniform grayscale

P (x, y)

2020202020202020
2020202020202020
2020202020202020
2020202020202020
2020202020202020
2020202020202020
2020202020202020
2020202020202020Block

8 8+

T (m, n)

160 0
0
0

0
0
0
0
0
0

0
0
0
0
0
0
0

0
0

0
0
0
0
0
0

0
0

0
0
0
0
0
0

0
0

0
0
0
0
0
0

0
0
0
0
0
0
0

0
0

0
0
0
0
0
0

0
0

0
0
0
0
0
0

Figure 15.13  Case 2: two sections
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Figure 15.14  Case 3: gradient grayscale

P (x, y)

2030405060708090
2030405060708090
2030405060708090
2030405060708090
2030405060708090
2030405060708090
2030405060708090
2030405060708090

T (m, n)

400  -146  -13-1 -8 -31
0
0
0
0
0
0
0

0
0
0
0
0
0
0

0
0
0
0
0
0
0

0
0

0
0
0
0
0
0

0
0
0
0
0
0
0

0
0
0
0
0
0
0

0
0
0
0
0
0
0

0
0
0
0
0
0
0Block

8 8+



15.3  Lossy Compression Methods 403

From Figures 15.12, 15.13, and 15.14, we can state the following:

❑❑ The transformation creates table T from table P.
❑❑ The DC value gives the average value of the pixels. 

❑❑ The AC values gives the changes. 

❑❑ Lack of changes in adjacent pixels creates 0s. 

Note that the DCT transformation is reversible. Appendix G also shows the mathematical 
formula for a reverse transformation. 

Quantization
After the T table is created, the values are quantized to reduce the number of bits needed 
for encoding. Quantization divides the number of bits by a constant and then drops the 
fraction. This reduces the required number of bits even more. In most implementations, a 
quantizing table (8 by 8) defines how to quantize each value. The divisor depends on the 
position of the value in the T table. This is done to optimize the number of bits and the 
number of 0s for each particular application. 

Note that the only phase in the process that is not reversible is the quantizing phase. 
You lose some information here that is not recoverable. The only reason that JPEG is a 
lossy compression method is because of the quantization phase.

Compression
After quantization the values are read from the table, and redundant 0s are removed. 
However, to cluster the 0s together, the process reads the table diagonally in a zigzag fash-
ion rather than row by row or column by column. The reason is that if the picture does 
not have fine changes, the bottom right corner of the T table is all 0s. Figure 15.15 shows 
the process. JPEG usually uses run-length encoding at the compression phase to compress 
the bit pattern resulting from the zigzag linearization. 

Figure 15.15  Reading the table
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15.3.2  Video compression—MPEG encoding
The Moving Picture Experts Group (MPEG) method is used to compress video. In prin-
ciple, a motion picture is a rapid sequence of a set of frames in which each frame is a 
picture. In other words, a frame is a spatial combination of pixels, and a video is a temporal 
combination of frames that are sent one after another. Compressing video, then, means 
spatially compressing each frame and temporally compressing a set of frames.

Spatial compression

The spatial compression of each frame is done with JPEG, or a modification of it. Each 
frame is a picture that can be independently compressed.

Temporal compression

In temporal compression, redundant frames are removed. When we watch television, for 
example, we receive 30 frames per second. However, most of the consecutive frames are 
almost the same. For example, in a static scene in which someone is talking, most frames 
are the same except for the segment around the speaker’s lips, which changes from one 
frame to the next.

A rough calculation points to the need for temporal compression for video. A 20:1 
JPEG compression of one frame sends 368 640 bits per frame: at 30 frames per second, 
this is 11 059 200 bits per second. We need to reduce this number!

To temporally compress data, the MPEG method first divides frames into three cate-
gories: I-frames, P-frames, and B-frames. 

❑❑ I-frames. An intracoded frame (I-frame) is an independent frame that is not related 
to any other frame—that is, not to the frame sent before or to the frame sent after. 
They are present at regular intervals (for example, every ninth frame is an I-frame). 
An I-frame must appear periodically due to some sudden change in the frame that 
the previous and following frames cannot show. Also, when a video is broadcast, a 
viewer may tune in their receiver at any time. If there is only one I-frame at the 
beginning of the broadcast, the viewer who tunes in late will not receive a complete 
picture. I‑frames are independent of other frames and cannot be constructed from 
other frames. 

❑❑ P-frames. A predicted frame ((P-frame) is related to the preceding I-frame or P‑frame. 
In other words, each P-frame contains only the changes from the preceding frame. 
The changes, however, cannot cover a big segment of the image. For example, for a 
fast-moving object, the new changes may not be recorded in a P-frame. P-frames can 
be constructed only from previous I- or P-frames. P‑frames carry much less informa-
tion than other frame types and carry even fewer bits after compression. 

❑❑ B-frames. A bidirectional frame (B-frame) is relative to the preceding and following 
I-frame or P-frame. In other words, each B-frame is relative to the past and the future. 
Note that a B-frame is never related to another B-frame.

Figure 15.16 shows a sample sequence of frames and how they are constructed. Note that 
for decoding, the decoding process should receive the P frames before the B frames. For 
this reason, the order of transmission of frames is different than the order in which they 
displayed at the receiving application. The frames are sent as I, P, B, B, P, B, B, I. 
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Versions
MPEG has gone through several versions. The discussion above is related to MPEG-1. 
MPEG-2 was introduced in 1991, is more capable than MPEG and can be used for video 
storage as well as TV broadcasting, including high definition TV (HDTV). A more recent 
version of MPEG is called MPEG-7, which is named ‘Multimedia Content Description 
Interface’. MPEG-7 is mostly a standard that uses XML to describe metadata (data about 
data), the description of what is included in the video. 

15.3.3  Audio compression
Audio compression can be used for speech or music. For speech we need to compress a 
64-kHz digitized signal, while for music we need to compress a 1.411-MHz signal. Two 
categories of techniques are used for audio compression: predictive encoding and 
perceptual encoding. 

Predictive encoding
In predictive encoding, the differences between samples are encoded instead of 
encoding all the sampled values. This type of compression is normally used for speech. 
Several standards have been defined such as GSM (13 kbps), G.729 (8 kbps), and 
G.723.3 (6.4 or 5.3 kbps). Detailed discussions of these techniques are beyond the 
scope of this book.

Perceptual encoding: MP3
The most common compression technique used to create CD-quality audio is based on 
the perceptual encoding technique. This type of audio needs at least 1.411 Mbps, which 
cannot be sent over the Internet without compression. MP3 (MPEG audio layer 3), a 
part of the MPEG standard (discussed in the video compression section), uses this 
technique.

Perceptual encoding is based on the science of psychoacoustics, which is the study of 
how people perceive sound. The idea is based on flaws in our auditory system: some 
sounds can mask other sounds. Masking can happen in both frequency and time. In 
frequency masking, a loud sound in one frequency range can partially or totally mask a 

Figure 15.16  MPEG frames
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softer sound in another frequency range. For example, we cannot hear what our dance 
partner says in a room in which a loud heavy metal band is performing. In temporal 
masking, a loud sound can reduce the sensitivity of our hearing for a short time even after 
the sound has stopped.

MP3 uses these two phenomena, frequency and temporal masking, to compress audio 
signals. The technique analyzes and divides the audio spectrum into several groups. Zero 
bits are allocated to frequency ranges that are totally masked, a small number of bits are 
allocated to frequency ranges that are partially masked, and a larger number of bits are 
allocated to frequency ranges that are not masked. 

MP3 produces three data rates: 96 kbps, 128 kbps, and 160 kbps. The rate is based on 
the range of the frequencies in the original analog audio.

15.4  END-CHAPTER MATERIALS
15.4.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Drozdek, A. Elements of Data Compression, Boston, MA: Course Technology, 2001

❑❑ Symes, P. Video Compression, New York: McGraw-Hill, 1998

❑❑ Haskell, B., Puri, A. and Netravali, A. Digital Video: An Introduction to MPEG2,  
New York: Chapman and Hall, 1997

❑❑ Pennebaker, W. and Mitchell, J. JPEG Still Image Data Compression Standard,  
New York: Van Nostrand Reinhold, 1993

15.4.2  Key terms
AC value 402 lossless data compression 392

bidirectional frame (B-frame) 404 lossy data compression 400

data compression 392 Moving Picture Experts Group (MPEG) 400

DC value 402 MPEG audio layer 3 (MP3) 400

dictionary-based encoding 396 perceptual encoding 405

discrete cosine transform (DCT) 401 predicted frame (P-frame) 404

frequency masking 405 predictive encoding 405

Huffman coding 393 run-length encoding 392

intracoded frame (I-frame) 404 spatial compression 404

Joint Photographic Experts Group (JPEG) 400 temporal compression 404

Lempel Ziv (LZ) encoding 396 temporal masking 406

Lempel Ziv Welch (LZW) encoding 400



15.5  Practice Set 407

15.4.3  Summary

❑❑ Data compression methods are either lossless (all information is recoverable) or lossy 
(some information is lost).

❑❑ In lossless compression methods, the received data is an exact replica of the sent data. 
Three lossless compression methods are run-length encoding, Huffman coding, and 
Lempel Ziv (LZ) encoding.

❑❑ In run-length encoding, repeated occurrences of a symbol are replaced by a symbol 
and the number of occurrences of the symbol.

❑❑ In Huffman coding, the code length is a function of symbol frequency: more frequent 
symbols have shorter codes than less frequent symbols.

❑❑ In LZ encoding, repeated strings or words are stored in memory locations. An index 
to the memory location replaces the string or word. LZ encoding requires a dictionary 
and an algorithm at both sender and receiver.

❑❑ In lossy compression methods, the received data need not be an exact replica of the 
sent data. Three lossy compression methods were discussed in this chapter: JPEG, 
MPEG, and MP3.

❑❑ JPEG (Joint Photographic Experts Group) compression is a method of compressing 
pictures and graphics. The JPEG process involves blocking, the discrete cosine trans-
form, quantization, and lossless compression.

❑❑ MPEG (Moving Pictures Experts Group) compression is a method of compressing 
video. MPEG involves both spatial compression and temporal compression. The for-
mer is similar to JPEG, while the latter removes redundant frames.

❑❑ MP3 (MPEG audio layer 3) is a part of the MPEG standard. MP3 uses perceptual 
encoding techniques to compress CD-quality audio. 

15.5  PRACTICE SET
15.5.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

15.5.2  Review questions
Q15-1.	 What are the two categories of data compression methods?
Q15-2.	 What is the difference between lossless compression and lossy compression?
Q15-3.	 What is run-length encoding?
Q15-4.	 How does Lempel Ziv encoding reduce the amount of bits transmitted?
Q15-5.	 What is Huffman coding?
Q15-6.	 What is the role of the dictionary in LZ encoding?
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Q15-7.	 What is the advantage of LZ encoding over Huffman coding?
Q15-8.	 Name three lossy compression methods.
Q15-9.	 When would you use JPEG? When would you use MPEG?
Q15-10.	 How is MPEG related to JPEG?
Q15-11.	 In JPEG, what is the function of blocking?
Q15-12.	 Why is the discrete cosine transform needed in JPEG?
Q15-13.	 How does quantization contribute to compression?
Q15-14.	 What is a frame in MPEG compression?
Q15-15.	 What is spatial compression compared to temporal compression?
Q15-16.	 Discuss the three types of frames used in MPEG.

15.5.3  Problems
P15-1.	 Encode the following bit pattern using run-length encoding with 5-bit codes:

18 zeros, 11, 56 zeros, 1, 15 zeros, 11

P15-2.	 Encode the following bit pattern using run-length encoding with 5-bit codes:

1, 8 zeros, 1, 45 zeros, 11

P15-3.	 Encode the following characters using Huffman coding with the given frequencies:

A (12), B (8), C (9), D (20), E (31), F (14), G (8)

P15-4.	 Encode the following characters using Huffman coding. Each character has the 
same frequency (1):

A, B, C, D, E, F, G, H, I, J

P15-5.	 Can the following be a Huffman code? Explain.

A: 0 B: 10 C:11

P15-6.	 Can the following be a Huffman code? Explain.

A: 0 B:1 C: 00 D: 01 E: 10 F: 11

P15-7.	 Encode the message BAABBBBAACAA using the following Huffman code:

A: 0 B: 10 C: 11
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P15-8.	 Decode the message 0101000011110 using the following Huffman code:

A: 0 B: 10 C: 11

P15-9.	 Encode the message BAABBBBAACAA using the Lempel Ziv method, then 
decode the encoded message to get the original message.

P15-10.	Encode the string AAAABBCCCBBB (part of a message) using the Lempel Ziv 
method if the dictionary contains ABB. Show the final contents of the dictionary.

P15-11.	DCT evaluation requires a lot of calculation and is normally performed using a 
computer program. Instead of DCT, use the following rule to transform a 2 3 2 
table:

T(0,0) 5 (1/16) [P(0,0) 1 P(0,1) 1 P(1,0) 1 P(1,1)]

T(0,1) 5 (1/16) [0.95P(0,0) 1 0.9P(0,1) 1 0.85P(1,0) 1 0.80P(1,1)]

T(1,0) 5 (1/16) [0.90P(0,0) 1 0.85P(0,1) 1 0.80P(1,0) 1 075P(1,1)]

T(1,1) 5 (1/16) [0.85P(0,0) 1 0.80P(0,1) 1 0.75P(1,0) 1 0.70P(1,1)]

If P(0,0) 5 64, P(0,1) 5 32, P(1,0) 5 128, and P(1,1) 5 148, find T(0,0), T(0,1), 
T(1,0), and T(1,1).





The topic of security is very broad and involves some specific areas of mathematics such 
as number theory. In this chapter, we try to give a very simple introduction to this topic 
to prepare the background for more study.

Objectives
After studying this chapter, the student should be able to: 

❑❑ Define security goals: confidentiality, integrity, and availability.

❑❑ Show how confidentiality can be achieved using symmetric-key and asymmetric-key 
cipher.

❑❑ Discuss other aspects of security: message integrity, message authentication, digital 
signature, entity authentication, and key management.

❑❑ Discuss the use of firewalls to protect a system from harmful messages. 

CHAPTER	 16
Security
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16.1  INTRODUCTION
We are living in the information age. We need to keep information about every aspect of 
our lives. In other words, information is an asset that has a value like any other asset. As 
an asset, information needs to be secured from attacks. To be secure, information needs to 
be hidden from unauthorized access (confidentiality), protected from unauthorized change 
(integrity), and available to an authorized entity when it is needed (availability). 

During the last three decades, computer networks have created a revolution in the 
use of information. Information is now distributed. Authorized people can send and re-
trieve information from a distance using computer networks. Although the three 
above-mentioned requirements—confidentiality, integrity, and availability—have not 
changed, they now have some new dimensions. Not only should information be confiden-
tial when it is stored; there should also be a way to maintain its confidentiality when it is 
transmitted from one computer to another.

In this section, we first discuss the three major goals of information security. We then 
see how attacks can threaten these three goals. We then discuss the security services in 
relation to these security goals. Finally, we define two techniques to implement the secu-
rity goals and prevent attacks.

16.1.1  Security goals
Let us first discuss the three security goals: confidentiality, integrity, and availability.

Confidentiality
Confidentiality is probably the most common aspect of information security. We need to 
protect our confidential information. An organization needs to guard against those malicious 
actions that endanger the confidentiality of its information. Confidentiality not only applies 
to the storage of information, it also applies to the transmission of information. When we 
send a piece of information to be stored in a remote computer or when we retrieve a piece 
of information from a remote computer, we need to conceal it during transmission. 

Integrity
Information needs to be changed constantly. In a bank, when a customer deposits or with-
draws money, the balance of their account needs to be changed. Integrity means that 
changes need to be done only by authorized entities and through authorized mechanisms. 
Integrity violation is not necessarily the result of a malicious act; an interruption in the 
system, such as a power surge, may also create unwanted changes in some information.

Availability
The third component of information security is availability. The information created and 
stored by an organization needs to be available to authorized entities. Information is use-
less if it is not available. Information needs to be constantly changed, which means it must 
be accessible to authorized entities. The unavailability of information is just as harmful for 
an organization as the lack of confidentiality or integrity. Imagine what would happen to 
a bank if the customers could not access their accounts for transactions.
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16.1.2  Attacks
Our three goals of security—confidentiality, integrity, and availability—can be threatened by 
security attacks. Although the literature uses different approaches to categorizing the attacks, we 
divide them into three groups related to the security goals. Figure 16.1 shows the taxonomy. 

Figure 16.1  Taxonomy of attacks with relation to security goals
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Attacks threatening confidentiality
In general, two types of attacks threaten the confidentiality of information: snooping and 
traffic analysis.

Snooping

Snooping refers to unauthorized access to or interception of data. For example, a file 
transferred through the Internet may contain confidential information. An unauthorized 
entity may intercept the transmission and use the contents for their own benefit. To pre-
vent snooping, the data can be made nonintelligible to the intercepter by using encipher-
ment techniques discussed later.  

Traffic analysis

Although encipherment of data may make it nonintelligible for the intercepter, they can 
obtain some other type of information by monitoring online traffic. For example, they can 
find the electronic address (such as the email address) of the sender or the receiver. They 
can collect pairs of requests and responses to help them guess the nature of the transaction.

Attacks threatening integrity
The integrity of data can be threatened by several kinds of attacks: modification, masquer-
ading, replaying, and repudiation. 
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Modification

After intercepting or accessing information, the attacker modifies the information to make 
it beneficial to them. For example, a customer sends a message to a bank to initiate some 
transaction. The attacker intercepts the message and changes the type of transaction to 
benefit them. Note that sometimes the attacker simply deletes or delays the message to 
harm the system or to benefit from it.

Masquerading

Masquerading, or spoofing, happens when the attacker impersonates somebody else. For 
example, an attacker might steal the bank card and PIN of a bank customer and pretend 
that they are that customer. Sometimes the attacker pretends instead to be the receiver 
entity. For example, a user tries to contact a bank, but another site pretends that it is the 
bank and obtains some information from the user. 

Replaying

Replaying is another attack. The attacker obtains a copy of a message sent by a user and 
later tries to replay it. For example, a person sends a request to their bank to ask for pay-
ment to the attacker, who has done a job for them. The attacker intercepts the message 
and sends it again to receive another payment from the bank. 

Repudiation

This type of attack is different from others because it is performed by one of the two 
parties in the communication: the sender or the receiver. The sender of the message 
might later deny that they have sent the message; the receiver of the message might 
later deny that they have received the message. An example of denial by the sender 
would be a bank customer asking their bank to send some money to a third party but 
later denying that they have made such a request. An example of denial by the receiver 
could occur when a person buys a product from a manufacturer and pays for it 
electronically, but the manufacturer later denies having received the payment and asks 
to be paid.

Attacks threatening availability
We mention only one attack threatening availability: denial of service.

Denial of service

Denial of service (DoS) is a very common attack. It may slow down or totally interrupt 
the service of a system. The attacker can use several strategies to achieve this. They might 
send so many bogus requests to a server that the server crashes because of the heavy load. 
The attacker might intercept and delete a server’s response to a client, making the client 
believe that the server is not responding. The attacker may also intercept requests from 
the clients, causing the clients to send requests many times and overload the system.

16.1.3  Services and techniques
ITU-T defines some security services to achieve security goals and prevent attacks. 
Each of these services is designed to prevent one or more attacks while maintaining 
security goals. The actual implementation of security goals needs some techniques. 
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Two techniques are prevalent today: one is very general (cryptography) and one is 
specific (steganography). 

Cryptography
Some security services can be implemented using cryptography. Cryptography, a word 
with Greek origins, means ‘secret writing’. However, we use the term to refer to the science 
and art of transforming messages to make them secure and immune to attacks. Although in 
the past cryptography referred only to the encryption and decryption of messages using 
secret keys, today it is defined as involving three distinct mechanisms: symmetric-key 
encipherment, asymmetric-key encipherment, and hashing. We will discuss all these 
mechanisms later in the chapter. 

Steganography
Although this chapter and the next are based on cryptography as a technique for imple-
menting security mechanisms, another technique that was used for secret communication 
in the past is being revived at the present time: steganography. The word steganography, 
with origins in Greek, means ‘covered writing’, in contrast to cryptography, which means 
‘secret writing’. Cryptography means concealing the contents of a message by enciphering; 
steganography means concealing the message itself by covering it with something else.  
We leave the discussion of steganography to those books dedicated to this topic. 

16.2  CONFIDENTIALITY
We now look at the first goal of security, confidentiality. Confidentiality can be achieved 
using ciphers. Ciphers can be divided into two broad categories: symmetric-key and 
asymmetric-key. 

16.2.1  Symmetric-key ciphers
A symmetric-key cipher uses the same key for both encryption and decryption, and the key 
can be used for bidirectional communication, which is why it is called symmetric. Figure 
16.2 shows the general idea behind a symmetric-key cipher. 

Figure 16.2  General idea of a symmetric-key cipher
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Symmetric-key ciphers are also called secret-key ciphers. 

In Figure 16.2, an entity, Alice, can send a message to another entity, Bob, over an insecure 
channel with the assumption that an adversary, Eve, cannot understand the contents of 
the message by simply eavesdropping over the channel. 

The original message from Alice to Bob is called plaintext; the message that is sent 
through the channel is called ciphertext. To create the ciphertext from the plaintext, Alice 
uses an encryption algorithm and a shared secret key. 

To create the plaintext from ciphertext, Bob uses a decryption algorithm and the 
same secret key. We refer to encryption and decryption algorithms as ciphers. A key is a 
set of values (numbers) that the cipher, as an algorithm, operates on. 

Note that the symmetric-key encipherment uses a single key (the key itself may be a 
set of values) for both encryption and decryption. In addition, the encryption and decryp-
tion algorithms are inverses of each other. If P is the plaintext, C is the ciphertext, and K 
is the key, the encryption algorithm Ek(x) creates the ciphertext from the plaintext; the 
decryption algorithm Dk(x) creates the plaintext from the ciphertext. We assume that 
Ek(x) and Dk(x) are inverses of each other: they cancel the effect of each other if they are 
applied one after the other on the same input. We have:

Encryption: C = Ek(P)                                 Decryption: P = Dk(C)

in which, Dk(Ek(x)) 5 Ek(Dk(x)) 5 x. We need to emphasize that it is better to make the 
encryption and decryption public but keep the shared key secret. This means that Alice 
and Bob need another channel, a secured one, to exchange the secret key. Alice and Bob 
can meet once and exchange the key personally. The secured channel here is the face-to-
face exchange of the key. They can also trust a third party to give them the same key. They 
can create a temporary secret key using another kind of cipher—asymmetric-key ciphers—
which will be described later. 

Encryption can be thought of as locking the message in a box; decryption can be 
thought of as unlocking the box. In symmetric-key encipherment, the same key locks and 
unlocks, as shown in Figure 16.3. Later sections show that the asymmetric-key encipher-
ment needs two keys, one for locking and one for unlocking.

Figure 16.3  Symmetric-key encipherment as locking and unlocking with the same key

Encryption Decryption

The symmetric-key ciphers can be divided into traditional ciphers and modern ciphers. 
Traditional ciphers are simple, character-oriented ciphers that are not secured based on 
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today’s standard. Modern ciphers, on the other hand, are complex, bit-oriented ciphers 
that are more secure. We briefly discuss the traditional ciphers to pave the way for discuss-
ing more complex modern ciphers.

Traditional symmetric-key ciphers
Traditional ciphers belong to the past. However, we briefly discuss them here because 
they can be thought of as the components of the modern ciphers. To be more exact, we 
can divide traditional ciphers into substitution ciphers and transposition ciphers.

Substitution ciphers

A substitution cipher replaces one symbol with another. If the symbols in the plaintext 
are alphabetic characters, we replace one character with another. For example, we can 
replace letter A with letter D and letter T with letter Z. If the symbols are digits (0 to 9), 
we can replace 3 with 7 and 2 with 6. 

A substitution cipher replaces one symbol with another.

Substitution ciphers can be categorized as either monoalphabetic ciphers or polyalpha-
betic ciphers. 

Monoalphabetic ciphers

In a monoalphabetic cipher, a character (or a symbol) in the plaintext is always changed 
to the same character (or symbol) in the ciphertext regardless of its position in the text. 
For example, if the algorithm says that letter A in the plaintext is changed to letter D, 
every letter A is changed to letter D. In other words, the relationship between letters in 
the plaintext and the ciphertext is one-to-one. 

The simplest monoalphabetic cipher is the additive cipher (or shift cipher). Assume 
that the plaintext consists of lowercase letters (a to z), and that the ciphertext consists of 
uppercase letters (A to Z). To be able to apply mathematical operations on the plaintext 
and ciphertext, we assign numerical values to each letter (lower- or uppercase), as shown 
in Figure 16.4. 

Figure 16.4  Representation of plaintext and ciphertext characters in modulo 26

Plaintext

Value 01 05 06 07 09 10 11 12 13 14 15 16 1708 18 19 2000 21 22 23 24 25

A B C D E F G H J K L M N O P Q RI S T U V W X Y Z

a b c d e f g h j k l m n o p q ri s t u v w x y z

Ciphertext

02 0403

In Figure 16.4 each character (lowercase or uppercase) is assigned an integer in modulo 26. 
The secret key between Alice and Bob is also an integer in modulo 26. The encryption 
algorithm adds the key to the plaintext character; the decryption algorithm subtracts the 
key from the ciphertext character. All operations are done in modulo 26. 
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In additive cipher, the plaintext, ciphertext, and key are integers in modulo 26.

Historically, additive ciphers are called shift ciphers because the encryption algorithm can 
be interpreted as ‘shift key characters down’ and the encryption algorithm can be inter-
preted as ‘shift key characters up’. Julius Caesar used an additive cipher, with a key of 3, 
to communicate with his officers. For this reason, additive ciphers are sometimes referred 
to as the Caesar cipher. 

Example 16.1

Use the additive cipher with key = 15 to encrypt the message ‘hello’.

Solution
We apply the encryption algorithm to the plaintext, character by character:

	 Plaintext: h → 07	 Encryption: (07 + 15) mod 26	 Ciphertext: 22 → W
	 Plaintext: e → 04	 Encryption: (04 + 15) mod 26	 Ciphertext: 19 → T
	 Plaintext: l  → 11	 Encryption: (11 + 15) mod 26	 Ciphertext: 00 → A
	 Plaintext: l  → 11	 Encryption: (11 + 15) mod 26	 Ciphertext: 00 → A
	 Plaintext: o → 14	 Encryption: (14 + 15) mod 26	 Ciphertext: 03 → D 

The result is ‘WTAAD’. Note that the cipher is monoalphabetic because two instances of 
the same plaintext character (l) are encrypted as the same character (A).

Example 16.2

Use the additive cipher with key 5 15 to decrypt the message ‘WTAAD’.

Solution
We apply the decryption algorithm to the plaintext character by character:

	 Ciphertext: W → 22	 Decryption: (22 → 15) mod 26	 Plaintext: 07 → h
	 Ciphertext: T   → 19	 Decryption: (19 → 15) mod 26	 Plaintext: 04 → e
	 Ciphertext: A  →  00	 Decryption: (00 → 15) mod 26	 Plaintext: 11 → l
	 Ciphertext: A  →  00	 Decryption: (00 → 15) mod 26	 Plaintext: 11 → l
	 Ciphertext: D  →  03	 Decryption: (03 → 15) mod 26	 Plaintext: 14 → o

The result is ‘hello’. Note that the operation is in modulo 26, which means that we need 
to add 26 to a negative result (for example—15 becomes 11). 

Polyalphabetic ciphers

In a polyalphabetic cipher, each occurrence of a character may have a different substitute. 
The relationship between a character in the plaintext to a character in the ciphertext is 
one-to-many. For example, ‘a’ could be enciphered as ‘D’ at the beginning of the text, but 
as ‘N’ in the middle. Polyalphabetic ciphers have the advantage of hiding the letter fre-
quency of the underlying language. Eve cannot use single-letter frequency statistics to 
break the ciphertext. 

To create a polyalphabetic cipher, we need to make each ciphertext character depen-
dent on both the corresponding plaintext character and the position of the plaintext 
character in the message. This implies that our key should be a stream of subkeys, in which 
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each subkey depends somehow on the position of the plaintext character that uses that 
subkey for encipherment. In other words, we need to have a key stream k 5 (k1, k2, k3, …) 
in which ki is used to encipher the ith character in the plaintext to create the ith character 
in the ciphertext. 

To see the position dependency of the key, let us discuss a simple polyalphabetic 
cipher called the autokey cipher. In this cipher, the key is a stream of subkeys, in which 
each subkey is used to encrypt the corresponding character in the plaintext. The first sub-
key is a predetermined value secretly agreed upon by Alice and Bob. The second subkey is 
the value of the first plaintext character (between 0 and 25). The third subkey is the value 
of the second plaintext character, and so on:

P = P1P2P3 …                    C = C1C2C3…               k = (k1, P1, P2, …)

Encryption: Ci = (Pi + ki) mod 26                  Decryption: Pi 5 (Ci - ki) mod 26 

The name of the cipher, autokey, implies that the subkeys are automatically created from 
the plaintext cipher characters during the encryption process. 

Example 16.3

Assume that Alice and Bob agreed to use an autokey cipher with initial key value k1 = 12. 
Now Alice wants to send Bob the message ‘Attack is today’. Enciphering is done character 
by character. Each character in the plaintext is first replaced by its integer value. The first 
subkey is added to create the first ciphertext character. The rest of the key is created as 
the plaintext characters are read. Note that the cipher is polyalphabetic because the three 
occurrences of ‘a’ in the plaintext are encrypted differently. The three occurrences of ‘t’ 
are encrypted differently:   

Plaintext: a t t a c k i s t o d a y
P’s Values: 00 19 19 00 02 10 08 18 19 14 03 00 24
Key stream: 12 00 19 19 00 02 10 08 18 19 14 03 00
C’s Values: 12 19 12 19 02 12 18 00 11 7 17 03 24
Ciphertext: M T M T C M S A L H R D Y

Transposition ciphers

A transposition cipher does not substitute one symbol for another; instead it changes the 
location of the symbols. A symbol in the first position of the plaintext may appear in the 
tenth position of the ciphertext. A symbol in the eighth position in the plaintext may 
appear in the first position of the ciphertext. In other words, a transposition cipher reor-
ders (transposes) the symbols. 

A transposition cipher reorders symbols.

Suppose Alice wants to secretly send the message ‘Enemy attacks tonight’ to Bob. The 
encryption and decryption is shown in Figure 16.5. Note that we added an extra character 
(z) to the end of the message to make the number of characters a multiple of 5. 
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Figure 16.5  Transposition cipher
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The first table is created by Alice writing the plaintext row by row. The columns are per-
muted using a key. The ciphertext is created by reading the second table column by col-
umn. Bob does the same three steps in the reverse order. He writes the ciphertext column 
by column into the first table, permutes the columns, and then reads the second table row 
by row. Note that the same key is used for encryption and decryption, but the algorithm 
uses the key in reverse order. 

Stream and block ciphers
The literature divides the symmetric ciphers into two broad categories: stream ciphers 
and block ciphers. 

Stream cipher

In a stream cipher, encryption and decryption are done one symbol (such as a character or 
a bit) at a time. We have a plaintext stream, a ciphertext stream, and a key stream. Call 
the plaintext stream P, the ciphertext stream C, and the key stream K: 

    P 5 P1P2P3, …      C 5 C1C2C3, …      K 5 (k1, k2, k3, …)

C1 5 Ek1(P1) C2 5 Ek2(P2) C3 5 Ek3(P3) …
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Block ciphers

In a block cipher, a group of plaintext symbols of size m (m . 1) are encrypted together, 
creating a group of ciphertext of the same size. Based on the definition, in a block cipher, 
a single key is used to encrypt the whole block even if the key is made of multiple values. 
In a block cipher, a ciphertext block depends on the whole plaintext block.   

Combination

In practice, blocks of plaintext are encrypted individually, but they use a stream of keys 
to encrypt the whole message block by block. In other words, the cipher is a block 
cipher when looking at the individual blocks, but it is a stream cipher when looking at 
the whole message, considering each block as a single unit. Each block uses a different 
key that may be generated before or during the encryption process.

Modern symmetric-key ciphers
The traditional symmetric-key ciphers that we have studied so far are character-oriented 
ciphers. With the advent of the computer, we need bit-oriented ciphers. This is because the 
information to be encrypted is not just text; it can also consist of numbers, graphics, audio, 
and video data. It is convenient to convert these types of data into a stream of bits, to 
encrypt the stream, and then to send the encrypted stream. In addition, when text is 
treated at the bit level, each character is replaced by 8 (or 16) bits, which means that the 
number of symbols becomes 8 (or 16) times larger. Mixing a larger number of symbols 
increases security. A modern cipher can be either a block cipher or a stream cipher. 

Modern block ciphers

A symmetric-key modern block cipher encrypts an n-bit block of plaintext or decrypts an 
n-bit block of ciphertext. The encryption or decryption algorithm uses a k-bit key. The 
decryption algorithm must be the inverse of the encryption algorithm, and both operations 
must use the same secret key so that Bob can retrieve the message sent by Alice. Figure 16.6 
shows the general idea of encryption and decryption in a modern block cipher. 

Figure 16.6  A modern block cipher
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If the message has fewer than n bits, padding must be added to make it an n-bit block; if 
the message has more than n bits, it should be divided into n-bit blocks and the appropri-
ate padding must be added to the last block if necessary. The common values for n are 64, 
128, 256, and 512 bits.
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Modern stream ciphers

In addition to modern block ciphers, we can also use modern stream ciphers. The differ-
ences between modern stream ciphers and modern block ciphers are similar to the dif-
ferences between traditional stream and block ciphers, which we explained in the 
previous section. In a modern stream cipher, encryption and decryption are done r bits at 
a time. We have a plaintext bit stream P 5 pn . . . p2 p1, a ciphertext bit stream C 5 cn . . . 
c2c1, and a key bit stream K 5 kn . . . k2k1, in which pi, ci, and ki are r-bit words. Encryption 
is ci 5 E (ki, pi), and decryption is pi = D (ki, ci). Stream ciphers are faster than block 
ciphers. The hardware implementation of a stream cipher is also easier. When we need to 
encrypt binary streams and transmit them at a constant rate, a stream cipher is the better 
choice to use. Stream ciphers are also more immune to the corruption of bits during 
transmission. 

The simplest and the most secure type of synchronous stream cipher is called the 
one-time pad, which was invented and patented by Gilbert Vernam. A one-time pad 
cipher uses a key stream that is randomly chosen for each encipherment. The encryption 
and decryption algorithms each use a single exclusive-OR operation. Based on properties 
of the exclusive-OR operation, the encryption and decryption algorithms are inverses of 
each other. It is important to note that in this cipher the exclusive-OR operation is used 
one bit at a time. Note also that there must be a secure channel so that Alice can send the 
key stream sequence to Bob (Figure 16.7). 

Figure 16.7  One-time pad
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The one-time pad is an ideal cipher. It is perfect. There is no way that an adversary can 
guess the key or the plaintext and ciphertext statistics. There is no relationship between 
the plaintext and ciphertext, either. In other words, the ciphertext is a true random stream 
of bits even if the plaintext contains some patterns. Eve cannot break the cipher unless she 
tries all possible random key streams, which would be 2n if the size of the plaintext is n 
bits. However, there is an issue here. How can the sender and the receiver share a one-time 
pad key each time they want to communicate? They need to somehow agree on the ran-
dom key. So this perfect and ideal cipher is very difficult to achieve. However, there are 
some feasible, less secured, versions. One of the common alternatives is called a feedback 
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shift register (FSR), but we leave the discussion of this interesting cipher to the books 
dedicated to the security topic. 

16.2.2  Asymmetric-key ciphers
In previous sections we discussed symmetric-key ciphers. In this section, we start the 
discussion of asymmetric-key ciphers. Symmetric- and asymmetric-key ciphers will exist 
in parallel and continue to serve the community. We actually believe that they are 
complements of each other; the advantages of one can compensate for the disadvantages 
of the other. 

The conceptual differences between the two systems are based on how these systems 
keep a secret. In symmetric-key cryptography, the secret must be shared between two 
persons. In asymmetric-key cryptography, the secret is personal (unshared); each person 
creates and keeps his or her own secret. 

In a community of n people, n (n - 1)/2 shared secrets are needed for symmetric-key 
cryptography; only n personal secrets are needed in asymmetric-key cryptography. For a 
community with a population of 1 million, symmetric-key cryptography would require 
half a billion shared secrets; asymmetric-key cryptography would require one million per-
sonal secrets. 

Symmetric-key cryptography is based on sharing secrecy;  
asymmetric-key cryptography is based on personal secrecy.

There are some other aspects of security besides encipherment that need asymmetric-
key cryptography. These include authentication and digital signatures. Whenever an 
application is based on a personal secret, we need to use asymmetric-key 
cryptography. 

Whereas symmetric-key cryptography is based on substitution and permutation of 
symbols (characters or bits), asymmetric-key cryptography is based on applying mathe-
matical functions to numbers. In symmetric-key cryptography, the plaintext and cipher-
text are thought of as a combination of symbols. Encryption and decryption permute 
these symbols or substitute one symbol for another. In asymmetric-key cryptography, the 
plaintext and ciphertext are numbers; encryption and decryption are mathematical func-
tions that are applied to numbers to create other numbers.

In symmetric-key cryptography, symbols are permuted or substituted;  
in asymmetric-key cryptography, numbers are manipulated.

Asymmetric-key cryptography uses two separate keys: one private and one public. If 
encryption and decryption are thought of as locking and unlocking padlocks with keys, 
then the padlock that is locked with a public key can be unlocked only with the corre-
sponding private key. Figure 16.8 shows that if Alice locks the padlock with Bob’s public 
key, then only Bob’s private key can unlock it. 
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Figure 16.8  Locking and unlocking in asymmetric-key cryptosystem
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The figure shows that, unlike symmetric-key cryptography, there are distinctive keys in 
asymmetric-key cryptography: a private key and a public key. Although some books use the 
term secret key instead of private key, we use the term secret key only for symmetric-key 
cryptography and the terms private key and public key for asymmetric-key cryptography. We 
even use different symbols to show the three keys. In other words, we want to show that a 
secret key is not exchangeable with a private key; there are two different types of secrets.

Asymmetric-key ciphers are sometimes called public-key ciphers.

General idea
Figure 16.9 shows the general idea of asymmetric-key cryptography as used for 
encipherment. 

Figure 16.9  General idea of asymmetric-key cryptosystem
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Figure 16.9 shows several important facts. First, it emphasizes the asymmetric nature 
of the cryptosystem. The burden of providing security is mostly on the shoulders of 
the receiver (Bob, in this case). Bob needs to create two keys: one private and one 
public. Bob is responsible for distributing the public key to the community. This can 
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be done through a public-key distribution channel. Although this channel is not 
required to provide secrecy, it must provide authentication and integrity. Eve should 
not be able to advertise her public key to the community pretending that it is Bob’s 
public key. 

Second, asymmetric-key cryptography means that Bob and Alice cannot use the same 
set of keys for two-way communication. Each entity in the community should create its 
own private and public keys. Figure 16.9 shows how Alice can use Bob’s public key to 
send encrypted messages to Bob. If Bob wants to respond, Alice needs to establish her own 
private and public keys.

Third, asymmetric-key cryptography means that Bob needs only one private key to 
receive all correspondence from anyone in the community, but Alice needs n public keys 
to communicate with n entities in the community, one public key for each entity. In other 
words, Alice needs a ring of public keys.

Plaintext/ciphertext

Unlike in symmetric-key cryptography, plaintext and ciphertext in asymmetric-key cryp-
tography are treated as integers. The message must be encoded as an integer (or a set of 
integers) before encryption; the integer (or the set of integers) must be decoded into the 
message after decryption. Asymmetric-key cryptography is normally used to encrypt or 
decrypt small pieces of information, such as the cipher key for a symmetric-key cryptog-
raphy. In other words, asymmetric-key cryptography is normally used for ancillary goals 
instead of message encipherment. However, these ancillary goals play a very important 
role in cryptography today. 

Asymmetric-key cryptography is normally used to encrypt  
or decrypt small pieces of information.

Encryption/decryption

Encryption and decryption in asymmetric-key cryptography are mathematical functions 
applied over the numbers representing the plaintext and ciphertext. The ciphertext can 
be thought of as C 5 f (Kpublic, P); the plaintext can be thought of as P 5 g (Kprivate, C). The 
decryption function f is used only for encryption; the decryption function g is used only 
for decryption. 

Need for both

There is a very important fact that is sometimes misunderstood: the advent of asymmetric-key 
(public-key) cryptography does not eliminate the need for symmetric-key (secret-key) cryp-
tography. The reason is that asymmetric-key cryptography, which uses mathematical 
functions for encryption and decryption, is much slower than symmetric-key cryptogra-
phy. For encipherment of large messages, symmetric-key cryptography is still needed. On 
the other hand, the speed of symmetric-key cryptography does not eliminate the need for 
asymmetric-key cryptography. Asymmetric-key cryptography is still needed for authenti-
cation, digital signatures, and secret-key exchanges. This means that, to be able to use all 
aspects of security today, we need both symmetric-key and asymmetric-key cryptography. 
One complements the other.
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RSA cryptosystem
Although there are several asymmetric-key cryptosystems, one of the common public-key 
algorithms is the RSA cryptosystem, named for its inventors (Rivest, Shamir, and 
Adleman). RSA uses two exponents, e and d, where e is public and d is private. Suppose P 
is the plaintext and C is the ciphertext. Alice uses C 5 Pe mod n to create ciphertext C 
from plaintext P; Bob uses P 5 Cd mod n to retrieve the plaintext sent by Alice. The 
modulus n, a very large number, is created during the key generation process.

Procedure

Figure 16.10 shows the general idea behind the procedure used in RSA. 

Figure 16.10  Encryption, decryption, and key generation in RSA
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Bob chooses two large numbers, p and q, and calculates n 5 p 3 q and f 5 (p - 1) 3 (q - 1). 
Bob then selects e and d such that (e 3 d ) mod f = 1. Bob advertises e and n to the com-
munity as the public key; Bob keeps d as the private key. Anyone, including Alice, can 
encrypt a message and send the ciphertext to Bob, using C 5 (Pe) mod n; only Bob can 
decrypt the message, using P 5 (Cd) mod n. An intruder such as Eve cannot decrypt the 
message if p and q are very large numbers (she does not know d).

Example 16.4	

For the sake of demonstration, let Bob choose 7 and 11 as p and q and calculate n 5 7 3 11 5 
77. The value of f(n) 5 (7 - 1)(11 - 1), or 60. If he chooses e to be 13, then d is 37. Note that 
e × d mod 60 5 1. Now imagine that Alice wants to send the plaintext 5 to Bob. She uses the 
public exponent 13 to encrypt 5. This system is not safe because p and q are small.

Plaintext: 5                             Ciphertext: 26                                                                 
C 5 513 5 26 mod 77                  P = 2637 5 5 mod 77                                     

Ciphertext: 26  Plaintext: 5
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Example 16.5

Here is a more realistic example calculated using a computer program in Java. We choose 
a 512-bit p and q, and calculate n and f(n). We then choose e and calculate d. Finally, we 
show the results of encryption and decryption. The integer p is a 159-digit number:

p = 96130345313583504574191581280615427909309845594996215822583
15087964794045505647063849125716018034750312098666606492420
191808780667421096063354219926661209

The integer q is a 160-digit number:

q = 12060191957231446918276794204450896001555925054637033936061
79832173148214848376465921538945320917522527322683010712069
5604602513887145524969000359660045617

The modulus n = p × q. It has 309 digits:

n = 115935041739676149688925098646158875237714573754541447754855
261376147885408326350817276878815968325168468849300625485764
11125016241455233918292716250765677272746009708271412773043
49605005563472745666280600999240371029914244722922157727985
317270338393813346926841373276220009666766718318310883734208
23444370953

f(n) = (p - 1)(q - 1) has 309 digits:

f(n) = 11593504173967614968892509864615887523771457375454144775485526137
61478854083263508172768788159683251684688493006254857641112501624
14552339182927162507656751054233608492916752034482627988117554787
65701392344440571698958172819609822636107546721186461217135910735
8640614008885170265377277264467341066243857664128

Bob chooses e = 35535 (the ideal is 65537). He then finds d: 

e = 35535

d = 580083028600377639360936612896779175946690620896509621804228661113
805938528223587317062869100300217108590443384021707298690876006115
306202524959884448047568240966247081485817130463240644077704833134
010850947385295645071936774061197326557424237217617674620776371642
0760033708533328853214470885955136670294831

Alice wants to send the message ‘THIS IS A TEST’, which can be changed to a numeric 
value using the 00-26 encoding scheme (26 is the space character): 

P = 1907081826081826002619041819
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The ciphertext calculated by Alice is C 5 Pe, which is shown below: 

C = 47530912364622682720636555061054518094237179607049171652323924305
44529606131993285666178434183591141511974112520056829797945717360
36101278218847892741566090480023507190715277185914975188465888632
10114835410336165789846796838676373376577746562507928052114814184
404814184430812773059004692874248559166462108656

Bob can recover the plaintext from the ciphertext using P 5 Cd, which is shown below: 

P = 1907081826081826002619041819

The recovered plaintext is ‘THIS IS A TEST’ after decoding. 

Applications
Although RSA can be used to encrypt and decrypt actual messages, it is very slow if the 
message is long. RSA, therefore, is useful for short messages. In particular, we will see that 
RSA is used in digital signatures and other cryptosystems that often need to encrypt a 
small message without having access to a symmetric key. RSA is also used for authentica-
tion, as we will see later in the chapter.

16.3  OTHER ASPECTS OF SECURITY
The cryptography systems that we have studied so far provide confidentiality. However, in 
modern communication, we need to take care of other aspects of security, such as integrity, 
message and entity authentication, non-repudiation, and key management. We briefly 
discuss these issues in this section. 

16.3.1  Message integrity 
There are occasions where we may not even need secrecy but instead must have integrity: 
the message should remain unchanged. For example, Alice may write a will to distribute her 
estate upon her death. The will does not need to be encrypted. After her death, anyone 
can examine the will. The integrity of the will, however, needs to be preserved. Alice does 
not want the contents of the will to be changed.

Message and message digest
One way to preserve the integrity of a document is through the use of a f﻿ingerprint. If Alice 
needs to be sure that the contents of her document will not be changed, she can put her 
fingerprint at the bottom of the document. Eve cannot modify the contents of this 
document or create a false document because she cannot forge Alice’s fingerprint. To 
ensure that the document has not been changed, Alice’s fingerprint on the document can 
be compared to Alice’s fingerprint on file. If they are not the same, the document is not 
from Alice. The electronic equivalent of the document and fingerprint pair is the message 
and digest pair. To preserve the integrity of a message, the message is passed through an 



16.3  Other Aspects of Security 429

algorithm called a cryptographic hash function. The function creates a compressed image 
of the message, called a digest, that can be used like a fingerprint. To check the integrity of 
a message or document, Bob runs the cryptographic hash function again and compares the 
new digest with the previous one. If both are the same, Bob is sure that the original message 
has not been changed. Figure 16.11 shows the idea. 

Figure 16.11  Message and digest
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The two pairs (document/fingerprint) and (message/message digest) are similar, with 
some differences. The document and fingerprint are physically linked together. The mes-
sage and message digest can be unlinked (or sent separately), and, most importantly, the 
message digest needs to be safe from change. 

The message digest needs to be safe from change.

Hash functions
A cryptographic hash function takes a message of arbitrary length and creates a message 
digest of fixed length. All cryptographic hash functions need to create a fixed-size digest 
out of a variable-size message. Creating such a function is best accomplished using itera-
tion. Instead of using a hash function with variable-size input, a function with fixed-size 
input is created and is used a necessary number of times. The fixed-size input function is 
referred to as a compression function. It compresses an n-bit string to create an m-bit string 
where n is normally greater than m. The scheme is referred to as an iterated cryptographic 
hash function. 

Several hash algorithms were designed by Ron Rivest. These are referred to as MD2, 
MD4, and MD5, where MD stands for message digest. The last version, MD5, is a 
strengthened version of MD4 that divides the message into blocks of 512 bits and creates 
a 128-bit digest. It turns out, however, that a message digest of size 128 bits is too small 
to resist attack. 

In response to the insecurity of MD hash algorithms, the Secure Hash Algorithm was in-
vented. The Secure Hash Algorithm (SHA) is a standard that was developed by the National 
Institute of Standards and Technology (NIST). SHA has gone through several versions. 
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16.3.2  Message authentication
A digest can be used to check the integrity of a message—that the message has not been 
changed. To ensure the integrity of the message and the data origin authentication—that 
Alice is the originator of the message, not somebody else—we need to include a secret 
shared by Alice and Bob (that Eve does not possess) in the process; we need to create a 
message authentication code (MAC). Figure 16.12 shows the idea. 

Figure 16.12  Message authentication code
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Alice uses a hash function to create a MAC from the concatenation of the key and the 
message, h (K + M). She sends the message and the MAC to Bob over the insecure chan-
nel. Bob separates the message from the MAC. He then makes a new MAC from the 
concatenation of the message and the secret key. Bob then compares the newly created 
MAC with the one received. If the two MACs match, the message is authentic and has not 
been modified by an adversary.   

Note that there is no need to use two channels in this case. Both the message and the 
MAC can be sent on the same insecure channel. Eve can see the message, but she cannot 
forge a new message to replace it because Eve does not possess the secret key between 
Alice and Bob. She is unable to create the same MAC that Alice did. 

A MAC provides message integrity and message authentication using 
a combination of a hash function and a secret key.

HMAC
The National Institute of Standards and Technology (NIST) has issued a standard for a 
nested MAC that is often referred to as HMAC (hashed MAC). The implementation of 
HMAC is much more complex than the simplified MAC and is not covered in this text. 
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16.3.3  Digital signature
Another way to provide message integrity and message authentication (and some more 
security services, as we will see shortly) is a digital signature. A MAC uses a secret key to 
protect the digest; a digital signature uses a pair of private–public keys.

A digital signature uses a pair of private–public keys. 

We are all familiar with the concept of a signature. A person signs a document to show 
that it originated from her or was approved by her. The signature is proof to the recipient 
that the document comes from the correct entity. When a customer signs a check, the 
bank needs to be sure that the check is issued by that customer and nobody else. In other 
words, a signature on a document, when verified, is a sign of authentication—the docu-
ment is authentic. Consider a painting signed by an artist. The signature on the art, if 
authentic, means that the painting is probably authentic.

When Alice sends a message to Bob, Bob needs to check the authenticity of the sender; 
he needs to be sure that the message comes from Alice and not Eve. Bob can ask Alice to sign 
the message electronically. In other words, an electronic signature can prove the authenticity 
of Alice as the sender of the message. We refer to this type of signature as a digital signature.  

Comparison
Let us begin by looking at the differences between conventional signatures and digital 
signatures.

Inclusion

A conventional signature is included in the document; it is part of the document. When 
we write a check, the signature is on the check; it is not a separate document. But when 
we sign a document digitally, we send the signature as a separate document. 

Verification method

The second difference between the two types of signature is the method of verifying the 
signature. For a conventional signature, when the recipient receives a document, they 
compare the signature on the document with the signature on file. If they are the same, 
the document is authentic. The recipient needs to have a copy of this signature on file for 
comparison. For a digital signature, the recipient receives the message and the signature. 
A copy of the signature is not stored anywhere. The recipient needs to apply a verification 
technique to the combination of the message and the signature to verify the authenticity.

Relationship

For a conventional signature, there is normally a one-to-many relationship between a sig-
nature and documents. A person uses the same signature to sign many documents. For a 
digital signature, there is a one-to-one relationship between a signature and a message. Each 
message has its own signature. The signature of one message cannot be used in another 
message. If Bob receives two messages, one after another, from Alice, he cannot use the 
signature of the first message to verify the second. Each message needs a new signature. 
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Duplicity

Another difference between the two types of signatures is a quality called duplicity. With 
a conventional signature, a copy of the signed document can be distinguished from the 
original one on file. With a digital signature, there is no such distinction unless there is a 
factor of time (such as a timestamp) on the document. For example, suppose Alice sends 
a document instructing Bob to pay Eve. If Eve intercepts the document and the signature, 
she can resend it later to get money again from Bob. 

Process
Figure 16.13 shows the digital signature process. The sender uses a signing algorithm to 
sign the message. The message and the signature are sent to the receiver. The receiver 
receives the message and the signature and applies the verifying algorithm to the combi-
nation. If the result is true, the message is accepted; otherwise, it is rejected.

Figure 16.13  Digital signature process

M

(M, S)

MM: Message
S: Signature

Verifying
algorithm

Signing
algorithm

BobAlice

Alice’s
public key

Alice’s
private key

A conventional signature is like a private ‘key’ belonging to the signer of the document. 
The signer uses it to sign documents; no one else has this signature. The copy of the signa-
ture on file is like a public key; anyone can use it to verify a document, to compare it to 
the original signature. 

In a digital signature, the signer uses her private key, applied to a signing algorithm, to 
sign the document. The verifier, on the other hand, uses the public key of the signer, 
applied to the verifying algorithm, to verify the document. 

Note that when a document is signed, anyone, including Bob, can verify it because 
everyone has access to Alice’s public key. Alice must not use her public key to sign the 
document because then anyone could forge her signature. 

Can we use a secret (symmetric) key to both sign and verify a signature? The answer 
is negative for several reasons. First, a secret key is known by only two entities (Alice and 
Bob, for example). So if Alice needs to sign another document and send it to Ted, she 
needs to use another secret key. Second, as we will see, creating a secret key for a session 
involves authentication, which uses a digital signature. We have a vicious cycle. Third, Bob 
could use the secret key between himself and Alice, sign a document, send it to Ted, and 
pretend that it came from Alice.   

A digital signature needs a public-key system. The signer signs with  
her private key; the verifier verifies with the signer’s public key.
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We should make a distinction between private and public keys as used in digital signatures 
and public and private keys as used in a cryptosystem for confidentiality. In the latter, the 
public and private keys of the receiver are used in the process. The sender uses the public 
key of the receiver to encrypt; the receiver uses his own private key to decrypt. In a digital 
signature, the private and public keys of the sender are used. The sender uses her private 
key; the receiver uses the sender’s public key. 

A cryptosystem uses the private and public keys of the receiver;  
a digital signature uses the private and public keys of the sender.

Signing the digest
We said before that the asymmetric-key cryptosystems are very inefficient when dealing 
with long messages. In a digital signature system, the messages are normally long, but we 
have to use asymmetric-key schemes. The solution is to sign a digest of the message, which 
is much shorter than the message. A carefully selected message digest has a one-to-one 
relationship with the message. The sender can sign the message digest and the receiver can 
verify the message digest. The effect is the same. Figure 16.14 shows signing a digest in a 
digital signature system. 

Figure 16.14  Signing the digest
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A digest is made out of the message at Alice’s site. The digest then goes through the 
signing process using Alice’s private key. Alice then sends the message and the signa-
ture to Bob.

At Bob’s site, using the same public hash function, a digest is first created out of the 
received message. The verifying process is applied. If authentic, the message is accepted; 
otherwise, it is rejected.

Services
We discussed several security services in the beginning of the chapter including message 
confidentiality, message authentication, message integrity, and non-repudiation. A digital 
signature can directly provide the last three; for message confidentiality we still need 
encryption/decryption.
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Message authentication

A secure digital signature scheme, like a secure conventional signature (one that cannot be 
easily copied) can provide message authentication (also referred to as data-origin 
authentication). Bob can verify that the message is sent by Alice because Alice’s public key is 
used in verification. Alice’s public key cannot verify the signature signed by Eve’s private key. 

Message integrity

The integrity of the message is preserved if we sign the message or the digest of the mes-
sage because we cannot get the same digest if any part of the message is changed. The 
digital signature schemes today use a hash function in the signing and verifying algorithms 
that preserves the integrity of the message.

Nonrepudiation

If Alice signs a message and then denies it, can Bob later prove that Alice actually signed 
it? For example, if Alice sends a message to a bank (Bob) and asks to transfer $10 000 
from her account to Ted’s account, can Alice later deny that she sent this message? With 
the scheme we have presented so far, Bob might have a problem. Bob must keep the 
signature on file and later use Alice’s public key to create the original message to prove 
the message in the file and the newly created message are the same. This is not feasible 
because Alice may have changed her private or public key during this time; she may also 
claim that the file containing the signature is not authentic.

One solution is a trusted third party. People can create an established trusted party 
among themselves. Later in the chapter, we will see that a trusted party can solve many 
other problems concerning security services and key exchange. Figure 16.15 shows how a 
trusted party can prevent Alice from denying that she sent the message. 

Figure 16.15  Using a trusted center for nonrepudiation
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Alice creates a signature from her message (SA) and sends the message, her identity, 
Bob’s identity, and the signature to the center. The center, after checking that Alice’s 
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public key is valid, verifies through Alice’s public key that the message came from 
Alice. The center then saves a copy of the message with the sender identity, recipient 
identity, and a timestamp in its archive. The center uses its private key to create another 
signature (ST) from the message. The center then sends the message, the new signature, 
Alice’s identity, and Bob’s identity to Bob. Bob verifies the message using the public 
key of the trusted center.

If in the future Alice denies that she sent the message, the center can show a copy of 
the saved message. If Bob’s message is a duplicate of the message saved at the center, Alice 
will lose the dispute. To make everything confidential, a level of encryption/decryption 
can be added to the scheme, as discussed in the next section.

Confidentiality

A digital signature does not provide confidential communication. If confidentiality is 
required, the message and the signature must be encrypted using either a symmetric-key 
or an asymmetric-key cipher. 

Alice, the signer, first uses an agreed-upon hash function to create a digest from the 
message, D 5 h(M). She then signs the digest, S 5 Dd mod n. The message and the signa-
ture are sent to Bob. Bob, the verifier, receives the message and the signature. He first 
uses Alice’s public exponent to retrieve the digest, D′ 5 Se mod n. He then applies the 
hash algorithm to the message received to obtain D 5 h(M). Bob now compares the two 
digests, D and D′. If they are equal (in modulo arithmetic), he accepts the message.

16.3.4  Entity authentication
Entity authentication is a technique designed to let one party verify the identity of another 
party. An entity can be a person, a process, a client, or a server. The entity whose identity 
needs to be proven is called the claimant; the party that tries to verify the identity of the 
claimant is called the verifier. 

Entity versus message authentication
There are two differences between entity authentication and message authentication 
(data-origin authentication). 
1.	 Message authentication (or data-origin authentication) might not happen in real time; 

entity authentication does. In the former, Alice sends a message to Bob. When Bob 
authenticates the message, Alice may or may not be present in the communication 
process. On the other hand, when Alice requests entity authentication, there is no real 
message communication involved until Alice is authenticated by Bob. Alice needs to 
be online and to take part in the process. Only after she is authenticated can messag-
es be communicated between Alice and Bob. Data-origin authentication is required 
when an email is sent from Alice to Bob. Entity authentication is required when Alice 
gets cash from an automatic teller machine.

2.	 Message authentication simply authenticates one message; the process needs to be 
repeated for each new message. Entity authentication authenticates the claimant for 
the entire duration of a session.
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Verification categories
In entity authentication, the claimant must identify him- or herself to the verifier. This can 
be done with one of three kinds of witnesses: something known, something possessed, or 
something inherent. 

❑❑ Something known. This is a secret known only by the claimant that can be checked by 
the verifier. Examples are a password, a PIN, a secret key, and a private key.

❑❑ Something possessed. This is something that can prove the claimant’s identity. Exam-
ples are a passport, a driver’s license, an identification card, a credit card, and a smart 
card.

❑❑ Something inherent. This is an inherent characteristic of the claimant. Examples are 
conventional signatures, fingerprints, voice, facial characteristics, retinal pattern, and 
handwriting. 

In this section, we only discuss the first type of witness, something known, which is normally 
used for remote (online) entity authentication. The other two categories are normally 
used when the claimant is personally present. 

Passwords
The simplest and oldest method of entity authentication is the use of a password, which 
is something that the claimant knows. A password is used when a user needs to access a 
system’s resources (login). Each user has a user identification that is public, and a pass-
word that is private. Passwords, however, are very prone to attack. A password can be 
stolen, intercepted, guessed, and so on. 

Challenge–response
In password authentication, the claimant proves her identity by demonstrating that she 
knows a secret, the password. However, because the claimant sends this secret, it is sus-
ceptible to interception by the adversary. In challenge–response authentication, the 
claimant proves that she knows a secret without sending it. In other words, the claimant 
does not send the secret to the verifier; the verifier either has it or finds it. 

In challenge–response authentication, the claimant proves  
that she knows a secret without sending it to the verifier.

The challenge is a time-varying value such as a random number or a timestamp that is sent 
by the verifier. The claimant applies a function to the challenge and sends the result, called 
a response, to the verifier. The response shows that the claimant knows the secret. 

Using a symmetric-key cipher

Several approaches to challenge–response authentication use symmetric-key encryption. 
The secret here is the shared secret key, known by both the claimant and the verifier. The 
function is the encrypting algorithm applied on the challenge. Although there are several 
approaches to this method, we just show the simplest one to give an idea. Figure 16.16 
shows this first approach. 
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Figure 16.16  Unidirectional, symmetric-key authentication
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The first message is not part of challenge–response, it only informs the verifier that the 
claimant wants to be challenged. The second message is the challenge. RB is the nonce 
(abbreviation for number once) randomly chosen by the verifier (Bob) to challenge the 
claimant. The claimant encrypts the nonce using the shared secret key known only to 
the claimant and the verifier and sends the result to the verifier. The verifier decrypts 
the message. If the nonce obtained from decryption is the same as the one sent by the 
verifier, Alice is granted access. 

Note that in this process, the claimant and the verifier need to keep the symmetric 
key used in the process secret. The verifier must also keep the value of the nonce for 
claimant identification until the response is returned. 

Using an asymmetric-key cipher

Figure 16.17 shows this approach. Instead of a symmetric-key cipher, we can use an 
asymmetric-key cipher for entity authentication. Here the secret must be the private key 
of the claimant. The claimant must show that she owns the private key related to the 
public key that is available to everyone. This means that the verifier must encrypt the 
challenge using the public key of the claimant; the claimant then decrypts the message 
using her private key. The response to the challenge is the decrypted message. 

Figure 16.17  Unidirectional, asymmetric-key authentication
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Using digital signatures

Entity authentication can also be achieved using a digital signature. When a digital 
signature is used for entity authentication, the claimant uses her private key for signing.   
In the first approach, shown in Figure 16.18, Bob uses a plaintext challenge and Alice signs 
the response. 

Figure 16.18  Digital signature, unidirectional authentication
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16.3.5  Key management
We discussed symmetric-key and asymmetric-key cryptography in the previous sections. 
However, we have not yet discussed how secret keys in symmetric-key cryptography, and 
public keys in asymmetric-key cryptography, are distributed and maintained. This section 
touches on these two issues. 

Symmetric-key distribution
Symmetric-key cryptography is more efficient than asymmetric-key cryptography for 
enciphering large messages. Symmetric-key cryptography, however, needs a shared secret 
key between two parties. 

If Alice needs to exchange confidential messages with N people, she needs N different 
keys. What if N people need to communicate with each other? A total of N(N - 1) keys 
is needed if we require that two people use two keys for bidirectional communication; 
only N(N - 1)/2 keys are needed if we allow a key to be used for both directions. This 
means that if one million people need to communicate with each other, each person has 
almost one million different keys; in total, half a trillion keys are needed. This is normally 
referred to as the N2 problem because the number of required keys for N entities is close 
to N2. 

The number of keys is not the only problem; the distribution of keys is another. If 
Alice and Bob want to communicate, they need a way to exchange a secret key; if Alice 
wants to communicate with one million people, how can she exchange one million keys 
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with one million people? Using the Internet is definitely not a secure method. It is obvious 
that we need an efficient way to maintain and distribute secret keys.

Key distribution center: KDC

A practical solution is the use of a trusted third party, referred to as a key-distribution 
center (KDC) . To reduce the number of keys, each person establishes a shared secret key 
with the KDC. A secret key is established between the KDC and each member. Now the 
question is how Alice can send a confidential message to Bob. The process is as follows:

1.	 Alice sends a request to the KDC stating that she needs a session (temporary) secret 
key between herself and Bob.

2.	 The KDC informs Bob about Alice’s request.

3.	 If Bob agrees, a session key is created between the two.

The secret key between Alice and Bob that is established with the KDC is used to authen-
ticate Alice and Bob to the KDC and to prevent Eve from impersonating either of them. 

Multiple KDCs

When the number of people using a KDC increases, the system becomes unmanage-
able and a bottleneck can result. To solve the problem, we need to have multiple KDCs. 
We can divide the world into domains. Each domain can have one or more KDCs (for 
redundancy in case of failure). Now if Alice wants to send a confidential message to 
Bob, who belongs to another domain, Alice contacts her KDC, which in turn contacts 
the KDC in Bob’s domain. The two KDCs can create a secret key between Alice and 
Bob. There can be local KDCs, national KDCs, and international KDCs. When Alice 
needs to communicate with Bob, who lives in another country, she sends her request to 
a local KDC; the local KDC relays the request to the national KDC; the national KDC 
relays the request to an international KDC. The request is then relayed all the way 
down to the local KDC where Bob lives. Figure 16.19 shows a configuration of 
hierarchical multiple KDCs. 

Figure 16.19  Multiple KDCs
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Session keys

A KDC creates a secret key for each member. This secret key can be used only between 
the member and the KDC, not between two members. If Alice needs to communicate 
secretly with Bob, she needs a secret key between herself and Bob. A KDC can create a 
session key between Alice and Bob, using their keys with the center. The keys of Alice and 
Bob are used to authenticate Alice and Bob to the center and to each other before the 
session key is established. After communication is terminated, the session key is no longer 
useful.   

A session symmetric key between two parties is used only once.

Several different approaches have been proposed to create the session key using ideas 
discussed in the previous sections. We show the simplest approach in Figure 16.20. 
Although this approach is very rudimentary, it helps to understand more sophisticated 
approaches in the literature. 

Figure 16.20  Creating a session key using KDC
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1.	 Alice sends a plaintext message to the KDC to obtain a symmetric session key be-
tween Bob and herself. The message contains her registered identity (the word Alice 
in the figure) and the identity of Bob (the word Bob in the figure). This message is not 
encrypted, it is public. The KDC does not care. 

2.	 The KDC receives the message and creates what is called a ticket. The ticket is 
encrypted using Bob’s key (KB). The ticket contains the identities of Alice and Bob 
and the session key. The ticket with a copy of the session key is sent to Alice. Alice 
receives the message, decrypts it, and extracts the session key. She cannot decrypt 
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Bob’s ticket; the ticket is for Bob, not for Alice. Note that this message contains a 
double encryption—the ticket is encrypted, and the entire message is also encrypt-
ed. In the second message, Alice is actually authenticated to the KDC, because only 
Alice can open the whole message using her secret key with KDC.

3.	 Alice sends the ticket to Bob. Bob opens the ticket and knows that Alice needs to send 
messages to him using the session key. Note that in this message, Bob is authenticated 
to the KDC because only Bob can open the ticket. Because Bob is authenticated to 
the KDC, he is also authenticated to Alice, who trusts the KDC. In the same way, 
Alice is also authenticated to Bob, because Bob trusts the KDC and the KDC has sent 
Bob the ticket that includes the identity of Alice. 

Public-key distribution
In asymmetric-key cryptography, people do not need to know a symmetric shared key. If 
Alice wants to send a message to Bob, she only needs to know Bob’s public key, which is 
open to the public and available to everyone. If Bob needs to send a message to Alice, he 
only needs to know Alice’s public key, which is also known to everyone. In public-key 
cryptography, everyone shields a private key and advertises a public key. 

In public-key cryptography, everyone has access to everyone’s public key;  
public keys are available to the public.

Public keys, like secret keys, need to be distributed to be useful. Let us briefly discuss the 
way public keys can be distributed.

Public announcement

The naive approach is to announce public keys publicly. Bob can put his public key on 
his website or announce it in a local or national newspaper. When Alice needs to send 
a confidential message to Bob, she can obtain Bob’s public key from his site or from the 
newspaper, or even send a message to ask for it. This approach, however, is not secure; 
it is subject to forgery. For example, Eve could make such a public announcement. 
Before Bob can react, damage could be done. Eve can fool Alice into sending her a 
message that is intended for Bob. Eve could also sign a document with a corresponding 
forged private key and make everyone believe it was signed by Bob. The approach is 
also vulnerable if Alice directly requests Bob’s public key. Eve can intercept Bob’s 
response and substitute her own forged public key for Bob’s public key. 

Certification authority 

The common approach to distributing public keys is to create public-key certificates. Bob 
wants two things; he wants people to know his public key, and he wants no one to accept 
a forged public key as his. Bob can go to a certification authority (CA), a federal or state 
organization that binds a public key to an entity and issues a certificate. Figure 16.21 
shows the concept. 
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Figure 16.21  Certification authority
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The CA itself has a well-known public key that cannot be forged. The CA checks Bob’s 
identification (using a photo ID along with other proof). It then asks for Bob’s public key 
and writes it on the certificate. To prevent the certificate itself from being forged, the CA 
signs the certificate with its private key. Now Bob can upload the signed certificate. Any-
one who wants Bob’s public key downloads the signed certificate and uses the authority’s 
public key to extract Bob’s public key. 

X.509

Although the use of a CA has solved the problem of public-key fraud, it has created a 
side effect. Each certificate may have a different format. If Alice wants to use a program 
to automatically download different certificates and digests belonging to different 
people, the program may not be able to do this. One certificate may have the public 
key in one format and another certificate may have it in a different format. The public 
key may be on the first line in one certificate and on the third line in another. Anything 
that needs to be used universally must have a universal format. To remove this side 
effect, the ITU has designed X.509, a recommendation that has been accepted by the 
Internet with some changes. X.509 is a way to describe the certificate in a structured 
way. It uses a well-known protocol called ASN.1 that defines fields familiar to computer 
programmers. 

16.4  FIREWALLS
All previous security measures cannot prevent Eve from sending a harmful message to a 
system. To control access to a system we need firewalls. A firewall is a device (usually a 
router or a computer) installed between the internal network of an organization and the 
rest of the Internet. It is designed to forward some packets and filter (not forward) others. 
Figure 16.22 shows a firewall. 
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Figure 16.22  Firewall
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For example, a firewall may filter all incoming packets destined for a specific host or a 
specific server such as HTTP. A firewall can be used to deny access to a specific host or a 
specific service in the organization. A firewall is usually classified as a packet-filter firewall 
or a proxy-based firewall.

16.4.1  Packet-filter firewall
A firewall can be used as a packet filter. It can forward or block packets based on the infor-
mation in the network-layer and transport-layer headers: source and destination 
IP addresses, source and destination port addresses, and type of protocol (TCP or UDP). 
A packet-filter firewall is a router that uses a filtering table to decide which packets must 
be discarded (not forwarded). Figure 16.23 shows an example of a filtering table for this 
kind of a firewall. 

Figure 16.23  Packet-filter firewall
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According to the figure, the following packets are filtered:

1.	 Incoming packets from network 131.34.0.0 are blocked (security precaution). Note 
that the * (asterisk) means ‘any’.

2.	 Incoming packets destined for any internal TELNET server (port 23) are blocked.

3.	 Incoming packets destined for internal host 194.78.20.8. are blocked. The organiza-
tion wants this host for internal use only. 

4.	 Outgoing packets destined for an HTTP server (port 80) are blocked. The organiza-
tion does not want employees to browse the Internet. 

16.4.2  Proxy firewall
The packet-filter firewall is based on the information available in the network-layer and 
transport-layer headers (IP and TCP/UDP). However, sometimes we need to filter a mes-
sage based on the information available in the message itself (at the application layer). As 
an example, assume that an organization wants to implement the following policies 
regarding its web pages: only those Internet users who have previously established busi-
ness relations with the company can have access; access to other users must be blocked. 
In this case, a packet-filter firewall is not feasible because it cannot distinguish between 
different packets arriving at TCP port 80 (HTTP). Testing must be done at the application 
level (using URLs).

One solution is to install a proxy computer (sometimes called an application gate-
way), which stands between the customer computer and the corporation computer. When 
the user client process sends a message, the application gateway runs a server process to 
receive the request. The server opens the packet at the application level and finds out if 
the request is legitimate. If it is, the server acts as a client process and sends the message 
to the real server in the corporation. If it is not, the message is dropped and an error mes-
sage is sent to the external user. In this way, the requests of the external users are filtered 
based on the contents at the application layer. Figure 16.24 shows an application gateway 
implementation for HTTP. 

Figure 16.24  Proxy firewall
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16.5  END-CHAPTER MATERIALS
16.5.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Bishop, M. Computer Security, Reading, MA: Addison-Wesley, 2002

❑❑ Forouzan, B. Cryptography and Network Security, New York: McGraw-Hill, 2007

❑❑ Kaufman, C., Perlman, R. and Speciner, M. Network Security, Upper Saddle River, NJ: 
Prentice-Hall, 2002

❑❑ Stallings, W. Cryptography and Network Security, Upper Saddle River, NJ:  
Prentice- Hall, 2006
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16.5.3  Summary

❑❑ We mentioned three goals of security: confidentiality, integrity, and availability. We 
have divided attacks on security into three categories: attacks threatening confiden-
tiality, attacks threatening integrity, and attacks threatening availability. To achieve 
security goals and prevent the corresponding attacks, the ITU (International Telecom-
munication Union) has defined several services: data confidentiality, data integrity, 
authentication, nonrepudiation, and access control. Two techniques are used to provide 
these services: cryptography and steganography. 

❑❑ Symmetric-key cryptography uses a single key for encryption and decryption. Alice and 
Bob first agree upon a shared secret, which forms their secret key. To send a message 
to Bob, Alice encrypts her message using the secret key: to send a message to Alice, 
Bob encrypts his message using the same secret key. Traditional symmetric-key ciphers 
were character-oriented and used two techniques for hiding information from an  
intruder: substitution and transposition.

❑❑ Modern symmetric-key ciphers are bit-oriented and use very complex algorithms to 
encrypt and decrypt blocks of bits. Asymmetric-key cryptography uses two distinctive 
keys: a private key and a public key. Bob first creates a pair of keys. He keeps the 
private key and announces the public key. If anyone needs to send a message to Bob, 
they encrypt the message with Bob’s public key. To read the message, Bob decrypts 
the message with his private key. 

❑❑ Integrity means protecting a message from being modified. To preserve the integrity of 
a message, the message is passed through an algorithm called a cryptographic hash func-
tion. The function creates a compressed image of the message called a message digest. 
To provide message authentication, a message authentication code (MAC) is needed. 
A MAC includes a secret shared by the sender and the recipient.  A digital signature 
is the process of signing a document electronically. It provides message integrity, mes-
sage authentication, and nonrepudiation.  Entity authentication is a technique designed  
to let one party prove the identity of another party. Entity authentication uses three 
verification categories: something known, something possessed and something inherent. 
We mentioned four authentication techniques: password-based, challenge-response, 
zero-knowledge, and biometrics. 

integrity 412 symmetric-key encryption 436

key 416 ticket 440

key-distribution center (KDC) 439 traffic analysis 413

masquerading 414 transposition cipher 419

message authentication code (MAC) 430 verifying algorithm 432

message digest (MD) 429 X.509 442

monoalphabetic cipher 417
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❑❑ For symmetric-key or asymmetric-key cryptography, the two parties need to exchange 
keys. Key management methods allow us to do this without the need for face-to-face 
key exchange. In symmetric-key cryptography, a practical solution is the use of a key-
distribution center (KDC). In asymmetric-key cryptography, a practical solution is the 
use of certificates issued by a certification authority (CA).  

16.6  PRACTICE SET
16.6.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set. 

16.6.2  Questions
Q16-1.	 Which of the following attacks is a threat to confidentiality?

a.	 snooping
b.	 masquerading
c.	 repudiation

Q16-2.	 Which of the following attacks is a threat to integrity?
a.	 modification
b.	 replaying
c.	 denial of service

Q16-3.	 Which of the following attacks is a threat to availability?
a.	 repudiation
b.	 denial of service

c.	 modification
Q16-4.	 Which of the following words mean ‘secret writing’? Which one means ‘cov-

ered writing’?
a.	 cryptography	

b.	 steganography
Q16-5.	 When a sealed letter is sent from Alice to Bob, is this an example of using cryp-

tography or steganography for confidentiality?
Q16-6.	 When a letter is sent from Bob to Alice in a language that only the two can 

understand, is this an example of cryptography or steganography?
Q16-7.	 Alice has found a way to write secretly to Bob. Each time, she takes a new text, 

such as an article from the newspaper, but inserts one or two spaces between 
the words. A single space means a binary digit 0; a double space means a binary 
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digit 1. Bob extracts the binary digits and interprets them using ASCII code. Is 
this an example of cryptography or steganography? Explain.

Q16-8.	 Alice and Bob exchange confidential messages. They share a very large number 
as the encryption and decryption key in both directions. Is this an example of 
symmetric-key or asymmetric-key cryptography? Explain. 

Q16-9.	 Alice uses the same key when she encrypts a message to be sent to Bob and 
when she decrypts a message received from Bob. Is this an example of symmet-
ric-key or asymmetric-key cryptography? Explain.

Q16-10.	 Distinguish between a substitution cipher and a transposition cipher. 
Q16-11.	 In a cipher, all the As in the plaintext have been changed to Ds in the 

ciphertext and all the Ds in the plaintext have been changed to Hs in the 
ciphertext. Is this a monoalphabetic or polyalphabetic substitution cipher? 
Explain.

Q16-12.	 Which cipher can be broken more easily, monoalphabetic or polyalphabetic?
Q16-13.	 Assume Alice and Bob use an additive cipher in modulo 26 arithmetic. If Eve, 

the intruder, wants to break the code by trying all possible keys (brute-force 
attack), how many keys should she try on average?

Q16-14.	 Assume we have a plaintext of 1000 characters. How many keys do we need to 
encrypt or decrypt the message in each of the following ciphers?
a.	 additive
b.	 monoalphabetic
c.	 autokey

Q16-15.	 According to the definitions of stream and block ciphers, find which of the fol-
lowing ciphers is a stream cipher.
a.	 additive
b.	 monoalphabetic
c.	 autokey

Q16-16.	 If the one-time pad cipher (Figure 16.7 in the text) is the simplest and most 
secure cipher, why is it not used all of the time?

Q16-17.	Why do you think asymmetric-key cryptography is used only with small messages? 
Q16-18.	 In an asymmetric public key cipher, which key is used for encryption? Which 

key is used for decryption? 
a.	 public key
b.	 private key

Q16-19.	 In RSA, why can’t Bob choose 1 as the public key e?
Q16-20.	 What is the role of the secret key added to the hash function in Figure 16.12 in 

the text (MAC)? Explain. 
Q16-21.	 Distinguish between message authentication and entity authentication. 
Q16-22.	 Alice signs the message she sends to Bob to prove that she is the sender of the 

message. Which of the following keys does Alice need to use? 
a.	 Alice’s public key
b.	 Alice’s private key
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Q16-23.	 Alice needs to send a message to a group of 50 people. If Alice needs to use 
message authentication, which of the following schemes do you recommend? 
a.	 MAC
b.	 digital signature

Q16-24.	 Which of the following services are not provided by digital signature? 
a.	 message authentication
b.	 confidentiality
c.	 nonrepudiation

16.6.3  Problems
P16-1.	 Define the type of attack in each of the following cases:

a.	 A student breaks into a professor’s office to obtain a copy of the next test. 
b.	 A student gives a check for $10 to buy a used book. Later the student finds out 

that the check was cashed for $100.
c.	 A student sends hundreds of emails per day to the school using a phony return 

email address.
P16-2.	 Use the additive cipher with k 5 10 to encrypt the plaintext ‘book’. Then decrypt 

the message to get the original plaintext. 
P16-3.	 Encrypt the message ‘this is an exercise’ using additive cipher with key = 20. 

Ignore the space between words. Decrypt the message to get the original 
plaintext. 

P16-4.	 Atbash was a popular cipher among Biblical writers. In Atbash, ‘A’ is encrypted 
as ‘Z’, ‘B’ is encrypted as ‘Y’, and so on. Similarly, ‘Z’ is encrypted as ‘A’, ‘Y’ is 
encrypted as ‘B’, and so on. Suppose that the alphabet is divided into halves and 
the letters in the first half are encrypted as the letters in the second and vice versa. 
Find the type of cipher and key. Encipher the plaintext ‘an exercise’ using the 
Atbash cipher. 

P16-5.	 A substitution cipher does not have to be a character-to-character transformation. In 
a Polybius cipher, each letter in the plaintext is encrypted as two integers. The key is a 
5 × 5 matrix of characters. The plaintext is the character in the matrix, the ciphertext 
is the two integers (each between 1 and 5) representing row and column numbers. 
Encipher the message ‘An exercise’ using the Polybius cipher with the following key:

1 2 3 4 5
1 z q p f e
2 y r o g d
3 x s n h c
4 w t m i / j b
5 v u l k a

P16-6.	 Alice can use only the additive cipher on her computer to send a message to a 
friend. She thinks that the message is more secure if she encrypts the message two 
times, each time with a different key. Is she right? Defend your answer.
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P16-7.	 One of the attacks an intruder can apply to a simple cipher like an additive cipher 
is called the ciphertext attack. In this type of attack, the intruder intercepts the 
cipher and tries to find the key and eventually the plaintext. One of the meth-
ods used in a ciphertext attack is called the brute-force approach, in which the 
intruder tries several keys and decrypts the message until the message makes 
sense. Assume the intruder has intercepted the ciphertext ‘UVACLYZLJBYL’. 
Try to decrypt the message by using keys from 1 until a plaintext appears that 
makes sense. 

P16-8.	 In a transposition cipher the encryption and decryption keys are often repre-
sented as two one-dimension tables (arrays) and the cipher is represented as a 
piece of software (a program). 
a.	 Show the array for the encryption key in Figure 16.5 in the text. Hint: the val-

ue of each element can show the input-column number; the index can show 
the output-column number. 

b.	 Show the array for the decryption key in Figure 16.5 in the text. 
c.	 Explain, given the encryption key, how we can find the decryption key. 

P16-9.	 Assume Bob, using the RSA cryptosystem, selects p 5 11, q 5 13, and d 5 7. 
Which of the following can be the value of public key e? 
a.	 11
b.	 103

c.	 19
P16-10.	 � In RSA, given p = 107, q = 113, e = 13, and d = 3653, encrypt the message 

‘THIS IS TOUGH’ using 00 to 26 (A: 00 and space: 26) as the encoding scheme. 
Decrypt the ciphertext to find the original message. 

P16-11.	  Explain why private–public keys cannot be used in creating a MAC. 



In Chapters 1 through 16, we considered a computer as a problem-solving machine. In 
this chapter, we answer some questions such as: which problems can be solved by a 
computer? Is one language superior to another? Before running a program, can it be deter-
mined whether the program will halt (terminate) or run forever? How long does it take 
to solve a problem using a particular language? To answer these questions, we turn to a 
discipline called the theory of computation.

Objectives
After studying this chapter, the student should be able to:

❑❑ Describe a programming language we call Simple Language and define its basic 
statements.

❑❑ Write macros in Simple Language using the combination of simple statements. 

❑❑ Describe the components of a Turing machine as a computation model.

❑❑ Show how simple statements in Simple Language can be simulated using a Turing 
machine. 

❑❑ Understand the Church–Turing thesis and its implication.

❑❑ Define the Gödel number and its application. 

❑❑ Understand the concept of the halting problem and how it can be proved that this 
problem is unsolvable.

❑❑ Distinguish between solvable and unsolvable problems.

❑❑ Distinguish between polynomial and nonpolynomial solvable problems. 

CHAPTER	 17
Theory of Computation
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17.1  SIMPLE LANGUAGE
We can define a computer language with only three statements: the increment statement, 
the decrement statement, and the loop statement (Figure 17.1). In this language, the only 
data type we use is nonnegative integers. There is no need for any other data type, because 
the goal of the chapter is merely to demonstrate some ideas in computation theory. The 
language uses only a few symbols such as ‘{’ and ‘}’.

Figure 17.1  Statements in Simple Language

Statements in
Simple Language

Increment Decrement Loop

17.1.1  Increment statement
The increment statement adds 1 to a variable. The format is shown in Algorithm 17.1. 

Algorithm 17.1  The increment statement

incr (X)

17.1.2  Decrement statement
The decrement statement subtracts 1 from a variable. The format is shown in Algorithm 17.2. 

Algorithm 17.2  The decrement statement

decr (X)

17.1.3  Loop statement
The loop statement repeats an action (or a series of actions) while the value of the variable 
is not 0. The format is shown in Algorithm 17.3. 

Algorithm 17.3  The loop statement

while (X)

{

  decr (X)

  Body of the loop

}
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17.1.4  The power of the simple language
It can be shown that this simple programming language with only three statements is as 
powerful—although not necessarily as efficient—as any sophisticated language in use 
today, such as C. To do so, we show how we can simulate several statements found in some 
popular languages. 

Macros in Simple Language
We call each simulation a macro and use it in other simulations without the need to 
repeat code. A macro (short for macroinstruction) is an instruction in a high-level language 
that is equivalent to a specific set of one or more ordinary instructions in the same 
language.

First macro: X ← 0

Algorithm 17.4 shows how to use the statements in Simple Language to assign 0 to a 
variable X. It is sometimes called clearing a variable.  

Algorithm 17.4  Macro X ← 0

while (X)

{

  decr (X)

}

Second macro: X ← n

Algorithm 17.5 shows how to use the statements in Simple Language to assign a positive 
integer n to a variable X. First clear the variable X, then increment X n times. 

Algorithm 17.5  Macro X ← n

X ← 0

incr (X)

incr (X)

…

incr (X)

// The statement incr (X) is repeated n times.

Third macro: Y ← X

Algorithm 17.6 simulates the macro Y ← X in Simple Language. Note that we can use an 
extra line of code to restore the value of X. 
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Algorithm 17.6  Macro Y ← X

Y ← 0

while (X)

{

  decr (X)

  incr (Y)

}

Fourth macro: Y ← Y 1 X

Algorithm 17.7 simulates the macro Y ← Y 1 X in Simple Language. Again, we can use 
more code lines to restore the value of X to its original value. 

Algorithm 17.7  Macro Y ← Y + X

while (X)

{

  decr (X)

  incr (Y)

}

Fifth macro: Y ← Y × X

Algorithm 17.8 simulates the macro Y ← Y × X in Simple Language. We can use the 
addition macro because integer multiplication can be simulated by repeated addition. 
Note that we need to preserve the value of X in a temporary variable, because in each 
addition we need the original value of X to be added to Y. 

Algorithm 17.8  Macro Y ← Y × X

TEMP ← Y

Y ← 0

while (X)

{

    decr (X)

    Y ← Y + TEMP

}
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Sixth macro: Y ← YX

Algorithm 17.9 simulates the macro Y ← YX in Simple Language. We do this using the 
multiplication macro because integer exponentiation can be simulated by repeated 
multiplication. 

Algorithm 17.9  Macro Y ← YX

TEMP ← Y

Y ← 1

while (X)

{

    decr (X)

    Y ← Y × TEMP

}

Seventh macro: if X then A

Algorithm 17.10 simulates the seventh macro in Simple Language. This macro simulates 
the decision-making (if) statement of modern languages. In this macro, the variable X has 
only one of the two values 0 or 1. If the value of X is not 0, A (an action or a series of 
actions) is executed in the loop. However, the loop is executed only once because, after 
the first iteration, the value of X becomes 0 and we come out of the loop. If the value of 
X is originally 0, the loop is skipped. 

Algorithm 17.10  Macro if X then A

while (X)

{

    decr (X)

    A

}

Other macros 

It is obvious that we need more macros to make Simple Language compatible with con-
temporary languages. Creating other macros is possible, although not trivial. 

Input and output 
In this simple language the statement read X can be simulated using (X ← n). We also 
simulate the output by assuming that the last variable used in a program holds what 
should be printed. Remember that this is not a practical language, it is merely designed to 
prove some theorems in computer science. 
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17.2  THE TURING MACHINE
The Turing machine was introduced in 1936 by Alan M. Turing to solve computable prob-
lems, and is the foundation of modern computers. In this section we introduce a very 
simplified version of the machine to show how it works. 

17.2.1  Turing machine components
A Turing machine is made of three components: a tape, a controller, and a read/write head 
(Figure 17.2).

Figure 17.2  The Turing machine

. . . . . .
Tape

Read / write head

Controller

Tape
Although modern computers use a random-access storage device with finite capacity, we 
assume that the Turing machine’s memory is infinite. The tape, at any one time, holds a 
sequence of characters from the set of characters accepted by the machine. For our pur-
pose, we assume that the machine can accept only two symbols: a blank (b) and digit 1. 
Figure 17.3 shows an example of data on a tape in this machine. 

Figure 17.3  The tape in the Turing machine

. . . . . .
Tape

1b b1 1 1 1 1 1

The left-hand blank defines the beginning of the nonnegative integers stored on the tape. 
The integer is represented by a string of 1s, and the right-hand blank defines the end of the 
integer. The rest of the tape contains blank characters. If more than one integer are stored 
on the tape, they are separated by at least one blank character.

We also assume that the tape processes only positive integer data represented in unary 
arithmetic. In this arithmetic, a positive integer is made up only of 1s. For example, the 
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integer 4 is represented as 1111 (four 1s) and the integer 7 is represented as 1111111 
(seven 1s). The absence of 1s represents 0. 

Read/write head
The read/write head at any moment points to one symbol on the tape. We call this symbol 
the current symbol. The read/write head reads and writes one symbol at a time from the 
tape. After reading and writing, it moves to the left or to the right. Reading, writing, and 
moving are all done under instructions from the controller.

Controller
The controller is the theoretical counterpart of the central processing unit (CPU) in mod-
ern computers. It is a finite state automaton, a machine that has a predetermined finite 
number of states and moves from one state to another based on the input. At any moment, 
it can be in one of these states. 

Figure 17.4 shows the transition state diagram for a simple controller as a finite state 
automaton. In this figure, the automaton has only three states (A, B, and C), although a 
controller normally has many states. The diagram shows the change of state as a function 
of the character read. The expression on each line, x/y/L, x/y/R, and x/y/N, shows that if 
the controller has read the symbol x, it writes the symbol y (overwrites x), and the read/
write head moves to the left (L), right (R), or does not move (N). Note that since the 
symbols on the tape can be only a blank or the digit 1, there should be two paths out of 
each state: one if the blank symbol is read and one if the digit 1 is read. The beginning of 
the line (called the transition line) shows the current state and the end of the line (arrow 
head) shows the next state. 

Figure 17.4  Transition state diagram for the Turing machine

b/1/R

1/b/N

x/y/R: if x is read, write y and move to the right
x/y/L: if x is read, write y and move to the left
x/y/N: if x is read, write y and no move

1/1/Lb/b/L

1/1/R
b/b/R

State A

State C

State B

We can create a transition table (Table 17.1) in which each row relates to one state. The 
table will have five columns: current state, the symbol that is read, the symbol to write, the 
direction of movement of the head, and the next symbol. Since the machine can only go 
through a finite number of states, we can create an instruction set like the one we create 
for the Simple Computer in Chapter 5. 

https://sanet.st/blogs/polatebooks/
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Table 17.1  Transition table

Current State Read Write Move New State

A b b R A

A 1 1 R B

B b 1 R B

B 1 b N C

C b b L A

C 1 1 L B

The instructions put together the value of five columns in each row. For this elementary 
machine, we have only six instructions:

1. (A, b, b, R, A) 3. (B, b, 1, R, B) 5. (C, b, b, L, A)

2. (A, 1, 1, R, B) 4. (B, 1, b, N, C) 6. (C, 1, 1, L, B)

For example, the first instruction says that if the machine is in state A and has read the 
symbol b, it overwrites the symbol with a new b, moves to the next symbol to the right, 
and the machine transitions to state A—that is, remains in the same state. 

Example 17.1

A Turing machine has only two states and the following four instructions: 

1. (A, b, b, L, A) 2. (A, 1, 1, R, B) 3. (B, b, b, L, A) 4. (B, 1, b, R, A)

If the machine starts with the configuration shown in Figure 17.5, what is the configura-
tion of the machine after executing one of the above instructions? Note that the machine 
can only execute one of the instructions, the one that matches the current state and the 
current symbol. 

Figure 17.5  Example 17.1

Controller

1b b1 1 1

A

Before After

Controller

1b b1 1 1

B
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Solution
The machine is in state A and the current symbol is 1, which means that only the sec-
ond instruction, (A, 1, 1, R, B) can be executed. The new configuration is also shown in  
Figure 17.5. Note that the state of the controller has been changed to B and the read/write 
head has moved one symbol to the right.

17.2.2  Simulating Simple Language
We can now write programs that implement the statements of Simple Language. Note 
that these statements can be written in many different ways: we have chosen the simplest 
or most convenient for our educational purpose, but they are not necessarily the best ones. 

Increment statement
Figure 17.6 shows the Turing machine for the incr (X) statement. The controller has four 
states, S1 through S4. State S1 is the starting state, state S2 is the moving-right state, state S3 
is the moving-left state, and state S4 is the halting state. If the machine reaches the halting 
state, it stops: there is no instruction that starts with this state. 

Figure 17.6 also shows the program for the incr (X) statement. It has only five 
instructions. The process starts from the blank symbol at the left of X (data to be incre-
mented), moves right over all 1s until it reaches the blank symbol at the right of X. It 
changes this blank to 1. It then moves left over all 1s until it reaches the blank at the left 
again. At this point it halts. Note that we have also written the program to move the read/
write head back to the blank symbol to the left of X, which is necessary if more operations 
are to be performed on X.   

Figure 17.6  The Turing machine for the incr (X) statement

Xb b

Program

(S1, b, b, R, S2)

(S2, 1, 1, R, S2)

(S2, b, 1, L, S3)

(S3, 1, 1, L, S3)

(S3, b, b, N, S4)
Controller

S1: Start

S4: Halt

Halt

S2: Move right

S3: Move left

b/b/R

1/1/R

1/1/L

b/b/N

b/1/L

S1 S2

S3S4

Example 17.2

Show how the Turing machine can increment X when X 5 2. 

Solution
Figure 17.7 shows the solution. The value of X (11 in the unary system) is stored between 
the two blank symbols. It takes seven steps for the machine to increment X and return 
the read/write head to its original position. Steps 1 to 4 move the read/write head to the 
end of X. Steps 5 to 7 change the blank at the end and move the read/write head back to 
where it was before.



Theory of Computation460

Figure 17.7  Example 17.2

b b bb b 1 1
X = 2

(S1, b, b, R, S2)

b b bb b 1 1
X = 2

(S2, 1, 1, R, S2)

b b bb b 1 1
X = 2

(S2, 1, 1, R, S2)

b b bb b 1 1
X = 2

(S2, b, 1, L, S3)

(S3, 1, 1, L, S3)

b bb b 1 1 1
X = 3

(S3, 1, 1, L, S3)

b bb b 1 1 1
X = 3

(S3, b, b, N, S4)

b bb b 1 1 1
X = 3

2 3 4

5 6 7

1

Halt

Decrement statement
We implement the decr (X) statement using the minimum number of instructions. The 
reason is that we need to use this statement in the next statement, the while loop, which 
will also be used to implement all macros. Figure 17.8 shows the Turing machine for this 
statement. The controller has three states, S1, S2, and S3. Statement S1 is the starting state. 
State S2 is the checking statement, which checks to see if the current symbol is 1 or b. If 
it is b, the statement goes to the halting state: if the next symbol is 1, the second statement 
changes it to b and goes to the halting state. Figure 17.8 also shows the program for this 
statement.  

Figure 17.8  The Turing machine for the decr (X) statement

Xb b

Program

(S1, b, b, R, S2)

(S2, b, b, N, S3)

(S2, 1, b, N, S3)

1/b/N

Controller
S1: Start

S3: Halt

Halt

S2: Check
b/b/R

b/b/N

S1

S2 S3

Example 17.3	

Show how the Turing machine can decrement X when X 5 2. 

Solution
Figure 17.9 shows the situation. The machine starts at the blank to the left of the data and 
changes the next symbol to blank if it is 1. The read/write head stops over the blank char-
acter to the left of the resulting data. This is the same arrangement as with the increment 
statement. Note that we could have moved the read/write head to the end of the data and 
deleted the last 1 instead of the first one, but that program would be much longer than our 
version. Since we need this statement in every loop statement, we have used the shorter 
version to save the number of instructions. We use the short version of this statement in 
the while loop statement that we develop next.  
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Figure 17.9  Example 17.3

b b bb b 1 1
X = 2

(S1, b, b, R, S2)

b b bb b 1 1
X = 2

(S2, 1, b, N, S3)

b b bb b b 1
X = 1

2 31

Halt

Loop statement
To simulate the loop, we assume that X and the data to be processed by the body of the 
loop are stored on the tape separated by a single blank symbol. Figure 17.10 shows the 
table, the program, and the state transition diagram for a general loop statement.  

The three states S1, S2, and S3 control the loops by determining X and exiting the loop 
if X 5 0. Compare these three statements to the three statements used in the decrement 
statement in Figure 17.8. The state MR moves the read/write head over the blank symbol 
that defines the start of the data at the beginning of processing data in each iteration, the 
state ML moves the read/write head over the blank symbol defining the start of the X at 
the end of processing in each iteration. The state BS (body start) defines the beginning state 
of the body of the loop, while the state BH (body halt) defines the halting state for the 
body of the loop. The body of the loop may have several states between these two states. 

Figure 17.10 also shows the repetitive nature of the statement. The state diagram 
itself is a loop that is repeated as long as the value of X is not zero. When the value of X 
becomes 0, the loop stops and state S3, the halting state, is reached.

Figure 17.10  The Turing machine for the while loop statement

Controller

S1: Start

Halt

Xb b Data b

Program

(S1, b, b, R, S2)

(S2, b, b, N, S3)

(S2, 1, b, R, MR)

(MR, 1, 1, R, MR)

(MR, b, b, N, BS)
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(BH, b, b, L, ML)
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b/b/N
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b/b/Nb/b/L
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S3: Halt
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MR: Move right
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1/1/R1/1/L
MRML

S3
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Example 17.4

Let us show a very simple example. Suppose we want to simulate the fourth macro, 
Y← Y 1 X (page 4). As we discussed before, this macro can be simulated using the 
while statement in Simple Language:

while (X)

{ 

  decr (X)

  incr (Y)

}

To make the procedure shorter, we assume that X 5 2 and Y 5 3, so the result is Y 5 5. 
Figure 17.11 shows the state of the tape before and after applying the macro. Note that in 
this program we erase the value of X to make the process shorter, but the original value 
of X can be preserved if we allow other symbols on the tape.

Figure 17.11  Configuration of the tapes for Example 17.4

X

Before

After

Y

b 1 1 b 1 1 1 b b b

b b b b 1 1 1 1 1 b

Y

Since X 5 2, the program goes through two iterations. At the end of the first iteration, the 
value of X 5 1 and the value of Y 5 4. At the end of the second iteration, the value of  
X 5 0 and the value of Y 5 5.  

17.2.3  The Church–Turing thesis
We have shown that a Turing machine can simulate the three basic statements in Simple 
Language. This means that the Turing machine can also simulate all the macros we defined 
for Simple Language. Can the Turing machine therefore solve any problem that can be 
solved by a computer? The answer to this question can be found in the Church–Turing 
thesis. 

The Church–Turing Thesis 
If an algorithm exists to do a symbol manipulation task,  

then a Turing machine exists to do that task. 

Based on this claim, any symbol-manipulation task that can be done by writing an algo-
rithm to do so can also be done by a Turing machine. Note that this is only a thesis, not a 
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theorem. A theorem can be proved mathematically, a thesis cannot. Although this thesis 
probably can never be proved, there are strong arguments in its favor. First, no algorithms 
have been found that cannot be simulated using a Turing machine. Second, it has been 
proven that all computing models that have been mathematically proved are equivalent 
to the Turing machine model. 

17.3  GÖDEL NUMBERS
In theoretical computer science, an unsigned number is assigned to every program that 
can be written in a specific language. This is usually referred to as the Gödel number, 
named after the Austrian mathematician Kurt Gödel. 

This assignment has many advantages. First, programs can be used as a single data 
item as input to other programs. Second, programs can be referred to by just their integer 
representations. Third, the numbering can be used to prove that some problems cannot be 
solved by a computer, by showing that the total number of problems in the world is much 
larger than the total number of programs that can ever be written. 

Different methods have been devised for numbering programs. We use a very simple 
transformation to number programs written in our Simple Language. Simple Language 
uses only fifteen symbols (Table 17.2).

Table 17.2  Code for symbols used in Simple Language

Symbol Hex code Symbol Hex code

1 1 9 9

2 2 incr A

3 3 decr B

4 4 while C

5 5 { D

6 6 } E

7 7 X F

8 8

Note that in this language we use only X, X1, X2, …, X9 as variables. To encode these 
variables, we handle Xn as two symbols X and n (X3 is X and 3). If we have a macro with 
other variables, they need to be changed to Xn. 

17.3.1  Representing a program
Using the table, we can represent any program written in Simple Language by a unique 
positive integer by following these steps:

1.	 Replace each symbol with the corresponding hexadecimal code from the table.

2.	 Interpret the resulting hexadecimal number as an unsigned integer. 
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Example 17.5

What is the Gödel number for the program incr X? 

Solution
Replace each symbol by its hexadecimal code. 

incr X → (AF)16 → 175    

So this program can be represented by the number 175. 

17.3.2  Interpreting a number
To show that the numbering system is unique, use the following steps to interpret a Gödel 
number:

1.	 Convert the number to hexadecimal.

2.	 Interpret each hexadecimal digit as a symbol using Table 17.2 (ignore a 0). 

Note that while any program written in Simple Language can be represented by a num-
ber, not every number can be interpreted as a valid program. After conversion, if the 
symbols do not follow the syntax of the language, the number is not a valid program.  

Example 17.6
Interpret 3058 as a program.

Solution
Change the number to hexadecimal and replace each digit with the corresponding symbol: 

3058 → (BF2)16 → decr X 2 → decr (X2)    

This means that the equivalent code in Simple Language is decr (X2). Note that in Simple 
Language, each program includes input and output. This means that the combination of a 
program and its inputs defines the Gödel number.

17.4  THE HALTING PROBLEM
Almost every program written in a programming language involves some form of repeti-
tion—loops or recursive functions. A repetition construct may never terminate (halt): that 
is, a program can run forever if it has an infinite loop. For example, the following program 
in Simple Language never terminates:

X → 1

while (X)

{

}
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A classical programming question is: 

Can we write a program that tests whether or not any program,  
represented by its Gödel number, will terminate?

The existence of this program would save programmers a lot of time. Running a program 
without knowing if it halts or not is a tedious job. Unfortunately, it has now been proven 
that such a program cannot exist—much to the disappointment of programmers!

17.4.1  The halting problem is not solvable
Instead of saying that the testing program does not exist and can never exist, the computer 
scientist says ‘The halting problem is not solvable’. 

Proof
Let us give an informal proof about the nonexistence of this testing program. Our method, 
called proof by contradiction, is often used in mathematics: we assume that the program 
does exist, then show that its existence creates a contradiction—therefore, it cannot exist. 
We use three steps to show the proof in this approach.

Step 1

In this step, we assume that a program, called Test, exists. It can accept any program such 
as P, represented by its Gödel number, as input, and outputs either 1 or 0. If P terminates, 
the output of Test is 1: if P does not terminate, the output of Test is 0 (see Figure 17.12).

Figure 17.12  Step 1 in the proof

Test

Program P
(Gödel Number)

X

If P terminates, 
X is 1.

If P does not terminate,  
X is 0.

Step 2

In this step, we create another program called Strange that is made of two parts: a copy of 
Test at the beginning and an empty loop—a loop with an empty body—at the end. The 
loop uses X as the testing variable, which is actually the output of the Test program. This 
program also uses P as the input. We call this program Strange for the following reason: if 
P terminates, the first part of Strange, which is a copy of Test, outputs 1. This 1 is input to 
the loop. The loop does not terminate—it’s an infinite loop—and consequently Strange 
does not terminate. If P does not terminate, the first part of Strange, which is a copy of 
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Test, outputs 0. This 0 is input to the loop, so the loop does terminate—it’s now a finite 
loop, the loop never iterates—and consequently, Strange does terminate. In other words, 
we have these strange situations: 

If P terminates, Strange does not terminate.
If P does not terminate, Strange terminates. 

Figure 17.13 shows Step 2 of the proof.  

Figure 17.13  Step 2 in the proof

Test

Strange

Program P
(Gödel number)

X 
(1 or 0) while X

{

}

If P terminates, 
Strange does not.

 If P does not terminate, 
Strange does.

Step 3

Having written the program Strange, we test it with itself (its Gödel number) as input. 
This is legitimate because we did not put any restrictions on P. Figure 17.14 shows the 
situation. 

Figure 17.14  Step 3 in the proof

Program Strange
(Gödel number)

A contradiction

If Strange terminates, 
Strange does not.

 If Strange does not 
terminate, Strange does.

Test

Strange

X 
(1 or 0) while X

{

}

Contradiction 

If we assume that Test exists, we have the following contradictions:
Strange does not terminate if Strange terminates.
Strange terminates if Strange does not terminate. 

This proves that the Test program cannot exist and that we should stop looking for it, so…

The halting problem is unsolvable.
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The unsolvability of the halting program has proved that many other programs are also 
unsolvable, because if they are solvable, then the halting problem is solvable—which 
it is not. 

17.5  THE COMPLEXITY OF PROBLEMS
Now that we have shown that at least one problem is unsolvable by a computer, we’ll 
touch on this important issue a bit more. In computer science, we can say that, in general, 
problems can be divided into two categories: solvable problems and unsolvable problems. 
The solvable problems can themselves be divided into two categories: polynomial and 
nonpolynomial problems (Figure 17.15). 

Figure 17.15  Taxonomy of problems

Problems

Unsolvable Solvable

Polynomial Nonpolynomial

17.5.1  Unsolvable problems
There are an infinite number of problems that cannot be solved by a computer: one is the 
halting problem. One method to prove that a problem is not solvable is to show that if 
that problem is solvable, the halting problem is solvable too. In other words, prove that the 
solvability of a problem results in the solvability of the halting problem. 

17.5.2  Solvable problems
There are many problems that can be solved by a computer. However, we often want to 
know how long it takes for the computer to solve that problem. In other words, how com-
plex is the program?

The complexity of a program can be measured in several different ways, such as its 
run time, the memory it needs, and so on. One approach is the program’s run time—how 
long does the program take to run?

Complexity of solvable problems
One way to measure the complexity of a solvable problem is to find the number of oper-
ations executed by the computer when it runs the program. In this way, the complexity 
measure is independent of the speed of the computer that runs the program. This measure 
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of complexity can depend on the number of inputs. For example, if a program is process-
ing a list, such as sorting it, the complexity depends on the number of elements in the list. 

Big-O notation

With the speed of computers today, we are not as concerned with exact numbers as with 
general orders of magnitude. For example, if the analysis of two programs shows that one 
executes 15 operations (or a set of operations) while the other executes 25, they are both 
so fast that we can’t see the difference. On the other hand, if the numbers are 15 versus 
1500, we should be concerned.

This simplification of efficiency is known as big-O notation. We present the idea of 
this notation without delving into its formal definition and calculation. In big-O notation, 
the number of operations—or a set of related operations—is given as a function of the 
number of inputs. The notation O(n) means a program does n operations for n inputs, 
while the notation O(n2) means a program does n2 operations for n inputs.

Example 17.7

Imagine we have written three different programs to solve the same problem. The first 
one has a complexity of O(log10 n), the second O(n), and the third O(n2). Assuming 
1 million inputs, how long does it take to execute each of these programs on a computer 
that executes one instruction in one microsecond, that is, one million instructions per 
second?

Solution
The following shows the analysis:

1st program: n 5 1 000 000 O(log10 n) → 6 Time → 6 µs

2nd program: n 5 1 000 000 O(n) → 1 000 000 Time → 1 sec

3rd program: n 5 1 000 000 O(n2) → 1012	 Time → 277 h

Polynomial problems

If a program has a complexity of O(log n), O(n), O(n2), O(n3), O(n4), or O(nk), where k 
is a constant, it is called polynomial. With the speed of computers today, we can get solu-
tions to polynomial problems with a reasonable number of inputs, for example 1000 to 1 
million. 

Non polynomial problems

If a program has a complexity that is greater than a polynomial—for example, O(10n) 
or O(n!)—it can be solved if the number of inputs is very small, such as fewer than 
100. If the number of inputs is large, one could sit in front of the computer for months 
to see the result of a nonpolynomial problem. But who knows? At the rate at which the 
speed of computers is increasing, we may be able to get a result for this type of prob-
lem in less time. 
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17.6  END-CHAPTER MATERIALS
17.6.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Hennie, F. Introduction to Computability, Reading, MA: Addison-Wesley, 1977

❑❑ Hofstadter, D. Gödel, Escher, Bach: An Eternal Golden Braid, St. Paul, MN: Vintage, 
1980

❑❑ Hopcroft, J., Motwani, R. and Ullman, J. Introduction to Automata Theory, Languages, 
and Computation, Reading, MA: Addison-Wesley, 2006

❑❑ Kfoury, A., Moll, R. and Michael, A. A Programming Approach to Computability,  
New York: Springer, 1982

❑❑ Minsky, M. Computation: Finite and Infinite Machines, Engelwood Cliffs, NJ: 
Prentice-Hall, 1967

❑❑ Sipser, M. Introduction to the Theory of Computation, Boston, MA: Course Technology, 
2005

17.6.2  Key terms

big-O notation 468 loop statement 452

Church–Turing thesis 462 macro 453

controller 457 nonpolynomial problem 468

decrement statement 452 polynomial problem 468

finite state automaton 457 read/write head 457

Gödel number 463 solvable problem 467

halting problem 465 Turing machine 456

hexadecimal digit 464 unsolvable problem 467

increment statement 452

17.6.3  Summary

❑❑ We can define a computer language with only three statements: the increment state-
ment, the decrement statement, and the loop statement. The increment statement adds 
1 to a variable, the decrement statement subtracts 1 from a variable, and the loop 
statement repeats an action or a series of actions while the value of a variable is not 0.

❑❑ It can be shown that this simple programming language can simulate several state-
ments found in some popular languages. We call each simulation a macro and use it in 
other simulations without the need to repeat code. 
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❑❑ The Turing machine was designed to solve computable problems. It is the foundation 
of modern computers. A Turing machine is made of three components: a tape, a con-
troller, and a read/write head.

❑❑ Based on the Church–Turing thesis, if an algorithm to do a symbol manipulation task 
exists, then a Turing machine to do that task also exists.

❑❑ In theoretical computer science, an unsigned number is assigned to every program 
that can be written in a specific language. This is usually referred to as the Gödel 
number.

❑❑ A classical programming question is whether a program that can determine if another 
program halts can be constructed. Unfortunately, it has now been proved that this 
program cannot exist: the halting problem is not solvable.

❑❑ In computer science, problems can be divided into two categories: solvable problems 
and unsolvable problems. The solvable problems can themselves be divided into two 
categories: polynomial and non polynomial problems.

17.7  PRACTICE SET
17.7.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

17.7.2  Review questions
Q17-1.	 Name and describe the functions of the three basic statements that are the 

foundation of other statements in Simple Language.
Q17-2.	 Show how assigning the value of one variable to another uses the three basic 

statements.
Q17-3.	 What is the relationship between the Turing machine and our Simple 

Language?
Q17-4.	 What are the components of the Turing machine and what is the function of 

each component?
Q17-5.	 Describe one way to delimit the data on a Turing machine’s tape.
Q17-6.	 When a read/write head in a Turing machine finishes reading and writing a 

symbol, what are its next options?
Q17-7.	 How is a transition state diagram related to a Turing machine controller?
Q17-8.	 How is a transition state diagram related to a transition table? Do they have the 

same information? Which has more information?
Q17-9.	 What is a Gödel number? How do we use a Gödel number to prove that the 

halting problem is not solvable?
Q17-10.	 Compare and contrast the complexity of a polynomial solvable problem and a 

non polynomial solvable problem.
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17.7.3  Problems
P17-1.	 Rewrite Algorithm 17.6 (Y ← X) so that it preserves the value of X. 
P17-2.	 Rewrite Algorithm 17.7 so that it calculates Z ← Y 1 X while preserving the 

values of X and Y. 
P17-3.	 Rewrite Algorithm 17.8 so that it calculates Z ← Y × X while preserving the 

values of X and Y.   
P17-4.	 Rewrite Algorithm 17.9 so that it calculates Z ← YX while preserving the values 

of X and Y. 
P17-5.	 Simulate the following macro using the previously defined statements or macros 

in Simple Language: Y ← Y 2 X.
P17-6.	 Simulate the following macro using the previously defined statements or macros 

in the Language (X can be only 0 or 1):

if (X) then
{     
  A1

}    
else
{     
  A2

} 

P17-7.	 Given a Turing machine with a single instruction (A, 1, b, R, B) and the tape 
configuration: 

↓
… b 1 1 1 b  … 

show the final configuration of the tape. 
P17-8.	 Given a Turing machine with a single instruction (A, b, b, R, B) and the tape 

configuration: 

↓
… b 1 1 1 b  … 

show the final configuration of the tape. 
P17-9.	 Given a Turing machine with five instructions (A, b, b, R, B), (B, 1, #, R, B), (B, b, 

b, L, C), (C, #, 1, L, C), (C, b, b, R, B) and the tape configuration: 

↓
… b 1 1 1 b  … 

show the final configuration of the tape.   
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P17-10.	Show the state diagram of a Turing machine that increments a nonnegative inte-
ger represented in the binary system. For example, if the contents of the tape is 
(101)2, it will be changed to (110)2. 

P17-11.	Show that the simulation of incr (X) in the Turing machine, as defined in this 
chapter, gives the correct answer when X 5 0. 

P17-12.	Show that the simulation of decr (X) in the Turing machine, as defined in this 
chapter, gives the correct answer when X 5 0. 

P17-13.	Show how the simulation of a loop statement in the Turing machine, as defined 
in this chapter, can be changed to preserve the original value of X if we allow 
another symbol such as # to be used by the machine. 

P17-14.	Give the transition states and the program for the Turing machine that simulates 
the macro X ← 0.

P17-15.	Give the transition states and the program for the Turing machine that simulates 
the macro Y ← X.

P17-16.	A Turing machine uses a single 1 to represent the integer 0. Show how the integer 
n can be represented in this machine.   

P17-17.	What is the Gödel number for the macro X1 ← 0?
P17-18.	What is the Gödel number for the macro X2 ← 2?
P17-19.	What is the Gödel number for the macro X3 ← X1 1 X2?



In this chapter of the book, we offer an introduction to artificial intelligence (AI). The first 
section is a brief history and an attempt to define artificial intelligence. Knowledge repre-
sentation, a broad and well-developed area in AI, is discussed in the next section. We then 
introduce expert systems, systems that can replace human expertise when it is needed but 
not available. We then discuss how artificial intelligence can be used to simulate the nor-
mal (mundane) behavior of human beings in two areas: image processing and language 
analysis. We then show how expert systems and mundane systems can solve problems 
using different searching method. Finally, we discuss how neural networks can simulate the 
process of learning in an intelligent agent. 

Objectives
After studying this chapter, the student should be able to:

❑❑ Define and give a brief history of artificial intelligence.

❑❑ Describe how knowledge is represented in an intelligent agent. 

❑❑ Show how expert systems can be used when a human expert is not available.

❑❑ Show how an artificial agent can be used to simulate mundane tasks performed by 
human beings. 

❑❑ Show how expert systems and mundane systems can use different search techniques 
to solve problems. 

❑❑ Show how the learning process in humans can be simulated, to some extent, using 
neural networks that create the electronic version of a neuron called a perceptron. 

CHAPTER	  18
Artificial Intelligence
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18.1  INTRODUCTION
In this section we first try to define the term artificial intelligence (AI) informally and give 
a brief history of it. We also define an intelligent agent and its two broad categories. Finally, 
we mention two programming languages that are commonly used in artificial intelligence. 

18.1.1  What is artificial intelligence?
Although there is no universally agreed definition of artificial intelligence, we accept the 
following definition that matches the topics covered in this chapter: 

Artificial intelligence is the study of programmed systems  
that can simulate, to some extent, human activities  
such as perceiving, thinking, learning, and acting.

18.1.2  A brief history of artificial intelligence
Although artificial intelligence as an independent field of study is relatively new, it has 
some roots in the past. We can say that it started 2400 years ago when the Greek philos-
opher Aristotle invented the concept of logical reasoning. The effort to finalize the lan-
guage of logic continued with Leibniz and Newton. George Boole developed Boolean 
algebra in the nineteenth century (Appendix E) that laid the foundation of computer 
circuits. However, the main idea of a thinking machine came from Alan Turing, who pro-
posed the Turing test. The term ‘artificial intelligence’ was first coined by John McCarthy 
in 1956. 

18.1.3  The Turing test
In 1950, Alan Turing proposed the Turing Test, which provides a definition of intelligence 
in a machine. The test simply compares the intelligent behavior of a human being with 
that of a computer. An interrogator asks a set of questions that are forwarded to both a 
computer and a human being. The interrogator receives two sets of responses, but does 
not know which set comes from the human and which set from the computer. After care-
ful examination of the two sets, if the interrogator cannot definitely tell which set has 
come from the computer and which from the human, the computer has passed the Turing 
test for intelligent behavior. 

18.1.4  Intelligent agents
An intelligent agent is a system that perceives its environment, learns from it, and inter-
acts with it intelligently. Intelligent agents can be divided into two broad categories: soft-
ware agents and physical agents. 

Software agents
A software agent is a set of programs that are designed to do particular tasks. For example, 
some intelligent systems can be used to organize electronic mail (email). This type of 
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agent can check the contents of received emails and classify them into different categories 
(junk, less important, important, very important, and so on). Another example of software 
agents is a search engine used to search the World Wide Web and find sites that can pro-
vide information about a requested subject. 

Physical agents
A physical agent (robot) is a programmable system that can be used to perform a variety 
of tasks. Simple robots can be used in manufacturing to do routine jobs such as assem-
bling, welding, or painting. Some organizations use mobile robots that do delivery jobs 
such as distributing mail or correspondence to different rooms. There are mobile robots 
that are used underwater for prospecting for oil. 

A humanoid robot is an autonomous mobile robot that is supposed to behave like a 
human. Although humanoid robots are prevalent in science fiction, there is still a lot of 
work to do before such robots will be able to interact properly with their surroundings 
and learn from events that occur there. 

18.1.5  Programming languages
Although some all-purpose languages such as C, C++, and Java are used to create intelli-
gent software, two languages are specifically designed for AI: LISP and PROLOG.

LISP
LISP (LISt Programming) was invented by John McCarthy in 1958. As the name implies, 
LISP is a programming language that manipulates lists. LISP treats data as well as pro-
grams as lists, which means that a LISP program can change itself. This feature matches 
the idea of an intelligent agent that can learn from its environment and improve its 
behavior. 

However, one drawback of LISP is its sluggishness. It is slow if the list to be handled 
is long. Another drawback is the complexity of its syntax. 

PROLOG
PROLOG (PROgramming in LOGic) is a language that can build a database of facts and 
a knowledge base of rules. A program in PROLOG can use logical reasoning to answer 
questions that can be inferred from the knowledge base. However, PROLOG is not a very 
efficient programming language. Some complex problems can be more efficiently solved 
using other languages, such as C, C++, or Java. 

18.2  KNOWLEDGE REPRESENTATION
If an artificial agent is supposed to solve some problems related to the real world, it needs 
to be able to represent knowledge somehow. Facts are represented as data structures that 
can be manipulated by programs stored inside the computer. In this section, we describe 
four common methods for representing knowledge: semantic networks, frames, predicate 
logic, and rule-based systems. 
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18.2.1  Semantic networks
Semantic networks were developed in the early 1960s by Richard H. Richens. A semantic 
network uses directed graphs to represent knowledge. A directed graph, as discussed in 
Chapter 12, is made of vertices (nodes) and edges (arcs). Semantic networks use vertices 
to represent concepts, and edges (denoted by arrows) to represent the relation between 
two concepts (Figure 18.1). 

Figure 18.1  A simple semantic network
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Concepts
To develop an exact definition of a concept, experts have related the definition of concepts 
to the theory of sets. A concept, therefore, can be thought of as a set or a subset. For exam-
ple, animal defines the set of all animals, horse defines the set of all horses and is a subset of 
the set animal. An object is a member (instance) of a set. Concepts are shown by vertices.

Relations
In a semantic network, relations are shown by edges. An edge can define a subclass relation—
the edge is directed from the subclass to its superclass. An edge can also define an instance 
relation—the edge is directed from the instance to the set to which it belongs. An edge can 
also define an attribute of an object (color, size, …). Finally, an edge can define a property 
of an object, such as possessing another object. One of the most important relations that 
can be well defined in a semantic network is inheritance. An inheritance relation defines the 
fact that all the attributes of a class are present in an inherited class. This can be used to 
infer new knowledge from the knowledge represented by the graph. 

18.2.2  Frames
Frames are closely related to semantic networks. In semantic networks, a graph is used to 
represent knowledge: in frames, data structures (records) are used to represent the same 
knowledge. One advantage of frames over semantic networks is that programs can handle 
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frames more easily than semantic networks. Figure 18.2 shows how the semantic network 
shown in Figure 18.1 can be implemented using frames. 

Figure 18.2  A set of frames representing semantic network
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Objects
A node in a semantic network becomes an object in a set of frames, so an object can define 
a class, a subclass, or an instance of a class. In Figure 18.2 reptile, mammal, dog, Roxy, and 
Ringo are objects. 

Slots
Edges in semantic networks are translated into slots—fields in the data structure. The 
name of the slot defines the type of the relationship and the value of the slot completes 
the relationship. In Figure 18.2, for example, animal is a slot in the reptile object. 

18.2.3  Predicate logic
The most common knowledge representation is predicate logic. Predicate logic can be 
used to represent complex facts. It is a well-defined language developed via a long history 
of theoretical logic. Although this section defines predicate logic, we first introduce 
propositional logic, a simpler language. We then discuss predicate logic, which employs 
propositional logic. 

Propositional logic
Propositional logic is a language made up from a set of sentences that can be used to carry 
out logical reasoning about the world. 

Operators

Propositional logic uses five operators, as shown below:

¬ ∨ ∧ → ↔
(not) (or) (and)  (if … then) (if and only if)
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The first operator is unary—the operator takes only one sentence: the other four operators 
are binary—they take two sentences. The logical value (true or false) of each sentence 
depends on the logical value of the atomic sentences (sentences with no operators) of 
which the complex sentence is made. Figure 18.3 shows the truth table for each logical 
operator in propositional logic. Truth tables were introduced in Chapter 4 and explained 
in Appendix E. 

Figure 18.3  Truth table for five operators in propositional logic
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Sentence

A sentence in this language is defined recursively as shown below: 

1.	 An uppercase letter, such as A, B, S, or T, that represents a statement in a natural lan-
guages, is a sentence. 

2.	 Any of the two constant values (true and false) is a sentence. 

3.	 If P is a sentence, then ¬P is a sentence. 

4.	 If P and Q are sentences, then P ∨ Q, P ∧ Q, P → Q, and P ↔ Q are sentences.

Example 18.1

The following are sentences in propositional language: 

a.	 Today is Sunday (S).

b.	 It is raining (R).

c.	 Today is Sunday or Monday (S ∨ M).

d.	It is not raining (¬R)

e.	 If a dog is a mammal then a cat is a mammal (D → C) 

Deduction

In AI we need to create new facts from the existing facts. In propositional logic, the pro-
cess is called deduction. Given two presumably true sentences, we can deduce a new true 
sentence. The first two sentences are called premisses: the deduced sentence is called the 
conclusion. The whole is called an argument. For example:

Premiss 1: Either he is at home or at the office

Premiss 2: He is not at home

Conclusion Therefore, he is at the office
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If we use H for ‘he is at home’, O for ‘he is at office’, and the symbol |- for the ‘therefore’, 
then we can show the above argument as: 

{H ∨ O, ¬H} |- O

The question is how we can prove if a deductive argument is valid. A valid deductive 
argument is an argument whose conclusions follow necessarily from its premisses. In other 
words, in a valid deductive argument, it is impossible for the conclusion to be false while 
its premisses all are true. 

One way to do this is to create a truth table for the premisses and the conclusion.  
A conclusion is invalid if we can find a counterexample case: a case in which both premisses 
are true, but the conclusion is false. 

Example 18.2

The validity of the argument {H ∨ O, ¬H} |- O can be proved using the following truth 
table:

H O H ∨ O ¬H O

F F F T F
F T T T T OK
T F T F F
T T T F T

Premiss Premiss Conclusion

The only row to be checked is the second row. This row does not show a counterexample, 
so the argument is valid. There are however arguments that are not logically valid. For 
example: 

Premiss 1: If she is rich, she has a car.
Premiss 2: She has a car
Conclusion Therefore, she is rich. 

It can be seen that even if the first two sentences are true, the conclusion can be false. We 
can show the above argument as {R → C, C} |- R, in which R means ‘She is rich’, and C 
means ‘she has a car’.

Example 18.3

The argument {R → C, C} |- R is not valid because a counterexample can be found:

R C R → C C R
F F T F F
F T T T F
T F F F T
T T T T T

Premiss Premiss Conclusion
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Here row 2 and row 4 need to be checked. Although row 4 is ok, row 2 shows a counter 
example (two true premisses result in a false conclusion). The argument is therefore 
invalid. 

An argument is valid if no counterexample can be found. 

Predicate logic
In propositional logic, a symbol that represents a sentence is atomic: it cannot be broken 
up to find information about its components. For example, consider the sentences:

P1: ‘Linda is Mary’s mother’ P2: ‘Mary is Anne’s mother’

We can combine these two sentences in many ways to create other sentences, but we 
cannot extract any relation between Linda and Anne. For example, we cannot infer from 
the above two sentences that Linda is the grandmother of Anne. To do so, we need predi-
cate logic: the logic that defines the relation between the parts in a proposition. 

In predicate logic, a sentence is divided into a predicate and arguments. For example, 
each of the following propositions can be written as predicates with two arguments:

P1: ‘Linda is Mary’s mother’ becomes mother  (Linda, Mary)  

P2: ‘Mary is Anne’s mother’ becomes mother (Mary, Anne) 

The relationship of motherhood in each of the above sentences is defined by the predicate 
mother. If the object Mary in both sentences refers to the same person, we can infer a new 
relation between Linda and Anne: grandmother (Linda, Anne). This is the whole purpose 
of predicate logic. 

Sentence

A sentence in predicate language is defined as follows: 

1.	 A predicate with n arguments such as predicate_name (argument1, …, argumentn) 
is a sentence. The predicate_name relates arguments to each other. Each argument 
can be: 

a.	 A constant, such as human, animal, John, Mary. 

b.	 A variable, such as x, y, and z. 
c.	 A function such as mother (Anne). Note that a function is a predicate that is 

used as an argument: a function returns an object that can takes the place of an 
argument. 

2.	 Any of the two constant values (true and false) is a sentence. 

3.	 If P is a sentence, then ¬P is a sentence. 

4.	 If P and Q are sentences, then P ∨ Q, P ∧ Q, P → Q, and P ↔ Q are sentences.
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Example 18.4

1.	 The sentence ‘John works for Ann’s sister’ can be written as:

works [John, sister (Ann)]

in which the function sister (Ann) is used as an argument.

2.	 The sentence ‘John’s father loves Ann’s sister’ can be written as:

loves [father (John), sister (Ann)]

Quantifiers

Predicate logic allows us to use quantif﻿iers. Two quantifiers are common in predicate 
logic: ∀ and ∃. 

1.	 The first, ∀, which is read as ‘for all’, is called the universal quantifier: it states that 
something is true for every object that its variable represents.

2.	 The second, ∃, which is read as ‘there exists’, is called the existential quantifier: it states 
that something is true for one or more objects that its variable represents.

Example 18.5

The following shows how English sentences can be written as sentences in predicate logic 
(X is a placeholder):

1.	 The sentence ‘All men are mortals’ can be written as:

∀x [man (x) → mortal (x)] 

2.	 The sentence ‘Frogs are green’ can be written as: 

∀x [frog (x) → green (x)] 

because the sentence can be written as ‘All frogs are green’ or ‘Any frog is green’. The 
predicate greenness is applied to all frogs.

3.	 The sentence ‘Some flowers are red’ can be written as:

∃x [flower (x) ∧ red(x)]

Note that the operator inside the bracket is ∧ instead of →, but the reason for this is 
beyond the scope of this book.  

4.	 The sentence ‘John has a book’ can be written as:

∃ x [book (x) ∧ has (John, x)] 

In other words, the sentence is changed to ‘There exists a book that belongs to 
John’. 

5.	 The sentence ‘No frog is yellow’ can be written as:

∀x[frog (x) → ¬yellow (x)] or as ¬∃x [frog (x) ∧ yellow (x)] 

which means that ‘It is not the case that there exists a frog and it is yellow’. 
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Deduction

In predicate logic, if there is no quantifier, the verification of an argument is the same as 
that which we discussed in propositional logic. However, the verification becomes more 
complicated if there are quantifiers. For example, the following argument is completely 
valid: 

Premiss 1: All men are mortals.

Premiss 2: Socrates is a man.

Conclusion Therefore, Socrates is mortal.

Verification of this simple argument is not difficult. We can write this argument as:

∀x [man (x) → mortal (x)] ,  man (Socrates)  |-  mortal (Socrates)

Since the first premises talks about all men, we can replace one instance of the class man 
(Socrates) in that premiss to get the following argument: 

man (Socrates) → mortal (Socrates) ,  man (Socrates) |-  mortal (Socrates)

which is reduced to M1 → M2, M1 |- M2, in which M1 is man (Socrates) and M2 is mor-
tal (Socrates). The result is an argument in propositional logic and can be easily validated. 
However, there are many arguments in predicate logic that cannot be validated so easily. 
We need a set of systematic proofs that are beyond the scope of this book. 

Beyond predicate logic
There have been further developments in logic to include the need of logical reasoning. 
Some examples of these include high-order logic, default logic, modal logic, and temporal 
logic. We briefly mention these topics here only for interest: their discussion is beyond the 
scope of this book.

High-order logic

High-order logic extends the scope of quantifiers ∀ and ∃ in predicate logic. These quan-
tifiers in predicate logic bind variables x and y to instances (when instantiating). In high-
order logic we can use these quantifiers for binding variables that stand for properties and 
relations. In this case, during instantiation, these variables are replaced by predicates. For 
example, we can have ∀P (Pj ∧ Pa), where the subscripts j and a denote John and Anne, 
which means that John and Anne have exactly the same properties.  

Modal logic

One fast-growing trend in logic is modal logic, which includes expressions such as ‘could’, 
‘should’, ‘may’, ‘might’, ‘ought’, and so on, to express the grammatical mood of a sentence. 
In this logic, we can have symbols to denote operators such as ‘it is possible that’.
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Temporal logic

Temporal logic, like modal logic, extends predicate logic with a set of temporal operators 
such as ‘from now on’ or ‘at some point in time’ to include the time factor in the validity 
of the argument.

Default logic

In default logic, we assume that the default conclusion of an argument is acceptable if it 
is consistent with the contents of the knowledge base. For example, we assume that all 
birds fly unless there is something in the knowledge base that annuls this general fact. 

18.2.4  Rule-based systems
A rule-based system represents knowledge using a set of rules that can be used to deduce 
new facts from known facts. The rules express what is true if specific conditions are met. 
A rule-based database is a set of if… then… statements in the form 

If A then B     or     A  →  B

in which A is called the antecedent and B is called the consequent. Note that in a rule-based 
system, each rule is handled independently without any connection to other rules. 

Components
A rule-based system is made up of three components: an interpreter (or inference engine), 
a knowledge base, and a fact database, as shown in Figure 18.4.   

Figure 18.4  The components of a rule-based system

Interpreter
(Interference engine)Knowledge base

Fact database

Knowledge base
The knowledge base component in a rule-based system is a database (repository) of rules. 
It contains a set of pre-established rules that can be used to draw conclusions from the 
given facts.

Database of facts

The database of facts contains a set of conditions that are used by the rules in the 
knowledge base.
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Interpreter

The interpreter (inference engine) is a processor or controller—a program, for example—
that combines rules and facts. Interpreters are of two types: forward chaining and back-
ward chaining, as we briefly explain. 

Forward chaining
Forward chaining is the process in which an interpreter uses a set of rules and a set of facts 
to perform an action. The action can be just adding a new fact to the base of facts, or issu-
ing some commands, such as start another program or a machine. The interpreter inter-
prets and executes rules until no more rules can be interpreted. Figure 18.5 shows the 
basic algorithm. 

Figure 18.5  Flow diagram for forward chaining

[1]
[2]

Start

Stop

Find all rules
that can be satisfied

Execute the first rule
that passes the conflict 

resolution strategy

Take the action that
resulted from applying

the rule 

1:  More rules can
be satisfied

2:  No more rules 
      can be satisfied

If there is any conflict in which two different rules can be applied to one fact or one rule 
can be applied to two facts, the system needs to call a conflict resolution procedure to 
solve the problem. This guarantees that only one of the outputs should be added to the 
database of facts or only one action should be taken. The discussion of conflict resolution 
is complex and beyond the scope of this book. 

Backward chaining
Forward chaining is not very efficient if the system tries to prove a conclusion. All facts 
must be checked by all rules to come up with the given conclusion. In this case, it may be 
more efficient if backward chaining is used. Figure 18.6 shows the procedure for back-
ward chaining. 
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Figure 18.6  Flow diagram for backward chaining

[1]
[2]

Start

Stop

Find a rule in which the
 goal is the conclusion

Try to prove
each of the facts

in that rule

1: Goal is in  
       fact database

2: Goal is not in
  fact database

The process starts with the conclusion (goal). If the goal is already in the fact database, the 
process stops and the conclusion is proved. If the goal is not in the fact database, the sys-
tem finds the rule that has the goal in its conclusion. However, instead of firing that rule, 
backward chaining is now applied to each fact in the rule (recursion). If all of the facts in 
that rule are found in the database fact, the original goal is proved. 

18.3  EXPERT SYSTEMS
Expert systems use the knowledge representation languages discussed in the previous 
section to perform tasks that normally need human expertise. They can be used in situa-
tions in which that expertise is in short supply, expensive, or unavailable when required. 
For example, in medicine, an expert system can narrow down a set of symptoms to a likely 
subset of causes, a task normally carried out by a doctor. 

18.3.1  Extracting knowledge
An expert system is built on predefined knowledge about its field of expertise. An expert 
system in medicine, for example, is built on the knowledge of a doctor specialized in the 
field for which the system is built: an expert system is supposed to do the same job as the 
human expert. The first step in building an expert system is therefore to extract the 
knowledge from a human expert. This extracted knowledge becomes the knowledge base 
we discussed in the previous section. 

Extracting knowledge from an expert is normally a difficult task, for several reasons:

1.	 The knowledge possessed by the expert is normally heuristic: it is based on probabil-
ity rather than certainty. 

2.	 The expert often finds it hard to express their knowledge in such a way that it can 
be stored in a knowledge base as exact rules. For example, it is hard for an electrical 
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engineer to show how, step by step, a faulty electric motor can be diagnosed. The 
knowledge is normally intuitive.

3.	 Knowledge acquisition can only be done via personal interview with the expert, 
which can be a tiring and boring task if the interviewer is not an expert in this type 
of interview. 

The knowledge-extraction process is normally done by a knowledge engineer, who may not 
be expert in the field for which the expert system is to be built, but has the expertise to 
know how to do the interview and how to interpret the answers so that they can be used 
in building the knowledge base.

18.3.2  Extracting facts
To be able to infer new facts or perform actions, a fact database is needed in addition to 
the knowledge base for a knowledge representation language. The fact database in an 
expert system is case-based, in which facts collected or measured are entered into the 
system to be used by the inference engine. 

18.3.3  Architecture
Figure 18.7 shows the general idea behind the architecture of an expert system. As the 
figure shows, an expert system can have up to seven components: user, user interface, infer-
ence engine, knowledge base, fact database, explanation system, and knowledge base editor. 

The inference engine is the heart of an expert system: it communicates with the 
knowledge base, fact database, and the user interface. Four of the seven components of an 
expert system—user interface, inference engine, explanation system, and knowledge base 
editor—can be made once and used for many applications, as they are not dependent on 
the particular knowledge base or fact database. The figure shows these components in the 
shaded box, normally called an expert system shell.  

Figure 18.7  The architecture of an expert system

Inference engine

User interfaceKnowledge
base editor

Explanation
system

Knowledge
base

Fact 
database

Expert system shell

User



18.4  Perception 487

User
The user is the entity that uses the system to benefit from the expertise offered.

User interface
The user interface allows the user to interact with the system. The user interface can 
accept natural language from the user and interpret it for the system. Most user interfaces 
also offer a user-friendly menu system.

Inference engine
The inference engine is the heart of the system that uses the knowledge base and the fact 
database to infer the action to be taken.

Knowledge base
The knowledge base is a collection of knowledge based on interviews with experts in the 
relevant field of expertise. 

Fact database
The fact database in an expert system is case-based. For each case, the user enters the 
available or measured data into the fact database to be used by the inference engine for 
that particular case.

Explanation system
The explanation system, which may not be included in all systems, is used to explain the 
rationale behind the decision made by the inference engine.

Knowledge base editor
The knowledge base editor, which may not be included in all systems, is used to update 
the knowledge base if new experience has been obtained from experts in the field.

18.4  PERCEPTION
One of the goals in artificial intelligence is to create a machine that behaves like an 
expert—an expert system. Another goal is to create a machine that behaves like an ordi-
nary human. One of the meanings of the word ‘perception’ is understanding what is 
received through the senses—sight, hearing, touch, smell, taste. A human being sees a 
scene through the eyes, and the brain interprets it to extract the type of the objects in the 
scene. A human being hears a set of voice signals through the ears, and the brain interprets 
it as a meaningful sentence, and so on. 

An intelligent agent should be able to perceive if it needs to act like a human being. 
AI has been particularly involved in two types of perception, sight and hearing, although 
other types of perception may be implemented in the future. In this section we briefly 
discuss these two areas of research. 
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18.4.1  Image processing
Image processing or computer vision is an area of AI that deals with the perception of 
objects through the artificial eyes of an agent, such as a camera. An image processor takes 
a two-dimensional image from the outside world and tries to create a description of the 
three-dimensional objects present in the scene. Although this is an easy task for a human 
being, it turns out to be a difficult task for an artificial agent. The input presented to an 
image processor is one or more images from the scene, while the output is a description 
of the objects in the scene. The processor uses a database containing the characteristics of 
objects for comparison (Figure 18.8).  

Figure 18.8  The components of an image processor

Image processor

Two-dimensional
images 

Three-dimensional
characteristics of objects 

Database of object 
characteristics

We need to emphasize that image acquisition uses photography and television technology 
to creates images. The concern of AI is how to interpret the images and extract the char-
acteristics of the objects. 

Edge detection
The first stage in image processing is edge detection: finding where the edges in the image 
are. Edges can define the boundaries between an object and its background in the image. 
Normally there is a sharp contrast between the surfaces belonging to an object and the 
environment, assuming that there is no camouflage. Edges show discontinuity in surface, 
in depth, or in illumination. For example, Figure 18.9 shows a very simple image and the 
intensity of pixels on a scale 0 to 9, where 0 is black and 9 is white. The edges can be 
detected by finding adjacent pixels with a large difference in intensity.  

Figure 18.9  The edge-detection process
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There are several mathematical methods that use the intensity of the pixels to find the 
boundary of the objects with respect to the background. The simplest method is to differ-
entiate the matrix of intensities. The areas that have consistent intensity will produce low 
differentials (0 or 1): the edges will produce greatest differentials. Discussion of these 
methods is beyond the scope of this book: we recommend the reference books listed at 
the end of this chapter for further study. 

Segmentation
Segmentation is the next stage in image analysis. Segmentation divides the image into 
homogeneous segments or areas. The definition of homogeneity differs in different meth-
ods, but in general a homogeneous area is an area in which the intensity of pixels varies 
smoothly. Segmentation is very similar to edge detection. In edge detection, the boundar-
ies of the object and the background are found: in segmentation, the boundaries between 
different areas inside the object are found. After segmentation, the object is divided into 
different areas. 

Several methods have been used for segmentation. One is called thresholding, in 
which a pixel with a specific intensity is selected and the process tries to find all the 
pixels with the same or very close intensity. All pixels found in this way make a segment. 
Another method is called splitting. Splitting takes an area that is not homogeneous and 
divides it into several homogeneous areas. Still another method is called merging, which 
can be used to merge areas with the same pixel intensity. 

Finding depth
The next step in image analysis is to find the depth of the object or objects in the image. 
Depth finding can help the intelligent agent to gauge how far the object is from it. Two 
general methods have been used for this purpose: stereo vision and motion. 

Stereo vision

Stereo vision (sometimes called stereopsis) uses the technique deployed by human eyes to 
find the depth of the object. To have good distance recognition, a human being needs two 
eyes. If the object is very close, the two images created in our eyes are different, but if the 
object is far away the two images are almost the same. Without delving into mathematical 
calculation and proof, we can say that one of the tools for recognizing the distance of 
objects is to use two eyes or two cameras. The picture created from two cameras can help 
the intelligent agent to gauge if the object is close or far away. 

Motion

Another method that can help to find the distance of objects in an image is to create sev-
eral images when one or more objects are moving. The relative position of a moving object 
with respect to other objects in the scene can give a clue to the distance of objects. For 
example, assume that a video shows a person moving in front of a house. The relative 
position of the person and house (a close object) will change, but the relative position of 
the person and a distant mountain will remain the same. The intelligent agent can con-
clude that the house is close but the mountain is far away. 
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Finding orientation
Orientation of the object in the scene can be found using two techniques: shading and 
texture.

Shading

The amount of light reflected from a surface depends on several factors. If the optical 
properties of the different surfaces of an object are the same, the amount of reflection 
depends on the orientation of the surface (its relative position) which reflects the light 
source. Figure 18.10 shows two drawn objects. The one that is shaded definitely shows the 
orientation of the object’s surfaces more accurately.     

Figure 18.10  The effect of shading on orientation finding

Texture

Texture (a regularly repeated pattern) can also help in finding the orientation or the cur-
vature of a surface. If an intelligent agent can recognize the pattern, it can help it to find 
an object’s orientation or curvature. 

Object recognition
The last step in image processing is object recognition. To recognize an object, the agent 
needs to have a model of the object in memory for comparison. However, creating and 
storing a model for each object in the view is an impossible task. One solution is to assume 
that the objects to be recognized are compound objects made of a set of simple geometric 
shapes. These primitive shapes can be created and stored in the intelligent agent’s mem-
ory, then classes of object that we need the agent to recognize can be created from a 
combination of these objects, and stored. 

When an agent ‘sees’ an object, it tries to decompose the object into a combination of 
the primitives. If the combination matches one of the classes already known to the object, 
the object is recognized. Figure 18.11 shows a small set of primitive geometric shapes.    

Figure 18.11  Primitive geometric shapes
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Applications
One of the areas in which image processing has found application is in manufacturing, 
particularly on assembly lines. A robot with image-processing capability can be used to 
determine the position of an object on the assembly line. In this environment, where the 
number of objects to be perceived is limited, an image processor can be very helpful. 

18.4.2  Language understanding
One of the inherent capabilities of a human being is to understand—that is, interpret—
the audio signals that they perceive. A machine that can understand natural language can 
be very useful in daily life. For example, it can replace—most of the time—a telephone 
operator. It can also be used on occasions when a system needs a predefined format of 
queries. For example, the queries given to a database must normally follow the format 
used by that specific system. A machine that can understand queries in natural language 
and translate them to formal queries can be very useful. 

We can divide the task of a machine that understands natural language into four 
consecutive steps: speech recognition, syntactic analysis, semantic analysis, and pragmatic 
analysis. 

Speech recognition
The first step in natural language processing is speech recognition. In this step, a speech 
signal is analyzed and the sequence of words it contains are extracted. The input to the 
speech recognition subsystem is a continuous (analog) signal: the output is a sequence of 
words. The signal needs to be divided into different sounds, sometimes called phonemes. 
The sounds then need to be combined into words. The detailed process, however, is beyond 
the scope of this book: we leave the task to specialized books in speech recognition.

Syntactic analysis
The syntactic analysis step is used to define how words are to be grouped in a sentence. 
This is a difficult task in a language like English, in which the function of a word in a sen-
tence is not determined by its position in the sentence. For example, in the following two 
sentences: 

Mary rewarded John.

John was rewarded by Mary.

it is always John who is rewarded, but in the first sentence John is in the last position and 
Mary is in the first position. A machine that hears any of the above sentences needs to inter-
pret them correctly and come to the same conclusion no matter which sentence is heard. 

Grammar

The first tool to correctly analyze a sentence is a well-defined grammar. A fully developed 
language like English has a very long set of grammatical rules. We assume a very small 
subset of the English language and define a very small set of rules just to show the idea. 



Artificial Intelligence492

The grammar of a language can be defined using several methods: we use a simple 
version of BNF (Backus–Naur Form) that is used in computer science to define the syntax 
of a programming language (Table 18.1).

Table 18.1  A simple grammar 

Rule

1 Sentence  → NounPhrase VerbPhrase

2 Noun-Phrase  → Noun | Article Noun | Article Adjective Noun

3 Verb Phrase  → Verb | Verb NounPhrase | Verb NounPhrase Adverb

4 Noun  → [home] | [cat] | [water] | [dog] | [John] | [Mary] |  

5 Article   →  [a] | [the] 

6 Adjective  → [big] | [small] | [tall] | [short] | [white] | [black] | 

7 Verb  → [goes] | [comes] | [eats] | [drinks] | [has] / [loves]

The first rule defines a sentence as a noun phrase followed by a verb phrase. The second 
rule defines three choices for a noun phrase: a single noun, an article followed by a noun, 
or an article followed by an adjective and a noun. The fourth rule explicitly defines what 
a noun can be. In our simple language, we have defined only seven nouns: in a language 
like English the list of nouns is defined in a dictionary. The sixth rule also defines a very 
small set of adjectives and the seventh rule a small set of verbs. 

Although the syntax of our language is very primitive, we can make many sentences 
out of it. For example, we can have:

John comes home.

Mary drinks water.

John has a white dog.

John loves Mary.

Mary loves John.

Parser

It should be clear that even a simple grammar as defined in Table 18.1 uses different 
options. A machine that determines if a sentence is grammatically (syntactically) correct 
does not need to check all possible choices before rejecting a sentence as an invalid one. 
This is done by a parser. A parser creates a parse tree based on the grammar rules to deter-
mine the validity of a sentence. Figure 18.12 shows the parse tree for the sentence ‘John 
has a white dog’. based on our rules defined in Table 18.1.   
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Figure 18.12  Parsing a sentence
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Semantic analysis
The semantic analysis extracts the meaning of a sentence after it has been syntactically 
analyzed. This analysis creates a representation of the objects involved in the sentence, 
their relations, and their attributes. The analysis can use any of the knowledge representa-
tion schemes we discussed before. For example, the sentence ‘John has a dog’ can be 
represented using predicate logic as:

∃ x dog(x) has (John, x) 

Pragmatic analysis
The three previous steps—speech recognition, syntax analysis, and semantic analysis—can 
create a knowledge representation of a spoken sentence. In most cases, another step, 
pragmatic analysis, is needed to further clarify the purpose of the sentence and to remove 
ambiguities. 

Purpose

The purpose of the sentence cannot be found using the three steps listed above. For exam-
ple, the sentence ‘Can you swim a mile?’ asks about the ability of hearer. However, the 
sentence ‘Can you pass the salt?’ is merely a polite request. An English language sentence 
can have many different purposes, such as informing, requesting, promising, inquiring, and 
so on. Pragmatic analysis is required to find the purpose of the sentence. 

Removing ambiguity

Sometimes a sentence is ambiguous after semantic analysis. Ambiguity can manifest itself 
in different ways. A word can have more than one function—for example, the word ‘hard’ 
can be used both as an adjective and an adverb. A word can also have more than one 
meaning—for example, the word ‘ball’ can mean different things in ‘football’ and ‘ball 
room’. Two words with the same pronunciation can have different spellings and meanings—a 
sentence may be syntactically correct, but be nonsense. For example, the sentence ‘John ate 
the mountain’ can be syntactically parsed as a valid sentence and be correctly analyzed by 
the semantic analyzer, but it is still nonsense. Another purpose of the pragmatic analyzer is 
to remove ambiguities from the knowledge representation sentence if possible. 

https://sanet.st/blogs/polatebooks/
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18.5  SEARCHING
One of the techniques for solving problems in artificial intelligence is searching, which is 
discussed briefly in this section. Searching can be described as solving a problem using a 
set of states (a situation). A search procedure starts from an initial state, goes through 
intermediate states until finally reaching a target state. For example, in solving a puzzle, 
the initial state is the unsolved puzzle, the intermediate states are the steps taken to solve 
the puzzle, and the target state is the situation in which the puzzle is solved. The set of all 
states used by a searching process is referred to as the search space. 

Figure 18.13 shows an example of a search space with five states. Any of the states can 
be the initial or the target space. The directed lines show how one can go from one state 
to another by taking the appropriate action. Note that it may not be possible to go from 
one state to another if there is no action or series of actions to do so.

Figure 18.13  An example of a search space
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Example 18.6

One example of a puzzle that shows the search space is the famous 8-puzzle. The puzzle 
is contained in a tray that can be thought of as a grid of nine squares. The tray contains 
only eight tiles, which means that one of the grids is always empty. The tiles are numbered 
from 1 to 8. Given an initial random arrangement of the tiles (the initial state), the goal is 
to rearrange the tiles until an ordered arrangement of the tiles is reached (the target state). 
The rule of the game is that a tile can be slid into an empty slot. Figure 18.14 shows an 
instance of the initial and the target states.   

Figure 18.14  The initial and possible states for Example 18.6
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18.5.1  Search methods
There are two general search methods: brute-force and heuristic. The brute-force method is 
itself either breadth-first or depth-first. 
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Brute-force search
We use brute-force search if we do not have any prior knowledge about the search. For 
example, consider the steps required to find our way through the maze in Figure 18.15 
with points A and T as starting and finishing points respectively. The tree diagram for the 
maze is shown in Figure 18.16.

Figure 18.15  A maze used to show brute-force search
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Figure 18.16  The tree for the maze in Figure 18.15
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Breadth-first search

In this method we start from the root of the tree and examine all the nodes at each level 
before we move to the next level. The breadth-first search from left to right for the maze 
is shown in Figure 18.17. Note that we have to search all nodes before we reach the target 
state, so the method is very inefficient. If we search from right to left, the number of nodes 
we need to search may be different.
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Figure 18.17  Breadth-first search of the tree in Figure 18.16
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Depth-first search

In this method we start from the root of the tree and do a forward search until we hit the 
goal or arrive at a dead-end. If we hit a dead-end, we backtrack to the nearest branch and do 
a forward search again. We continue this process until we reach the goal (see Figure 18.18).

Figure 18.18  Depth-first search of the tree in Figure 18.16
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Figure 18.18 shows the depth-first search from the right for the maze shown in Figure 
18.15. The search starts at the root node. The search path ACFP comes to a dead-end, so we 
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backtrack to A and continue the search along the path ABDG, which also comes to a dead-
end. Backtracking to node B and searching along path BEIMO results in another dead-end. 
Backtracking to M and searching along the path MQT, we hit the goal. Note that this method 
is more efficient than the breadth-first method (Figure 18.17) for the maze problem.

Heuristic search
Using heuristic search, we assign a quantitative value called a heuristic value (h value) to 
each node. This quantitative value shows the relative closeness of the node to the goal 
state. For example, consider solving the 8-puzzle of Figure 18.19.  

Figure 18.19  Initial and goal states for heuristic search
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Assume the initial and goal states of the puzzle are as shown. The heuristic value for each 
tile is the minimum number of movements the tile must make to come to the goal state. 
The heuristic value for each state is the sum of the heuristic values of the tiles in that state. 

Table 18.2 shows the heuristic value for the initial and final state of the puzzle.

Table 18.2  Heuristic value

Tile number 1 2 3 4 5 6 7 8 Total

Heuristic value of initial state 0 0 0 1 1 2 1 1 6

Heuristic value of goal state 0 0 0 0 0 0 0 0 0

To start the search, we consider all possible states of the next level and their correspond-
ing heuristic values. For our puzzle a single move results only in two possible states, with 
the h values shown in Figure 18.20.   

Figure 18.20  The heuristic values for the first step
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Next we start with the state with the smaller h value and draw the possible states of the 
next level. We continue this way until we come to the state with an h value of zero (the 
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goal state), as shown in Figure 18.21. The route to the puzzle’s solution is that with bold 
arrows. 

Figure 18.21  Heuristic search for solving the 8-puzzle
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18.6  NEURAL NETWORKS
If an intelligent agent is supposed to behave like a human being, it may need to learn. 
Learning is a complex biological phenomenon that is not even totally understood in 
humans. Enabling an artificial intelligence agent to learn is definitely not an easy task. 
However, several methods have been used in the past that create hope for the future. Most 
of the methods use inductive learning or learning by example. This means that a large set of 
problems and their solutions are given to the machine from which to learn. In this section 
we discuss only one of these methods, which can be described without complex mathe-
matical concepts: neural networks. Neural networks try to simulate the learning process 
of the human brain using a network of neurons.   

18.6.1  Biological neurons
The human brain has billions of processing units, called neurons. Each neuron, on average, 
is connected to several thousand other neurons. A neuron is made of three parts: soma,  
axon, and dendrites, as shown in Figure 18.22.



18.6  Neural Networks 499

Figure 18.22  A simplified diagram of a neuron
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The soma (body) holds the nucleus of the cell: it is the processor. The dendrites act as 
input devices: each dendrite receives input from another neuron. The axon acts as an 
output device: it sends the output to other neurons. The synapse is the connecting point 
between the axon of a neuron and dendrites of other neurons. The dendrites collect elec-
trical signals from the neighboring neurons and pass them to the soma. The job of the 
synapse is to apply a weight to the signal that passes to the neighboring neuron: it acts as 
strong or weak connection based on the amount of chemical material it produces.

A neuron can be in one of two states: excited or inhibited. If the sum of the received 
signals reaches a threshold, the body is excited and fires an output signal that passes to the 
axon and eventually to other neurons. If the sum of the received signals does not reach the 
threshold, the neuron remains in the inhibited state: it does not fire or produce an output. 

18.6.2  Perceptrons
A perceptron is an artificial neuron similar to a single biological neuron. It takes a set of 
weighted inputs, sums the inputs, and compares the result with a threshold value. If the 
result is above the threshold value, the perceptron fires, otherwise, it does not. When a 
perceptron fires, the output is 1: when it does not fire, the output is zero. Figure 18.23 
shows a perceptron with five inputs (x1 to x5), and five weights (w1 to w5). In this percep-
tron, if T is the value of the threshold, the value of output is determined as:

S 5 (x1 . w1 1 x2 . w2 1 x3. w3 1 x4 . w3 1 x5 . w5)

If S . T, then y 5 1; else y = 0

Figure 18.23  A perceptron
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Example 18.7

Assume a case study with three inputs and one output. There are already four examples 
with known inputs and outputs, as shown in the following table:

Inputs Output

1 0 0 0

0 0 1 0

1 0 1 0

1 1 1 1

This set of inputs is used to train a perceptron with all equal weights (w1 5 w2 5 w3). 
The threshold is set to 0.8. The original weight for all inputs is 50 per cent. The weights 
remain the same if the output produced is correct—that is, matches the actual output. 
The weights are increased by 10 per cent if the output produced is less than the output 
data: the weights are decreased by 10 per cent if the output produced is greater than the 
output data. The following table shows the process of applying the previous established 
examples to train the perceptron: 

Inputs Weight Weighted sum
Output 

produced
Actual 
output Action

1               0       0       50% 0.5 0 0 None

0               0       1       50% 1 1 0 Decrease

1               0       1       40% 8.0 0 0 None

1               1       1       40% 1.2 1 1 None

Note that the perceptron has been trained even with a small set of available data. In 
a real situation, a perceptron would be trained with a much larger set of data (100 or 
1000). After training, it is ready to accept new input data and produce acceptably correct 
output. 

18.6.3  Multilayer networks
Several layers of perceptions can be combined to create multilayer neural networks. 
The output from each layer becomes the input to the next layer. The first layer is 
called the input layer, the middle layers are called the hidden layers, and the last layer 
is called the output layer. The nodes in the input layer are not neurons, they are only 
distributors. The hidden nodes are normally used to impose the weight on the output 
from the previous layer. Figure 18.24 shows an example of a neural network with three 
layers.
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Figure 18.24  A multilayer neural network
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18.6.4  Applications
Neural networks can be used when enough pre-established inputs and outputs exist to 
train the network. Two areas in which neural networks have proved to be useful are opti-
cal character recognition (OCR), in which the intelligent agent is supposed to read any 
handwriting, and credit assignment, where different factors can be weighted to establish 
a credit rating, for example for a loan applicant. 

18.7  END-CHAPTER MATERIALS
18.7.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
recommended: 

❑❑ Cawsey, A. The Essence of Artificial Intelligence, Upper Saddle River, NJ: Prentice-Hall, 
1998

❑❑ Luger, G. Artificial Intelligence: Structures and Strategies for Complex Problem Solving, 
Reading, MA: Addison-Wesley, 2004

❑❑ Winston, P. Artificial Intelligence, Reading, MA: Addison-Wesley, 1993

❑❑ Coppin, B. Artificial Intelligence Illuminated, Sudbury, MA: Jones and Bartlett, 2004

❑❑ Russel, S. and Norvig, P. Artificial Intelligence: A Modern Approach, Upper Saddle River, 
NJ: Prentice-Hall, 2003

❑❑ Dean, T. Artificial Intelligence: Theory and Practice, Redwood City, Reading, MA: 
Addison-Wesley, 2002

18.7.2  Key terms
artificial intelligence 474 pragmatic analysis 493

axon 498 predicate logic 477

brute-force search 495 PROLOG 475
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default logic 482 propositional logic 477

dendrite 498 quantifier 481

edge detection 488 rule-based system 483

expert system 485 search space 494

frames 476 segmentation 489

heuristic search 497 semantic analysis 493

high-order logic 482 semantic network 476

image processing 488 software agent 474

intelligent agent 474 soma 498

LISP 475 speech recognition 491

modal logic 482 synapse 499

neural network 498 syntactic analysis 491

neuron 498 temporal logic 482

parser 492 thresholding 489

perceptron 499 Turing test 474

physical agent 475

18.7.3  Summary

❑❑ Artificial intelligence is the study of programmed systems that can simulate, to some 
extent, human activities such as perceiving, thinking, learning, and acting. One way to 
define artificial intelligence is the Turing Test, which compares the intelligent behav-
ior of a human being with that of a computer. 

❑❑ An intelligent agent is a system that perceives its environment, learns from it, 
and interacts with it intelligently. Intelligent agents can be divided into two broad 
categories: software agents and physical agents.

❑❑ Although some all-purpose languages such as C, C++, and Java are used to create in-
telligent software, two languages are specifically designed for AI: LISP and PROLOG. 

❑❑ Knowledge representation is the first step in creating an artificial agent. We discussed 
four common methods for representing knowledge: semantic networks, frames, pred-
icate logic, and rule-based system. A semantic network uses a directed graph to rep-
resent knowledge. Frames are closely related to semantic networks, in which data 
structures (records) are used to represent the same knowledge. Predicate logic can 
represent a well-defined language developed during a long history of theoretical logic. 
A ruled-based system represents knowledge using a set of rules that can be used to 
deduce new facts from known facts. 

❑❑ One of the goals of AI is to create expert systems to do tasks that normally need 
human expertise. It can be used in situations in which that expertise is in short supply, 
expensive, or unavailable. 

❑❑ Another goal of AI is to create a machine that behaves like an ordinary human. The 
first part of this goal involves image processing or computer vision, which is an area of 
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AI that deals with the perception of objects. The second part of this goal is language 
processing, analyzing and interpreting a natural language. 

❑❑ In artificial intelligence, one of the techniques for solving problems is searching. 
Searching can be described as solving a problem using a set of states (situations). Two 
broad categories of searching are brute-force search and heuristic search. 

❑❑ If an intelligent agent is supposed to behave like a human being, it may need to learn. 
Several methods have been used that create hope for the future. Most of the methods 
use inductive learning or learning by example. One common method involves the use 
of neural networks that try to simulate the learning process of the human brain using 
a networks of neurons.

18.8  PRACTICE SET
18.8.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

18.8.2  Review questions
Q18-1.	 Describe the Turing test. Do you think this test can be used to define an intel-

ligent system accurately? 
Q18-2.	 Define an intelligent systems and list two broad categories of agents.
Q18-3.	 Compare and contrast LISP and PROLOG when they are used in artificial 

intelligence.
Q18-4.	 Describe the need for knowledge representation and list four different meth-

ods discussed in this chapter.
Q18-5.	 Compare and contrast predicate logic and propositional logic.
Q18-6.	 Compare and contrast frames and semantic networks.
Q18-7.	 Define a rule-base system and compare it with semantic networks. 
Q18-8.	 Compare and contrast expert systems and mundane systems.
Q18-9.	 List different steps in image processing.
Q18-10.	 List different steps in language processing.
Q18-11.	 Define a neural network and how it can simulate the learning process in human 

beings.
Q18-12.	 Define a perceptron.

18.8.3  Problems
P18-1.	 Draw a semantic network to show the relations between the following: medical 

doctor, family practitioner, gynecologist, intern, engineer, accountant, Dr. Pascal 
who is a French family practitioner.

P18-2.	 Represent the semantic network of Problem P18-1 as a set of frames.
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P18-3.	 Using the symbol R for the sentence ‘It is raining’ and the symbol S for the sentence 
‘It is sunny’, write each of the following English sentences in propositional logic:
a.	 It is not raining.
b.	 It is not sunny.
c.	 It is neither raining nor sunny.
d.	It is raining and sunny.
e.	 If it is sunny, then it is not raining.
f.	 If it is raining, then it is not sunny.
g.	 It is sunny if and only if it is not raining.
h.	 It is not true that if it is not raining, it is sunny. 

P18-4.	 If the symbols C, W, and H mean ‘it is cold’, ‘it is warm’, and ‘it is hot’, write the 
English statements corresponding to the following statements in propositional 
logic:   
a.	 ¬H
b.	 W ∨ H
c.	 W ∧ H
d.	W ∧ (¬ H)
e.	 ¬ (W ∧ H)
f.	 W → H
g.	 (¬ C) → W 
h.	¬ (W → H) 
i.	 H → (¬ W)
j.	 ((¬C) ∧ H) ∨ (C ∨ (¬H))

P18-5.	 Using the symbols Wh, Re, Gr, and Fl for the predicates ‘is white’, ‘is red’, ‘is green’, 
and ‘is a flower’ respectively, write the following sentences in predicate logic:
a.	 Some flowers are white.
b.	 Some flowers are not red.
c.	 Not all flowers are red.
d.	Some flowers are either red or white.
e.	 There is not a green flower.
f.	 No flowers are green.
g.	 Some flowers are not white.

P18-6.	 Using the symbols Has, Loves, Dog, and Cat for the predicates ‘has’, ‘loves’, ‘is a 
dog’, and ‘is a cat’ respectively, write the following sentences in predicate logic:
a.	 John has a cat.
b.	 John loves all cats.
c.	 John loves Anne.
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d.	Anne loves some dogs.
e.	 Not everything John loves is a cat.
f.	 Anne does not like some cats.
g.	 If John loves a cat, Anne loves it. 
h.	John loves a cat if and only if Anne loves it. 

P18-7.	 Using the symbols Expensive, Cheap, Buys, and Sells for the predicates ‘is expen-
sive’, ‘is cheap’, ‘buys’, and ‘sells’ respectively, write the following sentences in 
predicate logic:
a.	 Everything is expensive.
b.	 Everything is cheap.
c.	 Bob buys everything that is cheap.
d.	John sells something expensive.
e.	 Not everything is expensive.
f.	 Not everything is cheap. 
g.	 If something is cheap, then it is not expensive.

P18-8.	 Using the symbols Identical for the predicate ‘is identical to’, write the following 
sentences in predicate logic. Note that the predicate ‘equal’ needs two arguments:
a.	 John is not Anne.
b.	 John exists.
c.	 Anne does not exist.
d.	Something exists.
e.	 Nothing exists.
f.	 There are at least two things.

P18-9.	 Use a truth table to find whether the following argument is valid: 

{P → Q, P} |- Q

P18-10.	Use a truth table to find whether the following argument is valid: 

{P ∨ Q, P} |- Q 

P18-11.	Use a truth table to find whether the following argument is valid: 

{P ∧ Q, P} |- Q 

P18-12.	Use a truth table to find whether the following argument is valid: 

{P → Q, Q → R} |- (P → R)

P18-13.	Draw a neural network that can simulate an OR gate.
P18-14.	Draw a neural network that can simulate an AND gate.
P18-15.	The initial and goal states of an 8-puzzle are shown in Figure 18.25. Draw the 

heuristic search tree for solving the puzzle.  
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Figure 18.25  Problem P18-15.

1 2 3

65

87

4

Initial state Goal state

4 1 3

85

67 2

P18-16.	Show the breadth-first search for the tree diagram shown in Figure 18.26.  

Figure 18.26  Problem P18-16.
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P18-17.	Show the depth-first search for the tree diagram of Problem P18-16. 
P18-18.	Draw the tree diagram for the maze shown in Figure 18.27. 

Figure 18.27  Problem P18-18.
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P18-19.	Draw the tree and show a breadth-first search for Problem P18-18.
P18-20.	Draw the tree and show a depth-first search for Problem P18-18. 



In this chapter, we briefly touch on social media as one of the applications of computer 
science. Our goal is not to show how to use social media; many students know and use 
social media in their daily lives. Our goal is primarily to show the concepts behind social 
media and how these websites are designed for this purpose. We will discuss only two, 
Facebook and Twitter, each as an example of a particular social media type.

Objectives
After studying this chapter, the student should be able to

❑❑ Define the friendship relationship in Facebook.

❑❑ Define the two-way relationship between friends in Facebook.

❑❑ Understand the communication channels in Facebook.

❑❑ Know how to become a member and how to terminate membership in Facebook.

❑❑ Know how to log in and log out of Facebook.

❑❑ Know how to find friends in Facebook.

❑❑ Know how to communicate with friends in Facebook.

❑❑ Define the following relationship in Twitter.

❑❑ Define the one-way relationship between members and followers in Twitter.

❑❑ Understand the communication channels in Twitter.

❑❑ Know how to become a member and how to terminate membership in Twitter.

❑❑ Know how to log in and log out of Twitter.

❑❑ Know how to follow other members in Twitter.

❑❑ Know how to communicate with followers in Twitter.

CHAPTER	 19
Introduction to  
Social Media
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19.1  INTRODUCTION
In the last century, when computer science started as a discipline, we could never have 
imagined that it would become a part of our daily life in such a short period of time. 
One of the areas in which computer science has helped all citizens is with the advent of 
social media. Today most people around the world are, to a greater or lesser extent, 
involved with one or more types of social media, which can be considered a computer 
science application. Social media is in fact the result of using several computer science 
disciplines including operating systems, computer programming, computer networks, and 
databases.

Social media platforms are websites on a large scale, designed to let people exchange 
their ideas, opinions and experiences. Some are designed primary for exchanging messag-
es or pictures; some are designed to let job seekers find employers, and employers find 
employees.

A discussion of all types of social media would take a book by itself. In this chapter, 
therefore, we look at only two of them: Facebook and Twitter. We have chosen these two 
because the concepts behind Facebook or Twitter are duplicated, more or less, in several 
other sites.

19.2  FACEBOOK
Facebook is a social media that allows families and friends around the world to keep in 
touch with each other and share thoughts, pictures, comments, and so on.

Facebook allows members to share thoughts, pictures and comments.

19.2.1  General idea
Before explaining how to use Facebook, let us consider the general ideas behind it.

Friendship
In Facebook, sharing is done only between friends. Friendship is a one-to-one reciprocal 
relationship. If John is a friend of Lucie, Lucie is also a friend of John. However, the rela-
tionship does not propagate; if John is a friend of Lucie and Lucie is a friend of Ann, it 
does not necessarily mean that John is a friend of Ann. To be so, John or Ann needs to 
request friendship from the other.

In Facebook, a friend of a friend is not necessarily a friend.

Although there are billions of members in Facebook, we will assume for the purposes of 
this discussion that it has only eight members (Ml to M8), as shown in Figure 19.1.
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Figure 19.1  A Facebook site with only eight members
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Now assume that the following requests for friendship are made and are all accepted 
by the other members:

1.	 Ml requests friendship from M2.

2.	 M2 requests friendship from M5.

3.	 M3 requests friendship from M2.

4.	 M4 requests friendship from M7.

5.	 M6 requests friendship from M3.

6.	 M7 requests friendship from M6.

7.	 M8 requests friendship from M2.

Figure 19.2 shows the friendship relationships between the eight members.

Figure 19.2  Relationship between members after friendship requests accepted
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Note that Facebook holds the information about each member, but adds a link 
between two friends after the friendship has been requested and approved.

Communication
Although friendship between members is a two-way relationship, we can think of com-
munication as a one-way (one-to-many) relationship: one member posts something, and 
all their friends can see it, as shown in Figure 19.3:

a.	 What is posted by Ml can be seen by M2.

b.	 What is posted by M2 can be seen by Ml, M3, M5, and M8.
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c.	 What is posted by M3 can be seen by M2 and M6.

d.	What is posted by M4 can be seen by M7.

e.	 What is posted by M5 can be seen M2.

f.	 What is posted by M6 can be seen by M3 and M7.

g.	 What is posted by M7 can be seen by M4 and M6.

h.	What is posted by M8 can be seen by M2.

Figure 19.3  One-to-many communication in Facebook
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19.2.2  Web pages
Facebook uses several pages, but the two used most often are the home page and the 
general page. Let us show these two pages before explaining how to use them.

Home page
The home page is used only for sign-up (enrolling) and log-in (accessing) Facebook. The 
general format is shown in Figure 19.4.

User page
The user page is the main page you will use on Facebook. The page is fairly complex, but 
the general format is shown in Figure 19.5. Note that your page always has a toolbar as 
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the first row. It has three columns, but the two columns on the left can be scrolled to show 
more options.

19.2.3  Membership
You need to be a member of Facebook to use it. To become a member, you need to sign 
up. To terminate your membership, you need to sign out or deactivate your account.

Sign up
To become a member of Facebook (which is free), you need to go to the Facebook home 
page (www.facebook.com) as shown in Figure 19.4. You can then use the following steps 
to sign up.

1.	 Ignore the log-in section (first row) and go to the sign-up section.

2.	 Enter your first and last name in the corresponding boxes.

3.	 Enter your email or mobile number in the corresponding box.

4.	 Re-enter your email or mobile number in the corresponding box.

5.	 Select your data of birth (Month, Day, Year).

6.	 Check your gender button.

7.	 Click on the sign-up button.

Figure 19.4  Facebook home page

Sign out (deactivation)
To permanently deactivate your account in Facebook, go to your home page (Figure 19.5) 
and do the following:

1.	 Click the down arrow on the far right of the tool bar.

2.	 In the submenu that appears, click on Settings.
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3.	 Click on Security.
4.	 Choose Deactivate your account and follow the steps to confirm it.

Figure 19.5  Facebook user page

19.2.4  Accessing services of Facebook
Even if you have signed up as a member, whenever you want to use Facebook, you need 
to log in. When you do not want to use it for a while, you can log out.

Log in
To log in into your account, go to the Facebook home page at www.facebook.com 
(Figure 19.5). In the first row, type your email or mobile number, type your password, and 
click on the log-in button. You will see your page, which means you can now use Facebook.

Log out
Whenever you are not using your Facebook page for a while, you can log out. On the 
toolbar of user page (your page) (Figure 19.5) click on the down arrow to see the menu. 
Then click on the log-out button.

19.2.5  Friends
As described above, the whole idea of using Facebook is to keep in touch with friends. If 
you post something on the Facebook site, you need to have friends to see it. If you want 
to see what another member posts, you have to be one of her friends. In other words, you 
need to find friends and let other members find you as a friend before you can start to 
communicate through Facebook.

Finding friends
There are several ways of finding friends in Facebook.

Accept Facebook recommendation

You can accept a Facebook recommendation, based on the information you provided 
during sign-up. To accept a recommendation, go to the toolbar of your page (Figure 19.5) 
and click on the find friend button, which displays a list of people whom you may know. 
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The list is divided into several categories (eg people you may know, mutual friends, people 
from your home town, current city, high school, college or university, employer etc) that 
you can scroll through to choose from. In each category, you can select people with whom 
you want to be friends and click the add friend button in front of their name.

Follow email contacts

You can follow people who regularly contact you by email. On your home page toolbar 
(Figure 19.5) click on the friend icon (two faces next to find friend button). Facebook dis-
plays a page with different email icons. Choose the appropriate one and type your email 
and password to see a list of individuals who communicate with you by email. If you want 
someone on this list to be your Facebook friend, click on the add friend button.

Find people you know

At the left side of your home page toolbar (Figure 19.5) type the member name and click 
on the search icon. Facebook shows the list of members with that name. If you find some-
one you know, click on the name to see their profile page. If you want that person to be 
your Facebook friend, click on the add friend button.

Accept friendship from other members
Other members may want to add you as their friends. In this case, you may accept or 
decline friendship when you receive the request. On the toolbar, click on the friend request 
button. You will see the profile for every member who has sent you a request to be your 
friend. You can click the confirm or decline button in front of the member name to accept 
or reject the invitation.

Unfriend a friend
You can remove any member from your friends list at any time. To do so, click on your 
profile picture on your home page toolbar (Figure 19.5). Click the friends button under 
your name to see the list of your friends. Scroll down until you see the name of a member 
that you want to unfriend. Then click on the unfriend button.

19.2.6  Exchanging information
The whole purpose of Facebook is to allow friends to exchange news (texts, photos, videos 
etc). To receive your friends’ posts, go to your news feed where they will appear. To send news 
to your friends, you need to update your status. We will briefly show these two activities.

Reading news
To see what news your friends have posted, go the toolbar (Figure 19.5) and click on 
the home button. You will see all the new posts made by your friends. Each post includes 
the name of your friend, the date it was posted, and the contents. They may also contain 
links to web pages. Posted photos will also appear there, but you may want to make 
them larger by clicking on them. If there are videos in the posts, a thumbnail appears in 
the body of the news feed with the play arrow; click it to play the video.
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Commenting on posted updates

At the top of each item of posted news (called an update), there is a like button that you 
can click on to show that you like the post.

Sharing posted updates

Click the share button underneath the original post to see a new window. Enter any 
comments you want to make about the post in the new window and then click the share 
button in the new window. In this way, you can post what you have received to your own 
friends.

Posting news
Facebook allows you to post news (called updates) for your friends. This can be a long 
message (up to 60 000 characters), a link to a web page, a photo, or a video.

Posting news

To post news, go to the toolbar (Figure 19.5) and click on the home button to see the 
posting window. The update status will be selected by default. Click on the what’s on your 
mind button and type your news. Then click the post button to post the news for your 
friends.

Posting photos or videos

In the posting window (see Posting News paragraph), click on the add photos/video button 
and then select the right-hand button to post your photos or videos.

Tagging

If you want to mention a friend in your post, you can tag that friend. To do so, you need 
to click on the tag button (picture of a head) and then select the name of the friend from 
the list.

Limiting who can see your post

Generally, when you post something on Facebook, all Facebook members can see it. 
You can restrict this just to your friends or even just to yourself. In the status update 
window (see Posting News paragraph), click the button public to let anyone see the 
post, click the friends button so that only your friends see the post, or click the only me 
button so that no one except you sees the post.

19.3  TWITTER
Twitter is a social network that allows members to post a short message, called a tweet, of 
a maximum 140 characters, for their followers to see.

Twitter allows members to post a tweet for their followers.
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19.3.1  General idea
Before showing how to use Twitter, let us discuss the general idea behind this social media site.

Member–followers relationship
In Twitter, the relationship is between members and their followers; a one-to-many rela-
tionship. A group of Twitter members follow the member they like; the followed member 
may not even know who their followers are. This is similar to the relationship between a 
celebrity and her followers: the followers are interested in what the celebrity does, but the 
celebrity probably does not know who these followers are. 

Let us assume that we have eight members registered on the Twitter site as shown in 
Figure 19.6. Now assume some members decide to follow other members as shown below:

1.	 M1 follows M2 and M5.

2.	 M2 follows M3.

3.	 M3 follows M4 and M5.

4.	 M4 follows M3 and M8.

5.	 M5 follows M2 and M6.

6.	 M6 follows M8.

7.	 M7 follows M3.

8.	 M8 follows M7.

Figure 19.6  Twitter with only eight members registered
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The new one-way relationships are shown in Figure 19.7.

Figure 19.7  The follower–followed relationship
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Communication
In Twitter, it is also easier to think of communication as a one-to-many relationship. A 
member posts a tweet for her followers. Figure 19.8 shows this scenario.

M1

M7

M2

M1

M5

M5

M1

M3

M2

M4

M7

M8

M4

M6

M4 M3

M6 M5

M3

Figure 19.8  One-to-many communication in Twitter

a.	 M1 has no followers. This means that what is posted by M1 can be seen by no one.

b.	 M2 has M1 and M5 as followers. This means that what is posted by M2 can be seen by 
M1 and M5.

c.	 M3 has M2, M4, and M7 as followers. This means that what is posted by M3 can be 
seen by M2, M4, and M7.

d.	M4 has M3 as a follower. This means that what is posted by M4 can be seen by M3.

e.	 M5 has M1 and M3 as followers. This means that what is posted by M5 can be seen by 
M1 and M3.

f.	 M6 only has M5 as a follower. This means that what is posted by M6 can be seen only 
by M5.

g.	 M7 has no followers. This means that what is posted by M7 can be seen by no one.

h.	M8 has M4 and M6 as follower. This means what is posted by M8 can be seen by M4 
and M6. 

19.3.2  Pages
The Twitter website has several pages, but the two used primarily are the web page and the 
home page. Other pages can be reached from one of these two pages. Let us describe these 
two pages before explaining how to use them.
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Web page
The web page is used for joining Twitter for the first time or when you want to log into 
your account (Figure 19.9)

Figure 19.9  Twitter web page

Home page
The home page is used when you have already have an account with Twitter and you want 
to use it. The general format of this page is shown in Figure 19.10.

Figure 19.10  Twitter home page

19.3.3  Membership
As with any social media, you need to sign up to become a member (Figure 19.9). If you 
want to deactivate your account you need to sign out (Figure 19.10).

Sign up
To become a member of Twitter, go to www.twitter.com to find the Twitter web page, as 
shown in Figure 19.9. Then click on the sign-up button to see the sign-up window as 
shown in Figure 19.11.
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Figure 19.11  Twitter sign-up window

In the sign-up window give your full name, your phone number or email, and your 
password. Now click the sign-up button to join as a member.

Sign out (deactivation)
To permanently deactivate your account in Twitter, go to the Twitter home page (Figure 
19.10) and do the following:

1.	 Click the profile and settings icons.

2.	 When the new window opens, click on the settings and privacy buttons.

3.	 When the new window opens, click on the deactivate my account button.

19.3.4  Accessing services of Twitter
Even if you are a member, whenever you want to use Twitter, you need to log in. When 
you do not want to use it for a while, you can log out.

Log in
When you are a member, you can log in to your account from any computer or smartphone. 
On the Twitter web page (Figure 19.9), click on the log-in button to see the log-in window 
as shown in Figure 19.12.

Figure 19.12  Twitter log-in window

In the log-in window, give your full name, your phone number or email, and your 
password. Now click the log-in button. You can now use Twitter.
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Log out
To log out of your account in Twitter, go to the Twitter home page (Figure 19.10) and do 
the following:

1.	 Click the profile and settings icons.

2.	 When the new window opens, click on the log-out button.

19.3.5  Following and being followed
The whole idea of Twitter is to enable members and their followers to communicate. 
Members can receive tweets if they follow other members. If members have followers, 
they can send useful tweets which will be received by their followers. 

You need to follow other members
If you want to receive tweets from certain members, you need to let Twitter know that 
you want to follow them. There is no need to get permission from the member you want 
to follow (unless they explicitly ask Twitter to block you as one of their followers). If you 
enter the names of the members you want to follow, Twitter creates a list of them in your 
profile and every time any of these members sends a tweet, you will get a copy. The ques-
tion is: how do you tell Twitter who you want to follow? There are several ways to do this.

Accept Twitter recommendation

You can accept Twitter’s recommendation (based on your past activity and interests).  
To do this, go to the bottom left section of the Twitter home page, the who to follow 
window, as shown in Figure 19.13 and click the view-all button to see Twitter’s recom-
mendations. To learn more about any of these members, click on the @name. To follow a 
member, click the follow button.

Figure 19.13  Who to follow page

 Who to Follow

 Find friends

Refresh View all

Name1 @name1
Follow

Name3 @name3
Follow

Name2 @name2
Follow

Follow email contacts

You can follow people who regularly contact you by email. On the who to follow page 
(Figure 19.13) click on the find friends button (at the bottom of the right-hand column). 
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A list of email providers appears on the next window, from which you can choose those 
friends who communicate with you via those email providers.

Search for specific people or organizations

On the who to follow section (Figure 19.13) click the view all button. When the new win-
dow opens, enter either the actual name or the Twitter name of the person or organization 
you are looking for. Now click the search button. If an individual or organization with that 
name is a Twitter member, you can choose to follow them.

Stop following a member

You may for some reason want to stop receiving tweets from a member. To do so, you 
must unfollow them. Go to the Twitter home page, click on the following link. Move the 
mouse over the follow button for that member and change it to unfollow button.

Other members following you
If you want your tweets to be read, you need to have followers to receive them. However, 
you cannot choose your followers; they have to find you and decide to follow you. They 
do not need to get your approval to follow you, but if you wish to, you can inform Twitter 
that you want to block a specific follower.

19.3.6  Sending tweets
Although you do not know all your followers personally—they have selected you, you 
have not selected them—and cannot communicate with them directly, Twitter has a list 
of your followers. To send a tweet to your followers, just post it on your Twitter page and 
the site will send it to all your followers.

Compose a new tweet
The first thing you need to know is how to compose a new tweet. This can be done as 
follows (see Figure 19.14).

Figure 19.14  Composing a new tweet
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1.	 Click the tweet button on any Twitter web page to see the compose new tweet 
panel.

2.	 In the compose new tweet panel, type your message.

3.	 Click the tweet button at the bottom of the page to post your tweet.

4.	 Twitter takes your tweet and adds your profile, including your name, at the top of the 
tweet.

5.	 Twitter then sends a copy to all your followers.

Referring to other people’s tweets
In any tweets you send, you can also refer to the tweets of other users. This can be done 
in two ways: by using ampersands and/or by using hashtags.

Using ampersands

When you are sending a tweet to your followers, if you want to refer to the tweets of 
another user, you can insert the name of that user preceded by an ampersand (@). Any of 
your followers can click on the name to see tweets posted by that user.

Using hashtags

Sometimes you want to refer to a set of tweets that contain a specific word or phrase 
originating from different senders. In this case you can use a hashtag (#) in front of the 
word. The word becomes a keyword representing a particular topic or issue, and any click 
on the word displays all recent tweets that contain that word.

19.3.7  Receiving tweets
After you identify and designate those members that you want to follow, any tweet 
posted by any one of them comes to your Twitter home page (also called your Twitter 
feed). To get to your home page, click on the home icon at the top-left of the Twitter tool-
bar (Figure 19.10) which enlarges the what’s happening section. After reading any tweet, 
you can:

1.	 click on the arrow to compose a tweet in response to the sender of the tweet.

2.	 click on the double arrow to retweet the received tweet to their own followers.

3.	 click on the star to show that they like the tweet.

19.4  END-CHAPTER MATERIALS
19.4.1  Recommended reading
For more details about the subjects discussed in this chapter, the following book is 
recommended:

Russel Matthew A. Mining the Social Web, Sebastopol, CA: O’Reilly, 2014 
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19.4.2  Key terms
Facebook 507 news 514

follow 513 sign out 511
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home page 510 web page 517

19.4.3  Summary

❑❑ Facebook allows families and friends around the world to keep in touch with each 
other.

❑❑ In Facebook, each member needs to find friends to communicate with, but a friend 
of a friend is not a friend.

❑❑ Communication in Facebook is one-to-many. What is posted by one member can be 
seen by all their friends.

❑❑ To become a member of Facebook, one needs to sign up. To terminate membership, 
one needs to sign out.

❑❑ To use Facebook, a member needs to log in; to stop using Facebook for a while, a 
member needs to log out.

❑❑ Twitter allows a member to post a tweet (small message) for their followers to 
read.

❑❑ In Twitter, each member needs to find other members to follow.

❑❑ Communication in Twitter is one-to-many. Everything posted by one member can be 
seen by all their followers.

❑❑ To become a member of Twitter, one needs to sign up. To terminate membership, one 
needs to sign out.

❑❑ To use Twitter, a member needs to log in; to stop using Twitter for a while, a member 
needs to log out.

❑❑ A member needs to follow other members to receive tweets from them.

19.5  PRACTICE SET
19.5.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.
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19.5.2  True/false questions
Categorize the following statements as true or false.
T19-1.	 In Facebook, members post something for their followers.
T19-2.	 In Facebook, sharing is done between friends.
T19-3.	 In Facebook, a friend of a friend is a friend.
T19-4.	 Friendship in Facebook is a one-way relationship.
T19-5.	 Communication in Facebook is one-way.
T19-6.	 To sign up in Facebook you need to be on the user page.
T19-7.	 There is only one way to find friends in Facebook.
T19-8.	 In Facebook, what is posted by one member can be seen by all their friends.
T19-9.	 In Twitter communication takes place between a member and his/her friends.
T19-10.	 To become a member of Twitter, you need to log in.
T19-11.	 To discontinue membership in Twitter, you need to sign out.
T19-12.	 Before using Twitter, you need to look for followers.
T19-13.	 In Twitter, a post (message) can contain thousands of characters.
T19-14.	 To refer to another person named in your tweet, you need to use an ampersand.
T19-15.	 To refer to a word in all tweets, you need to use a hashtag. 

19.5.3  Review questions
Q19-1.	 What is the difference between Facebook and Twitter when we consider the rela-

tionship between members?
Q19-2.	 What is the difference between Facebook and Twitter when we are thinking 

about the size of messages exchanged?
Q19-3.	 In Twitter, explain why a follower cannot send a message to the member that  

he/she follows.
Q19-4.	 In Facebook, if x and y are friends and z is only a friend of x but not a friend of y, 

can x send a message to z? Can z send a message to x?
Q19-5.	 In Twitter, if x is a follower of y and y is a follower of z, can x see a tweet sent by z?

19.5.4  Problems
P19-1.	 In Figure 19.2, assume that M2 and M5 terminate their friendships. Redraw 

Figure 19.3 for the new situation.
P19-2.	 In Figure 19.2, assume that M3 and M8 become friends. Redraw Figure 19.3 for 

the new situation.
P19-3.	 In Figure 19.7, assume that M2 decided to follow M6. Redraw Figure 19.7 using 

the new situation.
P19-4.	 In Figure 19.7, assume that M4 follows M7 and M7 follows M3. Redraw 

Figure 19.7 using the new situation.





In this chapter, we briefly focus on social and ethical issues related to the use of computers 
and to the Internet as a network of computers.

Objectives
After studying this chapter, the student should be able to:

❑❑ Define three ethical principles related to the use of computers.

❑❑ Distinguish between physical and intellectual property and list some types of intel-
lectual property.

❑❑ Define privacy as related to the use of computers.

❑❑ Give the definition of a computer crime and discuss types of attacks, motivation for 
attacks, and how to protect against attacks.

❑❑ Define hackers and the damage done by them.

CHAPTER	 20
Social and Ethical Issues
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20.1  ETHICAL PRINCIPLES
One of the ways to evaluate our responsibility towards the rest of the world when using a 
computer is to base our decisions on ethics. Ethics is a very complex subject that would 
take several books to describe in detail. In this chapter, we discuss only three principles 
that can be related to our goal, shown in Figure 20.1.

Figure 20.1  Three main principles of ethics
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20.1.1  Moral rules
The first ethical principle states that when we make an ethical decision, we need to con-
sider if the decision is made in accordance with a universally accepted principle of moral-
ity. For example, if we want to illegally access a computer to get some information, we 
need to ask ourselves if this act is moral. We know that most people in the world do not 
consider such actions to be moral, which means that we would be ignoring the first prin-
ciple of ethics if we acted in this way.

The first principle of ethics says that we should avoid doing anything  
if it is against universal morality.

20.1.2  Utilization
The second theory of ethics is related to the consequences of the act. An act is ethical if it 
results in consequences which are useful for society. If a person accesses a bank’s com-
puter and erases customer records, is this act useful for society? Since this action may 
damage the financial status of the bank’s customer, it is detrimental to society. It does not 
bring about a good result. It is not ethical.

The second principle of ethics says that an act is ethical if it  
brings about a good result.

20.1.3  Social contract
The social contract theory says that an act is ethical when a majority of people in society 
agrees with it. If someone breaks into somebody else’s house and commits a robbery, does 
this act receive the approval of a majority of society? Since the answer is negative, this act 
is not ethical.



20.2  Intellectual Property 527

The third principle of ethics says an act is ethical if a majority  
of people in society agree with it.

20.2  INTELLECTUAL PROPERTY
Most ethical issues in the past were related to physical property. Physical property has 
been defined and physical property rights have been recognized by society throughout 
history. If a person has a physical object, such as a computer, the rights to this property are 
granted to the owner. It has been proved that ignoring physical property rights may affect 
the three ethical principles discussed above.

Modern societies have gone further and have recognized the right to intellectual 
property. For example, an author should be given the right to benefit from his/her written 
book. An artist should be given the right to benefit from his/her artwork. However, there 
are some differences between the two types of property:

1.	 A physical property cannot be copied; it needs to be manufactured or built. If we 
need another computer, we need to physically build it. On the other hand, intellectu-
al property can be copied. We can make a copy of a book without rewriting it.

2.	 Copying intellectual property still leaves the owner with the original. Stealing a com-
puter deprives the owner of its use.

3.	 The owner of intellectual property is only one person (or a group); many people can 
have the same physical property.

20.2.1  Types of intellectual property
Modern societies have recognized several types of intellectual property: trademarks, trade 
secrets, patents, and copyright.

Trademarks
A trademark identifies a company’s product or service. A trademark is an intellectual 
property right granted by the government for a limited term, but which can be renewed. 
A trademark is considered intellectual property in that the corresponding product cannot 
legally be copied by other companies or individuals.

Trade secrets
A trade secret is the information about a product that is kept secret by the owner. For 
example, a company can create a product but keep the formula secret. A programmer can 
create a piece of software, but keep the program code secret. People can use the product 
or the software, but they do not own the formula or the code. Unlike trademarks, a trade 
secret does not have to be registered; the owner just has to keep it secret.

Patents
A patent is a right to a monopoly to use and commercially exploit a piece of intellectual 
property for a limited period of time. The owner has the right to give or not to give permission 
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to anyone who wishes to use the invention. However, the individual property needs to have 
certain characteristics such as novelty, usefulness, and the capability of being built.

Copyright
A copyright is a right to a written or created work. It gives the author the exclusive rights 
to copy, distribute, and display the work. Copyright arises automatically, and does not 
need to be applied for or formally registered, but a statement of the creator’s copyright 
should be mentioned somewhere on the work.

20.3  PRIVACY
Today, a large amount of personal information about a citizen is collected by private and 
public agencies. Although in many cases the collection of this information is necessary, it 
may also pose some risks. Some of the information collected by government or private 
companies can be used commercially. In many countries, a citizen’s right to privacy is, 
directly or indirectly, mentioned in the nation’s constitution. However, there is a conflict 
between people’s right to privacy and the need to collect information about them. Usually 
governments create a balance between the two through laws. Some countries have intro-
duced codes of ethics related to the use of computers to collect data, as shown below:

1.	 Collect only data that are needed.

2.	 Be sure that the collected data are accurate.

3.	 Allow individuals to know what data have been collected.

4.	 Allow individuals to correct the collected data if necessary.

5.	 Be sure that collected data are used only for the original purpose.

6.	 Use encryption techniques (discussed in Chapter 16) to accomplish private 
communication.

20.4  COMPUTER CRIMES
For the purposes of this book, we give a simple definition of a computer crime. A com-
puter crime is an illegal act, called an attack, involving any of the following:

1.	 A computer

2.	 A computer network

3.	 A computer-related device 

4.	 Software

5.	 Data stored in a computer

6.	 Documentation related to the use of computers

20.4.1  Types of attacks
Attacks can be divided into two categories: penetration and denial of service.
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Penetration attack
Penetration in this case means breaking into a system to get access to the data stored in a 
computer or in a computer network. Penetration can result in changing data directly or 
injecting viruses, worms, and Trojan horses to alter the data indirectly.

Viruses

Viruses are unwanted programs that are hidden within other programs (host). When 
the user executes the host program, the virus takes control and replicates itself by 
attaching itself to other programs. Eventually, the multitude of viruses may stop normal 
computer operations. Viruses can also be transferred to other machines through the 
network.

Worms

A worm is an independent program which can copy itself and which travels through the 
network. It is a self-replicating piece of software that can travel from one node to another. 
It tries to find weaknesses in the system to inflict harm. It can reproduce many copies of 
itself, thus slowing down access to the Internet or stopping communication altogether.

Trojan horses

A Trojan horse is a computer program that does perform a legitimate task, but which also 
contains code to carry out malicious attacks such as deleting or corrupting files. It can also 
be used to access user passwords or other secret information.

Denial of service attack
The denial of service is an attack on a computer connected to the Internet. These attacks 
reduce the capability of a computer system to function correctly or bring the system 
down altogether by exhausting its resources.

20.4.2  Motives
Attacks are made with many different motivations such as political reasons, a hacker’s 
personal interpretation of computer ethics, terrorism, espionage, financial gain, or hate.

20.4.3  Attack protection
Although attacks cannot be avoided easily, there are some strategies that can be applied 
to reduce the number or impact of the attacks. We describe three strategies briefly.

Use physical protection
The computer can be physically protected to allow physical access only to trusted 
individuals.

Use protective software
Software can be used to protect your data, such as data encryption or the use of strong 
passwords to access the software.



Social and Ethical Issues530

Install strong anti-virus software
Strong anti-virus software can control access to the computer when installing new soft-
ware or accessing Internet sites.

20.4.4  Cost
It is obvious that ordinary citizens usually bear the cost of these computer attacks. When 
private companies spend money on preventing attacks, consumers using their products 
pay through increased prices. When government organizations spend money to prevent 
attacks, citizens pay through increased taxes.

20.5  HACKERS
The word hacker today has a different meaning than when it was used in the past. Previ-
ously, a hacker was a person with a lot of knowledge who could improve a system and 
increase its capability. Today, a hacker is someone who gains unauthorized access to a 
computer belonging to someone else in order to copy secret information.

Although some of the infiltrations carried out by hackers can be harmless, most coun-
tries impose heavy penalties for both harmless and harmful hacking. In most countries, 
accessing government computers without authorization is a crime. Moreover, in many 
countries there is a heavy punishment for hackers who access the computers of private 
institutions, and the simple act of obtaining information from somebody else’s computer 
is a crime, whether the information is used or not.

20.6  END-CHAPTER MATERIALS
20.6.1  Recommended reading
For more details about the subjects discussed in this chapter, the following books are 
recommended:

❑❑ Kizza, J. M. Ethical and Social Issues in the Information Age, London: Springer, 2010
❑❑ Schneider, M and. Gersting, J. L. Invitation to Computer Science, 7th edition, Boston, 

MA: Cengage Learning, 2016
❑❑ Reynold, C. and Tymann, P. Schaum’s Outline of Principles of Computer Science, 

New York: McGraw-Hill, 2008

❑❑ Long, L and Long, N. Computers, Upper Saddle River, NJ: Prentice-Hall, 1999

20.6.2  Key terms
This chapter has introduced the following key terms, which are listed here with the pages 
on which they first occur:

copyright 528 privacy 528

denial of service 529 social contract 526
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ethical principle 526 trademark 527 

hackers 530 trade secret 527

intellectual property 527 Trojan horse 529

moral rules 526 utilization 526

patent 527 virus 529

penetration attack 529 worm 529

20.6.3  Summary

❑❑ One of the ways to evaluate our responsibility towards the rest of the world when 
using a computer is to base our decisions on ethics using the three principles of moral 
rules, utilization, and social contract.

❑❑ Ethical issues nowadays deal not only with physical property but also with intellec-
tual property.

❑❑ Four different types of intellectual property are trademarks, trade secrets, patents, and 
copyrights.

❑❑ One major ethical issue of our time is respect of privacy.
❑❑ Computer crime mostly involves penetration or denial of service attacks on computer 

systems.
❑❑ Computer attacks can be avoided using physical protection, protective software, and 

anti-virus software.

❑❑ The term hacker today refers to a person or organization that gains unauthorized ac-
cess to a computer belonging to someone else to copy secret information.

20.7  PRACTICE SET
20.7.1  Quizzes
A set of interactive quizzes for this chapter can be found on the book’s website. It is 
strongly recommended that the student takes the quizzes to check his/her understanding 
of the materials before continuing with the practice set.

20.7.2  Review questions
Q20-1.	 What are the three principles of ethics discussed in this chapter?
Q20-2.	 What are some differences between a physical and an intellectual property?
Q20-3.	 What are some privacy codes of ethics related to using computers?
Q20-4.	 What is the difference between penetration and denial of service when talking 

about computer crimes?
Q20-5.	 What are the three ways a malicious person can penetrate a computer belonging 

to someone else?
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20.7.3  Problems
P20-1.	 Assume you have created a piece of software that can be used by many vendors. 

Is this intellectual property protected by a copyright or a patent? Explain your 
answer.

P20-2.	 You have created a piece of software for which you want to keep the code secret. 
Do you need to register this intellectual property? Explain your answer.

P20-3.	 If someone collects data about you without informing you in advance, is this act 
against your right to privacy? Explain your answer.

P20-4.	 If someone sends you an email that carries a virus, what type of computer crime 
is committed here? Explain your answer.

P20-5.	 If someone renders an institution’s computer system so busy that it cannot do any 
more work, what type of computer crime is committed? Explain your answer.

P20-6.	 Explain the difference between a virus and a worm.
P20-7.	 Explain the difference between a virus and a Trojan horse.
P20-8.	 Explain the difference between a worm and a Trojan horse.
P20-9.	 Describe different ways in which you can protect your computer from attacks.
P20-10.	Explain the damage that a hacker can inflict on a computer system of a financial 

institution.



Computers use numbers. They store characters by assigning a number to each one. The 
original coding system was called ASCII (American Standard Code for Information Inter-
change) and had 128 characters each stored as a 7-bit number. ASCII can satisfactorily 
handle lowercase and uppercase letters, digits, punctuation characters, and some control 
characters. An attempt was made to extend the ASCII character set to eight bits. The new 
code, which was called Extended ASCII, was never internationally standardized.

To overcome the difficulties inherent in ASCII and Extended ASCII—not enough bits 
to represent characters and other symbols needed for communication in other languages—
the Unicode Consortium, a group of multilingual software manufacturers, created a uni-
versal encoding system to provide a comprehensive character set, called Unicode.

Unicode was originally a 2-byte character set. Unicode version 5, however, is a 4-byte 
code and is fully compatible with ASCII and Extended ASCII. The ASCII set, which is 
now called Basic Latin, is Unicode with the upper 25 bits set to zero. Extended ASCII, 
which is now called Latin-1, is Unicode with the 24 upper bits set to zero. Figure A.1 
shows how the different systems are compatible. 

Figure A.1  Unicode compatibility

ASCII

Extended ASCII

8 bits 8 bits8 bits8 bits

Unicode

Defining planes

Each character or symbol in Unicode is defined by a 32-bit number. The code can define 
up to 232 (4 294 967 296) characters or symbols. The description here uses hexadecimal 
digits in the following format, in which each X is a hexadecimal digit:

APPENDIX A
Unicode
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U1XXXXXXXX

A.1  PLANES
Unicode divides the whole code space into planes. The most significant 16 bits define the 
plane, which means we can have 65 536 (216) planes. For plane 0, the most significant 16 bits 
are 0s, (0000)16, in plane 1 the bits are (0001)16, in plane 2 they are (0002)16, and so on 
until in the plane 65 536, they are (FFFF)16. Each plane can define up to 65 536 characters 
or symbols. Figure A.2 shows the structure of Unicode code spaces and its planes.

Figure A.2  Unicode planes

0000: Basic Multilingual Plane (BMP)
0001: Supplementary Multilingual Plane (SMP) 
0002: Supplementary Ideographic Plane (SIP)
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A.1.1  Basic multilingual plane (BMP)
The basic multilingual plane, plane 0, is designed to be compatible with the previous 
16-bit Unicode. The most significant 16 bits in this plane are all zeros. The codes are 
normally shown as U+XXXX with the understanding that XXXX defines only the least 
significant 16 bits. This plane mostly defines character sets in different languages, with the 
exception of some codes used for control or other special characters (for more information, 
see the Unicode Web Page).

A.1.2  Other planes
Unicode had other planes: 

❑❑ The supplementary multilingual plane, plane (0001)16, is designed to provide more 
code for multilingual characters that are not included in the BMP plane. 

❑❑ The supplementary ideographic plane, plane (0002)16, is designed to provide code 
for ideographic symbols, any symbol that primarily denotes an idea or meaning in 
contrast to a sound or pronunciation. 
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❑❑ The supplementary special plane, plane (000E)16, is used for special characters not 
found in the Basic Latin or Basic Latin-1 codes. 

❑❑ Private use planes, planes (000F)16 and (0010)16, are reserved for private use. 

A.2  ASCII 
Today, ASCII or Basic Latin, is part of Unicode. It occupies the first 128 codes in Unicode 
(U-00000000 to U-0000007F). Table A.1 contains the hexadecimal codes and symbols. 
To find the actual code, we prepend (000000)16 to the code. 

Table A.1  ASCII

Code Symbol Code Symbol Code Symbol Code Symbol

(00)16 Null (20)16 Space (40)16 @ (60)16 `

(01)16 SOH (21)16 ! (41)16 A (61)16 a

(02)16 STX (22)16 “ (42)16 B (62)16 b

(03)16 ETX (23)16 # (43)16 C (63)16 c

(04)16 EOT (24)16 $ (44)16 D (64)16 d

(05)16 ENQ (25)16 % (45)16 E (65)16 e

(06)16 ACK (26)16 & (46)16 F (66)16 f

(07)16 BEL (27)16 ‘ (47)16 G (67)16 g

(08)16 BS (28)16 ( (48)16 H (68)16 h

(09)16 HT (29)16 ) (49)16 I (69)16 i

(0A)16 LF (2A)16 * (4A)16 J (6A)16 j

(0B)16 VT (2B)16
1 (4B)16 K (6B)16 k

(0C)16 FF (2C)16 , (4C)16 L (6C)16 l

(0D)16 CR (2D)16 - (4D)16 M (6D)16 m

(0E)16 SO (2E)16 . (4E)16 N (6E)16 n

(0F)16 SI (2F)16 / (4F)16 O (6F)16 o

(10)16 DLE (30)16 0 (50)16 P (70)16 p
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Table A.1  ASCII (continued)

Code Symbol Code Symbol Code Symbol Code Symbol

(11)16 DC1 (31)16 1 (51)16 Q (71)16 q

(12)16 DC2 (32)16 2 (52)16 R (72)16 r

(13)16 DC3 (33)16 3 (53)16 S (73)16 s

(14)16 DC4 (34)16 4 (54)16 T (74)16 t

(15)16 NAK (35)16 5 (55)16 U (75)16 u

(16)16 SYN (36)16 6 (56)16 V (76)16 v

(17)16 ETB (37)16 7 (57)16 W (77)16 w

(18)16 CAN (38)16 8 (58)16 X (78)16 x

(19)16 EM (39)16 9 (59)16 Y (79)16 y

(1A)16 SUB (3A)16 : (5A)16 Z (7A)16 z

(1B)16 ESC (3B)16 ; (5B)16 [ (7B)16 {

(1C)16 FS (3C)16 < (5C)16 \ (7C)16 |

(1D)16 GS (3D)16
5 (5D)16 ] (7D)16 }

(1E)16 RS (3E)16 > (5E)16 ^ (7E)16 ~

(1F)16 US (3F)16 ? (5F)16 _ (7F)16 DEL

A.2.1  Some properties of ASCII
ASCII has some interesting properties that we need to briefly mention here:

1.	 The first code, (00)16, which is non-printable, is the null character. It represents the 
absence of any character.

2.	 The last code, (7F)16, is the delete character, which is also non-printable. It is used by 
some programs to delete the current character.   

3.	 The space character, (20)16, is a printable character. It prints a blank space. 

4.	 Characters with code (01)16 to (1F)16 are control characters: they are not printable. 
Table A.2 shows their functions. Most of these characters were used in data commu-
nication in out-of-date protocols. 
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Table A.2  Explanation for control characters

Symbol Explanation Symbol Explanation

SOH Start of heading DC1 Device control 1

STX Start of text DC2 Device control 2

ETX End of text DC3 Device control 3

EOT End of transmission DC4 Device control 4

ENQ Enquiry NAK Negative acknowledgment

ACK Acknowledgment SYN Synchronous idle

BEL Ring bell ETB End of transmission block

BS Backspace CAN Cancel

HT Horizontal tab EM End of medium

LF Line feed SUB Substitute 

VT Vertical tab ESC Escape

FF Form feed FS File separator

CR Carriage return GS Group separator

SO Shift out RS Record separator

SI Shift in US Unit separator

5.	 The uppercase letters start from (41)16. The lowercase letters start from (61)16. When 
numerically compared, uppercase letters are smaller than lowercase ones. This means 
that when we sort a list based on ASCII values, the uppercase letters show before the 
lowercase letters. 

6.	 The uppercase and lowercase letters differ by only one bit in the 7-bit code. For exam-
ple, character A is (41)16 and character a is (61)16. The difference is bit 6, which is 0 in 
uppercase letters and 1 in lowercase letters. If we know the code for one case, we can 
find the code for the other easily by adding or subtracting, (20)16 in hexadecimal or 
flipping the sixth bit. In other words, the code for character A is (41)16 5 (1000001)2, 
but the code for character a is (61)16 5 (1100001)2: the sixth bit in binary notation 
is flipped from 0 to 1. 

7.	 The uppercase letters are not immediately followed by lowercase letters—there are 
some punctuation characters in between.

8.	 Decimal digits (0 to 9) begin at (30)16. This means that if we want to change a numeric 
character to its face value as an integer, we need to subtract (30)16 5 48 from it. For 
example, the code for 8 in ASCII is (38)16 5 56. To find the face value, we need to 
subtract 48 from this, or 56 2 48 5 8.





Unified Modeling Language (UML) is a graphical language used for analysis and design. 
Through UML we can specify, visualize, construct, and document software and hardware 
systems using standard graphical notations. UML provides different levels of abstraction, 
called views, as shown in Figure B.1.

Figure B.1  UML views
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view
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As shown in Figure B.1 the four views are:

1.	 The user view, which shows the interaction of the user with the system. This view is 
represented by use-case diagrams. 

2.	 The structural view, which shows the static structure of the system. This view is rep-
resented by class diagrams.

3.	 The behavioral view, which shows how the objects in the system behave. This view is 
represented by collaboration, sequence, state, and activity diagrams.

4.	 The implementation view, which shows how the system is implemented. It contains 
component and deployment diagrams.

APPENDIX B
Unified Modeling  
Language (UML)
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B.1  THE USER VIEW
The user view is a high level view of the whole system. It shows how a system is organized 
in general. There is only one type of diagram in user views, the use-case diagram. 

B.1.1  Use-case diagrams
A project normally starts with a use-case diagram. A use-case diagram gives the user’s 
view of a system: it shows how the users communicate with the system. Figure B.2 shows 
an example of a use-case diagram. A use-case diagram uses four main components: system, 
use cases, actors, and relationships. Each component is explained below. 

Figure B.2  A use-case diagram

Grading system

Professor

Administator

Student

Record
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View
grades

Create
grades

System
Use case
Actor

System
A system performs a function. We are interested only in a computer system. The com-
puter system in a use-case diagram is shown by a rectangular box with the name of the 
system outside the box in the top-left corner. 

Use cases
A system contains many actions represented as use cases. Each use case defines one of 
the actions that can be taken by the users of a system. A use case in a use-case diagram is 
shown by a rectangle with rounded corners. 

Actors
An actor is someone or something that uses the system. Although actors are shown as 
stick figures, they do not necessarily represent human beings. 

Relationships
Relationships are associations between actors and use cases. A relationship is shown as a 
line connecting actors to use cases. An actor can relate to multiple use cases and a use case 
can be used by multiple actors. 
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B.2  THE STRUCTURAL VIEW
The structural view shows the static nature of the system, classes and their relationships. 
The structural view uses only one type of diagram, class diagrams. 

B.2.1  Class diagrams
A class diagram  manifests the static structure of a system. It shows the characteristics of 
the classes and the relationship between them. The symbol for a class is a rectangle with 
the name of the class written inside. Figure B.3 shows three classes, Person, Fraction, and 
Elevator, belonging to three different systems—that is, there is no relationship between 
them. 

Figure B.3  Symbol for a class

Person Fraction Elevator

Class diagrams are extended by adding attributes, types, and methods to the diagram. 
Relationships between classes are shown with association and generalization diagrams.

Attributes and types
A class symbol can include attributes and types in a separate compartment. An attribute is a 
property of a class and a type is the type of data used to represent that attribute. Figure B.4 
shows some attributes of the classes Person and Fraction. 

Figure B.4  Attributes added to the class symbols

Person

name: string
age:  integer
...

Attributes
and types

Fraction

numerator: integer
denominator: integer
...

Attributes
and types

Methods
A class can also be extended to include methods. A method is a procedure that can be 
used by an object (an instance of a class) or applied to an object. In other words, an object 
is either a doer or a receiver. Figure B.5 shows two classes with attributes and methods. 
The attributes and methods are listed in separate compartments. 
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Figure B.5  Attributes and methods added to the class symbols

Person
name: string
age: integer
...

printName
incrementAge
...

Fraction
numeraor: integer
denominator: integer
...

print
add
...

Attributes

Methods

Attributes

Methods

Association
An association is a conceptual relation between two classes. An association is shown by a 
solid line between two classes. If a name is given to the association, it is written next to 
the line with a solid arrow. 

An association can be one-to-one, one-to-many, many-to-one or many-to-many. 
Figure B.6 shows four classes and some associations between them. It shows that one 
professor (an object of the Professor class) can teach from one to five courses (1…5). 
Conversely, in this example, a course can have only one professor. The university (an 
object of the University class) can have many professors and many students (objects of 
the Student class), as indicated by the asterisk (*) on the association line. The figure also 
shows that a student can take many courses. 

Figure B.6  Association between classes
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Generalization
Generalization organizes classes based on their similarities and differences. Gener-
alization allows us to define subclasses and superclasses. A subclass inherits char-
acteristics (attributes and methods) of all its superclasses, but it normally has some 
characteristics (attributes and methods) of its own. Figure B.7 shows single and mul-
tiple inheritance. 

https://sanet.st/blogs/polatebooks/
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Figure B.7  Generalization (inheritance)

a. Two subclasses inherit one superclass b. One subclass inherits two superclasses 

Vehicle

Car Truck

Subclass Subclass 

Superclass 

Weapon

Superclass

Vehicle

Superclass 

Tank

Subclass 

B.3  THE BEHAVIORAL VIEW
A behavioral view looks at the behavior of objects in a system. Depending on the type of 
the behavior, we can have four different diagrams: collaboration diagrams, state diagrams, 
sequence diagrams, and activity diagrams. 

B.3.1  Collaboration diagrams
A collaboration diagram is similar to a class diagram. The difference is that the class dia-
gram shows the relationship between classes, whereas a collaboration diagram shows the 
relationship between objects (instances of classes). 

Any object instantiated from the class can also be shown in a rectangle with the name 
of the object followed by a colon and the name of the class. For an anonymous object, the 
name of the object is left out. Figure B.8 shows three objects instantiated from the class 
Person.

Figure B.8  Three objects instantiated from the same class

John:Person

a. An object named John

Anne:Person

b. An object named Anne

:Person

c. An anonymous object

Attributes and values
An attribute is a property of a class, while a value is a property of an object corresponding 
to an attribute. An object symbol can include values. Figure B.9 shows some attributes of 
the classes Person and Fraction with values for attributes within the classes. 
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Figure B.9  Examples of attributes and values

b. A fraction’s object

Attributes
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numerator = 7
denominator = 23
...

a. A person’s object

Attributes
and values

name = “Anne”
age  = 30
...

Anne:Person Fr1:Fraction

Methods and operations
Although an object symbol can also include methods and operations, it is not common in 
a collaboration diagram.     

Links
A link in a collaboration diagram is an instance of an association in a class diagram. Objects 
can be related to each other using links. Two stereotype notations can be used for links: 
local and parameter. The first shows that one object uses another object as a local vari-
able: the second shows that one object uses another object as a parameter. Multiplicity, as 
shown in the association between Student and Course in Figure B.6, can also be shown 
by multiple superimposed objects. Multiplicity can also be shown between objects of 
the same class. Figure B.10 shows that a Student’s object uses multiple Course objects as 
parameters. 

Figure B.10  A link between objects

<<stereotype>>
:Course:Student

Messages
An object can send a message to another object. A message can represent an event sent 
from the first object to the second. A message can also invoke a method in the second 
object. Finally, an object can create or destroy another object using a message. Messages 
are shown by an arrow pointing in the direction of the message and are shown over the 
link between objects. Figure B.11 shows how an Editor object sends a print message to 
a Printer object. 

Figure B.11  A message sent from one object to another

:Editor :Printer
print
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B.3.2  State diagrams
A state diagram is used to show changes in the states of a single object. An object may 
change its state in response to an event. For example, a switch may change its state from 
off to on when it is turned on. A washing machine may change its state from wash to rinse 
in response to triggers from a timer.   

Symbols
A state diagram uses three main symbols, as shown in Figure B.12. 

Figure B.12  Symbols used in a state diagram

Start state

Stop state

Decision point

TransitionsIntermediate state

State name

States

There are three symbols for states: the start state, the stop state, and the intermediate 
state. The start state, which is drawn as a black circle with its name next to the circle, is 
allowed only once in the diagram. The stop state, which is drawn as a solid black circle 
inside another circle, can be repeated in the diagram. The intermediate state is drawn as a 
rectangle with rounded corners with the name of the state inside the rectangle. 

Transitions 

In a state diagram, a transition is a movement between states. The transition symbol is an 
arrowed line between two states. The arrow shows the next state. One or more transitions 
can leave a state: only one transition can arrive at a state. 

Decision point

A decision point is shown by a diamond. A transition can take several paths based on data 
or conditions in the object. 

Events
In a state diagram, an object is triggered by an event, which can be external or internal. For 
example, a switch may move from an off state to an on state if it is turned on. An event 
is represented by a string which defines the operation in the class that handles the event. 
It may have parentheses containing the formal parameters to be passed to the operation. 
An event can also have a condition enclosed in brackets. The following shows an example 
of an event: 

withdraw (amount) [amount < balance]
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An object may or may not move to another state when triggered by an event. 

Actions
Although an action may be triggered in several ways, we only mention an action triggered 
by an event. An action is shown by a string, which normally defines another object and 
the event that should be invoked for that object. If parameters are needed for the target 
object they are included in parentheses. The action is separated from the event by using a 
forward slash. The following shows an example of an action: 

deposit  (amount)  / add (balance)
↑ ↑

event action

Example B.1

Figure B.13 shows a simple example of a state diagram. There are six states—a start and a 
stop state and four intermediate states—nine events, and four actions. 

Figure B.13  An example of a state diagram
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B.3.3  Sequence diagrams
A sequence diagram shows the interaction between objects (or actors) over time. In a 
sequence diagram, objects (or actors) are listed as columns, and time, which flows notion-
ally downwards, is represented as a vertical broken line. 

Symbols
A sequence diagram uses five main symbols, as shown in Figure B.14. 
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Figure B.14  Symbols used in a sequence diagram

Message
Actor

:Object

Lifeline Activation

Actor

The symbol for an actor is the same stick figure as we saw in use-case diagrams. Since 
actors can also communicate with objects, they can be part of a sequence diagram. 

Object 

Objects, as we saw before, are instances of classes. A sequence diagram represents the 
interaction between the objects. 

Lifeline

A lifeline, shown by a solid or dashed vertical line, represents an individual participant in a 
sequence diagram. It is usually headed by a rectangle that contains the name of the object 
or actor. The vertical line, which represents the lifespan of the object, extends to the point 
where the object is no longer active.

Activation

Activation, represented by a solid narrow rectangle, shows the time when the object is 
involved in an activity, that is, when it is not idle. For example, if an object has sent a 
message to another object and is waiting for a response, the object is involved during 
this time. 

Message

Messages are shown as horizontal arrowed lines showing the interaction between objects 
(or actors). 

Example B.2

Figure B.15 shows a simple example of a sequence diagram with one actor and three 
anonymous objects. The diagram also shows concurrency: the first object, after receiving 
the first message, concurrently sends two messages: one to the actor and one to the second 
object. 
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Figure B.15  An example of a sequence diagram

Actor

Message1

Message2Message3

Message6

Message7

Message4

Message5

:ClassA :ClassB :ClassC

B.3.4  Activity diagrams
An activity diagram shows the break-down of a complex operation or a process into a set 
of simpler operations or processes. An activity diagram is more detailed than a sequence 
diagram. A sequence diagram emphasizes objects, while an activity diagram shows more 
detailed operations performed by one or more objects. An activity diagram in object-
oriented programming replaces a traditional flowchart in procedural programming. How-
ever, a traditional flowchart shows only sequential flow control (serial), while an activity 
diagram can show both sequential and concurrent (parallel) flow control. 

Symbols
An activity diagram uses six main symbols, as shown in Figure B.16. 

Figure B.16  Symbols used in an activity diagram

ActivityActivityStart point

End point

Decision (branch or merge)

Transition Fork or join

Activity

Activities

An activity is a step in an activity diagram. We show an activity using a rectangle with 
rounded corners that contains the name of the activity. The level of detail in an activity 
should be consistent for the whole diagram. If more detail is needed for one of the 
activities, a new diagram should be drawn to show it. 
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Transitions 

Similar to a state diagram, a transition in an activity diagram is shown by an arrowed line. 
The arrow shows the direction of the action.   

Start and end points

The start point in an activity diagram is a solid circle with a single outgoing transition: the 
stop point is a solid circle surrounded by a hollow circle (bull’s eye) with a single incoming 
transition. There can be only one start point. While logically there can be only one end 
point, multiple end points are allowed to make the diagram easier to read.

Decision and merge

A diamond shows a decision or a merge point. A transition can take several paths based 
on conditions. When used as a decision point, a diamond symbol can have only one entry, 
with two or more exits. When used as a merge point, a diamond symbol can have two or 
more entries but only one exit. 

Fork or joint

A thick line shows a fork or join in parallel processing. A fork symbol shows the start of 
two or more threads of processes: a joint symbol shows the end of the threads. 

Example B.3

Figure B.17 shows an example of an activity diagram. Activities 2 and 3 are done concur-
rently (parallel processing). 

Figure B.17  An example of an activity diagram
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B.3.5  Swimlanes
Sometimes operations in an activity diagram are performed by different objects or actors. 
To show that more than one object or actor is involved, swimlanes are added to an activity 
diagram, as shown in Figure B.18. 
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Figure B.18  An activity diagram with swimlanes 
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B.4  THE IMPLEMENTATION VIEW
An implementation view shows how the final product is implemented. Two types of 
diagrams are used to show the implementations: component diagrams and deployment 
diagrams. 

B.4.1  Component diagrams
A component diagram shows the software components and the dependencies among 
them. The components are shown as rectangles with two small rectangles on their left 
edges. A dependency between the components is shown by a dashed line with an arrow on 
the end. We can also use stereotyping on the dependency line by including such stereotype 
relations such as <<report>>. Figure B.19 shows a component diagram. 

Figure B.19  An example of a component diagram
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B.4.2  Deployment diagrams
A deployment diagram shows nodes connected by communication links. A node is shown 
as a cuboid and the communication association (link) is shown as a line connecting two 
nodes. A node can also include one or more components. Figure B.20 shows a simple 
deployment diagram. 

Figure B.20  An example of a deployment diagram
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One of the most common tools for defining algorithms is pseudocode. Pseudocode is an 
English-like representation of the code required for an algorithm. It is part English and 
part structured code. The English part provides a relaxed syntax that is easy to read. The 
code part consists of an extended version of the basic algorithmic constructs: sequence, 
selection, and loop. Algorithm C.1 shows an example of pseudocode. We briefly discuss 
each component in the next section.  

APPENDIX C
Pseudocode

Algorithm C.1  Example of pseudocode

Loop: FindingSmallest (list)

Purpose: Finds the smallest number among a list of numbers

Pre: List of numbers

Post: None

Return: The smallest number in the list

{

  smallest ← first number

  Loop (not end of list)

  { 

      If (next number < smallest)

      {

          smallest ← second number

      }

  }

  Return value of smallest

} 
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C.1  COMPONENTS
An algorithm written in pseudocode can be decomposed into several elements and 
constructs. 

C.1.1  Algorithm header
Each algorithm begins with a header that names it. For example, in Algorithm C.1, 
the header starts with the word Algorithm, which gives the algorithm’s title as ‘Finding 
Smallest’. 

C.1.2  Purpose, conditions, and return
After the header, we normally mention the purpose, the precondition, postconditions, and 
the data returned from the algorithm.

Purpose
The purpose is a short statement about what the algorithm does. It needs to describe only 
the general algorithm processing. It should not attempt to describe all of the processing. The 
purpose starts with the word Purpose and continues with the goal of the algorithm. 

Precondition
The precondition lists any precursor requirements. For example, we require that the list 
be available to the algorithm. 

Postcondition
The postcondition identifies any effect created by the algorithm. For example, the algo-
rithm may require the printing of data.

Return
We believe that every algorithm should show what is returned from the algorithm. If 
there is nothing to be returned, we advise that null be specified. The smallest value that 
is found is returned. 

Statement
Statements are commands such as assign, input, output, if-then-else, and loop, as shown 
in Algorithms C.1, C.2, C.3, and C.4. Nested statements—statements inside another 
statement—are indented. The list of nested statements starts with the opening brace 
(curly bracket) and ends with a closing brace. The whole argument is a list of nested state-
ments inside the algorithm itself. For this reason, we see an opening brace at the beginning 
and a closing brace at the end. 

C.1.3  Statement constructs
When Niklaus Wirth first proposed the structured programming model, he stated that any 
algorithm could be written with only three programming constructs: sequence, selection, 
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and loop. Our pseudocode contains only these three basic constructs. The implementation 
of these constructs relies on the richness of the implementation language. For example, 
the loop can be implemented as a while, do-while, or for statement in the C language.

Sequence
A sequence is a series of statements that do not alter the execution path within an algo-
rithm. Although it is obvious that statements such as assign and add are sequence state-
ments, it is not so obvious that a call to other algorithms is also considered a sequence 
statement. The reason lies in the structured programming concept that each algorithm has 
only one entry and one exit. Furthermore, when an algorithm completes, it returns to the 
statement immediately after the call that invoked it. You can therefore properly consider 
the algorithm call a sequence statement. Algorithm C.2 shows a sequence.  

Algorithm C.2  Example of a sequence

x ← first number

y ← second number

z ← x × y

call Argument X

Selection
Selection statements evaluate one or more alternatives. If true, one path is taken; if 
false, a different path is taken. The typical selection statement is the two-way selection 
(if-else). Whereas most languages provide for multi-way selections, we provide none in 
pseudocode. The alternatives of the selection are identified by indentation, as shown  
in Algorithm C.3.  

Algorithm C.3  Example of a selection

If (x < y)

{

    Increment x

    Print x

}

Else

{

    Decrement y

    Print y

}
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Loop
A loop iterates a block of code. The loop in our pseudocode most closely resembles the 
while loop. It is a pretest loop: that is, the condition is evaluated before the body of the 
loop is executed. If the condition is true, the body is executed. If the condition is false,  
the loop terminates. Algorithm C.4 shows an example of a loop. 

Algorithm C.4  Example of a loop

Loop (more lines in the file File1)

{

  Read next line

  Delete the leading space

  Copy the line to File2

}



The structure chart is the primary tool in a procedure-oriented software design phase. As 
a design tool, it is created before we start writing our program. 

D.1  STRUCTURE CHART SYMBOLS
Figure D.1 shows the various symbols used in a structure chart.  

Figure D.1  Structure chart symbols

LoopConditional
selection

Common 
function

Simple
function
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Data
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Flag 
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D.1.1  Module symbol
Each rectangle in a structure chart represents a module. The name in the rectangle is the 
name you give to the module (Figure D.2). 

APPENDIX D
Structure Chart



Structure Chart558

Figure D.2  An example of a structure chart
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D.1.2  Selection in structure charts
Figure D.3 shows two symbols for a module that is called by a selection statement: the 
condition and the exclusive OR. 

Figure D.3  Selection in a structure chart

a. Condition

BA

( + )

select

b. Exclusive OR

A

fun

In Figure D.3a, the module A contains a conditional call to a submodule, fun. If the con-
dition is true, you call fun. If it is not true, we skip fun. This situation is represented in a 
structure chart as a diamond on the vertical line between the two module blocks. 

Figure D.3b represents selection between two different modules. In this example the 
module select chooses between A and B. One and only one of them will be called each 
time the selection statement is executed. This is known as an exclusive OR: one of the 
two alternatives is executed to the exclusion of the other. The exclusive OR is represented 
by a plus sign between the modules.

Now consider the design of a series of modules that can be called exclusively. This 
occurs when a multi-way selection contains calls to several different modules. Figure D.4 
contains an example of a selection statement that calls different modules based on color.
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Figure D.4  An example of a selection
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colorRed otherColor
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selectColor
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D.1.3  Loops in structure charts
Let’s look at how loops are shown in a structure chart. The symbols are very simple. Loops 
go in circles, so the symbol used is a circle. Programmers use two basic looping symbols. 
The first is a simple loop, shown in Figure D.5a. The other is the conditional loop, shown 
in Figure D.5b. When the module is called unconditionally, as in a while loop, the circle 
flows around the line above the called module. On the other hand, if the call is condi-
tional, as in a module called in an if-else statement inside a loop, then the circle includes a 
decision diamond on the line. 

Figure D.5  Loops in a structure chart

a. Loop b.  Conditional Loop

A

fun A

select

Figure D.6 shows the basic structure for a module called process. The circle is below the 
module that controls the loop. In this example, the looping statement is contained in 
process, and it calls three modules, A, B, and C. The exact nature of the loop cannot be 
determined from the structure chart. It could be any of the three basic looping constructs. 

Figure D.6  An example of a loop

A B

Process

C

~
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D.2  READING STRUCTURE CHARTS
Structure charts are read top-down and left-to-right. Referring to Figure D.2 (page 558), 
this rule says that the program (main) consists of three submodules: initialize, process, and 
endOfJob. According to the left-to-right rule, the first call in the program is to initialize. 
After initialize is complete, the program calls process. When process is complete, the pro-
gram calls endOfJob. In other words, the modules on the same level of a structure chart 
are called in order from left to right. 

The concept of top-down is demonstrated by process. When process is called, it calls 
A, B, and C in turn. Module B does not start running, however, until A is finished. While 
A is running, it calls A1 and A2 in turn. In other words, all modules in a line from process 
to A2 must be called before module B can start. 

Often a program will contain several calls to a common module. These calls are usu-
ally scattered throughout the program. The structure chart will show the call wherever 
it logically occurs in the program. To identify common structures, the lower right corner 
of the rectangle will contain crosshatching or will be shaded. If the common module is 
complex and contains submodules, these submodules need to be shown only once. An 
indication that the incomplete references contain additional structure should be shown. 
This is usually done with a line below the module rectangle and a cut (~) symbol. This 
idea is shown in Figure D.7, which uses a common module, average, in two different 
places in the program. Note, however, that you never show a module connected to two 
calling modules graphically. 

Figure D.7  Several calls to the same module
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D.3  RULES OF STRUCTURE CHARTS
We summarize the rules discussed in this section:

❑❑ Each rectangle in a structure chart represents a module.

❑❑ The name in the rectangle is the name that will be used in the coding of the module.

❑❑ The structure chart contains only module flow. No code is indicated.
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❑❑ Common modules are indicated by crosshatching or shading in the lower right corner 
of the module rectangle.

❑❑ Data flows and flags are optional. When used, they should be named.

❑❑ Input flows and flags are shown to the left of the vertical line; output flows and flags 
are shown to the right.





E.1  BOOLEAN ALGEBRA
Boolean algebra deals with variables and constants that take only one of two values: 1 or 0. 
This algebra is a suitable way to represent information in a computer, which is made of a 
collection of signals that can be in only one of the two states: on or off.

E.1.1  Constants, variables, and operators
We use constants, variables, and operators in Boolean algebra.

Constants
There are only two constants: 1 and 0. The value of 1 is associated with the logical value 
true: the value 0 is associated with the logical value false. 

Variables
We use letters such as x, y, and z to represent variables. Boolean variables can take only 
the values 0 or 1. 

Operators
We use three basic operators: NOT, AND, and OR. We use a prime to represent NOT, a 
dot to represent AND, and a plus sign to represent OR, as shown below: 

	 x’ → NOT x	 x . y → x AND y 	 x 1 y → x OR y  

An operator takes one or two values and creates one output value. The first operator, NOT, 
is a unary operator that takes only one value: the other two, AND and OR, are binary 
operators that take two values. Note that the choice of operators is arbitrary. We can con-
struct all gates from the NAND gate (explained later). 

APPENDIX E
Boolean Algebra  
and Logic Circuits 
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E.1.2  Expressions
An expression is a combination of Boolean operators, constants, and variables. The follow-
ing shows some Boolean expressions: 

0 x x . 1     x 1 0 
x 1 1 1 y x . (y 1 z) x 1 y 1 z     x . y . z . t 

E.1.3  Logic gates
A logic gate is an electronic device that normally takes 1 to N inputs and creates one out-
put. In this appendix, however, we use gates with only one or two inputs for simplicity. The 
logical value of the output is determined by the expression representing the gate and the 
input values. A variety of logic gates are commonly used in digital computers. Figure E.1 
shows the symbols for the eight most common gates, their truth tables (see Chapter 4), 
and the expressions that can be used to find the output when the input or inputs are given. 

Figure E.1  Symbols and truth table for common gates
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❑❑ Buffer. The first gate is just a buffer, in which the input and the output are the same. 
If the input is 0, the output is 0: if the input is 1, the output is 1. The buffer only 
amplifies the input signal.
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❑❑ NOT. The NOT gate is the implementation of the NOT operator. The output of this 
gate is the complement of the input. If the input is 1, the output is 0: if the input  
is 0, the output is 1. 

❑❑ AND. The AND gate is the implementation of the AND operator. It takes two inputs 
and creates one output. The output is 1 if both inputs are 1s, otherwise it is 0. Some-
times the AND operator is referred to as product.

❑❑ OR. The OR gate is the implementation of the OR operator. It takes two inputs and 
creates one output. The output is 1 if any of the inputs, or both of them, is 1, other-
wise it is 0. Sometimes the OR gate is referred to as sum.

❑❑ NAND. The NAND gate is a logical combination of an AND gate followed by a 
NOT gate. The reason for its existence can be explained when we discuss the actual 
implementation of these gates. The output of a NAND gate is the complement of the 
corresponding AND gate if the inputs to two gates are the same.

❑❑ NOR. The NOR gate is a logical combination of an OR gate followed by a NOT 
gate. The reason for its existence can also be explained when we discuss the actual 
implementation of these gates. The output of a NOR gate is the complement of the 
corresponding OR gate if the inputs to two gates are the same.

❑❑ XOR. The XOR (exclusive-OR) gate is defined by the expression (x . y’ 1 x’. y), 
which is normally represented as (x ⊕ y). The output of this gate is 1 when the two 
inputs are different and is 0 when the inputs are the same. One can say that this is 
a more restricted OR gate. The output of an XOR gate is the same as the OR gate 
except that, if the two inputs are 1s, the output is 0. 

❑❑ XNOR. The XNOR (exclusive-NOR) gate is defined by the expression (x . y’ 1 x’. y)’ 
which is normally represented as (x ⊕ y)’. It is the complement of the XOR gate. The 
output of this gate is 1 when the two inputs are the same and 0 when the inputs are 
different. One can say that this represents the logical idea of equivalence: only if the 
two inputs are equal is the output 1. 

Implementation of gates
The logic gates discussed in the previous section can be physically implemented using 
electronic switches (transistors). The most common implementation uses only three 
gates: NOT, NAND, and NOR. A NAND gate uses fewer components than an AND gate. 
This is also true for the NOR gate versus the OR gate. As a result, NAND and NOR gates 
have become the common standard in the industry. We only discuss these three imple-
mentations. Although we show simple switches in this discussion, we need to know that, 
in practice, switches are replaced by transistors. A transistor, when used in gates, behaves 
like a switch. The switch can be opened or closed by applying the appropriate voltage to 
the input. Several different technologies are used to implement these transistors, but we 
leave this discussion to books on electronics. 

Implementation of the NOT gate

The NOT gate can be implemented with an electronic switch, a voltage source, and a 
resistor as shown in Figure E.2. 
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Figure E.2  Implementation of the NOT gate
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The input to the gate is a control signal that holds the switch open or closed. An input 
signal of 0 holds the switch open, while an input signal of 1 closes the switch. The output 
is the voltage at the point before the switch (output terminal). If the value of this voltage 
is positive (V volts), the output is interpreted as 1: if the voltage is 0 (or below a thresh-
old), the output is interpreted as 0. When the switch is open, there is no current through 
the resistor, and therefore no voltage drop. The output voltage is V (interpreted as logic 1).  
Closing the switch grounds the output terminal and makes its voltage 0 (or almost 0), 
which is interpreted as logic 0. Note that the behavior of the circuit matches the values 
shown in the table. 

To implement a NOT gate, we need only one electronic switch.

Implementation of the NAND gate

The NAND gate can be implemented using two switches in series (two inputs). For 
the current to flow through the circuit from the positive terminal to the ground, both 
switches must be closed—that is, both inputs must be 1s. In this case, the voltage of the 
output terminal is zero because it is grounded (logic 0). If one of the switches or both 
switches are open—that is, where the inputs are 00, 01, or 10—no current flows through 
the resistor. There is thus no voltage drop across the resistor and the voltage at the output 
terminal is V (logic 1). 

Figure E.3 shows the implementation of the NAND gate. The behavior of the circuit 
matches the values shown in the table. Note that if an AND gate is needed, it can be made 
from a NAND gate followed by a NOT gate. 

To implement a NAND gate, we need two  
electronic switches that are connected in series.
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Figure E.3  Implementation of the NAND gate
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Implementation of the NOR gate

The NOR gate can also be implemented using two switches in parallel (two inputs). If 
both switches are open, then the current does not flow through the resistor. In this case, 
there is no voltage drop across the resistor, which means the output terminal holds the 
voltage V (logic 1). If either or both of the switches are closed, the output terminal is 
grounded and the output voltage is zero (logic 0). 

Figure E.4 shows the implementation of the NOR gate. The behavior of the circuit 
matches the values in the table. Note that if an OR gate is needed, it can be simulated 
using a NOR gate followed by a NOT gate.  

To implement a NOR gate, we need two electronic 
switches that are connected in parallel.

Figure E.4  Implementation of the NOR gate
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E.1.4  Axioms, theorems, and Identities
To be able to work with Boolean algebra, we need to have some rules. The rules in Boolean 
algebra are divided into three broad categories: axioms, theorems, and identities.

Axioms
Boolean algebra, like any other algebra, uses some rules, called axioms: they cannot be 
proved. Table E.1 shows the axioms for Boolean algebra.

Table E.1  Axioms for Boolean algebra

Related to NOT Related to AND Related to OR

1 x 5 0 → x’ 5 1 

2 x 5 1 → x’ 5 0

3 0 · 0 5 0 0 1 0 5 0

4 1 · 1 5 1 1 1 1 5 1

5 1 · 0 5 0 · 1 5 0 1 1 0 5 0 1 1 5 1

Theorems
Theorems are rules that we prove using the axioms, although we must leave the proofs to 
textbooks on Boolean algebra. Table E.2 shows some theorems used in Boolean algebra. 

Table E.2  Basic theorems for Boolean algebra

Related to NOT Related to AND Related to OR

1 (x’)’ 5 x

2 0 · x 5 0 0 1 x 5 x

3 1 · x 5 x 1 1 x 5 1

4 x · x 5 x x 1 x 5 x

5 x · x’ 5 0 x 1 x’ 5 1

Identities 
We can also drive many identities using the axioms and the theorems. We list only the most 
common in Table E.3, although we must leave the proofs to textbooks on Boolean algebra. 
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Table E.3  Basic Identities related to OR and AND operators

Description Related to AND Related to OR

1 Commutativity x · y 5 y · x x 1 y 5 y 1 x

2 Associativity x · (y · z) 5 (x · y) · z x 1 (y 1 z) 5 (x 1 y) 1 z

3 Distributivity x · (y 1 z) 5 (x · y) 1 (y · z) x 1 (y · z) 5 (x 1 y) · (x 1 z)

4 De Morgan’s Rules (x · y)’ 5 x’ 1 y’ (x 1 y)’ 5 x’ · y’ 

5 Absorption x · (x’ 1 y) 5 x · y x 1 (x’ · y) 5 x 1 y

De Morgan’s Rules play a very important role in logic design, as we will see shortly. They 
can be extended to more than one variable. For example, we can have the following two 
identities for three variables:

(x 1 y 1 z)’ 5 x’. y’. z’ (x. y. z)’ 5 x’ 1 y’ 1 z’ 

E.1.5  Boolean functions
We define a Boolean function as a function with n Boolean input variables and one Bool-
ean output variable, as shown in Figure E.5. 

Figure E.5  A Boolean function

n inputs outputF

A function can be represented either by a truth table or an expression. The truth table for 
a function has 2n rows and n 1 1 columns, in which the first n columns define the possible 
values of the variables and the last column defines the value of the function’s output for 
the combination of the values defined in the first n columns.

Figure E.6 shows the truth tables and expression representation for two functions F1 
and F2. Although the truth table representation is unique, a function can be represented 
by different expressions. We have shown two of the expressions for each function. Note 
that the second expressions are shorter and simpler. Later we show that we need to sim-
plify the expressions to make the implementation more efficient.  



Boolean Algebra and Logic Circuits 570

Figure E.6  Examples of table-to-expression transformation
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F1  = x’. y’ + x . y’  + x . y 

F1  = x + y’ 

F2  = x’. y’. z’ + x’. y . z’  + x . y’. z  + x . y . z 

F2  = x . z + x’. z’  

Function Function

Table-to-expression transformation
The specification of a function is normally given by a truth table (see Chapter 4). To 
implement the function using logic gates (as discussed earlier), we need to find an expres-
sion for the truth table. This can be done in two ways.

Sum of products

The first method of changing a truth table into an expression is referred to as the sum of 
products method. A sum of products representation of a function is made of up to 2n terms 
in which each term is called a minterm. A minterm is a product (ANDing) of all variables 
in a function in which each variable appears only once. For example, in a three-variable 
function, we can have eight minterms, such as x’. y’. z’ or x. y’. z’. Each term represents one 
row in the truth value. If the value of a variable is 0, the complement of the variable appears 
in the term: if the value of the variable is 1, the variable itself appears in the term. To trans-
form a truth table to a sum of product representation, we use the following strategy:

1.	 Find the minterms for each row for which the function has a value of 1.

2.	 Use the sum (ORing) of the terms in step 1. 

Product of sums

The second method of changing a truth table to an expression is referred to as the product 
of sums method. A product of sum representation of a function is made of up to 2n terms 
in which each term is called a maxterm. A maxterm is a sum (ORing) of all variables in a 
function in which each variable appears only once. For example, in a three-variable func-
tion, we can have eight maxterms such as x’1 y’1 z’ or x 1 y’1 z’. To transform a truth 
table to a product of sum representation, we use the following strategy:

1.	 Find the minterms for each row for which the function has a 0 value. 

2.	 Find the complement of the sum of the terms in step 1. 

3.	 Use De Morgan’s rules to change minterms to maxterms. 
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Example E.1

Figure E.7 shows how we create the sum of products and product of sums for the func-
tions F1 and F2 in Figure E.6. 

Figure E.7  Example E.1
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F2  = x’. y’. z’ + x’. y . z’  + x . y’. z  + x . y . z 

= (x’. y’ . z +  x’. y . z  + x . y’ . z’  +  x . y . z’ )’F2

=  (x’. y’ . z)’ .  (x’. y . z)’  . (x . y’ . z’)’ . (x . y . z’ )’

=  (x + y + z’) . (x + y’ + z’) . (x’ + y + z) . (x’ + y’ + z)

The sum of products is directly made from the table, but the product of sums needs the 
use of De Morgan’s rules. Note that sometimes the first method gives the shorter expres-
sion and sometimes the second one. 

E.1.6  Function simplification
Although we can implement a Boolean function using the logic gates discussed before, 
it is normally not efficient. The direct implementation of a function requires more gates. 
The number of gates could be reduced if we can carry out simplification. Traditionally two 
methods of simplification are used: the algebraic method using Karnaugh maps, and the 
Quine–McKluskey method.

Algebraic method
We can simplify a function using the axioms, theorems, and identities discussed before. 
For example, we can simplify the first function (F1) in Figure E.7, as shown below: 

F1 5 x’ · y’ 1 x · y’ 1 x · y
5 (x’ 1 x) · y’ 1 x · y     Identity 3 (distributivity) for AND 
5 1 · y’ 1 x · y     Theorem 5 for OR
5 y’ 1 x · y       Theorem 3 for AND
5 y’ 1 y · x       Theorem 1 (commutativity) for AND
5 y’ 1 x      Identity 5 (absorption)
5 x 1 y’      Theorem 1 (commutativity) for OR

https://sanet.st/blogs/polatebooks/
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This means that if the non-simplified version needs eight gates, the simplified version 
needs only two gates, one NOT and one OR. 

Karnaugh map method
Another simplification method involves the use of a Karnaugh map. This method can 
normally be used for functions of up to four variables. A map is a matrix of 2n cells in 
which each cell represents one of the values of the function. The first point that deserves 
attention is to fill up the map correctly. Contrary to expectations, the map is not always 
filled up row by row or column by column: it is filled up according to the value of variables 
as shown on the map. Figure E.8 shows an example where n 5 2, 3, or 4.  

Figure E.8  Construction of Karnaugh maps
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Truth table for F1

Truth table for F3Truth table for F2

Map for F1

Map for F2

Map for F3

1
1
1
0
1
0
1
0

0
0
0
1
0
0
1
0

In the truth table, we use the function values from the top to the bottom of the truth 
table. The map is filled up one by one, but the order of rows are 1, 2, 4, 3. In each row, the 
columns are filled up one by one, but the order of the columns are 1, 2, 4, 3. The fourth 
row comes before the third row: the fourth column comes before the third. This arrange-
ment is needed to allow the maximum of simplification. 

Sum of products

The simplification can be done to create sum of products terms. When we simplify a func-
tion in this way we use minterms with value of 1. To create an efficient expression, we first 
combine adjacent minterm cells. Note that adjacency can also include wrap-around of bits. 

Example E.2

Figure E.9 shows the sum of products simplification for our first function. The 1s in the 
second row are the entire x domain. The 1s in the first column are the entire y’ domain. 
The resulting simplified function is F1 5 (x) 1 (y’). The figure also shows the implemen-
tation using one OR gate and one NOT gate. 
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Figure E.9  Example E.2

F1 = (x) + (y’)

F1 = (x) + (y’)
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Example E.3

Figure E.10 shows the sum of products simplification for our second function. The 1s in 
the second row are the intersection of x and z domains, which is represented as (x . z). 
The 1s in the first row are the intersection of x’ and z’ domains, which is represented as 
(x’. z’). The resulting simplified function is F2 5 (x . z) 1 (x’. z’). The figure also shows the 
implementation using one OR gate, two AND gates, and two NOT gates.   

Figure E.10  Example E.3
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Product of sums

The simplification can be done using the product of sums methods. When we simplify a 
function in this way, we need to use maxterms. To create an efficient expression, we first 
combine the adjacent minterm cells. However, the function obtained in this way is the 
complement of the function we are looking for: we need to use the De Morgan’s rules to 
find our function.

Example E.4 

Figure E.11 shows a product of sums simplification for our first function. Note that in this 
case the implementation is exactly the same as Figure E.9, but this is not always the case. 
Also note that our function has only one term: we need no AND gate. 
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Figure E.11  Example E.4
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Example E.5

Figure E.12 shows the product-of-sums simplification for our second function. Note that 
the process gives us (F2)’, so we need to apply the De Morgan’s rules to find F2. The figure 
also shows the implementation using two NOT gates, two OR gates, and one AND gate. 
This implementation is less efficient than the one we found with minterms. We should 
always use the one which is more efficient.  

Figure E.12  Example E.5
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E.2  LOGIC CIRCUITS
A computer is normally built out of standard components that we collectively refer to 
as logic circuits. Logic circuits are divided into two broad categories, known as combina-
tional circuits and sequential circuits. We briefly discuss each category here and give some 
examples.

E.2.1  Combinational circuits
A combinational circuit is a circuit made up of a combination of logic gates with n inputs 
and m outputs. Each output at any time entirely depends on all given inputs. 
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In a combinational circuit, each output at any time  
depends entirely on all inputs.

Figure E.13 shows the block diagram of a combinational circuit with n inputs and m out-
puts. Comparing Figure E.13 and Figure E.5, we can say that a combinational circuit with 
m outputs can be thought of as m functions, a function for each output. 

Figure E.13  A combinational circuit

n inputs m outputsCombinational
circuit

The output of a combinational circuit is normally defined by a truth table. However, the 
truth table needs to have m outputs.

Half adder
A simple example of a combinational circuit is a half adder, an adder that can only add 
two bits. A half adder is a combinational circuit with two inputs and two outputs. The two 
inputs define the two bits to be added. The first output is the sum of the two bits, while the 
second output is the carry bit that needs to be propagated to the next adder. Figure E.14 
shows a half-adder with its truth table and the logic gates used to the make the circuit. 

Figure E.14  Half adder

a. Combinational circuit b. Truth table

S: sum C: carry

0
0
1
1

0
1
0
1

0
0
0
1

yx

0
1
1
0

SC

y
x

S

C

The sum of two bits can be achieved using an XOR gate: the carry can be achieved using 
and AND gate. 

Multiplexer
A multiplexer is a combinational circuit with n inputs and only one output. The n inputs are 
made up of D data inputs and C control inputs (n 5 D 1 C). At any time, the multiplexer 
routes one of its D data inputs to its single data output. The selection is based on the value 
of control bits. To select one of the D data inputs, we need C 5 log2D control bits. If D 5 2, 
at any time only one of the data inputs is routed to the output. The control input is only one 
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bit. If the control input is 0, the first data input is directed to the output: if the control input 
is 1, the second input is routed to the output. 

Figure E.15 shows the truth table and the circuit for a 2 3 1 multiplexer. Note that the 
circuit actually has three inputs and one output: the control input is considered one of the 
inputs.  

Figure E.15  Multiplexer

a. Combinational circuit b. Truth table

D0: First input

D0

D1: Second input

D1

C: Control
O: Output

C

O
D0

D1

0
1

C O

Note that the truth table here is very simplified: the output depends only on the control 
input but the value of the output, however, is one of the two data inputs. 

E.2.2  Sequential circuits
A combinational circuit is memoryless: it does not remember its previous output. At any 
moment the output depends on the current input. A sequential circuit, on the other hand, 
includes the concept of memory in the logic. The memory enables the circuit to remember its 
current state to be used in the future; the future state can be dependent on the current state.

Flip-flops
To add the idea of memory to the combinational circuit, a storage element called a flip-flop was 
invented that can hold one bit of information. A set of flip-flops can be used to hold a set of bits. 

SR flip-flops

The simplest type of flip-flop is called an SR flip-flop, in which there are two inputs S (set) 
and R (reset) and two outputs Q and Q’, which are always complements of each other. 
Figure E.16 shows the symbol, the circuit, and the characteristic table of an SR flip-flop. 
Note that the characteristic table is different from the truth tables we have used for com-
binational circuits. The characteristic table shows the next output, Q (t 1 1) based on the 
current output, Q (t) and the input.

Figure E.16  SR flip-flop

a. Symbol b. Circuit c. Characteristic table

0
0
1
1

0
1
0
1

RS Q(t + 1)

Q(t )

0
1

undefined

S

Q

Q’

R

S

Q

Q’

R



E.2  Logic Circuits 577

The characteristic table shows that if both S and R are zero, Q (t 11) 5 Q (t). The next 
output will be the same as the current output. If S is 0 and R is 1, Q (t 11) 5 0, which 
means the output will be reset (R 5 1). If S is 1 and R is 0, Q (t 11) 5 1, which means 
that the output will be set. However, if both S and R are 1s, the next output is unpredict-
able (undefined). Note that we have not shown the value of Q’ in the characteristic table, 
because it is always the complement of Q. 

An SR flip-flop can be used as a set–reset device. For example, if the output is 
connected to an electric sounder, the alarm can be set by letting R 5 0 and S 5 1. After 
setting, the alarm continues sounding until it is reset by setting R 5 1 and S 5 0. The only 
flaw in this design is that R and S should not simultaneously be 1s. 

To understand the behavior of the SR flip-flop we need to create its truth table. 
However, note that we now have three inputs and one output (Q and Q’ are independent). 
Table E.4 shows the truth table for this flip-flop.

D flip-flop

The SR flip-flop cannot be used as a 1-bit memory, as it needs two inputs instead of one. A 
small modification to the SR flip-flop can create a D flop (D stands for data). Figure E.17 
shows the symbol and characteristics of a D flip-flop. 

Note that the output of D flip-flop is the same as its input. However, the output 
remains as it is until the new input is given. This means that it memorizes its input states. 

JK flip-flop

To remove the undefined state from the SR flip-flop, the JK flip-flop was invented (JK 
stands for Jack Kilby, who invented integrated circuits). Adding two AND gates to an SR 
flip-flop creates a JK flip-flop that has no undefined state. Figure E.18 shows the JK flip-
flop and its characteristic table.

Table E.4  Truth table for an SR flip-flop

S R Q (t) Q (t 1 1)

0 0 0 0

0 0 1 1

0 1 0 0

0 1 1 0

1 0 0 1

1 0 1 1

1 1 0 undefined

1 1 1 undefined
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Figure E.17  D flip-flop

a. Symbol c. Characteristic table
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Figure E.18  JK flip-flop

a. Symbol b. Circuit c. Characteristic table
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T flip-flop

Another common type of flip-flop is the T flip-flop (T stands for toggle). This flip-flop 
can be made by connecting the two inputs of an JK flip-flop together and calling it the 
T input. This input toggles the state of the flip-flop: if the input is 0, the next state is the 
same as the current state. If the input is 1, the next state is the complement of the current 
state. Figure E.19 shows the symbol, circuit, and characteristic table of the T flip-flop. 

Figure E.19  T flip-flop

a. Symbol b. Circuit c. Characteristic table
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Synchronous versus asynchronous
The flip-flops we have discussed so far are all referred to as asynchronous devices: the 
transition from one state to another can happen only when there is a change in the input. 
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Digital computers, on the other hand, are synchronous devices. A central clock in the com-
puter controls the timing of all logic circuits. The clock creates a signal—a series of pulses 
with an exact pulse width—that coordinates all events. A simple event takes place only at 
the ‘tick’ of this clock signal. 

Figure E.20 shows an abstract idea of a clock signal. We call it abstract because in 
reality no electronic circuit can generate a signal with perfectly sharp impulses, but the 
signal shown here is sufficient for our discussion. 

Figure E.20  Clock pulses
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Figure E.21  Clocked flip-flops
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A flip-flop can be synchronous if we add one more input to the circuit: the clock input. 
The clock input can be ANDed with every input to gate the input so that it is effective 
only when the clock pulse is present. Figure E.21 shows the symbols for the clocked ver-
sions of all four flip-flop types we discussed. Figure E.22 shows the circuit of an SR flip-
flop with a clock signal. The other flip-flops have the same additional circuitry. 

Register
As the first application of a synchronous (clocked) sequential circuit, we will introduce 
a simplified version of a register. A register is an n-bit storage device that stores its data 
between consecutive clock pulses. At the trigger of the clock, the old data is discarded and 
replaced by the new data. 

Figure E.23 shows a 4-bit register in which each cell is composed of a D flip-flop. 
Note that the clock input is common for all cells. We have rotated our previous symbols 
to make the connections simpler. 



Boolean Algebra and Logic Circuits 580

Figure E.22  Circuit of clocked SR flip-flop

a. Symbol b. Circuit
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Figure E.23  A 4-bit register
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Digital counter
An n-bit digital counter counts from 0 to 2n − 1. For example, when n = 4, the output of the 
counter is 0000, 0001, 0010, 0011, …, 1111, so it counts from 0 to 15. An n-bit counter can 
be made out of n T flip-flops. At the start, the counter represents 0000. The count enable 
line—see Figure E.24—carries a sequence of 1s: the data (pulse) to be counted. Looking at 
the sequence of events, we can see that the rightmost bit is complemented with each pos-
itive transition of the count enable connection, simulating the arrival of a data item. When 
the rightmost bit changes from 1 to 0, the next leftmost bit is complemented. The process 
is repeated for all bits. This observation gives us a clue to the use of a T flip-flop. The char-
acteristic table of this flip-flop shows that each input of value 1 complements the output. 
Note that this counter can count only up to 15 or (1111)2. The arrival of the sixteenth data 
item resets the counter back to (0000)2. Figure E.24 shows the circuit of a 4-bit counter. 

Figure E.24  A 4-bit counter
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In this appendix we present some examples of programs written in three languages, C, 
C++, and Java, to give a general idea about the structure of these three common lan-
guages. Note that the line number at the left of each program is not part of the program; 
it is added to make references easier. Also note that the text in color are comments and 
ignored by the compiler when the program is compiled into machine language. 

F.1  PROGRAMS IN C LANGUAGE 
In this section, we show three simple programs in C. The goal is not to teach the language; 
it is to give an idea what programs in C look like. 

Example F.1
Program F-1 is the simplest program written in the C language that prints the message 
‘Hello World!’. It is an example that uses only the sequence construct, which means that 
the code is executed line by line without branching or repeating some sections.  

Program F-1  First program in C

1 /* 
2    This program shows how we can use only sequence construct 
3    to achieve a simple goal.
4 */
5

6 #include <stdio.h>
7

8 int main ()
9 {

APPENDIX F
Examples of Programs  
in C, C++, and Java
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Program F-1  First program in C (Continued)

10     // Statement
11     printf (“Hello World\n”);
12     return 0;
13 	

14 } // End of main

Run: 
Hello World

Example F.2

Program F-2 is an example of a simple program in C that uses both sequence and branch-
ing construct. If a condition is met, the program executes some lines; if not, other lines are 
executed. We run the program twice to show the two different cases. 

Program F-2  Second program in C

1 /* 

2    This program shows how to make a decision in a program written in C.

3    The program gets an integer and finds if it is divisible by 7.

4 */

5

6 #include <stdio.h>

7

8 int main ()

9 {

10     // Declaration

11     int num;

12     // Statement

13     printf (“Enter an integer: “);

14     scanf (“%d”, &num);

15     // Selection

16     if (num % 7 == 0)  

17     {

18         printf (“The number %d”, num);

19         printf (“ is divisible by 7.\n”);

20     }

21     else

22     {
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Program F-2  Second program in C (Continued)

23         printf (“The number %d”, num);

24         printf (“ is not divisible by 7.\n”);

25     }

26     return 0;	

27 } // End of main

Run: 
Enter an integer: 24
The number 24 is not divisible by 7.

Run: 
Enter an integer: 35
The number 35 is divisible by 7.

Example F.3

Program F-3 shows the combination of sequence and repetition construct. We use a loop 
to repeatedly print a number, but the number is changing in each repetition. We run the 
program twice: the first time, the limit is 6; the second time the limit is 9. 

Program F-3  Third program in C

1 /* 

2    This program shows how to use repetition in C.

3    The program prints number from 1 to n, in which n is given by the user.

4 */

5

6 #include <stdio.h>

7

8 int main ()

9 {

10   // Declaration

11   int n;

12   int i;

13   // Statement

14   printf (“Enter the upper limit: “);

15   scanf (“%d”, &n);

16   // Repetition

17   for (i = 1; i <= n; i++) 

18   {

19     printf (“%d\n”, i);
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Program F-3  Third program in C (continued)

20   }

21   return 0;	
22 } // End of main

Run: 
Enter the upper limit: 6
1
2
3
4
5
6
Run: 
Enter the upper limit: 9
1
2
3
4
5
6
7
8
9

F.2  PROGRAMS IN C++ LANGUAGE
In this section, we show how to write the same three previous programs using the C++ 
language. The point is to show the similarity and differences between the languages. The 
C language is a procedural language in which there are no classes and objects. On the 
other hand, C++ is an object-oriented language in which we can have classes and objects. 

Example F.4

Program F-4 accomplishes the same purpose as Program F-1, but it is written in C++ 
instead of C. We can see the main difference in line 14. To print data in C++, we need to 
use an object. The term cout defines an object that is responsible to output data. 

Program F-4  First program in C++

1 /* 

2    This program demonstrates some of the components of a simple 

3    program written in C++

4 */

5

6 #include <iostream>
7 #include <iomanip>
8
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Program F-4  First program in C++ (Continued)

9 using namespace std;
10

11 int main ()
12 {
13   // Statement
14   cout << “Hello World!” << endl;
15   return 0;
16 } // End of main

Run: 
Hello World

Example F.5

Program F-5 accomplishes the same purpose as Program F-2, but it is written in C++ 
instead of C. The main difference between this program and its C version is in lines 16, 
17, 21, 22, 26, and 27 in which we need to use input object (cin) and output objects (cout) 
for input and output. 

Program F-5  Second program in C++

1 /* 

2    This program shows how to make a decision in a program written in C++.

3    The program gets an integer and prints it if it is less than 50.

4 */

5

6 #include <iostream>

7 #include <iomanip>

8

9 using namespace std;

10

11 int main ()

12 {

13   // Declaration

14   int num;

15   // Statement

16   cout << (“Enter an integer: “);

17   cin >> num;

18   // Decision

19   if (num % 7 == 0)
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Program F-5  Second program in C++ (Continued)

20    {

21     cout << “The number “ << num;

22     cout << “ is divisible by 7.” << endl;

23   }
24   else
25   {
26     cout << “The number “ << num;
27     cout << “ is not divisible by 7.” << endl;
28   }
29   return 0;	
30   } // End of main

Run: 
Enter an integer: 22
The number 22 is not divisible by 7.
Run: 
Enter an integer: 21
The number 21 is divisible by 7.

Example F.6

Program F-6 accomplishes the same purpose as Program F-3, but it is written in C++ 
instead of C. The main difference between this program and its C version is in lines 17, 
18, and 23 in which we need to use input object (cin) and output objects (cout) for input 
and output. 

Program F-6  Third program in C++

1 /* 

2    This program shows how to use repetition in C++.

3    The program prints number from 1 to n, in which n is given by the user.

4 */

5

6 #include <iostream>

7 #include <iomanip>

8

9 using namespace std;

10

11 int main ()

12   {

13   // Declaration

14   int n;
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Program F-6  Third program in C++ (Continued)

15 	

16   // Statement

17   cout << “Enter the upper limit: “;

18   cin >> n;

19 	

20   // loop

21   for (int i = 1; i <= n; i++)

22   {
23     cout << i << endl;
24   }
25 	

26   return 0;
27 } // End of main

Run: 
Enter the upper limit: 4
1
2
3
4

Run: 
Enter the upper limit: 8
1
2
3
4
5
6
7
8

F.3  PROGRAMS IN JAVA LANGUAGE 
In this section, we show how to write the same three programs in Java language. The 
point is to show the similarity and differences between the languages. The first difference 
we encounter is in the main function in C++ and main method in Java. In C++, the main 
function is a stand-alone program; in Java the main method should be part of a class. We 
call these classes First, Second, and Third respectively in these programs.

Example F.7

Program  F-7 accomplishes the same purpose as Program  F-4, but it is written in Java 
instead of C++. We need a class to host the main method. Another difference is in line10 
where we use a predefined object (System.out) for output.
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Program F-7  First program in Java

1 /* 

2    This program demonstrates some of the components of a simple 

3    program written in Java

4 */

5

6 public class First

7 {

8   public static void main (String[] args)

9   {

10       System.out.println (“Hello World!”);

11   } // End main

12 } // End class

Example F.8

Program  F-8 accomplishes the same purpose as Program  F-5, but it is written in Java 
instead of C++. We need a class to host the main method. Other differences are in lines 
13, 14, 15, 20, 21, 26, and 27 where we use an object of class Scanner for input and a 
predefined object (System.out) for output.

Program F-8  Second program in Java

1 /* 

2    This program shows how to make a decision in a program written in Java.

3    The program gets an integer and checks if it is divisible by 7.

4 */

5

6 import java.util.*;

7

8 public class Second

9 {

10   public static void main (String[] args)

11   {

12       // Declaration

13       Scanner input = new Scanner (System.in);

14       System.out.print (“Enter an integer: “);

15       int num = input.nextInt ();
16 	
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Program F-8  Second program in Java (Continued)

17       // Decision

18       if (num % 7 == 0)

19       {

20           System.out.print (“The number “ + num);

21           System.out.println (“ is divisible by 7”);

22

23       }

24       else

25       {

26           System.out.print (“The number “ + num);

27           System.out.println (“ is not divisible by 7.”);

28

29       }
30   } // End main
31 	
32 } // End class

Run: 
Enter an integer: 25
The number 25 is not divisible by 7.

Run: 
Enter an integer: 42
The number 42 is divisible by 7.

Example F.9

Program  F-9 accomplishes the same purpose as Program  F-6, but it is written in Java 
instead of C++. We need a class to host the main method. Other differences are in lines 
13, 14, 15, and 20 where we use an object of class Scanner for input and a predefined 
object (System.out) for output.

Program F-9  Third program in Java

1 /* 

2    This program shows how to use a loop in Java.

3    The program prints number from 1 to n, in which n is given by the user.

4 */

5

6 import java.util.*;

7

8 public class Third
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Program F-9  Third program in Java (Continued)

1 {

2     public static void main (String[] args)

3     {

4         // Statements to get the value of n

5         Scanner input = new Scanner (System.in);

6         System.out.print(“Enter the upper limit: “);

7         int n = input.nextInt ();

8 	

9         // Loop

10         for (int i = 1 ; i <= n; i++)

11         {

12             System.out.println (i);

13         }

14     } // End main

15 	

16 } // End class

Run: 
Enter the upper limit: 3
1
2
3

Run: 
Enter the upper limit: 7
1
2
3
4
5
6
7



In this appendix we review some mathematical concepts that may help with understand-
ing the topics covered in the book. We first give a brief treatment of exponential and 
logarithmic functions. We then discuss modular arithmetic. Finally, we give the formulas 
for the discrete cosine transforms that are used in data compression. 

G.1  EXPONENT AND LOGARITHM
In solving some problems in this book, we often need to know how to handle exponential 
and logarithmic functions. This section briefly reviews these two concepts.

G.1.1  Exponential functions
The exponential function with base a is defined as ax. If x is an integer, this is interpreted 
as multiplying a by itself x times. Normally we can use a calculator to find the value of y. 

Example G.1

Calculate the value of the following exponential functions.

a.	 32

b.	 5.26 

Solution
Using the interpretation of exponentiation, we can find:

a.	 32 5 3 3 3 5 9 

b.	 5.26 5 5.2 3 5.2 3 5.2 3 5.2 3 5.2 3 5.2 5 19 770.609664

Example G.2

Calculate the value of the following exponential functions:

a.	 32.2

b.	 5.26.3 

APPENDIX G
Mathematical Review
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Solution
These problems can be done more easily using a calculator—we can find:

a.	 32.2 ≈ 11.212 

b.	 5.26.3 ≈ 32 424.60

Three common bases
In the expression ab, we call a the base and b the exponent. Three bases are very common: 
base 10, base e, and base 2. 

❑❑ Base 10 is the base of decimal system. Most calculators have a 10x key.

❑❑ The base used in science and mathematics is the natural base e, which has the value 
2.71828183… Most calculators have an ex key. This base is used in science because 
some phenomena, such as radioactive decay, can be best described using this base. 

❑❑ The base which we normally need in computer science is base 2. Most calculators 
have no 2x key, but we can always use the general xy key, in which x 5 2.

Example G.3

Calculate the value of the following exponential functions:

a.	 e4

b.	 e6.3 

c.	 103.3 

d.	 26.3 

e.	 210

Solution

a.	 e4 ≈ 54.60 

b.	 e6.3 ≈ 544.57 

c.	 103.3 ≈ 1995.26 

d.	 26.3 ≈ 78.79

e.	 210 5 1024 

Example G.4

In computer science the dominant base is 2. It is a good practice for us to know the pow-
ers of 2 for some common exponents. We often need to remember that:

20 5 1 21 5 2 22 5 2 23 5 8 24 5 16 25 5 32 26 5 64

27 5 128 28 5 256 29 5 512 210 5 1024

Properties of the exponential function
Exponential functions have several properties, and some are useful to us:

      1. a0 5 1      2. a1 5 a 3. a−x 5 1 / (ax)

4. ax 1 y 5 ax × ay 5. a x – y 5 a x / a y 6. (ax) y 5 ax × y 
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Example G.5

Examples using these properties are: 

a.	 50 5 1

b.	 61 5 6

c.	 2−4 5 1/24 5 1/16 5 0.0625

d.	 25 + 3 5 25 3 23  5 32 3 8  5 256 

e.	 32 − 3 5 32/33 5 9 3 27 5 1/3 ≈ 0.33

f.	 (104)2 5 104 × 2 5 108 5 100 000 000 

G.1.2  Logarithmic function
A logarithmic function is the inverse of an exponential function, as shown below:

y 5 ax    ↔     x 5 loga y

Just as in the exponential function, a is called the base of the logarithmic function. In 
other words, if x is given, we can calculate y by using the exponential function: if y is 
given, we can calculate x by using the logarithmic function. 

Exponential and logarithmic functions are the inverse of each other.

Logarithms facilitate calculations in arithmetic because they convert multiplication to 
addition and exponentiation to multiplication. 

Example G.6

Calculate the value of the following logarithmic functions:

a.	 log3 9

b.	 log2 16

c.	 log100

d.	 log2 (−2)

Solution
We have not yet shown how to calculate the log function in different bases, but we can 
solve this problem intuitively. 

a.	 Because 32 5 9, log3 9 5 2, using the fact that the two functions are the inverse of 
each other.

b.	 Similarly, because 24 5 16, then log2 16 5 4. 

c.	 Since there is no finite number x such that 10x 5 0, then log100 5 is undefined or 
mathematically negative infinity. 

d.	A negative number in real number mathematics does not have a logarithm. How-
ever, in the domain of complex numbers we can have the logarithm of a negative 
number, but we leave this to books on complex number theory. 

Three common bases
As in the case of exponentiation, there are three common bases in logarithms: base 10, 
base e, and base 2. Logarithms in base e are normally shown as ln (natural logarithm), and 
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logarithms in base 10 as log (omitting the base). Not all calculators have logarithms in 
base 2. We show how to handle this base shortly. 

Example G.7

Calculate the value of the following logarithmic functions:

a.	 log 233

b.	 ln45

Solution
For these two bases we can use a calculator: 

a.	 log 233 ≈ 2.367

b.	 ln45 ≈ 3.81

Base transformation
We often need to find the value of a logarithmic function in a base other than e or 
10. If the available calculator cannot give the result in our desired base, we can use a 
fundamental property of the logarithm, base transformation, as shown:

loga
b

b

y
y
a

=
log
log

Note that the right-hand side shows two log functions with base b, which is different from 
the base a at the left-hand side. This means that we can choose a base that is available in 
our calculator (base b) and find the log of a base that is not available (base a). 

Example G.8

Calculate the value of the following logarithmic functions:

a.	 log3 810

b.	 log5 600

c.	 log2 1024

d.	 log2 600

Solution
These bases are normally not available on most calculators, but we can use base 10, which 
is available. 

a.	 log3 810 5 log 810/log 3 5 2.908/0.477 ≈ 6.095    

b.	 log5 600 5 log 600/log 5 5 2.778/0.699 ≈ 3.975

c.	 log2 1024 5 log 1024/log 2 5 3.01/0.301 5 10

d.	 log2 600 5 log 600/log 2 ≈ 2.778/0.301 ≈ 9.223 

Example G.9

Base 2 is very common in computer science. Since we know that log102 ≈ 0.301, it is very 
easy to calculate (approximately) the log of this base. We find the log of the corresponding 



G.2  Modular Arithmetic 595

number in base 10 and divide it by 0.310. Alternatively, we can multiply the correspond-
ing log in base 10 by 3.332 (≈ 1/0.301). 

a.	 log2 600 ≈ 3.322 3 log10 600  ≈ 3.322 3 2.778 ≈ 9.228

b.	 log2 2048 ≈ 3.322 3 log10 2048  ≈ 3.322 3 2.778 5 11

Properties of logarithmic functions
Logarithmic functions have six useful properties, each related to the corresponding prop-
erty of the exponential function (mentioned earlier). 

1. loga 1 5 0 4. loga (x 3 y) 5 logax 1 loga y
2. logaa 5 1 5. loga (x/y) 5 loga x 2 loga y
3. loga (1/x) 5 2loga x 6. loga x

y 5 y 3 loga x

Example G.10

Calculate the value of the following logarithmic functions.

a.	 log31

b.	 log3 3

c.	 log (1/10)

d.	 loga (x 3 y) if we know that loga x 5 2 and loga y 5 3

e.	 loga (x/y) if we know that loga x 5 2 and loga y 5 3

f.	 log2 (1024) without using a calculator

Solution
We use the property of log functions to solve the problems: 

a.	 log3 1 5 0 

b.	 log3 3 5 1

c.	 log (1/10) 5 log 10 2 1 5 2 log 10 5 21

d.	 loga (x 3 y) 5 loga x 1 loga y 5 2 1 3 5 5

e.	 loga (x / y) 5 loga x 2 loga y 5 2 2 3 5 21

f.	 log2 (1024) 5 log2 (2
10) 5 10  3 log2 2 5 10 3 1 5 10

G.2  MODULAR ARITHMETIC
In integer arithmetic, if we divide a by n, we can get q and r. The relationship between 
these four integers can be shown as a 5 q 3 n 1 r. In this relation, a is called the dividend, 
q the quotient, n the divisor, and r the residue. Since an operation is normally defined with 
one single output, this is not an operation. We can call it the division relation.

Example G.11

Assume that a 5 214 and n 513. We can find q 5 16 and r 5 6 using the division algo-
rithm we have learned in arithmetic, as shown in Figure G.1.
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Figure G.1  Integer division
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Most computer languages can find the quotient and the residue using language-specific 
operators. For example, in the C language, the division operator (/) can find the quotient 
and the modulo operator (%) can find the residue.

G.2.1  The modulo operator
In modular arithmetic we are interested in only one of the outputs, the remainder, r. We 
don’t care about the quotient, q. In other words, we want to know what is the value of r 
when we divide a by n. This implies that we can change the above relation into a binary 
operator with two inputs a and n and one output r. The binary operator is then called the 
modulo operator and is shown as mod. The second input (n) is called the modulus and 
the output r is called the residue. Figure G.2 shows the division relation compared with 
the modulo operator. 

Figure G.2  Division relation versus modulo operator

mod

r  r  

n

a = q × n + r

q

a na

(Relation) (Operation)

The modulo operator (mod) takes an integer (a) a modulus (n). The operator creates a 
residue (r). Although a and r can be any integer, n cannot be 0 because it implies division 
by zero, which yields an undefined value or infinity. However, in practice we need the 
value of n to be non-negative. For this reason, the values of a and r should be between 0 
and n 2 1.   

Example G.12

A very good example of the use of modular arithmetic is our clock system. The clock is 
based on modulo 12 arithmetic. However, the integer 12 in our clock should actually be 
0 to make it conformant with the modulo arithmetic. 
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Example G.13	

Find the result of the following operations:

a.	 28 mod 6

b.	 32 mod 12

c.	 19 mod 15

d.	 7 mod 11

Solution
We are looking for the residue r. We can divide a by n and find q and r. We can then dis-
regard q and keep r.

a.	 Dividing 28 by 6 results in r 5 4. This means that 28 mod 6 5 4.

b.	 Dividing 32 by 12 results in r 5 8. This means that 32 mod 12 5 8.

c.	 Dividing 19 by 15 results in r 5 4. This means that 19 mod 15 5 4.

d.	Dividing 7 by 11 results in r 5 7. This means that 7 mod 11 5 4.

G.2.2  Arithmetic operations
The three binary operations (addition, subtraction, and multiplication) that we discussed 
for integers can also be defined for modulo arithmetic. We may need to normalize the 
result (apply the mod operation and use the residue) if the result is greater than n 2 1, as 
shown in Figure G.3.

Figure G.3  Three operations in modular arithmetic

n

c

a b

mod

+ ×-
Operations

(a + b) mod  n = c 

(a – b) mod  n = c 

(a × b) mod  n = c 

Actually, two sets of binary operators are used here. The first set is one of the binary 
operators (1, 2, 3) and the second is the mod operator. We need to use parentheses to 
emphasize the order of operations. If at any time during calculation we find a negative 
value for r, the value should be normalized. We need to add the modulus to the result as 
many times as is necessary to make it positive.

Example G.14

Perform the following operations:

a.	 Add 7 to 14 using modulo 15.

b.	 Subtract 11 from 7 using modulo 13.

c.	 Multiply 11 by 7 using modulo 20.
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Solution
The following shows the two steps involved in each case:

(14 1 7) mod 15 → (21) mod 15 5 6
(7 2 11) mod 13 → (24) mod 13 5 24 1 13 = 9

(7 3 11) mod 20 → (77) mod 20 5 17

Example G.15

Perform the following operations:

a.	 Add 17 to 27 using modulo 14.

b.	 Subtract 43 from 12 using modulo 13

c.	 Multiply 123 by 210 using modulo 19.

Solution
Note that the integers in these examples are sometimes out of the range of 0 to n 2 1. We 
can normalize them either before applying the operation or after applying the operation. 
We show the second choice, you try the first choice. The result should be the same. 

(17 1 27) mod 14 → (44) mod 14 5 2
(12 − 43) mod 15 → (−31) mod 15 5 −1 1 15 5 14
(123 3 −10) mod 20 → (−1230) mod 19 5 –14 1 19 5 5 

Modulo-2 arithmetic
Modulo-2 arithmetic is of particular interest. As the modulus is 2, we can use only the 
values 0 and 1. Operations in this arithmetic are very simple. The following shows how 
we can add or subtract 2 bits:

Adding: (0 1 0) mod 2 5 0 (0 1 1) mod 2 5 1
(1 1 0) mod 2 5 1 (1 1 1) mod 2 5 0

Subtracting: (0 2 0) mod 2 5 0 (0 2 1) mod 2 5 1
(1 2 0) mod 2 5 1 (1 2 1) mod 2 5 0

Notice particularly that addition and subtraction give the same results. In this arithmetic 
we use the XOR (exclusive OR) operation for both addition and subtraction. The result 
of an XOR operation is 0 if two bits are the same and 1 if two bits are different. Figure 
G.4 shows this operation. 

Figure G.4  XORing of two single bits or two words

a. Two bits are the same, the result is 0.

b. Two bits are different, the result is 1. c. Result of XORing two patterns

0         1   =   1 1          0   =   1

0         0   =   0 1         1   =   0

0 011

0 01 11

1 00 10

1

+

+

+

+

+
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G.3  DISCRETE COSINE TRANSFORM
In this section we give the mathematical background for the discrete cosine and inverse 
discrete cosine transforms that are used for data compression, as discussed in Chapter 15. 

G.3.1  The discrete cosine transform
The discrete cosine transform (DCT) changes each block of 64 pixels so that the relative 
relationship between pixels is preserved but redundancies are revealed. The formula fol-
lows. P(x, y) defines one particular value in the picture block, while T(m, n) defines one 
value in the transformed block. 

T(m, n) = 0.25 c(m) c(n) 
x = 0 

7 7 

y = 0 
P(x, y) cos cos Σ Σ (2y + 1)nπ 

16 
(2x + 1)mπ 

16 

c(i) = 
if i = 0  

otherwise  {  1  

(2)1/2 
1 

where  

G.3.2  The inverse discrete cosine transform
The inverse transform is used to create the P(x, y) table from the T(m, n) table.

P(x, y) = 0.25 c(x) c(y) 
m = 0 

7 7 

n = 0 
T(m, n) cos cos Σ Σ (2n + 1)yπ 

16 
(2m + 1)xπ 

16 

c(i) = 
if i = 0  

otherwise  {  1  

(2)1/2 
1 

where  

Example G.16

Evaluate T(0, 0) and T(0, 1) if P(x, y) 5 20 for all x and y.

Solution 
Using sum-to-product identity cos x 1 cos y 5 2[cos (x 1 y)/2] [cos (x 2 y)/2], we can 
show that the sum of all cosine terms is 0.





When data is transferred from one place to another, or moved from one device to another, 
the accuracy of the data must be checked. For most applications, a system must guarantee 
that the data received is identical to the data transmitted. Some applications, on the other 
hand, can tolerate a small level of error. For example, random errors in audio or video 
transmissions may be tolerable, but when we transfer text, we expect a very high level of 
accuracy. We only discuss error in transition: errors due to data corruption in storage are 
treated in the same way. 

H.1  INTRODUCTION
We first discuss some issues related to error detection and correction. 

H.1.1  Types of errors
Whenever bits flow from one place to another they are subject to unpredictable changes 
because of interference in the transmission medium, such as crosstalk, external electro-
magnetic fields, and so on. This is illustrated by Figure H.1. 

Figure H.1  Single-bit versus burst errors
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In a single-bit error, a 0 is changed to a 1 or a 1 to a 0. In a burst error multiple 
bits are changed. The term single-bit error means that only 1 bit of a given data unit, 
such as a byte, character, or packet, is changed from 1 to 0 or from 0 to 1. The term 
burst error means that two or more bits in the data unit have changed from 1 to 0 or 
from 0 to 1.

H.1.2  Redundancy
The central concept in correcting errors is redundancy. To be able to correct errors, 
we need to send extra bits with our data. These redundant bits are added by the 
sender and removed by the receiver. Their presence allows the receiver to correct 
corrupted bits.

To correct errors, we need to send extra (redundant) bits with data.

H.1.3  Detection versus correction
The correction of errors is more difficult than the detection. In error detection, we are 
looking only to see if an error has occurred. The answer is a simple yes or no. We are 
not even interested in the number of errors: a single-bit error is the same for us as a 
burst error. 

In error correction, we need to know the exact number of bits that are corrupted—
and more importantly, their location in the message. The number of errors and the size 
of the message are important factors. If we need to correct a single error in an 8-bit 
data unit, we need to consider eight possible error locations: if we need to correct two 
errors in a data unit of the same size, we need to consider 28 (7 1 6 1 … 1 1) pos-
sibilities. You can imagine the receiver’s difficulty in finding ten errors in a data unit 
of 1000 bits. 

H.1.4  Forward error correction versus retransmission
There are two main methods of error correction. Forward error correction is the process 
in which the receiver tries to guess the message by using redundant bits. This is possible, 
as we will see later, if the number of errors is small. Correction by retransmission is a tech-
nique in which the receiver detects the occurrence of an error and asks the sender to resend 
the message. Re-sending is repeated until a message arrives that the receiver believes is 
error-free: usually, not all errors can be detected. 

H.1.5  Coding
Redundancy is achieved through various coding schemes. The sender adds redundant bits 
through a process that creates a relationship between the redundant bits and the actual 
data bits. The receiver checks the relationships between the two sets of bits to detect 
or correct the errors. The ratio of redundant bits to data bits and the robustness of the 
process are important factors in any coding scheme. Figure H.2 shows the general idea of 
coding.
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Figure H.2  The structure of an encoder and decoder
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We can divide coding schemes into two broad categories: block coding and convolution 
coding. In this appendix, we concentrate on block coding: convolution coding is more 
complex and beyond the scope of this book. 

Block coding uses modular arithmetic, as discussed in Appendix G. 

We only concentrate on block codes:  
we leave convolution codes to advanced texts. 

H.2  BLOCK CODING
In block coding we divide a message into blocks, each of k bits, called datawords. We add r 
redundant bits to each block to make the length n 5 k 1 r. The resulting n-bit blocks are 
called codewords. How the extra r bits are chosen or calculated is something we discuss 
later. For the moment, it is important to know that we have a set of datawords, each of 
size k, and a set of codewords, each of size of n. 

With k bits, we can create a combination of 2k datawords: with n bits, we can create a 
combination of 2n codewords. Since n . k, the number of possible codewords is larger than 
the number of possible datawords. The block coding process is one-to-one: the same data-
word is always encoded as the same codeword. This means that we have 2n 2 2k codewords 
that are not used. We call these codewords invalid or illegal. Figure H.3 shows the situation. 

Figure H.3  Datawords and codewords in block coding

2k Possible datawords for each block 2n Possible codewords for each block (only 2k of them are valid)

k bits k bits k bits n bits n bits n bits• • • • • •

Example H.1

Let us assume our message is made up of a single block of 8 bits (k 5 8). There are  
28 5 256 possible combination of datawords. If we add two redundant bits (r 5 1), 
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then each possible codeword is 10 bits (n 5 10) and the total number of possible 
codewords is 210 5 1024. This means that we have 1024 2 256 5 768 codewords 
are invalid. If one of these invalid codewords is received, the receiver knows that the 
codeword is corrupted. 

H.2.1  Error detection
How can errors be detected by using block coding? If the following two conditions are 
met, the receiver detects a change in the original codeword. 

1.	 The receiver has (or can find) a list of valid codewords.

2.	 The original codeword has changed to an invalid one.

Figure H.4 shows the role of block coding in error detection.  

Figure H.4  The process of error detection in block coding
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The sender creates codewords out of datawords by using a generator that applies the 
rules and procedures of encoding (discussed later). Each codeword sent to the receiver 
may change during transmission. If the received codeword is the same as one of the valid 
codewords, the word is accepted and the corresponding dataword is extracted for use. If 
the received codeword is not valid, it is discarded. 

However, if the codeword is corrupted during transmission, but the received word 
still matches a valid codeword, the error remains undetected. This type of coding can 
therefore detect only single errors: two or more errors in the same codeword may remain 
undetected. 

Example H.2

Let us assume that k 5 2 and n 5 3. Table H.1 shows the list of datawords and defined 
codewords, which is agreed between the sender and the receiver. Later we will see how to 
derive a codeword from a dataword. 
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Table H.1  A code for error detection (Example H.2)

Datawords Codewords

00 000

01 011

10 101

11 110

Assume that the sender encodes the dataword 01 as 011 and sends it to the receiver. Con-
sider the following cases: 

1.	 The receiver receives 011. It is a valid codeword. The receiver extracts the dataword 
01 from it.

2.	 The codeword is corrupted during transmission, and 111 is received—that is, the left-
most bit is corrupted. This is not a valid codeword, so it is discarded.

3.	 The codeword is corrupted during transmission, and 000 is received—that is, the right 
two bits are corrupted. This is a valid codeword. The receiver incorrectly extracts the 
dataword 00. Two corrupted bits have made the error undetectable.

An error-detecting code can detect only the types of errors  
for which it is designed: other types of errors may remain undetected.

H.2.2  Error correction
Error correction is much more difficult than error detection. In error detection, the receiver 
needs to know only that the received codeword is invalid: in error correction, the receiver 
needs to find (or guess) the original codeword sent. We need more redundant bits for  
error correction than for error detection. Figure H.5 shows the role of block coding in 
error correction. We can see that the idea is the same as error detection, but the generator 
and checker functions are much more complex. 

Figure H.5  The structure of encoder and decoder in error correction
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Example H.3

Let us add more redundant bits to Example H.2 to see if the receiver can correct an error 
without knowing what was actually sent. We add three redundant bits to the 2-bit data-
word to make 5-bit codewords. Again, later we will show how we choose the redundant 
bits. For the moment let us concentrate on the error correction concept. Table H.2 shows 
the datawords and codewords. 

Table H.2  A code for error correction (Example H.3)

Dataword Codeword Dataword Codeword

00 00000 10 10101

01 01011 11 11110

Assume the dataword is 01. The sender consults the table (or uses an algorithm) to cre-
ate the codeword 01011. The codeword is corrupted during transmission, and 01001 
is received—an error in the second bit from the right. First, the receiver finds that the 
received codeword is not in the table. This means an error has occurred. (Detection must 
come before correction.) The receiver, assuming that only 1 bit is corrupted, uses the fol-
lowing strategy to guess the correct dataword. 

1.	 Comparing the received codeword with the first codeword in the table (01001 versus 
00000), the receiver decides that the first codeword is not the one that was sent 
because there are two different bits.

2.	 By the same reasoning, the original codeword cannot be the third or fourth one in 
the table.

3.	 The original codeword must be the second one in the table, because this is the only 
one that differs from the received codeword by 1 bit. The receiver replaces 01001 
with 01011 and consults the table to find the dataword 01. 

H.3  LINEAR BLOCK CODES
Almost all block codes used today belong to a subset called linear block codes. The use of 
nonlinear block codes for error detection and correction is not as widespread, because 
their structure makes theoretical analysis and implementation difficult. We therefore con-
centrate on linear block codes.

The formal definition of linear block codes requires a knowledge of abstract algebra 
(particularly Galois fields) which is beyond the scope of this book. We therefore give an 
informal definition. For our purposes, a linear block code is a code in which the exclusive 
OR (modulo-2 addition, discussed in Appendix G) of two valid codewords creates another 
valid codeword. 

In a linear block code, the exclusive OR (XOR) of any 
two valid codewords creates another valid codeword.
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Example H.4

Let us see if the two codes we defined in Table H.1 and Table H.2 belong to the class of 
linear block codes.

1.	 The scheme in Table H.1 is a linear block code because the result of XORing any 
codeword with any other codeword is a valid codeword. For example, XORing of the 
second and third codewords creates the fourth one.

2.	 The scheme in Table H.2 is also a linear block code. We can create all four codewords 
by XORing two other codewords.

H.3.1  Some linear block codes
Let us now show some linear block codes. These codes are trivial because we can easily 
find the encoding and decoding algorithms and check their performances. 

Simple parity-check code
Perhaps the most familiar error-detecting code is the simple parity-check code. In this 
code, a k-bit dataword is changed to an n-bit codeword, where n 5 k 1 1. The extra bit, 
called the parity bit, is added to a pre-defined position. It is selected to make the total 
number of 1s in the codeword even. Although some implementations specify an odd 
number of 1s, we discuss the even number case.

A simple parity-check code is a single-bit error-detecting 
code in which n = k + 1.

Our first code (Table H.3) is a parity-check code with k 5 2 and n 5 3. The code in  
Table H.3 is also a parity-check code with k 5 4 and n 5 5.

Table H.3  Simple parity-check code C(5, 4) 

Datawords Codewords Datawords Codewords

0000 00000 1000 10001

0001 00011 1001 10010

0010 00101 1010 10100

0011 00110 1011 10111

0100 01001 1100 11000

0101 01010 1101 11011

0110 01100 1110 11101

0111 01111 1111 11110
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Figure H.6 shows a possible structure of an encoder (at the sender) and a decoder (at the 
receiver). 

The encoder uses a generator that takes a copy of a 4-bit dataword (a0, a1, a2, and a3) 
and generates a parity bit r0. The dataword bits and the parity bit create the 5-bit code-
word. The parity bit that is added makes the number of 1s in the codeword even. This is 
normally done by adding the 4 bits of the dataword (modulo-2): the result is the parity 
bit. In other words:

r0 5 a3 1 a2 1 a1 1 a0      (modulo-2)

Figure H.6  Encoder and decoder for simple parity-check code
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If the number of 1s is even, the result is 0: if the number of 1s is odd, the result is 1. In 
both cases, the total number of 1s in the codeword is even.

The sender sends the codeword, which may be corrupted during transmission. The 
receiver receives a 5-bit word. The checker at the receiver does the same thing as the gen-
erator in the sender with one exception: the addition is done over all five bits. The result, 
which is called the syndrome, is just 1 bit. The syndrome is 0 when the number of 1s in 
the received codeword is even; otherwise, it is 1.

s0 5 b3 1 b2 1 b1 1 b0 1 q0      (modulo-2)

A syndrome is the output of a checking process that is fed into the decision logic of a 
receiver in order to decide what to do with the data portion of the code word. The deci-
sion may be to accept it, to reject it, or (for correcting code) to modify it before accepting 
it. In this case, the syndrome is passed to the decision logic analyzer. If there is no error 
in the codeword, the syndrome is 0 and the decision logic accepts the data portion of 
the codeword as the actual dataword. If the syndrome is 1, there must be an error in the 
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codeword, and so the decision logic discards the data portion of the codeword: the data-
word is not created. 

Example H.5

Let us look at some transmission scenarios. Assume that the sender sends the dataword 
1011. The parity bit is (1 1 0 1 1 1 1) mod 2 5 1, which is appended to the right of the 
dataword. The codeword created from this dataword is therefore 10111, which is sent to 
the receiver. We examine five cases:

1.	 No error occurs: the received codeword is 10111. The syndrome is 0. The dataword 
1011 is created.

2.	 A single-bit error changes a1. The received codeword is 10011. The syndrome is 1. No 
dataword is created. 

3.	 A single-bit error changes the parity bit r0. The received codeword is 10110. The syn-
drome is 1. No dataword is created. Note that although none of the dataword bits are 
corrupted, no dataword is created because the code is not sophisticated enough to 
show the position of the corrupted bit. 

4.	 An error changes r0 and a second error changes a3. The received codeword is 00110. 
The syndrome is 0. The dataword 0011 is created at the receiver. Note that here the 
dataword is wrongly created due to the syndrome value: the simple parity-check de-
coder cannot detect an even number of errors. The errors cancel each other out and 
give the syndrome a value of 0. 

5.	 Three bits—a3, a2, and a1—are changed by errors. The received codeword is 01011. 
The syndrome is 1. The dataword is not created. This shows that the simple parity 
check, guaranteed to detect a single error, can also find any odd number of errors. 

A simple parity-check code can detect an odd number of errors.

Hamming codes
Hamming codes are a subset of linear block codes that follow two criteria:

n 5 k 1 r    and   n 5 2r 2 1

in which k is the number of bits in dataword, r is the number of redundant bits, and n is 
the number of bits in the codeword. These codes can detect up to r 2 1 bits of error and 
can correct up to (r 2 1) / 2 bits of error. 

Example H.6

A code with k 5 4, r 5 3, and n 5 7 satisfies the two conditions of a Hamming code, 
because we have 7 5 4 1 3 and 7 5 23 2 1. This code can detect only (3 21) 5 2 bits of 
error and correct only (3 2 1)/2 = 1 bit of error.   

The theory of Hamming codes in general is beyond the scope of this book. For more 
information, see Data Communication and Networking, by Behrouz Forouzan, McGraw-
Hill, New York, 2006. In the next section, we discuss a subset of Hamming code called 
cyclic codes. 
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H.4  CYCLIC CODES
Cyclic codes are special linear block codes with one extra property. In a cyclic code, if a 
codeword is cyclically shifted (rotated), the result is another codeword. For example, if 
1011000 is a codeword and we cyclically left-shift it, then 0110001 is also a codeword. 

H.4.1  Cyclic redundancy check
We can create cyclic codes to correct errors. However, the theoretical background required is 
beyond the scope of this appendix. In this section, we simply discuss a category of cyclic codes 
called the cyclic redundancy checks (CRC) that are used in networks such as LANs and WANs. 

Table H.4 shows an example of a CRC code. We can see both the linear and cyclic 
properties of this code. 

Table H.4  A CRC code with k 5 4, n 5 7, and r 5 3

Dataword Codeword Dataword Codeword

0000 0000000 1000 1000101

0001 0001011 1001 1001110

0010 0010110 1010 1010011

0011 0011101 1011 1011000

0100 0100111 1100 1100010

0101 0101100 1101 1101001

0110 0110001 1110 1110100

0111 0111010 1111 1111111

Figure H.7 shows one possible design for the encoder and decoder. 

Figure H.7  CRC encoder and decoder
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In the encoder in Figure H.7, the dataword has k bits (4 here) and the codeword has n 
bits (here 7). The size of the dataword is augmented by adding n 2 k (here 3) 0s to the 
right-hand side of the word. The n-bit result is fed into the generator. The generator uses a 
predefined divisor of size n 2 k 1 1 (here 4). The generator divides the augmented data-
word by the divisor using modulo-2 division. The quotient of the division is discarded: the 
remainder (r2r1r0) is appended to the dataword to create the codeword.

The decoder receives the codeword, which could be corrupted. A copy of all n bits 
is fed to the checker, which is a replica of the generator. The remainder produced by the 
checker is a syndrome of n 2 k (here 3) bits, which is fed to the decision logic analyzer. 
The analyzer has a simple function: if the syndrome bits are all 0s, the 4 leftmost bits of 
the codeword are accepted as the dataword (interpreted as no error), otherwise, the 4 bits 
are discarded (error). 

Figure H.8  Division in a CRC encoder
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Encoder
Let us take a closer look at the encoder. The encoder takes the dataword and augments it 
with n 2 k number of 0s. It then divides the augmented dataword by the divisor, as shown 
in Figure H.8. 

Note that this is not the regular binary division—obviously the result of dividing 72 
by 11 is not the quotient of 10 and the remainder of 6. This is binary division in modulo 
2 arithmetic, as we discussed in Appendix G. In this division, adding and subtracting is 
the same (it is the XOR operation discussed in Appendix E), which means that we do not 
subtract, but add. A better explanation of this division is that we treat the binary word as a 
polynomial with a coefficient in modulo 2 arithmetic—only 0 or 1. For more information, 
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we refer the interested reader to finite field theory (Galois fields) and books on error detec-
tion and correction. 

In each step, a copy of the divisor is XORed with the 4 bits of the dividend. The 
result of the XOR operation (remainder) is 3 bits (in this case), which is used for the 
next step after 1 extra bit is carried down—see Figure H.8—to make it 4 bits long. 
There is one important point we need to remember in this type of division. If the left-
most bit of the dividend (or the part used in each step) is 0, the corresponding bit in 
the quotient is 0. 

When there are no bits left to pull down, we have a result. The 3-bit remainder forms 
the check bits (r2, r1, and r0). They are appended to the dataword to create the codeword. 
Note also that we are not interested in the quotient, as only the remainder is used in cyclic 
codes. 

Decoder
The codeword can change during transmission. The decoder does the same division pro-
cess as the encoder. The remainder of the division is the syndrome. If the syndrome is all 
0s, there is no error: the dataword is separated from the received codeword and accepted. 
Otherwise, everything is discarded. Figure H.9 shows two cases. The left-hand figure 
shows the value of syndrome when no error has occurred: the syndrome is 000. The right-
hand part of the figure shows the case in which there is a single error: the syndrome is not 
all 0s (it is 011).

Figure H.9  Division in the CRC decoder for two cases
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Divisor
You may be wondering how the divisor 1011 is chosen. This needs abstract algebra and 
theory of finite field to explain, which we leave this to books specialized in this area. 

H.4.2  Performance of cyclic codes
We have seen that cyclic codes have a very good performance in detecting single-bit errors, 
double errors, an odd number of errors, and burst errors. They can easily be implemented 
in hardware and software. They are especially fast when implemented in hardware. This 
has made cyclic codes a good candidate for many networks. 

H.5  CHECKSUM
The last error detection method we discuss here is called the checksum. The checksum 
is used in the Internet by several protocols. Like linear and cyclic codes, the checksum is 
based on the concept of redundancy.

H.5.1  Checksum concept
The concept of the checksum is not difficult. Let us illustrate it with a few examples.

Example H.7

Suppose our data is a list of five 4-bit numbers that we want to send to some destination. 
In addition to sending these numbers, we send the sum of the numbers. For example, if 
the set of numbers is (7, 11, 12, 0, 6), we send (7, 11, 12, 0, 6, 36), where 36 is the sum 
of the original numbers. The receiver adds the five numbers and compares the result with 
the sum. If the two are the same, the receiver assumes no error, accepts the five numbers, 
and discards the sum. Otherwise, there is an error somewhere and the data is not accepted. 

Example H.8

We can make the job of the receiver easier if we send the negative (complement) of the 
sum, called the checksum. In this case, we send (7, 11, 12, 0, 6, 236). The receiver can add 
all the numbers received (including the checksum). If the result is 0, it assumes no error, 
otherwise there is an error.

H.5.2  One’s complement
The previous example has one major drawback. Our data can be written as 4-bit words 
(they are all less than 15) except for the checksum. One solution is to use one’s comple-
ment arithmetic. as discussed in Chapter 3. 

Example H.9

Let us redo Example H.8 using one’s complement arithmetic. Figure H.10 shows the 
process at the sender and at the receiver. 

https://sanet.st/blogs/polatebooks/
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Figure H.10  Example H.9
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The sender initializes the checksum to 0 and adds all data items and the checksum (the 
checksum is considered as one data item and is shown in color). The result is 36. However, 
36 cannot be expressed in 4 bits. The extra two bits are wrapped and added with the sum 
to create the wrapped sum value 6. In the figure, we have shown the details in binary. The 
sum is then complemented, resulting in the checksum value 9 (15 2 6 5 9). The sender 
now sends six data items to the receiver, including the checksum 9. The receiver follows 
the same procedure as the sender. It adds all data items (including the checksum): the 
result is 45. The sum is wrapped and becomes 15. The wrapped sum is complemented and 
becomes 0. Since the value of the checksum is 0, this means that the data is not corrupted. 
The receiver drops the checksum and keeps the other data items. If the checksum is not 
zero, the entire packet is dropped and must be retransmitted.

H.5.3  Internet checksum
Traditionally, the Internet (IP protocol) has used a 16-bit checksum. The sender and 
receiver use the following procedures: 

Sender side

❑❑ A 16-bit checksum is set to zero and added to the message.

❑❑ The new message is divided into 16-bit words.

❑❑ All words are added using one’s complement addition.

❑❑ The sum is complemented and replaces the previous checksum. 

Receiver side

❑❑ The received message (including the checksum) is divided into 16-bit words.

❑❑ All words are added using one’s complement addition. 
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❑❑ The sum is complemented.

❑❑ If the complemented sum is 0, the message is accepted, otherwise it is rejected. 

Example H.10

Let us calculate the checksum for a text word of eight characters (‘Forouzan’) as shown 
in Figure H.11. 

Figure H.11  An example of a checksum calculation
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b. Checksum at the receiver site

The text needs to be divided into 2-byte (16-bit) words. We use ASCII encoding (see 
Appendix A) to change each byte to a two-digit hexadecimal number. For example, ‘F’ 
is represented as (46)16 and ‘o’ is represented as (6F)16. In Figure H.11.a, the value of 
the partial sum for the first column is (36)16. We keep the rightmost digit (6) and insert 
the leftmost digit (3) as the carry in the second column. The process is repeated for 
each column. The checksum is calculated and transmitted with the data to the receiver. 
The receiver performs the same operations, Figure H.11.b. If there is any corruption, the 
checksum recalculated by the receiver is not all 0s. 

Performance
The traditional checksum uses a small number of bits (16) to detect errors in a message 
of any size (sometimes thousands of bits). However, it is not as strong as the CRC in its 
error-checking capability. For example, if the value of one word is incremented and the 
value of another word is decremented by the same amount, the two errors cannot be 
detected because the sum and checksum remain the same. Also if the values of several 
words are incremented but the total change is a multiple of 65 535 (21621), the sum and 
the checksum remain the same and the error goes undetected. 





In Chapter 4 we showed how to operate on data. Addition and subtraction for sign-and-
magnitude integers are a little more involved and are discussed in this appendix.

I.1  OPERATIONS ON INTEGERS
Addition and subtraction for integers in sign-and-magnitude representation look very 
complex. We have four different combination of signs (two signs, each of two values) 
for addition, and four different conditions for subtraction. This means that we need to 
consider eight different situations. However, if we examine the signs in more detail, we 
can reduce the number of cases, as shown in Figure I-1.

Let us first explain the diagram:

1.	 We check the operation. If the operation is subtraction, we change the sign of the 
second integer (B). This means we now only have to worry about the addition of two 
signed integers.

2.	 We apply the XOR operation to the two signs. If the result (stored in temporary 
location S) is 0, it means that the signs are the same (either both signs are positive or 
both are negative).

3.	 If the signs are the same, R 5 6 (AM 1 BM). We need to add the magnitude and the 
sign of the result is the common sign. So, we have:

RM 5 (AM) 1 (BM)  and  RS 5 AS

APPENDIX I
Addition and  
Subtraction for  
Sign-and-Magnitude  
Integers
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�where the subscript M means magnitude and subscript S means sign. In this case, 
however, we should be careful about the overflow. When we add the two magnitudes, 
an overflow may occur that must be reported and the process aborted.

4.	 If the signs are different, R 5 6 (AM 2 BM). So we need to subtract BM from AM and 
then make a decision about the sign. Instead of subtracting bit by bit, we take the 
two’s complement of the second magnitude (BM) and add them. The sign of the result 
is the sign of the integer with larger magnitude.

	   a.	� It can be shown that if AM $ BM, there is an overflow and the result is a positive 
number. Therefore, if there is an overflow, we discard the overflow and let the sign 
of the result be the sign of A.

	   b.	� It can be shown that if AM , BM, there is no overflow, but the result is a negative 
number. So if there is no overflow, we make the two’s complement of the result 
and let the sign of the result be the sign of B.

Figure I.1  Addition and subtraction of integers in sign-and-magnitude format
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Example I.1

Two integers A and B are stored in sign-and-magnitude format (we have separated the 
sign from the magnitude for clarity). Show how B is added to A.

A 5 (0 0010001)2  B 5 (0 0010110)2

Solution
The operation is adding: the sign of B is not changed. Since S 5 AS XOR BS 5 0, RM 5 
AM 1 BM and RS 5 AS. There is no overflow.

No overflow 1 Carry

AS 0 0 0 1 0 0 0 1 AM

BS 0 1 0 0 1 0 1 1 0 BM

RS 0 0 1 0 0 1 1 1 RM

Checking the result in decimal, (117) 1 (122) 5 (139).

Example I.2

Two integers A and B are stored in sign-and-magnitude format. Show how B is added to A.

A 5 (0 0010001)2  B 5 (1 0010110)2

Solution
The operation is adding: the sign of B S 5 AS XOR BS 5 1; RM 5 AM 1 (B

–
M 1 1). is not 

changed. Since there is no overflow, we need to take the two’s complement of RM. The 
sign of R is the sign of B.

Checking the result in decimal, (117) 1 ( 222) 5 (25).

Example I.3

Two integers A and B are stored in sign-and-magnitude format. Show how B is subtracted 
from A.

A 5 (1 1010001)2  B 5 (1 0010110)2

No overflow Carry

AS 0 0 0 1 0 0 0 1 AM

BS 1 1 1 1 0 1 0 1 0 (B
–

M 1 1)

1 1 1 1 0 1 1 RM

RS 1 0 0 0 0 1 0 1 RM = (R
–

M 1 1)
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Solution
The operation is subtracting: SB 5 SBS. 5 AS XOR BS 5 1, RM 5 AM 1 (B

–
M 1 1). Since 

there is an overflow, the value of RM is final. The sign of R is the sign of A.

Checking the result in decimal, (281) 2 (222) 5 (259).

Overflow → 1 Carry

AS 1 1 0 1 0 0 0 1 AM

BS 1 1 1 1 0 1 0 1 0 (B
–

M 1 1)

RS 1 0 1 1 1 0 1 1 RM 



In Chapter 4 we showed how to operate on data. Addition and subtraction for reals are a 
little more involved and are discussed in this appendix. 

J.1  OPERATIONS ON REALS
All arithmetic operations such as addition, subtraction, multiplication, and division can be 
applied to reals stored in floating-point format. Multiplication of two reals involves multipli-
cation of two integers in sign-and-magnitude representation. Division of two reals involves 
division of two integers in sign-and-magnitude representations. Since we did not discuss the 
multiplication or division of integers in sign-and-magnitude representation, we will not dis-
cuss the multiplication and division of reals, and only show addition and subtraction for reals.

Addition and subtraction of real numbers stored in floating-point numbers is reduced 
to addition and subtraction of two integers stored in sign-and-magnitude (combination 
of sign and mantissa) after the alignment of decimal points. Figure J.1 shows a simplified 
version of the procedure (there are some special cases that we have ignored).

The simplified procedure works as follows:

1.	 If any of the two numbers (A or B) is zero, we let the result be 0 and stop.

2.	 If the operation is subtraction, we change the sign of the second number (B) to sim-
ulate addition.

3.	 We denormalize both numbers by including the hidden 1 in the mantissa and incre-
menting the exponents. The mantissa is now is treated as an integer.

4.	 We then align the exponents, which means that we increment the lower exponent 
and shift the corresponding mantissa until both have the same exponent. For exam-
ple, if we have:

1.11101 3 24 1 1.01 3 22

APPENDIX J
Addition and Subtraction  
for Reals
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	 we need to make both exponents 4:

1.11101 3 24 1 0.00101 3 24

5.	 Now, we treat the combination of the sign and mantissa of each number as an integer in 
sign-and-magnitude format. We add these two integers, as explained earlier in appendix I

6.	 Finally, we normalized the number again to 1.000010 3 25.

Figure J.1  Addition and subtraction of reals in floating-point format
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Example J.1

Show how the computer finds the result of (15.75) 1 (1161.875) 5 (1167.625).

Solution
As we saw in Chapter 3, these two numbers are stored in floating-point format, as shown 
below, but we need to remember that each number has a hidden 1 (which is not stored, 
but assumed):

S E M

A 0 10000001 01110000000000000000000

B 0 10000110 01000011110000000000000

The first few steps in the UML diagram (Figure J.1) are not needed. We move to 
denormalization and denormalize the numbers by adding the hidden 1s to the mantissa 
and incrementing the exponent. Now both denormalized mantissas are 24 bits and include 
the hidden 1s. They should be stored in a location that can hold all 24 bits. Each exponent 
is incremented:

S E Denormalized M

A 0 10000010 101110000000000000000000

B 0 10000111 101000011110000000000000

Now we need to align the mantissas. We need to increment the first exponent and shift its 
mantissa to the right. We change the first exponent to (10000111)2, so we need to shift 
the first mantissa right by five positions:

S E Denormalized M

A 0 10000111 000001011100000000000000

B 0 10000111 101000011110000000000000

Now we do sign-and-magnitude addition, treating the sign and the mantissa of each num-
ber as one integer stored in sign-and-magnitude representation:

S E Denormalized M

R 0 10000111 101001111010000000000000

There is no overflow in the mantissa, so we normalize:

S E M

R 0 10000110 01001111010000000000000

The mantissa is only 23 bits, no rounding is needed. E 5 (10000110)2 5 134 M50100111101. 
In other words, the result is (1.0100111101)2 3 2134–127 5 (10100111.101)2 5 167.625.
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Example J.2

Show how the computer finds the result of (15.75) 1 (27.0234375) 5 21.2734375. 

Solution
These two numbers can be stored in floating-point format, as shown below:

S E M

A 0 10000001 01110000000000000000000

B 1 10000001 11000001100000000000000

Denormalization results in:

S E Denormalized M

A 0 10000010 101110000000000000000000

B 1 10000010 111000001100000000000000

Alignment is not needed (both exponents are the same), so we apply addition operation 
on the combinations of sign and mantissa. The result is shown below, in which the sign of 
the result is negative:

S E Denormalized M

R 1 10000010 001010001100000000000000

Now we need to normalize. We decrement the exponent three times and shift the denor-
malized mantissa to the left three positions:

S E M

R 1 01111111 0100011000000000000000000

The mantissa is now 24 bits, so we round it to 23 bits:

S E M

R 1 01111111 010001100000000000000000

The result is R 5 2 21272127 3 1.0100011 5 2 1.2734375, as expected.



ADT Abstract data type
AES Advanced Encryption Standard
ALU Arithmetic logic unit
ANSI American National Standards Institute
ASCII American Standard Code for Information Interchange
B-frame Bidirectional frame
bit Binary digit
BST Binary search tree 
CA Certification authority 
CD-R Compact disc recordable
CD-ROM Compact disc read-only memory
CD-RW Compact disc rewritable
CGI Common Gateway Interface 
CISC Complex instruction set computer
COBOL Common Business-Oriented Language 
CPU Central processing unit
DBMS Database management system
DCT Discrete cosine transform
DES Data Encryption Standard
digraph Directed graph
DMA Direct memory access
DRAM Dynamic RAM
DVD Digital versatile disk
EBCDIC Extended Binary Coded Decimal Interchange Code
EEPROM Electronically erasable programmable read-only memory 
EPROM Erasable programmable read-only memory

ACRONYMS
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E-R Entity–relation
FIFO First in, first out
FORTRAN FORmula TRANslation 
FTP File Transfer Protocol
GIF Graphic Interchange Format 
GUI Graphical user interface 
HTML Hypertext Markup Language
HTTP Hypertext Transfer Protocol
I-frame Intracoded frame
IMAP Internet Mail Access Protocol 
IP Internet Protocol
ISO International Organization for Standardization
ISP Internet service provider 
JPEG Joint Photographic Experts Group
KDC Key distribution center 
LAN Local area network
LIFO Last in, first out
LZ Lempel Ziv
LZW Lempel Ziv Welch
MAC Media access control
MAC Message authentication code
MAN Metropolitan area network
MIME Multipurpose Internet Mail Extension
MP3 MPEG audio layer 3
MPEG Motion Pictures Experts Group
MS-DOS Microsoft Disk Operating System
MTA Message transfer agent 
NF Normal Form 
NTFS NT file system 
P-frame Predicted frame
POP Post Office Protocol 
PROM Programmable read-only memory
RAM Random access memory 
RDBMS Relational database management system
RGB Red, green, blue 
RISC Reduced instruction set computer
ROM Read-only memory
RSA Rivest–Shamir–Adleman 
SCSI Small computer system interface
SCTP Stream Control Transmission Protocol 
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SMTP Simple Mail Transfer Protocol
SQL Structured Query Language
SRAM Static RAM
TCP Transmission Control Protocol
TCP/IP Transmission Control Protocol/Internet Protocol
TELNET Terminal Network
UDP User Datagram Protocol
UML Unified Modeling Language 
URL Uniform Resource Locator
USB Universal serial bus
WAN Wide area network
WORM Write once, read many 
WWW World Wide Web
XML Extensible Markup Language 
XOR Exclusive OR





10-Gigabit Ethernet An implementation of Ethernet operating at 10 
Gigabits per second.

absolute pathname In UNIX or Linux, a path name that starts from the 
root.

abstract data type (ADT) A data declaration packaged together with operations 
that are meaningful on the data type.

AC value A value that changes with time.
access method A technique for reading data from a secondary 

(auxiliary) storage device.
actual parameters The parameters in the function calling statement that 

contain the values to be passed to the function. Contrast 
with formal parameters.

Ada A high-level concurrent programming language 
developed by the US Department of Defense.

additive cipher A type of cipher that key defines shifting of a character 
toward the end of the alphabet (shift cipher).

additive cipher Simplest monoalphabetic cipher in which each 
ciphertext character is plaintext character plus the key 
value.

address bus The part of the system bus used for address transfer.
address space A range of addresses.
algorithm The logical steps necessary to solve a problem with a 

computer.
American National Standards 
Institute (ANSI) 

An organization that creates standards in programming 
languages, electrical specifications, communication 
protocols, and so on.

GLOSSARY
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American Standard Code 
for Information Interchange 
(ASCII) 

An encoding scheme that defines control and printable 
characters for 128 values.

ampersand The at-sign (@) used in email addressing.
analog A continuously varying entity.
analog data Data that are continuous and smooth and not limited 

to specific value.
analog signal A type of waveform that changes smoothly over time.
analog-to-analog conversion Representation of analog data by analog signal.
analog-to-digital Representation of analog data by digital signal.
analysis phase A phase in the software system lifecycle that defines 

requirements that specify what the proposed system is 
to accomplish.

ancestor Any node in the path from the current node to the root 
of a tree.

AND One of the bit-level operations: the result of the 
operation is 1 only if both bits are 1s, otherwise it is 0.

applet A computer program written in Java that creates an 
active Web document. 

application gateway A computer that stands between the firewall and the 
organization computer to filter unwanted messages.

application layer The seventh layer in the TCP/IP model: provides access 
to network services.

application programs In DBMS terminology, the programs that access and 
process data.

arc A directed line in a graph. Contrast with edge.
arithmetic logic unit (ALU) The part of a computer system that performs arithmetic 

and logic operations on data. 
arithmetic operation An operation that takes two numbers and creates 

another number.
arithmetic operator The operator used in an arithmetic operation.
arithmetic shift operation A shift operation in which the sign of the number is 

preserved.
array A fixed-sized, sequenced collection of elements of the 

same data type.
artificial intelligence The study of computer systems that simulate the 

intelligence of the human mind.
assembler System software that converts a source program into 

executable object code. Traditionally associated with an 
assembly language program. See also compiler.
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assembly language A programming language in which there is a one-to-
one correspondence between the computer’s machine 
language and the symbolic instruction set of the 
language.

assignment statement The statement that assigns a value to a variable.
asymmetric-key cipher A type of cryptography that uses two different keys: 

a public key for encryption and a private key for 
decryption.

asymmetric-key encryption Encryption using a public key.
attribute In a relational database, each column in a relation.
attribute In relational database terminology the name of the 

column heading. 
audio Recording or transmission of sound or music.
authentication Verification of the sender of a message.
autokey cipher A cipher that key is automatically created from the 

plaintext cipher during encryption.
auxiliary storage Any storage device outside main memory: permanent 

data storage; external storage; secondary storage.
availability The component of information security that requires 

that information created and stored by an organization 
be available to authorized entities.

axon The part of a neuron in the human body that provides 
output to other neurons via a synapse.

base the number of digits used in a numbering system. Base 
of binary is 2, of octal is 8, of decimal is 10, and of 
hexadecimal is 16.

basis path testing A white-box test method that creates a set of test cases 
that executes every statement in the software at least once.

batch operating system The operating system used in early computers, in which 
jobs were grouped before being served.

bidirectional frame  
(B-frame) 

In MPEG, a frame that is related to both the preceding 
and following frames.

big-O notation A measure of the efficiency of an algorithm with only 
the dominant factor considered.

binary digit (bit) The smallest unit of information (0 or 1).
binary file A collection of data stored in the internal format of the 

computer. Contrast with text file.
binary operation An operation that needs two input operands.
binary search A search algorithm in which the search value is located 

by repeatedly dividing the list in half.
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binary search tree (BST) A binary tree in which the keys of the left subtrees are 
all less than the root key, the keys of all right subtrees 
are greater than or equal to the root key, and each 
subtree is itself a binary search tree.

binary system A numbering system that uses two symbols (0 and 1).
binary tree A tree in which each node has zero, one, or two subtrees.
bit Acronym for binary digit. In a computer, the basic 

storage unit with a value of either 0 or 1.
bit depth The number of bits representing a sample in a sampling 

process.
bit pattern A sequence of bits (0s and 1s).
bit rate The number of bits transmitted per second.
bitmap graphic A graphic representation in which a combination of 

pixels defines the image.
black-box testing Testing based on the system requirements rather than a 

knowledge of the program.
block cipher A cipher in which a group of characters are encrypted 

or decrypted at a time.
Bluetooth A wireless technology designed to connect devices in a 

small area.
Boolean algebra An algebra for manipulation of objects that can take 

one of only two values: true or false.
bootstrap The process in which the operating system is loaded 

into main memory when the computer is turned on.
breadth-first traversal A graph traversal method in which nodes adjacent to 

the current node are processed before their descendants.
browser An application program that displays a WWW 

document.
brute-force search A search method that examines every path in a search 

tree until it finds the goal.
bubble sort A sort algorithm in which each pass through the data 

moves (bubbles) the lowest element to the beginning 
of the unsorted portion of the list.

bucket In a hashing algorithm, a location that can accommodate 
multiple data units.

bucket hashing A hashing method that uses buckets to reduce collision.
bus The physical channel that links hardware components 

in a computer: the shared physical medium used in a 
bus-topology network.



Glossary 633

byte A unit of storage, usually 8 bits.
bytecode A machine language into which a Java source program 

is compiled.
C language A procedural language developed by Dennis Ritchie.
C++ language An object-oriented language developed by Bjarne 

Stroustrup.
cache memory A small, fast memory used to hold data items that are 

being processed.
Caesar cipher A shift cipher used by Julius Caesar.
cardinality In relational database, the total number of rows in each 

relation.
cellular telephony A wirless communication technique in which one area 

is divided into cells. Each cell is served by a transmitter.
central processing unit (CPU) The part of a computer that contains the control 

components to interpret instructions. In a personal 
computer, a microchip containing a control unit and an 
arithmetic logic unit.

certification authority (CA) An organization that binds a public key to an entity and 
issues a certificate.

challenge–response 
authentication

A process in which the claimant proves that she knows 
a secret without sending it.

child A node in a tree or graph that has a predecessor.
Church–Turing thesis In computability theory, a combined hypothesis about 

the nature of computable functions by recursion 
(Church’s Thesis) and by mechanical devices equivalent 
to a Turing machine.

cipher An encryption decryption algorithm.
ciphertext Encrypted data.
circular shift operation A shift operation in which dropped bits from one end 

of a binary word are inserted at the other end.
circular waiting A condition in an operating system in which all 

processes and resources involved form a loop.
class The combination of data and functions joined to form 

a type.
class diagram A diagram that manifests the relationship between 

classes in a system.
client–server paradigm A paradigm in which two computers connected by an 

internet run a program: one to provide a service and 
one to request a service.
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coaxial cable A cable made of one conductor media and a sheath that 
serves as the second conductor.

code A set of bit patterns designed to represent text symbols.
code generator A process in a compiler or interpreter that creates the 

machine language code.
cohesion The attribute of a module that describes how 

closely  the  processes in a module are related to one 
another.

collision In hashing, an event that occurs when a hashing 
algorithm produces an address for an insertion, and that 
address is already occupied.

collision resolution An algorithmic process that determines an alternative 
address after a collision.

color depth The number of bits used to represent the color of a 
pixel.

column-major storage A method of storing two-dimensional arrays in which 
the elements are stored column by column.

COmmon Business-Oriented 
Language (COBOL) 

A business programming language developed by Grace 
Hopper.

compact disk (CD) A direct access optical storage medium.
compact disk read-only 
memory (CD-ROM) 

A compact disc in which data is written to the disc by 
the manufacturer and can only be read by the user.

compact disk recordable  
(CD-R) 

A compact disc that a user can write to only once, but 
read from many times.

compact disk rewritable  
(CD-RW) 

A compact disc that can be written to many times and 
read from many times.

compilation The process of translating the whole source program 
written in a high-level language into machine language 
before executing the program.

compiler System software that converts a source program into 
executable object code: traditionally associated with 
high-level languages. See also assembler.

complex instruction set 
computer (CISC) 

A computer that defines an extensive set of instructions, 
even those that are used less frequently. 

composite type A data type that is composed of two or more simple 
types.

compound statement In some programming languages, a collection of statements 
(instructions) treated as one by the language.
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computer language Any of the syntactical languages used to write programs 
for computers, such as machine language, assembly 
language, C, COBOL, and FORTRAN.

conceptual level Relating to the logical structure of a database. It deals 
with the meaning of the database, not its physical 
implementation.

confidentiality A security goal that defines procedures to hide 
information from an unauthorized entity.

connecting device A device that connect computers or networks.
connectionless protocol A protocol for data transfer without connection 

establishment or termination.
constant A data value that cannot change during the execution 

of the program. Contrast with variable.
control bus The bus that carries information between computer 

components.
control statement A statement that alters the sequential flow of control in 

a source program.
control structure testing A white-box test method that uses different categories 

of tests: conditional testing, dataflow testing, and loop 
testing.

control unit The component of a CPU that interprets the instructions 
and controls the flow of data.

controller A component of a Turing machine that is equivalent to 
a computer’s CPU.

copyright A copyright is a right to a written or created work. It 
gives the author the exclusive rights to copy, distribute, 
and display the work. 

copyright The right to written or created work.
country domain A subdomain in the Domain Name System that uses 

two characters (representing a country) as the last 
suffix.

coupling A measure of the interdependence between two 
separate functions. 

cryptographic hash function A function that creates a message digest from a message.
cryptography The science and art of transforming messages to make 

them secure and immune to attack.
current directory In UNIX and Linux, the directory that a user is in at 

the present time.
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cycle A graph path with a length greater than 1 that starts 
and ends at the same vertex.

data bus The bus inside a computer used to carry data between 
components.

data compression Reduction of the volume of data without significant 
loss.

data confidentiality A security service designed to protect data from 
disclosure attacks, snooping, and traffic analysis.

data file A file that contains only data, not programs.
data flow diagram A diagram that shows the movement of data in the 

system.
data integrity A security service designed to protect data from 

modification, insertion, deletion, and replaying.
data link layer address The address used in the data link layer, sometimes called 

the MAC address, sometimes the physical address.
data processor An entity that inputs data, processes it, and outputs the 

result.
data structure The syntactical representation of data organized to 

show the relationship among the individual elements.
data type A named set of values and operations defined to 

manipulate them, such as character and integer.
data-link layer The second layer of the TCP/IP protocol.
database A collection of organized information.
database management system 
(DBMS) 

A program or a set of programs that manipulates a 
database.

database model A model that defines the logical design of data.
datagram An independent data unit.
DC value A value that does not change with time.
deadlock A situation in which the resources needed by one job to 

finish its task are held by other jobs.
decimal digit A symbol in the decimal system.
decimal system A method of representing numbers using ten symbols 

(0 to 9).
decision In programing a two-way path that one of them should 

be chosen by the program.
declarative language A computer language that uses the principle of logical 

reasoning to answer queries.
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declarative paradigm A paradigm that uses the principle of logical reasoning 
to answer queries.

decode Interpretation of an instruction by the control unit.
decrement statement A statement that subtracts 1 from the value of a  

variable.
decryption Recovery of the original message from encrypted data. 

See encryption.
decryption algorithm An algorithm that decrypts an encrypted message to 

create the plain text.
default logic A logic in which the default conclusion of an argument 

is acceptable if it is consistent with the contents of 
knowledge base.

delete operation Operation that deletes a tuple based on the criterion 
given in the call.

delete operation In a relational database, the operation that deletes a 
tuple from the relation.

demand paging A memory allocation method in which a page of a 
program is loaded into memory only when it is needed.

demand paging and 
segmentation

A memory allocation method in which a page or a 
segment of a program is loaded into memory only when 
it is needed.

demand segmentation A memory allocation method in which a segment of a 
program is loaded into memory only when it is needed.

demodulator A device that converts a signal to data.
dendrite In a neuron, the section that acts as the input device.
denial of service The only attack on the availability goal of security that 

may slow down or interrupt the system.
depth-first traversal A traversal method in which all of a node’s descendants 

are processed before any adjacent nodes (siblings).
dequeue Deleting an element from a queue.
descendant Any node in the path from the current node to a leaf.
design phase A phase in the software system lifecycle that defines 

how the system will accomplish what was defined in 
the analysis phase.

development process The process of creating software that is outside the 
system lifecycle.

device manager A component of an operating system that controls 
access to the input/output devices.
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dictionary-based encoding A compression method in which a dictionary is created 
during the session.

difference operation An operation on two sets, the result of which is the first 
set minus the common elements in the two sets, or an 
operator in a relational database that is applied to two 
relations with the same attributes. The tuples in the 
resulting relation are those that are in the first relation 
but not the second.

digest A compressed image of a message.
digit extraction hashing The process of extracting selected digits from a key and 

use them as an address.
digit extraction method A hashing method that uses digit extraction.
digital A discrete (noncontinuous) entity.
Digital data Data represented by discrete values.
digital signal A signal with a number of distinct values.
digital signature A method used to authenticate the sender of a message 

and to preserve the integrity of its data.
digital subscriber line (DSL) A technology that supports high-speed communication 

over existing telephone line.
digital versatile disk (DVD) A direct access optical storage medium.
digital-to-analog conversion Representation of digital data by an analog signal.
digital-to-digital conversion Representation of digital data by digital signal.
digraph A directed graph.
direct hashing A hashing method in which the key is obtained without 

algorithmic modification.
direct memory access (DMA) A form of I/O in which a special device controls the 

exchange of data between memory and I/O devices.
directed graph A graph in which the direction is indicated on the lines 

(arcs).
directory A file that contains the names and addresses of other 

files.
discrete cosine transform 
(DCT) 

A mathematical transformation used in JPEG encoding.

distributed database A database in which data is stored on several computers.
distributed system An operating system that controls resources located in 

computers at different sites.
division remainder method A type of hashing in which the key is divided by a 

number and the remainder is used as the address.
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domain name In DNS, a sequence of labels separated by dots.
Domain Name Server (DNS) A computer that holds information about Internet 

domain names.
doman name space A method for organizing the name space in which the 

names are defined in an inverted-tree structure with 
the root at the top.

dotted-decimal notation The notation devised to make IP addresses easier to 
read: each byte is converted to a decimal number; 
numbers are separated by a dot.

DSL Digital subscriber line.
dynamic RAM (DRAM) RAM in which the cells use capacitors. DRAM must be 

refreshed periodically to retain its data.
edge A graph line that has no direction.
edge detection A method of image processing that finds the edges in 

an image by looking at areas with changes in color or 
texture.

electrically erasable 
programmable read-only 
memory (EEPROM) 

Programmable read-only memory that can be 
programmed and erased using electronic impulses 
without being removed from the computer.

electronic mail (email) A method of sending messages electronically  
based on a mailbox address rather than host-to-host 
exchange.

emacs A text editor in Unix.
encryption Converting a message into a form that is unreadable 

unless decrypted.
encryption algorithm An algorithm that encrypts a plain text  message.
end system A sender or receiver of data.
end users In DBMS terminology, users that access the database 

directly.
enqueue Inserting an element into a queue.
entity authentication A technique designed to let one party prove the identity 

of another party.
entity–relation (E-R) model A model that defines the entities and their relationship 

in a relational database.
entity–relationship (E-R) 
diagram 

A diagram used in Entity–Relation model.

ephemeral port number A port number used by the client
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erasable programmable read-
only memory (EPROM) 

Programmable read-only memory that can be 
programmed. Erasing EPROM requires removing it 
from the computer.

error report file In a file update process, a report of errors detected 
during the update.

ethical principle One of the ways to evaluate our responsibility towards 
the rest of the world when using a computer is to base 
our decisions on ethics. 

Excess representation A number representation method used to store the 
exponential value of a fraction.

Excess_1023 The high-precision IEEE standard for representation of 
floating point numbers.

Excess_127 The low-precision IEEE standard for representing 
floating-point numbers.

execute Sending commands to different section of the computer 
by the Control Unit.

expert system A system that uses knowledge representation to 
perform tasks that normally need human expertise.

expression A sequence of operators and operands that reduces to 
a single value.

expression tree An upside down tree in which the root and nodes are 
operators and leaves are operands.

external level The part of the database that interacts with the user.
Facebook A social network site with more than one billion users.
Fast Ethernet An implementation of Ethernet with a data rate of 100 

Mps.
fetch The part of the instruction cycle in which the instruction 

to be executed is brought in from memory.
fiber-optic cable A medium that carries signals in the form of pulses. 

It consists of a thin cylinder of glass or plastic (core) 
inside another cylinder of glass or plastic (cladding).

field The smallest named unit of data that has meaning in 
describing information. A field may be either a variable 
or a constant.

File Transfer Protocol (FTP) An application-layer service in TCP/IP for transferring 
files from and to a remote site.

finite state automaton A machine that has predefined number of states.
firewall A device installed between the internal network of an 

organization and the rest of the Internet to provide 
security.



Glossary 641

FireWire An I/O device controller with a high-speed serial 
interface that transfers data in packets.

first in, first out (FIFO) An algorithm in which the first data item that is added 
to a list is removed from the list first.

flat-file A stand-alone file not related to any other file in an 
organization.

floating-point representation A number representation in which the position of 
the decimal point is floated to create better precision. 
Normally used to represent real numbers in a computer.

follow How to connect to other users on Twitter.
following The many-to-one relationship in Twitter in which 

many users follow a user.
follwing Follow people you know to see their tweets on your 

home page. 
formal parameters The parameter declaration in a function to describe the 

type of data to be passed to the function.
FORmula TRANslation 
(FORTRAN) 

A high-level procedural language used for scientific and 
engineering applications.

fragmented distributed 
database

A distributed database in which data is localized.

frame A data unit at the data-link layer.
frames A method similar to semantic networks for knowledge 

representation.
frequency masking The process that a frequency totally mask another 

frequency.
friend In Facebook, a user who can receive posts made by 

another user.
friendship In Facebook, sharing is done only between friends. 

Friendship is a one-to-one reciprocal relationship. 
friendship The one-to-one relationship between users in Facebook.
front The next element in a queue that is deleted by the 

dequeue operation.
function In a functional paradigm, a black box that maps a list of 

input to a list of output.
functional language A programming language in which a program is 

considered to be a mathematical function.
functional paradigm A paradigm in which a program is considered a mathe

matical function.

https://sanet.st/blogs/polatebooks/
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general linear list A list in which data can be inserted or deleted anywhere 
in the list.

generic domain A subdomain in the domain name space that uses 
generic suffixes.

Gigabit Ethernet An Etherenet with on gigabit (1000 Mbps) data rate.
glass-box testing See white-box testing.
Gödel number A number assigned to every program that can be 

written in a specific language.
graph A collection of nodes, called vertices, and line segments, 

called edges or arcs, connecting pairs of nodes.
Graphic Interchange Format 
(GIF) 

An 8-bit per pixel bitmap image.

graphical user interface (GUI) A user interface that defines icon and operations on 
icons.

Guided media Cable.
hacker An astute computer specialist who may do harm.
halting problem Writing a program that tests whether or not any program, 

represented as its Gödel number, will terminate.
hardware Any of the physical components of a computer system, 

such as a keyboard or a printer.
hardware abstraction layer 
(HAL)

The lowest level program in the Windows system that 
hides the differences from upper layer.

hashed file A file that is searched using one of the hashing methods.
hashed MAC (HMAC) A recommendation by ITU to describe a certificate in 

public-key distribution using a well-known standard 
called ASN.1.

hashing method A method to access a hashed file.
hashtag A way to indicate an important word in a tweet.  

It starts with a hash (#) sign.
HDMI (High-Definition 
Multimedia Interface)

HDMI is a digital replacement for existing analog video 
standards.

header The information added to the beginning of a packet for 
routing and other purposes.

heuristic search A search in which a rule or a piece of information is 
used to make the search more efficient.

hexadecimal digit A symbol in the hexadecimal system.
hexadecimal system A numbering system with base 16. Its digits are 0, 1, 2, 

3, 4, 5, 6, 7, 8, 9, A, B, C, D, E, and F.
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hierarchical model A database model that organizes data in a treelike 
structure that can be searched from top to bottom.

high-level language A (portable) programming language designed to allow 
the programmer to concentrate on the application 
rather than the structure of a particular computer or 
operating system.

high-order logic A logic that extends the scope of quantifiers ∀ and ∃ in 
predicate logic to bind predicates as well as variables.

hold state The state of a job that is waiting to be loaded into 
memory.

home address In a hashed list, the first address produced by the 
hashing algorithm.

home directory In UNIX or Linux, a directory that a user is in when 
first logged in.

home page The main page of a hypertext document available on 
the Web.

host A station or node node on the network.
host identifier The identifier of a station.
hub A device that connects other devices in a network.
Huffman coding A statistical compression method using variable-length 

code.
hypertext A document containing embedded links to other 

documents.
Hypertext Markup Language 
(HTML) 

The computer language for specifying the contents 
and format of a Web document: allows text to include 
fonts, layouts, embedded graphics, and links to other 
documents.

Hypertext Transfer Protocol 
(HTTP) 

The protocol that is used to retrieve Web pages on the 
Internet.

identifier The name given to an object in a programming language.
image processing An area of artificial intelligence that deals with the 

perception of objects—the artificial eyes of an agent.
imperative language Another name for a procedural language.
imperative paradigm Another name for a procedural paradigm.
implementation phase A phase in the software system lifecycle in which the 

actual programs are created.
increment statement In C or C++, the statement that adds 1 to an integer 

value.
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incremental model A model in software engineering in which the entire 
package is constructed with each module consisting 
of just a shell: modules gain complexity with each 
iteration of the package.

index The address of an element in an array.
indexed color A technique in raster graphic that uses only a portion of 

True-Color to encode colors in each application.
indexed file A file that uses an index for random access.
infix An arithmetic notation in which the operator is placed 

between two operands.
infrared waves Part of light spectrum from 300 GHz to 400 THz used 

for short-range communication.
inheritance The ability to extend a class to create a new class while 

retaining the data objects and methods of the base class 
and adding new data objects and methods.

inorder traversal A binary tree traversal method in which the root is 
traversed after the left subtree and before the right 
subtree.

input The given data to an operation.
input data User information that is submitted to a computer to 

run a program.
input/output (I/O) controller A device that controls access to input/output devices.
input/output subsystem The part of the computer’s organization that receives 

data from the outside and sends data to the outside.
insert operation An operation in a relational database that inserts a 

tuple in a relation.
insertion sort A sort algorithm in which the first element from the 

unsorted portion of the list is inserted into its proper 
position in the sorted portion of the list.

instruction A command that tells a computer what to do.
instruction register A register in the CPU that holds the instruction before 

being interpreted by the control unit.
integer An integral number, a number without a fractional part.
integrated circuit Transistors, wiring, and other components on a single 

chip.
integrity A security goal to protect data from modification, 

insertion, deletion, or replaying.
intellectual property Intangible things such as ideas, inventions, technologies, 

artworks, music and literature over which one can 
claim ownership.
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intelligent agent An agent that perceives its environment, learns from it, 
and interacts with it intelligently.

interface A list of public operations or data that are to be passed 
or returned from an operation.

internal level The part of the database that defines where data is 
actually stored.

internal node Any tree node except the root and the leaves: a node in 
the middle of a tree.

International Organization for 
Standardization (ISO) 

A worldwide organization that defines and develops 
standards for a variety of topics.

internet Abbreviation for internetwork.
Internet The global Internet that uses the TCP/IP protocol suite.
Internet address A 32-bit address used to define a computer uniquely 

on the Internet.
Internet Protocol (IP) The network-layer protocol in the TCP/IP protocol 

responsible for transmitting packets from one computer 
to another across the Internet.

Internet Protocol version 6 
(IPv6)

The new IP with augmented address space and 
redesigned packets and protocols.

Internet service provider (ISP) An organization that provides Internet services.
internetwork A network of networks.
interpretation The process of translating each line of a source program 

into the corresponding object program and executing 
the line.

interpretation This is repeated term to be deleted
interpreter A program that translates a source program in a high-

level language line by line and executes each line 
immediately.

interrupt driven I/O A form of I/O in which the CPU, after issuing an I/O 
command, continues serving other processes until it 
receives an interrupt signal that the I/O operation is 
completed.

intersection operation An operation on two sets in which the result is a set 
with the elements common to the two sets.

intersector gap The gap between sectors on a disk.
intertrack gap The gap between tracks on a tape.
intracoded frame (I-frame) In MPEG, an independent frame.
inverted file A file sorted according to a second key.
IP address See Internet address.
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IP datagram The data unit in the network layer.
IP new generation (IPng) Another name for IPv6.
isolated I/O A method of addressing an I/O module in which the 

instructions used to read/write memory are totally 
different than the instructions used to read/write to 
input/output devices.

Java An object-oriented programming language for creating 
stand-alone programs or dynamic documents on the 
Internet.

job A program becomes a job when it is selected for 
execution.

job scheduler A scheduler that selects a job for processing from a 
queue of jobs waiting to be moved to memory.

join operation An operation in a relational database that takes two 
relations and combines them based on common attributes.

Joint Photographic Experts 
Group (JPEG) 

A standard for compressing images.

kernel The main part of an operating system.
key One or more fields used to identify a record (structure).
key-distribution center (KDC) A trusted third party that establishes a shared secret 

key between two parties.
keyboard An input device providing character-by-character input.
land On an optical disc, an area not hit by the laser in the 

translation of a bit pattern. Usually represents a bit.
last in, first out (LIFO) An algorithm in which the last data item that is added 

to a list is removed from the list first.
leaf A graph or tree node with one incoming arc and no 

outgoing arcs.
Lempel Ziv (LZ) encoding A compression algorithm that uses a dictionary.
Lempel Ziv Welch (LZW) 
encoding

An enhanced version of LZ encoding.

lexical analyzer A program used in a translation process that reads the 
source code symbol by symbol and creates a list of 
tokens.

linear list A list structure in which each element except the last 
has a unique successor.

link In a list structure, the field that identifies the next 
element in the list.

linked list A linear list structure in which the ordering of the 
elements is determined by link fields.
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linked list resolution A collision resolution method in hashing that uses a 
separate area for synonyms, which are maintained in a 
linked list.

Linux An operating system developed by Linus Torvalds 
to make UNIX more efficient when run on an Intel 
microprocessor.

LISP A list processing programming language in which 
everything is considered a list.

list An ordered set of data contained in main memory. 
literal A constant used in a program.
local area network (LAN) A network connecting devices inside a limited area.
local variable A variable defined within a block or a module.
logical operation An operation in which the result is a logical value (true 

or false).
logical operator An operator that combines Boolean values to get a new 

Boolean values.
logical shift operation A shift operation that does not preserve the sign of the 

number.
loop In a program, a structured programming construct that 

causes one or more statements to be repeated. In a 
graph, a line that starts and ends with the same vertex.

loop statement A statement that causes the program to iterate a set of 
statements.

lossless data compression Data compression in which no data is lost. Used for 
compressing text or programs.

lossy data compression Data compression in which some data is allowed to be 
lost. Used for image, audio, or video compression.

MAC addresses Address of a device at the data-link layer.
machine cycle A repeated collection of fetch, decode, and execute 

operations.
machine language Instructions native to the central processor of a 

computer that are executable without assembly or 
compilation.

macro A custom-designed procedure that can be used 
repeatedly.

magnetic disk A storage medium with random access capability.
magnetic tape A storage medium with sequential access capability.
Mail Transfer Agent The client-server program used in email communication.
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main memory The primary memory of a computer, consisting of 
medium speed. random access memory. Contrast with 
cache memory.

maintainability A quality that refers to keeping a system running 
correctly and up to date.

mantissa The part of a floating-point number that shows the 
number’s significant digits.

mask A variable or constant that contains a bit configuration 
used to control the setting of bits in a bitwise operation.

masquerading A type of attack on integrity of information in which 
the attacker impersonates somebody else.

master disk The first component created in a CD-ROM
master file A permanent file that contains the most current data 

regarding an application.
medium access control (MAC) 
address 

See data link layer address.

memory The main memory of a computer consisting of random 
access memory (RAM) and read-only memory (ROM), 
used to store data and program instructions.

memory management The component of the operating system that controls 
the use of main memory.

memory-mapped I/O A method of addressing an I/O module in a single 
address space, used for both memory and I/O devices.

Message Access Agent (MAA) A client-server program that pulls the stored email 
message.

message authentication code 
(MAC) 

A message digest that includes a secret between two 
parties.

message digest The fixed-length string created from applying a hash 
function to a message.

message transfer agent (MTA) An SMTP program that transfers a message across the 
Internet.

method A function in an object-oriented language.
metropolitan area network 
(MAN) 

A network that can span a city or a town.

microcomputer A computer small enough to fit on a desktop.
Microsoft Disk Operating 
System (MS-DOS) 

The operating system based on DOS and developed by 
Microsoft.

modal logic An extension to logic that includes certainty and 
possibility.
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modem A modulator–demodulator combined.
modularity Breaking a large project into small parts that can be 

understood and handled easily.
modulator A device that converts data to a signal.
module A small part created from applying modularity to a 

project.
modulo division Dividing two numbers and keeping the remainder.
monitor A nonstorage device that provides output.
Monitor The monitor displays output and at the same time 

echoes input typed on the keyboard.
monoalphabetic cipher A cipher in which the same character is always 

encrypted the same regardless of its position in the text.
monoprogramming The technique that allows only one program to be in 

memory at a time.
moral rule A principle in ethics dictating that we should avoid 

doing anything that is against universal morality.
moral rules The first ethical principle states that when we make 

an ethical decision, we need to consider if the decision 
is made in accordance with a universally accepted 
principle of morality.

Moving Picture Experts Group 
(MPEG) 

A lossy compression method for compressing video 
(and audio).

MPEG audio layer (MP3) A standard used for compression audio based on MPEG.
multidimensional array An array with elements having more than one level of 

indexing.
Multiple Instruction Stream, 
Single Data Stream (MISD)

A computer in which several streams operates on one 
single data. 

multiple instruction_stream, 
multiple data stream (MIMD)

A computer with several CUs, several ALUs, and several 
memory unit.

multiprogramming A technique that allows more than one program to 
reside in memory while being processed.

multithreading Parallel processing supported by some languages such 
as Java.

mutual exclusion A condition imposed by an operating system in which 
only one process can hold a resource.

name In relational database terminology, the identifier of a 
relation.

name space All the name assigned to a machine on an internet
network A system of connected nodes that can share resources.
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network layer The third layer in the TCP/IP model, responsible for 
delivery of packets from the original host to the final 
destination.

network model A database model in which a record can have more 
than one parent record.

neural network A network of neurons which is modeled on the human 
brain.

neuron The individual cells that are responsible for transmitting 
information in the human brain and nervous system.

new master file The master file that is created from an old master file 
when the file is updated.

news Facebook allows you to post news (called updates) for 
your friends. This can be a long message (up to 60 000 
characters), a link to a web page, a photo, or a video. 

news (remove) I do not think that this item should be in glossary.
no preemption A condition in which the operating system cannot 

temporarily allocate a resource.
node In a data structure, an element that contains both 

data and structural elements used to process the data 
structure.

node-to-node The communication at the data-link layer.
nonpolynomial problem A problem that cannot be solved with polynomial 

complexity.
nonpositional number system A number system in which the position of symbols 

does not define the value of the symbol.
Nonstorage device Nonstorage devices allow the CPU/memory to 

communicate with the outside world, but they cannot 
store information.

nonstorage device A device that allows  communication between CPU 
and memory without storing information.

normal form (NF) A step in the normalization process of a relational 
database.

normalization In a relational database, the process of applying normal 
forms to a relational model.

NOT operator The operation that changes a 0 bit to 1 or a 1 bit to 0.
null pointer A pointer that points to nothing.
number system A system that uses a set of symbols to define a value.
object program The machine language code created from a compiler or 

an interpreter.
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object-oriented analysis The analysis phase of a developmental process in which 
the implementation uses an object-oriented language.

object-oriented database A database in which data is treated as structures 
(objects).

object-oriented design Given the details and codes for each class in object-
orienting programming.

object-oriented language A programming language in which the objects and the 
operations to be applied to them are tied together.

object-oriented paradigm A paradigm in which a program acts on active objects.
octal digit A digit in base 8.
octal system A numbering system with a base of 8: the octal digits 

are 0 to 7.
old master file The master file that is processed in conjunction with 

the transaction file to create the new master file.
one-dimensional array An array with only one level of indexing.
one-time pad A type of cipher in which the key is randomly chosen 

for each encipherment.
one’s complement A bitwise operation that reverses the value of the bits 

in a variable.
open addressing resolution A collision resolution method in which the new address 

is in the home area.
operability The quality factor that addresses the ease with which a 

system can be used.
operand An object in a statement on which an operation is 

performed. Contrast with operator.
operating system The software that controls the computing environment 

and provides an interface to the user.
operator The syntactical token representing an action on data 

(the operand). Contrast with operand.
optical storage device An I/O device that uses (laser) light to store and 

retrieve data.
OR operator A binary operation resulting in an output of 0 only if 

the two inputs are 0s, otherwise 1.
output The resulting data from an operation.
output data The results of running a computer program.
output device A device that can be written to but not read from.
overflow The condition that results when there are insufficient 

bits to represent a number in binary.
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packet-filter firewall A firewall that uses a filtering table to protect the 
organization.

packetizing Encapsulating data in a packet.
page One of a number of equally sized sections of a program.
paging A multiprogramming technique in which memory is 

divided into equally sized sections called frames.
palette color See indexed color.
parallel processing A form of multiprocessing that speeds processing by 

allowing several processors to operate at the same time.
parallel system An operating system with multiple CPUs on the same 

machine.
parameter A value passed to a function.
parent A tree or graph node with one or more child nodes.
parent directory The directory immediately above the current directory.
parser An entity that does parsing.
partitioning A technique used in multiprogramming that divides 

the memory into variable-length sections.
Pascal A programming language designed with the goal of 

teaching programming to novices by emphasizing the 
structured programming approach.

pass by reference A parameter passing technique in which the called 
function refers to a passed parameter using an alias 
name.

pass by value A parameter passing technique in which the value of a 
variable is passed to a function.

patent A right to an intellectual property.
path A sequence of nodes in which each vertex is adjacent 

to the next.
peer-to-peer paradigm A paradigm in which two peer computers can 

communicate with each other to exchange services.
penetration attack Penetration means breaking into a system to get access 

to the data stored in a computer or in a computer 
network. 

penetration attack Unlawful accessing of a computer to get information or 
to cause damage.

perceptron A simple neuron-like element that is used in neural 
networks.

perceptual encoding Type of encoding used in audio.
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physical agent A programmable system (robot) that can be used to 
perform a variety of tasks.

physical layer The first layer in the TCP/IP model, responsible for 
signaling and transmitting bits across the network.

pico Another text editor in Unix.
picture element (pixel) The smallest unit of an image.
pipelining A technique used by modern computers to improve 

the throughput by combining different phases of on 
instruction with the next.

Pipelining Modern computers use a technique called pipelining 
to improve the throughput (the total number of 
instructions performed in each period of time). The 
idea is that if the control unit can do two or three of 
these phases simultaneously, the next instruction can 
start before the previous one is finished.

pit On an optical disc, an area struck by the laser in the 
translation of a bit pattern, which usually represents a 
0 bit.

pixel See picture element.
place value The value related to a position in the positional number 

system.
plaintext Text before being encrypted.
point-to-point A type of network that connects two communication 

devices through a transmission media.
pointer A constant or variable that contains an address that can 

be used to access data stored elsewhere.
polyalphabetic cipher A type of cipher that a character in the plaintext will 

change to a different character in the ciphertext base 
on its position in the text.

polycarbonate resin In CD-ROM production, a material injected into a 
mold.

polymorphism In C++, defining several operations with the same name 
that can do different things in related classes.

polynomial problem A problem that can be solved in an acceptable time by 
a computer.

pop The stack delete operation.
port address See port number.
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port number The address used in TCP and UDP to distinguish one 
process from another.

portability The quality factor relating to the ease with which a 
system can be moved to other hardware environments.

portability process scheduler I cannot find this term. We have process scheduler, but 
not portability process scheduler.

positional number system A number system in which the position of a symbol in 
a number defines its value.

postfix An arithmetic notation in which the operator is placed 
after its operands.

postorder traversal A binary tree traversal method in which the left subtree 
is processed first, then the right subtree, then the root.

pragmatic analysis The analysis of a sentence to find the real meaning of 
words by removing the ambiguities.

predicate logic A logic system in which quantifiers can be applied to 
terms but not to predicates.

predicted frame (P-frame) In MPEG, a frame that is related to the preceding 
I-frame or B-frame.

Predictive encoding Encoding the difference between two samples instead 
of encoding the sample itself. 

prefix An arithmetic notation in which the operator is placed 
before the operands.

preorder traversal A binary tree traversal in which the left subtree is 
traversed first, the root is traversed next, and the right 
subtree is traversed last.

prime area In a hashed list, the memory that contains the home 
address.

printer An output device that creates hard copy.
privacy The right of individual to keep some information secret.
privacy Today, a large amount of personal information about 

a citizen is collected by private and public agencies. 
Some countries have ethical rules about the use of this 
information.

private key One of the two keys used in public key encryption.
procedural language A computer language in a procedural paradigm.
procedural paradigm A paradigm in which a program acts on passive objects 

using procedures.
procedure-oriented analysis The analysis phase of a developmental process in which 

the implementation uses a procedural language.
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procedure-oriented design The design phase of developmental process when the 
implementation uses a procedural language.

process A program in execution.
process manager An operating system component that controls the 

processes.
process scheduler An operating system mechanism that dispatches the 

processes waiting to get access to the CPU.
product The result of multiplying a list of numeric data and 

finding the result.
program A set of instructions.
program counter A register in the CPU that holds the address of the next 

instruction in memory to be executed.
programmable read-only 
memory (PROM) 

Memory with contents electrically set by the 
manufacturer that may be reset by the user.

programmed I/O A form of I/O in which the CPU must wait for the I/O 
operation to be completed.

programming language A language with limited words and limited rules 
designed to solve problems on a computer.

project operation An operation in a relational database in which a set of 
columns is selected based on a criterion.

PROLOG A programming language that can build a database of 
facts and a knowledge base of rules.

propositional logic A logic system based on logical operators and 
propositional term.

protocol A set of rules for data exchange between computers.
protocol layering The idea of using a set of protocols to create a hierarchy 

of rules for handling a difficult task.
proxy firewall A firerwall that stands between the customer computer 

and the corporation computer. It accepts only legitimate 
messages from the customer computer.

proxy firewall A proxy computer (sometimes called an application 
gateway) that stands between the customer computer 
and the corporation computer. 

pseudocode English-like statements that follow a loosely defined 
syntax and are used to convey the design of an algorithm 
or function.

public key One of the keys in a public key encryption, revealed to 
the public.

public-key certificate A certificate that binds an entity to its public key.
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push The stack insert operation.
quantifier Two operators used in predicate logic: ∀ and ∃.
quantization Assigning a value from a finite set of values.
queue A linear list in which data can only be inserted at one 

end, called the rear, and deleted from the other end, 
called the front.

radix The base in a positional number system.
random access A storage method that allows data to be retrieved in an 

arbitrary order.
random access memory (RAM) The main memory of the computer that stores data and 

programs.
raster graphic See bitmap graphic.
read-only memory (ROM) Permanent memory with contents that cannot be 

changed.
read/write head The device in a hard disk that reads or writes data.
ready state In process management, the state of processing in which 

the process is waiting to get the attention of the CPU.
real A number with both integral and fractional parts.
real-time system An operating system that is expected to do a task within 

specific time constraints.
rear The last element inserted into a queue using the 

enqueue operation.
record Information related to one entity.
recursion A function design in which the function calls itself.
reduced instruction set 
computer (RISC) 

A computer that uses only frequently used instructions.

register A fast stand-alone storage location that holds data 
temporarily.

relation A table in a relational database.
relational database A database model in which data is organized in related 

tables called relations.
relational database 
management system (RDBMS) 

A set of programs that handles relations in a relational 
database model.

relational model See relational database.
relational operator An operator that compares two values.
relative pathname The path of a file defined in terms of the working 

directory.
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reliability The quality factor that addresses the confidence or 
trust in a system’s total operation.

remote login Logging on to a remote computer that is connected to 
the local computer.

repetition One of the three constructs in structural programming.
replaying A type of attack on information integrity in which the 

attacker intercepts the message and resends it again.
replicated distributed 
database

A database in which each site holds a replica of another 
site.

resolution The scanning rate in image processing: the number of 
pixels per unit measure.

resource holding A condition in which a process holds a resource but 
cannot use it until all other resources are available.

retrieval The location and return of an element in a list.
retweet A tweet forwarded to other Twitter users.
RGB A color system in which tints are represented by a 

combination of red, green, and blue primary colors.
Roman number system The nonpositional number system used by the Romans.
root The first node of a tree.
root directory The highest level in a file hierarchy.
rotational speed The spin rate of a magnetic disk.
router A device operating at the first three TCP/IP layers 

that connects independent networks. A router routes a 
packet based on its destination address.

routing The process performed by a router.
row-major storage A method of storing array elements in memory in 

which the elements are stored row by row.
RSA cryptosystem A common public cryptosystem designed by River, 

Shamir, and Adelman. It uses two exponents, e and d, 
in which the the first is public and the second is private.

RSA cryptosystem RSA cryptosystem is one of the common public-key 
algorithms. 

rule-based system A knowledge representation system that uses a set of 
rules that can be used to deduce new facts from known 
facts.

run-length encoding A lossless compression method in which a sequence of 
the same symbols is replaced by the symbol and the 
number of repetitions.
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running state In process management, a state in which a process is 
using the CPU.

sampling Taking measurements at equal intervals.
sampling rate The number of samples obtained per second in the 

sampling process.
scanning Converting an image into digital data by sampling its 

density and color at evenly-spaced points.
scheduler A program to move a job from one state to another.
scheduling Allocating the resources of an operating system to 

different programs and deciding which program should 
use which resource, and when.

scheme The de facto standard of the LISP language.
scientific notation Representation of a number with one digit at the left 

of the decimal point and the power of 10 defines the 
shifting of the decimal point.

search space The set of possible situations that can be examined by 
a search method to find a solution.

searching The process that examines a list to locate one or more 
elements containing a designated value known as the 
search argument.

secondary storage device See auxiliary storage.
secret key A key that is shared by two participants in secret key 

encryption.
sector A part of a track on a disk.
Secure Hash Algorithm (SHA) A standard hash function developed by NIST.
Secure Shell (SSH) A client-server program that provide secure logging.
security The quality factor that addresses the ease or difficulty 

with which an unauthorized user can access data.
security attack An attack threatening the security goals of a system.
security goal One of the three goals of information security: 

confidentiality, integrity, and availability.
seek time In disk access, the time required to move the read/write 

head over the track that holds the required data.
segment Part of a packet.
segmentation A step in image processing that divides the image into 

homogeneous segments or areas.
select operation An operation in a relational database that selects a set 

of tuples.
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selection One of the three constructs in structure programming.
selection sort A sort algorithm in which the smallest value in the 

unsorted portion of the list is selected and placed at the 
end of the sorted portion of the list.

semantic analysis Analysis of the meaning of words in a sentence or 
tokens in a statement.

semantic network A graph in which the node represents objects and the 
edges represent relationships between objects.

sequence One of the three constructs in structure programming.
sequential access An access method in which the records in a file are 

accessed serially beginning with the first element.
sequential file A file structure in which data must be processed 

sequentially from the first element in the file.
sequential search A search technique used with a linear list in which 

searching begins at the first element and continues until 
the value of an element equal to the value being sought 
is located, or until the end of the list is reached.

server In a client–server system, the centralized computer that 
provides auxiliary services (server programs).

shell A user interface in some operating systems, such as 
UNIX.

shift cipher A type of substitution cipher in which the key defines 
shifting of characters toward the end of the alphabet.

siblings Nodes in a tree with the same parent.
side effect A change in a variable that results from the evaluation 

of an expression: any input/output performed by a 
called function.

sign out To terminate membership in a social media.
sign out You need to be a member of Facebook to use it. To 

become a member, you need to sign up. To terminate 
your membership, you need to sign out or deactivate 
your account. 

sign-and-magnitude 
representation

A method of integer representation in which 1 bit 
represents the sign of the number and the remaining 
bits represent the magnitude.

simple type An atomic data type such as integer or real.
single instruction stream, 
multiple data stream (SIMD)

A computer with one control unit, multiple ALU, and 
one memory unit. 
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single-user operating system An operating system in which only one program can be 
in memory at a time.

small computer system 
interface (SCSI) 

An I/O device controller with a parallel interface.

snooping Unauthorized access to confidential information.
social contract A principle of ethics that says an act is ethical if a 

majority of people in society agree with it.
social contract The social contract theory says that an act is ethical 

when a majority of people in society agrees with it. 
social media Websites used by people to share ideas and messages.
social network Another name for social media.
software The application and system programs necessary for 

computer hardware to accomplish a task.
software agent In artificial intelligence applications, a set of programs 

that are designed to do particular tasks.
software engineering The design and writing of structured programs.
software lifecycle The life of a software package.
software quality Three characteristics of a software (operability, main-

ainability, and transferability).
solvable problem A problem that can be solved by a computer.
soma The body of a neuron that holds the nucleus of the cell.
something inherent A characteristic of the claimant, such as conventional 

signature, fingerprint, voice, and so on, used for entity 
authentication.

something known A secret known by the claimant that can be used by the 
verifier in entity authentication.

something possessed Something belonging to the claimant that can prove 
the claimant’s identity.

sort pass One loop during which all elements are tested by a 
sorting program.

sorting The process that orders a list or file.
source program The file that contains program statements written by 

a programmer before they are converted into machine 
language: the input file to an assembler or compiler.

source-to-destination delivery The delivery of a data packet from the source to the 
destination.

spatial compression Compression done on a frame by the JPEG encoding 
process.
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speech recognition The first step in natural language processing (in AI) in 
which the speech signal is analyzed and the sequence of 
words it contains are extracted.

spoofing See masquerading.
stack A restricted data structure in which data can be inserted 

and deleted only at one end, called the top.
Standard Ethernet The original Ethernet operating at 10 Mbps.
starvation A problem in the operation of an operating system in 

which processes cannot get access to the resources they 
need.

state chart A diagram, similar to a state diagram, but used in 
object-oriented software engineering.

state diagram A diagram that shows the different states of a process.
statement A syntactical construct in C that represents one 

operation in a function.
static RAM (SRAM) A technology that uses traditional flip-flop gates (a gate 

with two states, 0 and 1) to hold data.
steganography A security technique in which a message is concealed 

by covering it with something else.
storage device An I/O device that can store large amounts of 

information for retrieval at a later time.
stream cipher A cipher that encryption and decryption are done a 

character at a time.
String A correction of characters considered as a single unit 

of data.
string A string, as a set of characters, is treated in different 

languages differently. In C, a string is anarray of 
characters. In C++, a string can be an array of characters, 
but there is a type named string. In Java, a string is a 
type.

structure chart A design and documentation tool that represents a 
program as a hierarchical flow of functions.

structured program A program written according to the rules of Software 
Engineering.

Structured Query Language 
(SQL) 

A database language that includes statements for 
database definition, manipulation, and control.

subalgorithm A part of an algorithm that is independently written 
and is executed when called inside the algorithm.

subprogram A smaller program called by the main program.
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subroutine See subalgorithm.
substitution cipher A cipher that replaces one symbol with another.
subtree Any connected structure below the root of a tree.
summation Addition of a series of numbers.
switch A device that connects components in a network 

together.
switched WAN A complex WAN made of several medium and several 

switches.
symbolic language A computer language, one level removed from machine 

language, that has a mnemonic identifier for each 
machine instruction and can use symbolic data names.

symmetric-key cipher A type of cryptography in which a single secret key is 
used for both encryption and decryption.

symmetric-key encryption Encryption using a symmetric-key cipher.
synapse A connection between two neuron in the human 

nervous system.
synonym In a hashed list, two or more keys that hash to the same 

home address.
syntactic analysis The analysis of a sentence to check for grammar.
syntax The grammatical rules of a language.
syntax analyzer The process that checks the grammar of a sentence.
system documentation A formal structured record of a software package.
TCP/IP protocol suite A five-layer protocol suite that defines the exchange of 

transmission across the Internet
technical documentation Documenting the procedures for installation and 

servicing of the software system.
TELNET  
(terminal network) 

A general-purpose client-server program that allows 
remote login.

temporal compression Compression done by MPEG on frames.
temporal logic A type of logic that includes change and the effect of 

time in reasoning.
temporal masking A process that a loud sound eliminates the effect of less 

loud sound.
terminated state In process management, a state in which a process has 

finished executing.
testability An attribute of software that measures the ease with 

which the software can be tested as an operational 
system.
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testing phase A phase in the software lifecycle in which experiments 
are carried out to prove that a software package works.

text Data stored as characters.
text editor Software that creates and maintains text files, such as a 

word processor or a source program editor.
text file A file in which all data is stored as characters. Contrast 

with binary file.
thresholding A method used in image segmentation in which a pixel 

with a specific intensity is selected and the method tries 
to find all the pixels with the same intensity.

throughput The number of data units that can be passed through a 
point in one unit of time.

ticket In session key distribution, an encrypted message 
containing the session key intended for Bob, but sent to 
Alice to be deliver to Bob.

time sharing An operating system concept in which more than one 
user has access to a computer at the same time.

token A syntactical construct that represents an operation, a 
flag, or a piece of data.

topology The structure of a network, including the physical 
arrangement of devices.

track A part of a disk.
trade secret Information about a product that is kept secret.
trademark A sign or name that identifies a company product. 
traffic analysis A type of attack on confidentiality in which the attacker 

obtains some information by monitoring online traffic.
transaction file A file containing relatively transient data that are used 

to change the contents of a master file.
transfer time The time to move data from the disk to the CPU/

memory.
transferability A quality in software system that refers to the ability to 

move the system from one platform to another.
translator A generic term for any of the language conversion 

programs. See also assembler and compiler.
Transmission Control Protocol 
(TCP) 

One of the transport-layer protocols in the TCP/IP 
protocol suite.

Transmission Control Protocol/ 
Internet Protocol (TCP/IP) 

The official protocol of the Internet, composed of five 
layers.
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transmission medium The physical path linking two communication devices.
transmission rate The number of bits sent per second.
transposition cipher A cipher that transposes symbols in the plaintext to 

create the ciphertext and vice versa.
traversal An algorithmic process in which each element in a 

structure is processed once and only once.
tree A set of connected nodes structured so that each node 

has only one predecessor.
Trojan horse A program that can do malicious acts such as deleting 

or corrupting files.
True-Color A technique in raster graphic that uses 24 bits to 

represent a color.
truncation error The error that occurs when a number is stored using 

floating-point representation. The value of the number 
stored may not be exactly as expected.

truth table A table listing all the possible logical input combinations 
with the corresponding logical output.

tuple In a relational database, a record (a line) in a relation.
Turing machine A computer model with three components (tape, 

controller, and read/write head) that can implement 
statements in a computer language.

Turing model A computer model based on Alan Turing’s theoretical 
definition of a computer.

Turing test A test devised by Alan Turing to determine whether a 
computer can be said to be truly intelligent.

tweet A short (maximum 140 characters) message exchanged 
by users in Twitter.  Sending a tweet.

twisted-pair cable Two insulated cable twisted together in a cover.
Twitter A popular social network where users can post short 

messages called tweets.
two-dimensional array An array with elements having two levels of indexing. 

See also multidimensional array.
two’s complement A representation of binary numbers in which the 

complement of a number is found by complementing 
all bits and adding a 1 after that.

two’s complement 
representation

A method of integer representation in which a negative 
number is represented by leaving all the rightmost 
0s and the first unchanged and complementing the 
remaining bits.
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unary operation An operation that needs only one input operand.
underflow An event that occurs when an attempt is made to delete 

data from an empty data structure.
undirected graph A graph consisting only of edges—that is, a graph in 

which there is no indication of direction on the lines.
unfollow A process whereby a user stops following another user 

on Twitter.
unguided media Transmission media with no physical boundries.
Unicode A 32-bit code that includes the symbols and alphabets 

from most languages in the world.
Unified Modeling Language 
(UML) 

A graphical language used for analysis and design.

Uniform Resource Locator 
(URL) 

A string of characters that defines a page on the Internet.

union operation An operation on two sets in which the result contains 
all the elements from both sets without duplicates.

universal serial bus (USB) A serial I/O device controller that connects slower 
devices such as the keyboard and mouse to a computer.

UNIX A popular operating system among computer 
programmers and computer scientists.

unsigned integer An integer without a sign whose value ranges between 
and positive infinity.

unsolvable problem A problem that cannot be solved by a computer.
update operation An operation in a relational database in which the 

operation about one tuple is changed.
use-case diagram A diagram showing the user view of a system in UML.
user agent (UA) An SMTP component that prepares the message, creates 

the envelope, and puts the message in the envelope.
user datagram The data unit used by the UDP protocol.
User Datagram Protocol (UDP) One of the transport-layer protocols in the TCP/IP 

protocol suite.
user interface A program that accepts requests from users (processes) 

and interprets them for the rest of the operating system.
user page The main page in Facebook.
user page The user page is the main page you will use on Facebook.
users In DBMS terminology, every entity that access the 

database.
utility An application program in UNIX.
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utilization A principle in ethics that says an act is ethical if it 
creates a good result.

utilization The second theory of ethics, related to the consequences 
of the act. An act is ethical if it results in consequences 
which are useful for society.

variable A memory storage object whose value can be changed 
during the execution of a program. Contrast with 
constant.

vector graphic A type of graphics file format in which lines and curves 
are defined using mathematical formulas.

verifying algorithm The algorithm that verifies the validity of a digital 
signature.

vertex A node in a graph.
vi A screen text editor available in Unix operating system.
video A representation of images (called frames) in time.
virtual memory A form of memory organization that allows swapping 

of programs between memory and magnetic storage 
to give the impression of a larger main memory than 
really exists. 

virus Unwanted program hidden inside another program, 
and which can replicate itself.

von Neumann model A computer model (consisting of memory, arithmetic 
logic unit, control unit, and input/output subsystems) 
upon which the modern computer is based.

waiting state A state in which a process is waiting to receive the 
attention of the CPU.

waterfall model A software development model in which each module 
is completely finished before the next module is started.

Web See World Wide Web.
Web page A unit of hypertext or hypermedia available on the 

Web.
well-known port number A port number that defines a process on the network.
white-box testing Program testing in which the internal design of the 

program is considered. Also known as glass-box testing. 
Contrast with black-box testing.

wide area network (WAN) A network that spans a large geographical distance.
WiMax Worldwide Interoperability Access.
Windows The operating system designed by Microsoft.
Windows 2000 A version of the Windows NT operating system.
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Windows NT An operating system devised by Microsoft to replace 
MS-DOS.

Windows XP A version of the Windows NT operating system.
working directory The directory that is currently being used.
World Wide Web (WWW) A multimedia Internet service that allows users to 

traverse the Internet by moving from one document to 
another via links.

Worldwide Interoperability 
Access

Wireless version of DSL or cable connection to the 
Internet.

worm An independent program that travels through the 
network and can copy itself.

write once, read many 
(WORM) 

Another name for a CD‑R.

X.509 A technique used by modern computers to improve 
the throughput by combining different phases of on 
instruction with the next.

X.509 X.509 is a way to describe a certificate in a structured 
way. It uses a well-known protocol called ASN.1 that 
defines fields familiar to computer programmers. 

XOR operator A bitwise operation in which the result of the operation 
is 1 only if one of the operands is 1.

zero-knowledge 
authentication 

An entity authentication method in which the claimant 
does notreveal anything that might endanger the 
confidentiality of the secret.
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